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NEN ANH Y SINH 3D VA BAO MAT
THONG TIN CA NHAN

Nguyén Lwong Nhat
Hoc vién Céng nghé Buwu chinh Vién théng

Tém tit: Bai béo ndy dé xuat mot hé thong truyén tin
mat két hop cac thuat toan nén, ma hda va giau tin, muc
dich 1a dua ra mot giai phap truyén tin méi dam bao su an
toan cho théng tin ca nhan nhay cam, hiéu qua trong luu
trir va truyén tin, dong thoi van gitr dugc cac dic trung
can thiét cua anh y sinh 3D (Three-dimensional). Anh y
sinh ban dau s& dwoc nén biang phuong phap phén tich
wavelet 3D trude khi théng tin c& nhan dugc nhing vao
dung k¥ thuat gidu tin thuan nghich. Thong tin c& nhan va
anh y sinh truéc khi nhang sé duoc khoi phuc hoan toan
chinh x&c tai phia thu, ngoai ra thuat toan mé hoa AES
(Advanced Encryption Standard) gilp ting tinh bao mat
cua thdng tin ca nhan.

Tir khéa: 3D compression, 3D DWT, Patient
confidentiality, Reversible data hiding.

I. GIOITHIEU

Qué trinh trao ddi hinh anh y té qua internet da thu ht
su quan tdm dang ké cua cac nha khoa hoc trong vai nam
qua do sy ra doi cua thong tin y té dya trén web va céac h¢
thong ddm may. Nhing dir liéu y sinh nhu dién tim, tri s6
duong, huyét ap, ... clng vai cac thdng tin ca nhan quan
trong khac cua bénh nhan duoc truyén qua cac kénh
khong an toan va luu trit trong co s¢ ha tang dam may [1],
[2], [3] Trong qua trinh truyen va luu trix, viéc ro ri dix
liéu riéng tu ndy c6 nhiéu rii ro hon bao gio hét nén viéc
bao vé¢ dir ligu nhay cam ludn la mot chi s6 quan trong dé
danh gid hiéu suat caa cac hé thong.

Trong [4], [5] céc tic gia d& dé xuét nhiing thdng tin
bénh nhan vao dix liéu dién tam d6 dé dam bao an toan
cho théng tin c& nhan cua bénh nhén. Sau do, céc tac gia
cta [6] trinh bay mot phuong phap nhing thong tin vao
tin hiéu dién tim két hop véi nén dir liéu. Khuyét diém
chung cua céc phuong phép trén la di liéu y sinh chua
thong tin khong thé khoi phuc chinh xac vé trang thai goc
nhu trude khi nhdng théng tin.

V&1 ngir canh do, bai béo trinh bay mét phuong phép
bao mat thong tin ca nhan nhu: thdng tin bénh nhan, thong
tin thudc, ghi ch cua bac si, ... sir dung ky thuat giau tin
trong anh y sinh 3D, két hop Voi thuat toan mé hoa tién
tién AES (Advanced Encryption Standard) dé ting tinh
bio mat cho dit ligu. Qua trinh nhing str dung k¥ thuat
giau tin thuat nghich dam bao khoi phuc hoan toan anh y
sinh goc Pong thoi dé thuan loi cho viéc luu trir va
truyén dan, thuat toan nén anh y sinh 3D dugc 4p dung
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truc khi nhiing nham giam di dang ké dung hrong cua di
ligu y sinh.

Trong phan 11 bai b4o s& mé ta vé ky thuat nén anh y
sinh 3D duya trén phan giai wavelet 3D, phan 111 trinh bay
thuat toan giau tin thuan nghich /ap dung cho anh y sinh.
Phan IV trinh bay md hinh hé thong truyen tin dé xuat két
hop k§y thuat nén, ma hoa va giau tin. Phan V la cac két
qua thi nghiém va phan 0 1a két luan.

ll. KY THUAT NEN ANH Y SINH 3D

3D view on the Discrete Wavelet Transform (DWT)

| UK |

(118 LML)
. LLL LHL
HLL o J
HLH [------
Level 2 | i
HLL HLL
Level 1

Hinh 2. Qua trinh phén tich 3D DWT 3 mdrc

Ngay nay phép bién doi wavelet d di dau khong chi
trong Iinh vyc xu ly hinh anh ma con trong cac ky thuat
nén tin hi¢u do c6 kha nang tap trung nang lugng cao [7],
(8], [9]- Ché d6 xem 3D vé kha nang tap trung nang luong
cua bién doi wavelet dugc thé hién nhu hinh 1.

Ky thuat phan ra dir ligu 3D wavelet dya trén vigc s
dung ky thuat bién dol 1-D trén 3 tryc dir ligu theo x, Y, z.
Dir liéu 3D duoc Sap xép tuan tu theo ting khung. Mai
khung dir liéu bao gom céc dong va cét 2D: x, y; duoc
xem la h¢ tryc cua mai khung anh, z 1a h¢ tryc cac khung
anh dugc sap xép theo tuan tu trudc sau trong chudi
nhitng khung anh. Dit li¢u dau vao la mot tap cac khung
anh trong d6 mdi khung anh bao gém N hang va M cét.

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 61


mailto:nhatnl@ptithcm.edu.vn

NEN ANH Y SINH 3D VA BAO MAT THONG TIN CA NHAN

Theo do, cac tap dit li¢u c6 kich thusc N x M x L, trong d6
N, M, L 1a céc s6 nguyén. Ky thuat 3D-DWT c6 thé dugc
xem nhu 1a sy tich hop cia 3 bg bicn doi 1D-DWT theo 3
chiéu x, y, z, mdi bo bién dbi s& gom céc cap bo loc thong
cao va théng thap biéu dién méi tuong quan cua hé s6 cac
bo loc va cac diém anh dau vao. Sau budc bién dbi 3D-
DWT, khdi dit liéu anh dugc phén rd thanh HHH, HHL,
HLH, HLL, LHH, LHL, LLH, LLL nhu hinh 2.

Co so toan hoc cia 3D DWT dugc md ta nhu trong
[8]. Theo dé:

LLL=¢(x,y.2) =¢(x) ¢(y) ¢(2) D
LLH=y"'(x,y,2) =¢(x) ¢(y) w(2) )
LHL=y*(x,y,2) =¢(x) w(y) ¢(2) ©)
LHH=y3(x,y,2) =¢(x) y(y) y(2) 4
HLL=y*(x,y,2) =p(x) $(y) ¢(2) (5)
HLH=y>(x,y.2) =p(x) ¢(¥) y(2) (6)
HHL=y5(x,y,2) =y(x) y(y) ¢(2) ©)
HHH=y"(x,y,2) =y (x) w(y)w(z) (8)

Véi i={H,V,D} theo 3 chiéu khong gian va:
I ‘;/2 i —- ivs _ '_,_
¢j’.!}1,ra,!( .\'_.)y,&) =2 ‘75( Ux m,ZJ’}- n,2z ) 9

Vi, (xy,2) = 2f’yf(9f\—m,2fh n,2z-1) (10)

Ham bién doi wavelet roi rac f(x,y,z) ciia khdi dit licu
3 chiéu M x N x L dugc trinh bay nhu sau:

Ham chia ti I¢ biéu dién boi:
Wcﬁ(ju, m.,n,r’) =

M=1N=1L-1

Z Z Zf(). v, <)(f) ””“,(). v,2)

MNL x=0 y=0 z=0

(11)

Ham bang con theo cac chiéu khéng gian dugc mo ta
lan luot boi:

Hi —
WW(J,m,n,."} =

=1/

;M
3/ MNL ,1-20

WL(J' m,n,l) =

N—1L-1 (12)
Z f(x, }w)l,b‘ (x,y,2)

y=0 ;=0

NN

M—1 N=1p-]

1
\/W\E() \Zo ;}f(x }H)w .m, .-:J(x’-v’z)

(13)
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Dy ; —
Ww(j,m,n,.") =

| MoiN-rLol (14)

_\MN‘LE] _\‘Z=fl ;Zﬂf(x ')’H,) pJ m,n, f( ’}"Z)

Tir Wy va Wo ta 6 thé dé dang c6 dugc bién doi roi
rac nguoc cua khoi dir liéu 3D nhu sau:

flxyz) =
1

—— f=§w J; ,Z” Z Z W:F(j‘m.n,f) w}f_m_”i{ X¥,2) (15)
mz Z ZW ( Jmn, r‘)

Nhu da trinh bay ¢ trén, nang luong cia khéi anh 3D
chua yeu tap trung tai vung tan so thap (LLL) ky thuat nén
anh 3D thuc chat la gitr lai bang con nay va loai bo cac
bang con khac. Gia sir anh goc ¢6 gié tri muc xam dinh 1a
Xmax Va khdi anh LLL c6 gia trj mic xam dinh 12 Yo, anh
nén Y 'y duoc cho boi (16) Véi Yy, 1a gid tri mic xam
cua khéi LLL tai vi tri X, y, z.

Y

+ Y. ¥, 2)

g1t NN

(x,v,2) X

max

(16)

(x,y.2)
max

1. GIAU TIN THUAN NGHICH

Giéu tin 1a ky thuat an cac dir liéu nhay cam bén trong
cac phuong ti¢n chira khac ma khong gay ra qua nhleu su
thay ddi trén doi tuong chira tin. Cac ky thuat giau tin
thudng duoc thiét ke dé dam bao an toan cho thong tin an
véi su bién dang t6i hiéu cua tin hiéu cha va thuong dugc
danh gia qua cac tiéu chi: tinh v hinh caa thong tin an
glau tinh toan ven dit li¢u va tinh bao mat. Ng0a1 ra dé c6
the ung dung cho cac hé théng y té va quan sy, ky thuat
gidu tin con phai dam bao tinh thuan nghich (c6 thé dao
nguoc).

Anh géc Anh gbc
Tinmat —— Nhing Tach —— Tinmat

l I

Anh chira Truyén | Anh chira

tin mat T%in 7] tin mit

Hinh 3. Gidu tin thudn nghich

Ky thuat gi4u tin thuan nghlch dang duoc quan tam
nhiéu hon trong nhiing niam gan day vi né cho phép khoi
phuc hoan toan chinh xac dir ligu nhung cling nhu aoi
tuong chua tin [10], [11], [12] Diéu nay that sy can thlet
trong mot s6 tng dung V& vién tham, xir ly hinh anh'y té
va thong tin lién lac quan su. Mot luoc d6 giau tin thuan
ngh1ch duoc biét ¢én nhu mo ta trén hinh 3. Theo d6, anh
goc sau khi da nhung thong tin mat co thé dugc khdi phuc
hoan toan tai d4u thu sau khi cac thong tin mat duoc trich
XUAL.

Xét déi tuong chira tin 1a mot anh X véi thang do xam
8 bit. Thuét toan giau tin thuan nghich dé xuat dugc thuc
hién nhu sau:
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Buéc 1: Quét hinh anh theo chiéu tir trai sang phai va
tir trén xudng dudi, tinh toan gia tri khac biét d; gitta cac
diém anh lién ké x; va xi1 ctia X.

X, if i=0
d.= 17

! |x. —.x.l, khd c
i—1 i

Buéc 2: Xac dinh P tir cac gia tri khac bigt di (P chinh
la gia tri di c6 s6 lan xuat hién cao nhat).

_ Buwéc 3: Cac bit thong tin mat b [0, 1] s& dugc nhing
lan luot vao anh X theo (18) dé tao thanh anh d& nhidng V.

X, gru:mu(a.w)

i
d, >1’)&& X, Zx,

i ( )
y = =1 i (d>P)&&(x<x,_ ) (18)
i (d;=P)&&(x;2x,_,)

=P)&&(xr_<xr__ 1)

).—l—]

X + b,
x{.—b, ff(

Véi yi 1a cac cac diém anh twong ing cua anh da nhing v.
Sau khi nhing thdng tin mat, tai dau thu anh Y ciing sé
duogc quét theo chiéu tuong tu nhu dau phat. Céc bit théng
tin mat b va cac plxel X cua anh géc X dwoc khoi phuc
chinh xac theo (19) va (20).

0, if ‘}-‘f.—_r!._]‘=P

b= (19)
1 if ‘._\-‘r_—_r!._]‘=1”+l
YAl A |y > P && (v<x, )

x={ ¥~ I, if |yf_— r[_l|>.“ && (}-‘{.>x{._1) (20)

Y khdc

IV. NEN ANH Y SINH 3D VA BAO MAT THONG TIN

CA NHAN

Trong phan nay ching toi gia sir mot hé thdng theo ddi
suc khoe tir xa stir dung cac dit liéu y sinh khac nhau nhu
anh y sinh 3D, tin hi¢u di¢n tim, dién néo.... Anh y sinh
3D duoc thu nhan tir cac trung tam y te roi truyen Ién he
thong dam may ciing véi mot s6 thong tin nhay cam cua
bénh nhan. Mé hinh gdm hai céng doan chinh: phat va
thu. Khdi phét thyuc hién nén anh y sinh dong thoi ma hoa
va nhung théng tin ca nhan, khéi thu thuc hién tach thong
tin va khoi phuc di ligu y sinh. Tat ca giai doan: nén, ma
héa, nhing, khdi phuc anh gdc... duoc giai thich trong
céc phan sau.

A. Phia phat

Nén 3D 2),
DWT -

|
Thong tin M3 héa =)
canhin ~ Apg [ Nhing — @
256 bit Anh dd
128 bit nhiing

SHA§ 384
bit

Hinh 4. Qua trinh nén, ma héa va nhlng & phia phat
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Phia phat st dung cac ngd vao dé cung Cap cho qua
trinh truyen tin bao gom: khoa mat, thong tin c& nhéan can
gidu va anh y sinh 3D géc. Hinh 4 md ta cac budc thuc
hién ma hoa, nén va nhdng thong tin tai phia phat vai ngd
ra la anh y sinh 3D chira théng tin mat da duoc nén véi ti
I& phu hop.

Dir liéu y sinh 3D gbc ban dau sé duoc nén bang ky
thuat 3D DWT nhu da trinh bay trong phan 11 voi mot ti 18
phu hop. Muc dich cua budc nay la glam dung luong dir
ligu nhung phai gitr lai duoc cac chi tiet quan trong cua
anh y sinh 3D. Ngo ra tai day s€ cung Cap cho qua trinh
nhung thdng tin ma khong chap nhan bat ky su sai khac
nao & dau thu sau khi anh duoc khdi phuc.

Khoa mat ¢ ngd vao trudc tién s¢ duogc tao ching thuc
boi ham bam SHA3 [13]. Ngo ra khoi nay gom 384 bit s&
chia lam 2 phan: 256 bit dau dung lam khéa cho tang ma
hoa va 128 bit sau ding lam khoa nhung. Thong tin ca
nhan co thé bao gom: thong tin nhan dang, tien sir bénh, di
rng thuadc,... va nhiing thong tin nhay cam khac s¢ dugc
ma hoa béi thuat toan AES [14] véi khoa la 256 bit dau
cua gid tri bam cung cap boi khoi SHAS.

Thong tin mat sau khi ma hoa s¢ dugc nhing vao anh
y sinh 3D da nén véi khoa nhing la 128 bit cudi cua gia
tri bam. QU4 trinh nhing thdng tin dugc thuc hién bang
thuat toan giu tin thuan nghich nhu mo ta trong phan I11.
Khoa nhing sé dugc nhang trudc tién roi dén kich thudc
dix liéu va sau cung la théng tin 8@ méa héa. Nhu vay, ngd
ra tai phia phat la dit li¢u y sinh 3D da dugc xu ly nén va
nhing théng tin mat. Dit liéu nay sé dugc truyén toi phia
thu nham bao mét thdng tin ca nhan véi d an toan cao
cua cac ky thuat giau tin va ma hda tién tien.

B. Phiathu
% SHA3 384 | 256 bit
bit
1128 bit
=) 123l Théng tin
Q — Trich xudt — G:ll;;a 4 nhdn

Anh da
nhung

e, ..
e — Giainén

Hinh 5. Qua trinh trich xudt, gidi ma va gidi nén

Phia thu st dung dix liéu y sinh 3D c¢6 chira théng tin
mat tir diu phat goi dén dé ket 'hop véi khda mat nhan
dwoc tir mot kénh an toan dé tién hanh trich xuat thong
tin. Cac buéc thuc hién dugc mé ta nhu trong hinh 5.

Tuong tu nhu phia phat, khéa mat & ngé vao ciing
dugc chang thuc béi ham bam SHA3 cho ng6 ra la 384
bit cung cap cho khdi trich xuét va khi giai ma AES. Anh
y sinh 3D ¢6 chira thong tin mat dugc dua qua khdi trich
Xuit théng tin nham thyc hién hai nhiém vu: boc tach
thong tin ca nhan va khoi phuc di li¢u y sinh 3D goc Céc
budc trich xuét ‘thdng tin dugc mod ta nhu trong phéan 111
véi khoa tach lay tir 128 bit sau cua gia tri bam. Véi ky
thuat gidu tin thuan nghich d& xuat, théng tin c& nhan va
anh y sinh 3D s& duoc khdi phyuc hoan toan chinh xac.
Anh y sinh 3D sau khi khoi phuc chinh xac s& cung cap
cho cac chuyén gia y té dé tién hanh chan doan bénh.
Théng tin mat sau khi boc tach dugc dwa qua khdi giai ma
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AES véi 256bit khoa lay tir gid tri bam va cho ngd ra la
thdng tin c& nhan ma dau phéat muon goi den.

Gia str tai phia thu, nguoi nhan khong c6 khoa giai ma
dlng hodc co su sai khac cta anh da nhdng so véi dau
phét thi tai ngd ra khong ton tai tin mat va anh yrsinh 3D
cing khong dugc khdi phuc ding. Trong mét so truong
hop, anh y sinh 3D can duoc khoi phuc vé do phan giai
goc nén s& dugc dwa qua khoi giai nén cho ngd ra la anh 'y
sinh ban dau.

V. KET QUA THUC NGHIEM

Cac thi nghiém sau day dugc thuc hién trén trén may
tinh core i7, Ram 8 GB voi Matlab 2020a. Di li¢u y sinh
3D md phong vei cac kich thuéc khac nhau lay tir cac bo
dir liéu noi tieng nhu: Vién y t€ Quoc gia (NIH) Hoa Ky
[15], truong dai hoc Stanford [16], anh y khoa DICOM
[17] nhu thé hién trong bang 1.

Bang I. Déc diém co s& di liéu mb phéng
Anh 3D Ngudn Kich thudéc S6 lep
Cthead [16] 256 X 256 99
Ctscan [15] 512 x 512 81
Mrbrain [16] 256 X 256 99
Dicoml [17] 512 x 512 33
Dicom2 [17] 512 x 512 99

Dé danh gia két qua md phong, bai béo sir dung cac
tham so6: sai so binh phuong trung binh (MSE — Mean
Squared Error) (21) va ti I& tin hiéu dinh trén nhiéu
(PSNR — Peak Signal to Noise Ratio) (22).

__ 1 N2 (21
MSE = LMN kzl 2 | )

Véi L, M, N la kich thudc kho| dit lieu 3D; Ik va I'kij
la gia tri hai khéi dix I|eu 3D cin so sanh tai diém k, i, j.

Z(k,

(22)

k
PSNR =10.1o pea dB
Vi lpeak 12 gid tri dinh cua anh .

Mot tham s khéc diing dé danh gia hiéu nang cua hé
thong la ti 1¢ nén (CR — Compression Ratlo) Day 1a ti so
cua sb bit ban dau Bi va so bit sau khi nén B,. Trong mo
hinh nay, Bi la tong sd bit cua dir ligu mat va anh y sinh
3D gbc, trong khi B, la s bit cua anh y sinh 3D ¢ ngd ra
khéi phét.

B 23

cR=gl (23)
Goi A, B, C, E, F lan luot la anh y sinh 3D géc, anh da
nén, anh sau khi nhung, anh sau khi trich xuat khéi phuc
va anh sau khi giai nén. Hinh 6 cho thay két qua cua toan
bo qué trinh nén, nhing thong tin mat vao anh y sinh 3D
Ctscan [16] ¢ dau phét va trich xuat thong tin, g|a| nén &
dau thu. Hinh 7 cho thdy qua trinh nén muc 2 va nhung
thong tin mat vao anh Dicom?2, chung ta thay rang méac du
d& nén véi CR=63.38, anh ngd ra van cé chét luong tét

dong thoi thong tin hoan toan dugc bao mat.

Tai dau thu, sai sé binh phuong trung binh MSE=0 (so
sanh gitra dit ligu mat nhan dugc voi dir liéu mat tir dau
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phét goi dén) trong tat ca cac truong hop cho thay két qua
béc tach duoc la hoan toan chinh xac dam bao tinh toan
ven dir liéu. Mat khac, qua trinh boc tach thdng tin ciing
da khoi phuc dit ligu y sinh mét cach chinh xac, khong co
bat ky mot su sai khac nao cua anh khdi phuc dugc so vai
anh truéc khi nhing.

Béng 1 trinh bay két qua nhing 1024 byte théng tin ca
nhén vao cac dir ligu y sinh khac nhau cting k§y thuat nén
3D DWT muc 1. Theo d6 chung ta thiy rang, thuat toan
giau tin thuan nghich d& khéi phuc hoan toan chinh xéac
dbi tuong chura tin qua tham sé PSNRe.£ = oc (50 sanh giira
anh khoi phuc va anh truéc khi nhing) trong tit ca céc
truong hop Tinh v6 hinh cua ky thuat nhing cting dugc
thé hién rd qua tham s6 PSNRg.c > 58.4 dB (so sanh giita
anh trude va sau khi nhang).

Aohglen) | | ]

Metosn®) || |

R 0
Gainn () || |

w o W w0 sw

Hinh 6. Két qué mo phdéng véitdp dnh Ctscan

hongheny <] | | dohrén(®) <] | | Anoring(©) <f | 51}

100

s 2 w©

Hinh 7. Nén va nhing véi CR=63.38 trén tap Dicom2

Bang Il. Két qud nén va nhing 1024 byte théng tin

Anh 3D CR PSNRec | PSNRee | PSNRaF
Cthead 7.93 61.83 inf 32.34
Ctscan 7.91 62.37 inf 38.83
Mrbrain 7.93 61.70 inf 35.39
Dicom1 7.77 58.46 inf 41.60
Dicom?2 7.92 63.02 inf 42.30
Bang lll. So séanh tinh &n cda di liéu sau khi nhiing
Thuattodn | Anhchiwa | Dirliéu mat PSNRg-c
[18] 256 x 256 4096 bit 53.36 dB
Dé xust 256 x 256 4096 bit 58.72 dB
[19] 512 x 512 2216 bit 45.12 dB
Dé xust 512 x 512 2216 bit 61.97 dB

Dé nhan thay ré hon tinh vé hinh cua thuat toan giau
tin, chang t6i thuc hién nhang 1an luot 2216 bit va 4096
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bit thﬁng tin vao céac anh chira 3D theo dung ti I€ trong
[18] va [19], sau d6 so sanh anh 3D trugc va sau khi
nhing (PSNRe-c). Ket qua thuc nghlem tir bang Il cho
thay thuat toan d& xuét c6 tinh vo hinh cao hon nhiéu so
V&i cac nghién cuau lién quan.

VI. KET LUAN

Bai bao nay d& dé xuat mot phuong phap bao mat cho
thong tin ca nhan str dung cac thuat toan ma hoa ket hop
v6i ky thuat gidu tin thuan ngh1ch trong anh y sinh 3D.
Ngoai ra dé thuan loi trong qua trinh heu tri va truyén tin,
anh y sinh ban dau ciling da duoc nén lai v6i ky thuat nén
3D DWT véi nhiéu lya chon ti 1é nén khac nhau. Két qua
thi nghiém chi ra raing mé hinh dé xuat phti hop vai cac hé
thong cham soc sic khoe tir xa va thuat toan gidu tin
thuan nghich c¢6 tinh vé hinh cao dong thoi cho két qua
khoi phuc dir liéu hoan toan chinh xac.
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3D BIOMEDICAL IMAGE COMPRESSION AND
PRIVACY PROTECTION

Abstract: This paper proposes a confidential
information transmission system combining compression,
encryption and hiding algorithms, the aim is to provide a
new communication solution to ensure the safety of
sensitive and effective personal information. in storage
and transmission, while retaining the necessary features
of 3D (Three-dimensional) biomedical images. The
biomedical image will initially be compressed using 3D
wavelet analysis before personal information is
embedded using reversible hiding techniques. Personal
information and biomedical images before embedding
will be completely restored at the receiver, in addition,
the AES (Advanced Encryption Standard) encryption
algorithm helps to increase the security of personal
information.
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