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DANH GIA MOT SO CACH THWC TiNH XAC

SUAT SPAM CUA TOKEN UNG DUNG
TRONG PHAN LOAI THU RAC
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Vién Céng nghé théng tin, Vién Khoa hoc va Céng nghé Viét Nam

Tém tir: Phan loai thu rac 13 bai toan duoc quan
tm nghién cau tir rat lau trén thé gisi véi nhiéu
huéng tiép can khéc nhau. Tinh ning phan loai thu
rac dugc tich hop vao module phén loai thu rac cua
Mail Server hay Mail Client. Hién nay, khi ma cac
phuong phép truyén théng van cé nhimng diém yéu
nhat dinh thi phuong phap phan loai dya trén noi
dung t6 ra hiéu qua vai viéc st dung cac ki thuat
trong hoc may thong ké. Trong d6, phan loai thu rac
duya trén Bayes voi uu diém don gian, dé sir dung sir
va téc do nhanh nén dwoc cai dat phd bién trong cac
hé thong Mail Server hay Mail Client. Bai bao nay
trinh bay danh gia vé mot sé cach thic tinh xac suat la
Spam cua cac Token thdng qua tng dung phén loai
thu rac.

Tir khéa: Thu réc, phan loai thu rac, Bayes, hoc
may thong ké, Token, Spam, Ham.

. MODPAU

Mot trong nhitng dich vu ma Internet mang lai do
1a dich vy thu dién tir, do 1a phuorng tién giao tlep rat
don gian, tién loi, ré va hi€u qua gilra moi nguoi trong
cong dong st dung dich vu Internet. Tuy nhién chinh
vi nhiing l¢i ich cua dich vy thu dién tur mang lai ma
50 lugng thu trao dbi trén Internet ngay cang ting, va
da s6 trong sd hitng thu d6 1a thu rac (spam). Thu rac
(spam mail) la nhirng buc thu dién tr khong yéu cau,
khong mong muon va dugc gm hang loat t6i nguoi
nhan. Thu rac thuong duoc guri véi so lugng rat 16n,
khong duogc ngum dung mong doi, thu’o’ng voi muc
dich quang cdo, dinh kém virus, gdy phién todi ho
chiu cho ngum dung, lam giam tdc do truyén internet
va toe do xur ly cua email server, gdy thi€t hai rat 16n
vé kinh té.

Theo thdng ké cua kaspersky nam 2014 [12], Ty
1€ thu rac trong luu luwong truy cdp email trong thang
Hai tang 4.2% so vd&i thang trudc, dat trung binh
69.9%. Tuy nhién, ty 1€ nay thap hon 1.2% so véi
thang Hai ndm 2013. Ba ngudn phat tan thu rac hang
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dau gom c6 Trung Quéc (23%), My (19.1%) va Han
Quoc (12.8%). Viét Nam dung vi tri thtt 7 véi 2.95%,
giam so voi thang Mot chiém 3.1%. Nhitng ké lira dao
thuong nhim muc tiéu dén cac trang mang xd hoi
(27.3%), dich vu thu’ dién tr (19.34%) va cac to‘ chirc
thanh toan truc tuyén (16.73%). Theo [13], v€ tinh
hinh thu rac quy III 2015, ty 1€ thu rac trong luu
luong email da giam so v6i Quy II, nhung cac ky
thuat Itra dao nguoi dung va vuot qua bo loc email
ngay cang tr¢ nén tinh vi hon. Trong Quy III 2015, ty
1é thu rac chiém 54.2% toan luu luong email, giam
0,8% so voi quy II. DA ¢ nhitng thay ddi 16n trong
top 3 céc qudc gia 1a muc tiéu tin cong bang email
trong Quy III 2015. Pimg vi tri diu 13 Pic chiém
18.47 (giam 1.12% so voi quy II). Ding vi tri thir 2 1a
Brazil va thir 3 la Nga v01 ty 1€ 7.56% (tang 2. 82% )
v01 quy 1. V& nguodn gdc phat tan thu rac, My van 1a
qudc gia ¢6 ngudn thu rac 16n nhit chiém 15.34%.
Viét Nam du’ng thir hai voi 8.42% (tang 5.04% so voi
quy II). Xép vi tri thit 3 1a Trung Qudc chiém ty 1&
7.15%, khong thay ddi so voi quy IL Tiép sau do la
cac nudc Nga (5.79%), Buc (4.39%), Phap (3.32%).

C6 nhiéu phuong phdp loc thu rac khac nhau. Mobi
phuong phap déu c6 nhing wu nhugc diém riéng.
Trong d6, phuong phap loc ndi dung dé phan loai thu
rac da va dang dugc quan tdm, nghi€n ctru va Ung
dung nhiéu nhat. Phuong phéap nay dwa vao ni dung
va chii dé burc thu dé phén biét thu rac va thu hop I€.
Phuong phap nay c6 uu diém d6 1a chung ta c6 thé dé
dang thay doi bo loc dé né co6 thé loc cac loai thu rac
cho phu hop.

Trong phu’orng phap hoc dua trén ndi dung, loc thu
rac st dung céc ki thuét hoc may thong ké 1a mot
phuong phap c6 trién vong v6i nhiéu Gng dung
thwong mai nhu Hotmail, Google, Yahoo. Céc
phuong phép hoc may va xac suat thong ke cho phép
phén loai ca nhiing thu rac chua tirng xuat hién trudce
d6. Trong [1], Awad da trinh bay mdt danh gia, so
sanh mot so phuong phap hoc may (Bayesian
classification, k-NN, ANNs, SVMs...) cho van de loc
thu rac. Trong [6], Shahar Yifrah va Guy Lev trinh

27



DPANH GIA MOT SO CACH THU'C TINH XAC SUAT SPAM CUA TOKEN NG DUNG TRONG PHAN LOAI THU RAC

bay bao cac vé& du 4n xdy dung bo loc thu rac s dung
cac ky thuét hoc méy Trong [10], céc tac gia da so
sanh hi€u qua cua cac bd loc thu rac khac nhau st
dung Naive Bayes, SVM, va KNN. Cac két qua thu
nghiém cho thdy cac bd loc str dung céc ki thuat nay
déu cho d6 chinh xéc rit cao.

Dic thu cua cac ki thuat dua trén néi dung la phai
phan tich tir trong ni dung va tinh gia tri token hay
dac trung. Mot khi s6 lugng cac token, cac dic trung
I6n thi cac phwong phéap nhu SVMs, ANNSs c6 toc do
huan luyén rat cham. Trong céac ki thuat loc thu rac
dua trén hoc may thong ke, ki thuat Bayes t6 ra don
gian, hiéu qua, téc do thyc thi rat nhanh, khéng nhing
trong giai doan phan loai ma ca khi huan luyén. Thuat
toan Bayes da duoc ap dung vao chuong trinh loc thu
réc spambayes, va cho két qua loc kha higu qua Céo
I§, day la 1y do ma bo loc sir dung ki thuat nay dugc
cai dat phd bién trong cac hé thong Mail Server
(Zimbra), Mail Client. Cac phan mém Mail Client
nhu Outlook, Outlook Express, Thunderbird/Mozilla
Mail & Newsgroups, Eudora, hay Opera Mail. Cac

thuat toan Naive Bayes la nhing thuat todn kinh d#C=c|X=3%)=

trong ki thuat Bayes. Naive Bayes rat pho bién trong
cac bo loc thu dién tir chbng Spam ngudn mo [9] Cé
nhiéu phién ban cua Naive Bayes. Trong [9], cac tac
gia da thao luan, thir nghiém va danh gia vé hiéu qua
loc Spam cua cac phién ban nay. Trong [5], Phan Hiru
Tiép cung cac cong su trinh bay quy trinh loc thuc rac
tiéng Viét dua trén thuat toan Naive Bayes va Vi¢c Xur ly
tach céu tiéng Viét. Trong [7], Tianda va cong su da
trinh bay mat so sanh gitra bo phéan loai thu rac chi su
dung ki thuat Naive Bayes va bo phén loai thu rac su
dung bo phan loai thu rdc ki thut va lut két hop.
Trong [4], cac tac gia thao luan vé quy trinh loc thu
rac thong ké sir dung ki thuat phan loai Naive Bayes.
Mot céch thuan tién, don gian dé cai dat thuat toan
Bayes trong viéc loc thu rac la thuat toan cua Paul
Graham [8][4] va bién thé khac cua Tim Peter. Cac
thuét toan nay déu phan tich, danh gia va dwa ra dé
Xuat vé cac cach tinh xac suét Ia spam cua cac token.
Trong do, cai tién cua Paul Graham cho d¢ chinh xéac
rat cao. Trong [2], Jialin va cong su da thao luan,
danh gia vé phuong phap loc SMS réac su dung SVM
va MTM (message topic model).

Trong bai bao nay, chuing toi tap trung nghién ctu
vé viéc str dung ki thuat Bayes tng dung trong van dé
loc thu rac thong qua viéc ddnh gid mot s6 cach thac
tinh xac suat la Spam cua cac token tir viéc phan tich
cong thuc tinh xac suat Spam cua Paul Graham.
Nhiéu nghién ciru gan day danh gid hiéu qua cua cac
phuong phap hoc may trong viéc phan loai thu rac
thdng thuong chi so sanh glu’a cdc ki thuat moi voi
thuat toan Naive Bayes, ma khong truc tiép so sanh
VGi cai tién hiéu qua cia Paul Graham. Day cling
chinh 1a mot Iy do ma nhom chung toi viét bai béo
nay. Cac phan tlep theo dugce trinh bay nhu sau. Phan
2 trinh bay vé van de loc thu rac dya trén Bayes. Phan
3 trinh bay mot sb cach thirc tinh xac suat 1a Spam
khéac nhau cua cac token. Céc thir nghiém duoc trinh
bay trong phan 4. Két luan dugc trinh bay trong phan
5.

II. PHAN LOAI THU RAC DUA TREN BAYES
A. Loc thu rac dua trén Bayes
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Ki thuat phan loai thu rac dya trén Bayes dugc
trinh bay trong [3][5].

Coi mdi email dugc biéu didn béi mot vecto thude
tinh ddc trung X = (x1, X3, ..., Xp) VOi (Xq, X3, «e) X))
la cac gia tri thugc tinh X, X,, ..., X;, tuong tng trong
khong gian dac trung (space model). Ta st dung gia
tri nhi phan 0 va 1 dé mo ta email d6 co dic diém X;
hay khong, gia xir néu email d6 c6 dic diém X; thi ta
dat thudc tinh X; = 1, con néu email do khoéng c6
dic diém X; thi ta c6 thudc tinh X; = 0.

Tu thuyet xac suat cua Bayes va xac suat day du
chung ta c6 cong thuc tinh xac suat mail véi vecto
X = (xq, X3, -, X)) thudc vao 16p ¢ nhu sau:

P(C=c)P(X=%|C=c) 1)
Yke(spam Ham) P(C=K)P(X=%|C=c)

P(C=c|X=%)=

Dé don gian khi tinh P(X|C) ta phai gia sir
X1, X3, e, Xp 12 ddc 18p. Khi d6 biéu thirc (1) twong
duong vai biéu thic sau:

P(C=c) [T7=, P(X;=x;|C=c) ( )
ZkE{Spam,Ham} P(C=k) l'[?=1 P(Xi=x;|C=k)

Gia tri dugc st dung rat rong rdi dé danh hang cho
thugc tinh la gia tri tuong hd MI (mutual
information), ta lay nhung thudc tinh c6 gia tri Ml 16n
nhét. Ta c6 thé tinh gid tri twong hé Ml ma mdi dai
dién cta X thudc veé loai C nhu sau:

MI =
P(X=x|C=c)
Yixe(o,1) ce(spam amy P(X = x|C = )log - —=———

Mot email duge coi 1a spam néu:

p(c=Spam| X=%)
P(C=Ham| X=x)

> A 4
Vi A 1a ngudng cho trude dé xem xét so sanh véi
ti 1€ gilta xac suat la Spam hay Ham cua mét thu.
Trong d6, Spam: thu rac, Ham: thu hop 1€.
Gia sur cac thudc tinh X; 1a doc lap khi do6 ta co:

P(C = Spam| X =%) =1 - P(C = Ham| X = %)
(®)

Khi d6 (4) twong duong voi:

¢ 2) > tvoit =

P(C =Spam|X =%) >t Véit = ey (6)

B. Cong thirc cia Paul Graham
Theo [8][4], Paul Graham dé xuat mdt céch tinh
xac sut lam Spam ctia céc token. Cong thire cua Paul

Graham khong rat don gidn, thuan tién cho viéc cai
dat ma con cho do chinh xac phén loai thu rac rat cao.

Cong thirc tinh x4c sudt Spam cua token W nhu
sau:

SAW)

P(SIW) = szt “traway (M
STM HTM

Trong do,

SA(W): s6 lan xut hién cua token w trong kho
thu rac.
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HA(W): sb 1an xudt hién cua token w trong kho
thu hop 1€.

STM: tong s6 thu trong kho thu rac.
HTM: tong s6 thu trong kho thu hop 1¢.
Hé sb “2” dé tang kha nang nhan duoc thu hop 18

Bang I. Bang di¥ lidu huén luyén trong [4].
S6 1an xuat hién
Token trong trong P(S|w)
Spam Ham
A 165 1235 | 0.2512473
Advised 12 42 0.4177898
As 2 579 | 0.0086009
Chance 45 35 0.7635468
Clarins 1 6 0.2950775
Exercise 6 39 0.2787054
For 378 1829 | 0.3417015
Free 253 137 | 0.8226372
Fun 59 9 0.9427419
Girlfriend 26 8 0.8908609
Have 291 2008 | 0.2668504
Her 38 118 | 0.4471509
| 9 1435 | 0.0155078
Just 207 253 | 0.6726596
Much 126 270 | 0.5396092
Now 221 337 | 0.6222218
Paying 26 10 0.8671995
Receive 171 98 0.8142107
Regularly 9 87 0.2062346
Take 142 287 | 0.5541010
Tell 76 89 0.6820062
The 185 930 | 0.3331618
Time 212 446 | 0.5441787
To 389 1948 | 0.3340176
Too 56 141 | 0.4993754
Trial 26 13 0.8339739
Vehicle 21 58 0.4762651
Viagra 39 19 0.8375393
You 391 786 | 0.5554363
Your 332 450 | 0.6494897

Tép dit liéu hudn luyén trong [4] gdm c6 432 thu
rac va 2170 thu hop 1€ [4].

Khi nay, xac suat 1a Spam cua mdt thu E duoc
tinh theo cong thirc:

H?:l P(Slwi) (8)
[T7L, P(SIW) Tz, P(HIWy)

P(S|E) =
Trong do,
P(H|wy) =1 —P(S|w;) 9)

Ill. MOT SO CAI TIEN TRONG CACH TiNH XAC
SUAT SPAM CUA TOKEN

Twr cong thie (7), chung ta c6 mot s6 nhan xét sau:

1) Viéc tinh xé4c suat la Spam ciia mdi token
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e Chi phy thudc vao sb lan xuét hién cua token w
va tong so thu trong mdi kho thu rac va thu
hop 1&.

e Chua xem xét tong s6 tan suit cua tat ca token,

e Chua xem xét sd thu chira token trong mdi kho
thu rac va thu hop l1¢&. Khi nay, khong biét
dugc token xuat hién trong chi mot thu hay
nhiéu thu.

e H¢ sb “2” tang kha nang nhan nham thu rac
thanh thu hop Ié.

Trong truong hop sb Ian xuat hién cua mot token
nao do xap xi hoac bang tong sb thu trong kho thu rac
va xuat hién rat it trong kho hop 1&. Khi nay, ti lé
“SA(W)/STM” s& gan t6i hodc bang 1 trong khi ti Ié
“HA(W)/HTM” dén t6i 0. Ta ¢ Xac suat la Spam cua
token w theo d6 s€ gan téi hoac bang 1 (theo cbng
thuc 7). T day, theo cong thuc (8), xac suat la Spam
cua birc thu chira token nay s& rat cao hoic bang 1.
NOi cach khac, xac suit 1a Spam cua birc thu chua
token ndy gan nhu chi bi anh hudng bai token nay. Vi
du, néu mot thu chi xuédt hién token nay 1 Ian, cac
token khac trong thu nay c6 xac suat la spam rat
khong cao nhung thu nay bi cho la Spam rat cao.
Diéu nay la bat hop ly.

Dua theo phén tich trén, chung t6i nhan thdy nhu
sau: Xac suat 1a Spam cua mdi token c6 thé phu thude
cac yeu t6 sau:

a) S6 lan xuét hién cua token w trong mdi kho
thu rac va thu hop 1€.
b) Téng sb thu trong mdi kho thu rac va thu hop
Ié.
c) Tong sb tan suit cua tat ca token.
d) S6 thu chira token trong mdi kho thu rac va
thu hop 1é.
Ngoai ra, viéc thay doi hé s6 “2” trong truong hop
khac nhau dé tang cuong kha nang nhan biét thu rac
hay thu hop 1€.

Tu day, ching t6i dua ra mot sd cong thic tinh
xac suét 1a Spam cua mdi token nhu nhu sau.

e Phuy thudc vao cac yéu tb a-c, ta dugc céc cong
thuec:

SA(w)

P(Slw) = W (10)

STA HTA

SAW)

P(SIW) = w05 “awey
STA HTA

(10.1)

SAW)

P(Slw) = W
STA + HTA

(10.2)

e Phu thudc vao céc yéu tb a-b, ta duoc céc cong
thic:
SA(W)

P(Slw) = W (11)
STM HTM

SAW)

P(SIW) = sawy’ - tracey
STM + HTM

(Paul Graham)  (11.1)
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SAW)

P(S|lw) = SA(ngAIZIIA(w)
STM ' HTM

(11.2)

e Phy thudc vao céc yéu té b-d, ta duoc cac cong
thirc:
STM(W)

P(Slw) = W (12)

STM HTM

STM(w)

P(Slw) = W;{WM(M
STM + HTM

(12.1)

STM(w)

— STM
P(Slw) = ~STHGw)  HTHGw)
STM HTM

(12.2)

e Phu thudc vao cac yéu té c-d, ta dugc cac cong
thic:
SA(w)
_ STM(w)
P(SIW) = —amwy Hawy (13)
STM(w)  HTM(w)

SAW)

_ STM(w)
P(Slw) = AW, HAGW
STM(w) ' “HTM(W)

(13.1)

SAW)

_ STM(W)
P(Slw) = SSAGw) | HAGW)
STM(w) HTM(w)

(13.2)

e Phu thudc vao céc yéu t6 a-b-d, ta dwoc cac

cdng thuc:
SAW)STM(w)
P(Slw) = SA(w)STAS/IT(% EIAIE/Iw)HTM(w) (14)
STM STM ' HTM HTM
SAW)STM(w)
P(Slw) = SA(W)STA;{wA§+ i’ll;{v(lw)HTM(w) (14.1)
STM STM HTM HTM
SA(W)STM(w)
P(Slw) = ZSA(W)STI\S/‘I’IEVI‘\;I)‘I:S‘IS(W)HTM(W) (14.2)

STM STM ' HTM HTM

e Phuy thudc vao céc yéu tb a-b-c-d, ta duoc cac

cdng thuc:
SA(W)STM(w)
P(Slw) = SA(w)STnizﬁ)#gE/Iw)HTM(w) (15)
STA STM HTA HTM
SAW)STM(w)
P(Slw) = SA(W)STIV}S(%+ i;rfllv(lw)HTM(w) (15.1)
STA STM HTA HTM
SAW)STM(w)
P(Slw) = SA(W)STM?\ﬁ)IHE?/Iw)HTM(w) (15.2)

STA STM ' HTA HTM

Neu su dung nhom céc cong thire 10-12-13-14-15
thi van dé trong nhan xét (2) ¢6 thé duoc khic phuc.

IV. THO NGHIEM

Tap dit liéu miu CSDMC2010_SPAM [11]. Tap
dir liéu huan luyén bao gom SpamTrain va HamTrain.

A. Thi nghigm 1

HamTrain c6 2808 thu hop 1€, SpamTrain c6 1238
thu rac. Tap dir liu test bao gém HamTest (141 thu
hop 1€) SpamTest (140 thu rac). Cac bang 2, 3 va 4
thong k€ do chinh xdc phén loai Spam thong qua
théng ké chi s6 Precision trong céc truong hop: khong
co hé so “2”, hé s0 “2” dé tang cu’omg nhan thu hop
18, hé s6 “2” dé tang cuong nhan thu rac.
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Bang Il. Théng ké do chinh xéac phén loai tép thw rac
va thuw hop 1€ trong trirong hop khong co hé sé 2

Cong thuc SPAM HAM
10.1 62.857 96.454
111 98.571 92.908
121 98.571 90.780
13.1 90.714 94.326
141 98.571 85.816
151 94.286 92.199

Tu béng 2, chl'mg ta thiy do chinh xic nhén
SPAM cua cac cong thic 11.1, 12.1 va 14.1 1a cao
nhat. Trong khi d6, @6 chinh xac nhan HAM cua cac
cong thirc 10.1 14 cao nhat.

Bang lll. Théng ké dé chinh xac phan loai tép thw rac
va thw hop 1é trong trurong hop hé sé 2 dé tang
nhén thw hop 1é
Cong thic | SPAM HAM
10.2 83.571 | 96.454
11.2 89.286 | 96.454
12.2 87.143 | 95.035
13.2 82.143 | 95.745
14.2 93.571 | 92.908
15.2 80.714 | 93.617

Tir bang 3, ching ta thdy do chinh xdc nhan
SPAM cua cac cong thiic 14.2 1a cao nhat. Trong khi
d6, do chinh xac nhan HAM cua cac cong thuc 10.2
va 11.2 1a cao nhit.

Bang IV. Théng ké dé chinh xéc phan loai tap thw rac
va thw hop Ié trong triedng hop hé s6 2 dé ting
nhén thw rac

Cong thuc SPAM HAM
10.3 97.857 92.908
11.3 99.286 82.270
12.3 99.286 80.142
13.3 98.571 85.816
14.3 99.286 79.433
15.3 98.571 86.525

T bang 4, chung ta thdy do chinh x4c nhan
SPAM cua cac cong thuc 11.3, 12.3 va 14.3 1a cao
nhét. Trong khi d6, d chinh x4c nhdn HAM cua céc
cong thirc 10.3 1a cao nhat.

B. Thu nghi¢m 2

HamTrain c¢6 2535 thu hop 1¢, SpamTrain c6 1014
thu rac. Tap dir liéu test bao gdbm HamTest (414 thu
hop 18) SpamTest (364 thu rac). Cac bang 5, 6 va 7
thong k€ do chinh xac phén loai Spam thong qua
thong ké chi 50 Precision trong cdc trlrorng hop: khong
c6 hé so “2” hé s6 “2” dé tang cuong nhan thu hop
18, hé s6 “2” de tang cuong nhan thu rac.
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Bang V. Théng ké dé chinh xac phén loai tap thw rac
va thw hop 1€ trong trirdng hop khong c6 hé sb 2

Codng SPAM HAM
thirc

10.1 59.066 98.068
11.1 98.077 95.652
12.1 98.626 93.720
13.1 89.835 96.135
14.1 98.901 87.923
15.1 93.132 93.237

Tir bang 5, chung ta thdy d6 chinh x4c nhan
SPAM ctia cac cong thire 14.1 1a cao nhat. Trong khi
d6, do chinh xac nhan HAM cua cac cong thuc 10.1
1a cao nhat.

Bang VI. Théng ké dé chinh xac phan loai tap thu rac
va thw hop 1€ trong triedng hop hé sé 2 dé tang
nhan thw hop 1é

Cong thirc SPAM HAM
10.2 78.571 97.826
11.2 86.813 98.068
12.2 88.736 96.618
13.2 T77.747 97.826
14.2 90.659 93.720
15.2 77.473 94.686

Tir bang 6, ching ta thdy do chinh xdc nhan
SPAM cua cac cong thiic 14.2 1a cao nhat. Trong khi
d6, do chinh xac nhan HAM cua cac cong thirc 11.2
1a cao nhat.

Bang VII. Théng ké dé chinh xac phan loai tap thw rac
va thw hop 1é trong trirdng hop hé sé 2 dé tang
nhéan thw rac

Cong thire SPAM HAM
10.3 95.879 94.686
113 99.725 84.541
12.3 99.725 82.126
13.3 98.626 87.923
14.3 99.725 81.159
153 98.077 89.855

Tir bang 7, chung ta thdy do chinh x4c nhén
SPAM cua céc cong thirc 11.3, 12.3 va 14.3 1a cao
nhét. Trong khi d6, d6 chinh xac nhan HAM ciia cac
cong thire 10.3 1a cao nhét.

C. Thu nghi¢m 3

HamTrain ¢6 2448 thu hop 1€, SpamTrain c6 986
thu rac. Tap dir li€u test bao gdom HamTest (501 thu
hop 1€) SpamTest (392 thu rac). Céac bang 8, 9 va 10
thong k€ do chinh xdc phén loai Spam thong qua
thong ké chi 50 Precision trong céc truong hop: khong
co hé so “2”, hé s0 “2” dé ting cuorng nhan thu hop
18, hé s6 “2” dé tang cuong nhén thu rac.
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Bang VIII. Th6ng ké doé chinh xac phén loai tap thw
rac va thw hop Ié trong trirong hop khéng c6 hé
s0 2

Cong thtrc SPAM HAM

10.1 58.929 98.204

111 98.469 95.808

12.1 98.469 93.613

13.1 90.051 96.407

14.1 98.980 88.224

15.1 91.837 92.814

Tir bang 8, chiung ta thdy do chinh xac nhan
SPAM cua cac cong thic 14.1 1a cao nhét. Trong khi
d6, do chinh xac nhan HAM cua cac cong thuc 10.1
1a cao nhat.

Bang IX. Théng ké dé chinh xéc phan loai tap thw rac
va thw hop Ié trong truedng hop hé s6 2 dé tang
nhén thw hop 1é

Cong thirc SPAM HAM
10.2 78.571 98.004
11.2 85.459 98.204
12.2 87.500 96.607
13.2 76.786 98.004
14.2 90.051 93.413
15.2 75.765 94.810

Tu bang 9, chung ta thiy do chinh xiac nhén
SPAM ciia cac cong thirc 14.2 14 cao nhat. Trong khi
d6, do chinh x4c nhan HAM cua cac cong thuc 11.2
1a cao nhét.

Bang X. Théng ké do chinh xac phén loai tap thu rac
va thw hop 1é trong truong ho’p hé sbé 2 dé tang
nhén thw rac

Cong thirc SPAM HAM
10.3 95.918 94.611
11.3 99.745 85.030
12.3 99.745 82.236
13.3 98.724 87.625
143 99.745 82.036
153 97.959 89.820

Tir bang 10, chung ta thdy d6 chinh x4c nhan
SPAM cua céc cong thie 11.3, 12.3 va 14.3 1a cao
nhét. Trong khi d6, 6 chinh xac nhan HAM ciia cac
cong thie 10.3 1a cao nhét.

V. KET LUAN

Trong bai bdo nay, chung t6i da thao luan, phan
tich ve ki thuat loc Spam st dung Bayes. Tur do, dua
ra mot so cach tinh xac suat 1a Spam cua token. Thu
nghiém cho thiy d6 1a nhiing phuong 4n thay tét cho
b6 loc Spam dya trén Bayes trong nhitng truong hop
khéac nhau.

Thong qua nhén xét trong cac thir nghiém, ching
toi thay rang:

e Trong truong hop khoéng c6 hé sb “2”, cac
cong thirc 11.1, 12.1 va 14.1 cho d6 chinh xac
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nhan SPAM cao nhat; cong thirc 10.1 cho do
chinh x&c nhan HAM cao nhat.

e Trong trudng hop hé sb “2” dé ting cuong
nhan hop I¢, cac cong thirc 14.2 cho do chinh
xac nhan SPAM cao nhat; cdng thuc 11.2 cho
d6 chinh x4c nhan HAM cao nhét.

e Trong trudng hop hé sb “2” dé ting cuong
nhan rac, cac cong thie 11.3, 12.3 va 14.3 cho
dd chinh xac nhan SPAM cao nhat; cong thuc
10.3 cho d@d chinh xac nhan HAM cao nhat.

Nhu vy, tily vao muc dich cy thé ciia Gmg dung:
gilr loai HAM quan trong hay loai b6 SPAM nguy
hiém ma chon cong thirc tuong Gng.

‘Trong nghién ctru tiép theo, chung t6i du kién dNé
xuat cong thuc tinh xac suat 1a Spam méi cho moi
token sur dung logic mo.
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ASSESS SOME METHODS OF CALCULATING
SPAM PROBABILITY OF TOKENS APPLIED
IN SPAM EMAIL CLASSYFICATION

Abstract: Spam mail classification is interested in
researching for long time in the world with many
different approachs. Spam classification functions are
intergrated in Mail Server or Mail Client. Currently,
the traditional methods still have certain weaknesses,
so statistical machine learning classification method
based on the content has been proven more effective.
Wherein, Bayes spam classification has some
advantages such as simplicity, ease of use and short
execution time, so it is implemented widely in Mail
Server or Mail Client systems. This paper evaluates
some Bayes spam classification methods based on
token probability rules.

Keyword: Spam, Ham, Spam mail, Spam
classification, Statistical machine learning, Tokens.
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