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CHUNG MINH DAI SO PHEP CONG DIEM
TREN DUONG CONG TWISTED
EDWARDS (TONG QUAT)

Hoang Dirc Thang*, Ding Minh 'I:uén*Jf
* Hoc vién Cong ngh€ Buu chinh Vien thong
T Vién Nghién ctu Ung dung Cong nghé CMC

Tom tit—Hé mat RSA dang dudc thay thé dan béi hé
mit dua trén duong cong elliptic, hién ¢ Viét Nam da cé
73 triéu can cudc cong dan gan chip [1] st dung chir ky
s6 ECDSA (Elliptic Curve Digital Signature Algorithm)
dé€ xac thuc dinh danh cong dan, tuy nhién ké tir nim
2017 dén nay da c6 nhiéu nghién citu vé hé mét dua trén
dudng cong Edwards béi né cé nhiéu\ wu diém hon hé
mat elliptic [2], cho dén nay da c6 18 nén tang Blockhain
s dung hé¢ mat dua trén duong cong Edwards lam co
s6 mat ma nguyén thiy [3]. Chitng minh dai so cho
duong cong Edwards da c6 trong [4]. M§ rong nghién
ctru vé duong cong Edwards, Bernstein cung dong nghiép
da dua ra mét 16p duong cong mdi tong quat héa dwa
trén duong cong Edward goi la twisted Edward cho béi
phuong trinh ax\2 +3? = 1+dz?y? va chitng minh dai s6
cho phép cong bing Iy thuyét hinh hoc xa anh.Theo nhu
hiéu biét ctia chiing t6i, hién chwa cé chitng minh dai s6
phép cong cho truong hgp tong quat nay. Bai bio nay
dua ra phuong phap chitng minh dai s6 cho trudng hgp
quat dong thoi cling phat biéu va chitng minh dinh 1y vé
tinh dong dang giita duong cong Edwards tong quat va
dudng cong elliptic tong quat dang Weierstrass.

Tiv khoa—twisted Edward, phép cong, ECC.

I. DAT VAN PE

Nim 2007, Edward dé xuit dang duong cong von
dugc khdi quat héa tit Gauss va Euler 1a: 22 + 92 =
c2(1+dz*y?) trén trudng k phi nhi phan (non-binary)
[4]. Nam 2017, dudng cong Edwards da dugc chuin
héa trong ti€u chuin vé Internet RFC 8032 [2] va dén
nim 2019 dudng cong nay da dudc dé xuét dua vao
tiéu chudn vé chit ky s6 FIPS 186-5 (ban Draft) [5].
Chit ky s6 dua trén dudng cong Edward (EdDSA)
dang 13 xu thé thay cho ECDSA trong cic nén ting
Blockchain hién dai [3] nhu: Solana, XRP, Cardano,
Near, Polkadot, Stellar, Monero, NEM, Tenzor, Elrond,
Kusama, Hedera Hashgraph, Decred, Waves, Nano,
Algorand, IOST, Siacoin ...

Chit ky s6 EADSA nhiéu uu diém hon so véi ECDSA
nhu: hiéu niing cao hon; khong can can phai dung thanh
phan s ngiu nhién duy nhét cho tiing chit ky s6 nhu
ECDSA; kich thuéc khéa cong khai va chit ky sé nhd
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hon; chit ky s6 EADSA c6 khi ning khang tin cong
kénh ké (side-channel attack); cong thic chit ky s6 c6
th€ 4p dung v6i moi diém trén dudng cong ma khong
phéi loai trir diém ky di ...

Nam 2008, Bernstein va cong su da khai quat nghién
ctiu vé dudng cong Edwards va dé xuit phuong trinh
dudng cong md rong hon c6 dang ax? + y2 = 1 +
dz?y? v6i ad(a — d) # 0 [6]: (z1,11) + (22, Y2)

(w1y2+wzy1 Y1Y2—axT1T2 )
] 9
I+doiwayiys 1921224192

va trién khai cong thic

tinh todn nhanh st dung hé toa do xa anh dé€ ing dung
vao cong thifc cong hai diém dong thdi ciing nghién
cifu céc 16p dudng cong Edwards thda man tinh dong
dang véi duong cong Weierstrass khi d khong phai la
s6 chinh phuong trén trudng k va ciing chi ra s6 phép
tinh trong cong thic cho dudng cong Edwards it hon
so vdi da s6 dusng cong Weierstrass. Tuy nhién cic tac
gia méi chi dé cap dén ching minh dai sb cong thiic
phép cong bang phuong phap hinh hoc xa anh ma chuwa
c6 ching minh dai s6 do d6 trong bai bdo nay chiing
t6i sé& st dung khai trién dai sb d€ chiing minh cho
phép cong hai di€ém trén dudng cong dong thdi ciing
phét biéu va ching minh dinh ly vé tinh dong dang
gilta dudng cong Edwards tong quat va dudng cong
elliptic téng quat dang Weierstrass.

II. PUONG CONG TWISTED EDWARDS
A. Dinh nghia vé duong cong Edwards
Trong phin nay, ching toi trinh biy cic cong thic
cta phép tinh cong trén duong cong Edward va twisted
Edward trong [6].

Dinh nghia 1. Cho truong k cé char(k) # 2 va de
K{0,1}. Puong cong Edward la duong cong cho bdi

phuong trinh:
Era: 22 4+ 9? =14 da?y?

DPuong cong twisted Edwards la duong cong voi hai
56 phan bi¢t a,d théa ad(a — d) # 0:

Epaa:ar® +y* =1+ do’y?

Duong cong Edwards la duong cong twisted
Edwards vdi hé sé a = 1.
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Dinh nghia 2. Hai duong cong goi la dong dang
(birationally equivalent) néu ton tai dnh xa hitu ti dnh
xa hdu hét cdc diém trén dwong cong nay thanh cdc
diém trén dwong cong khdc va ngugc lai sao cho théa
man ludt cong:

¢1:E1 — Ea, 001 By — By
¢i(P+ Q) = ¢i(P) + ¢:(Q)

Trong do ¢; la dnh xa hitu 17 va cdc diém P, Q, P+Q
déu xdc dinh vdi ¢;.

Trong [6] Bernstein va cong su da chiing minh
duong cong twisted Edward va dutng cong
Montgomery la hai dudng cong dong dang. Va
chiing ta ciing thé 4nh xa tif dudng cong Montgomery
sang dudng Weierstrass. Trong [7] cdc tic gid nay
ciing xdy dung phép 4nh xa truc tiép cho phép chiing
minh dudng cong Edward dong dang véi dudng cong
Weierstrass c6 diém bac 4. Tiép theo ching toi phat
bi€u va ching minh dinh ly vé 4nh xa truc tiép
tu dudng cong Weierstrass t6i dudng cong twisted
Edwards.

Dinh Iy 1. Duong cong twisted Edward dong dang
Vvéi duong cong Weierstrass c¢é diém bdc bon trén
truong K vdi char(K) # 2. Hay ton tai dnh xa ¢
tw duong cong Weierstrass téi duong cong twisted
Edwards.

Chiing minh:

Xét dudng cong Weierstrass trén truong K cé dang
E(K) : y? + a1y + agy = 2 + aza® + aqx + as,
khong mét tinh téng quét dit y' = y— 42 (do char(K)
= 2) ta thu dugc dudng cong cé dang:

E(k): y? +aly' =2® + ay2” + ajx + a)

Tuong tu, dit y” =y’ — % ta thu dugc dudng cong
c6 dang:

E(K): y"? = 2%+ a{2* + dfx + af

Gia st P(x1,y;) 1a diém bac 4 thudc dudng cong
E(K) (y1 # 0) do d6 2P(x3,y2) 1a di€ém thudc dudng
cong E(k) c6 di€ém bac 2 nén 2P + 2P =0 «» 2P =
—2P < (xg,yg) = —(ﬁz,yg) = (.’E27 —yg) do do 2P
6 toa do y(2P) = 0.

bit ' = x — x5 va do y(2P) = 0 ta thu duge dudng
cong c6 dang:

B(K): v* =2% +a12® + asx (1)

Nhu vay ta c¢6 diém (0, 0) 1a diém bac 2 thudc dudng
cong trén. Pudng thang di qua diém 2P = (0,0) va
tiép tuyén v6i E tai P(xq,y;) c6 phuong trinh la:

y=Ar+0, (2
khi do ta co:
\ = 323 + 2a171 + ag 3)
2y,
b=0
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Tu (2) va (3) ta thu dugc phuong trinh:

y1 = Az +b
3z +2
_ r] + 20121 —|—a2x1 40
2y
> ny = 396:1)’ + 2a1x§ + asx1 @)
Lai c6 2P € (1):
yi = a2} + a12} + axmy

& 2yt =223 + 20122 + 2a01 )

Trir v& véi vé cta (4) cho (5) ta thu dudc:
T3 = ag1y
<~ .ﬁ%:ag (do z1 #0)
Thay vao (4) ta dudc:
2y% = Sx‘;’ + 2a1$% + asxy

_yi—2e oy}
- 2

2
Ty Ty

<~ a — 211

Xét phuong trinh (1):
y2 =23 + a1x2 + a2
= 2(2? + a17 + ay)

Néu § = a? — 4ay thi dudng cong ty ct chinh né -
trdi v6i dinh nghia vé dudng cong elliptic. Do dé:

o2
(55 —221)* — 427 #£0

0#£0+

]
2,2
Y1, Y1

— = (%= -4 0
2

o B ag 20 6)
7

Néu % — 421 = t? thi phuong trinh (1) c¢6 dang y? =
1

J](l‘—xl)(l‘\—mg) . )

Bay gid ta can xdc dinh phép bién ddi ¢ gitta 32 =

23 4+ a12% + asx va au® 4+ v? = 1 + du?v?.

T ddt () = u. Mét khéc, xét dudng cong:

Epa.a:du®+v? =1+ du*v?

o 2 1—adu?
V= ——
1—du?
1_ g2
o= v
2

1—d’z—2

2 _ 1.2

—adzr
<—>v2:7y2 —
y? —dx

5 @34 a12® + asx — a'?

23 + a122 + asx — d'x?
s 224 (a1 —d)z +ag
22+ (a1 — d)x + ay
e i T

v = S —
(z + 954)2 + g — Lz d)

((ll _a/)2
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DE RHS 1a sb chinh phuong ta can théa man: diéu ndy tuong duong:

_ N2
daz = (a1 — @) T1ys + ooy \’ Y1ys — azy g\’
40,2 = (a1 — d/)Q a +
1+ dr122y1Y2 1 —dxiz29192
Hay a',d 1a nghiém cla phuong trinh Lia < T1Y2 + Toy >2 < Y1ys — az1ao )2
> =1+

(x — a1)? = 4as ma a; = z? nén phuong trinh 1+ dz122y192 1 — dz1229112
Quy dong 2 vé ta can chiing minh:

LHS = RHS, trong do:

LHS = a(x1y2 + 22y1)* (1 — dz1221192)°

+ (1 + dzrmoy1y2)” (y1y2 — az132)”
RHS = (1 + dz1z2y1y2)*(1 — dz122y192)?

T=aqa + 2z = (ch’—i)2

nay c¢6 2 nghiém: [ T =ay — 20y = (%)2 — 4y

Viy, ta co:
pru=zx/yvav=(r+ (ay—a')/2)/(x+ (a1 — d')/2)
¢t ix=((a1 —a)/2 —v(ar — d)/2)/(v = 1),y = z/u
Trong d6 o’ va d’ dugc chon théa o’d'(a’ —d') #0
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do viy ta c6 thé chon:

o = ()2
T
d = (2)2 — 4z,

d' —a
Ngoai 1& xdy ra khi y = 0 hodc z = 2 l,u:O
hoic v =1.0
B. Ludt cong

Bernstein va dong nghiép [6] da xdy dung phan bd
sung luat vé dudng cong twisted Edwards 1a mot tinh
tdng quat clia cong thifc cong Edwards trinh bly trong

[6].
Dinh nghia 3. [6] Cho truong k vdi char(k) # 2

va

Epaa : az? +y? = 1+ da?y? véi ad(a — d) #
0 la duong cong twisted Edward trén truong k. Cho
(x1,v1), (x2,y2) la hai diém thuc duong cong khi do

tong cia hai diém trén dwong cong duwoc dinh nghia
bdi:
Y (23, y3) = (x1,01) + (22, 92)

( T1Ye + Toy1  Y1Y2 — ar1T2 )
T\ 1+ drizoyiys’ 1 — dzizoyiye

Phan tit don vi la diém (0,1), phdn tit nghich ddo la:
7(‘%7?/) = (7‘%; y)

Dugc trinh bay trong [6], phép cOng la hoan toan -
khoéng ton tai nhiing diém khong xac dinh khi mau so
1+ dzixoy1y2 # 0 tuong duong d khong phai 1a
$6
chinh phuong trén trudng k£ véi a = 1.

Cong thiic cong & trén da dudgc st dung rdng rai
tuy nhién chua c6 chiing minh cu thé cho phép cong
diém trén dudng cong twisted Edwards vi vdy dudi
day chiing toi dé xuit phan chiing minh st dung khai
trién dai s6 cho phép cong hai diém trén dudng cong
dudc dinh nghia & trén.

Chiing minh: Ta sé chiing minh di€m (23, y3) ¢6 toa

df)( T1Y2+T2y1 Y1Y2—ax1x2
YN I+drizay1y2’ 1—drizay1y2

) thudc dudng cong Eg 4.4,

+ d(z1y2 + 2211)? (Y21 — az122)?
bt z1 201192 = T. Xét vé trai:

LHS = a(z1y2 + 2oy1)*(1 — dx1729192)?

+ (1 + drrzayiy)* (y1y2 — azix2)?

= a(l = dT)*(z1y2 + z211)°

+ (1 +dT)*(y1y2 — az122)?

= a(d*T? — 2dT + 1)(z2y3 + 23y? + 2T)

+ (d?T? + 2dT +1)(y3y2 + a®2323 — 2aT)
= (d®T? + 1 — 2dT)(az?y3 + az2y? + 2aT)
+ (d*T? 4 24T + 1)(yiys + a*xix3 — 2aT)
= (d®T? — 2dT + 1)(aziys + ax3y? + 2aT)
+ (d®T? + 2dT +1)(y3y2 + a®2323 — 2aT)
= (d*T? + 1)(a23y3 + axdy? + 2aT)

— 2dT (axlys + axsyi + 2aT)

+ (d°T? + 1)(a’zia3 + yiys — 2aT)

+ 2dT(a®z323 + y3y5 — 2aT)

= (d*T? + 1)[(ax?y3 + ax3y? + 2aT)

+ (a*x{a3 +yiys — 2aT)]

+2dT[(a®a3a3 + yiys — 2aT) — (axiys + axjy; + 2aT)]

= (d*T? + 1)[(axy3 + aa3yi + a’zizl + yiy3)

+ 2dT(a2x%x§ + y%y% — axfy% — az%y% — 4aT)

= (d°T? + 1)[(azty3 + yiy3) + (axdyi + a’aiz3)]
+2dT[(a*z{75 — axtys) + (yiys — axdyi) — 4aT]
= (®T? + V)[y3(az? + y7) + az3(a®a} + y7)]

+ 2dT [z} (azi — y3) — yi (a3 — y3) — 4aT)

= (&T? + 1)(azi + yi)(az3 + y3) (7)
+2dT[(ax} — yi)(ax} — y3) — 4aT)]
Tuong tu, ta xét vé phéi:

RHS = (1 + dzy20y192)*(1 — d122y192)>

+ d(z1y2 + T2y1)? (Y251 — az132)”

= d(z1y2 + 22y1)*(Y2y1 — az122)?

+ (1 4+dT)*(1 — dT)?

= (1 - d*T?)? + d(z19y2 + 2291)* (Y192 — az122)?
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— (1 _ d2T2)2+

d[(zTy3 + z3y7) + 2T [(yiy5 + a’xial) — 2aT)
_ (1 _ d2T2)2

+ d(x3y5 + 23y7) (Yiys + a’aixg)

— 2adT (x3y3 + 23y?) + 2dT (y?y3 + a*2x3x3) — 4adT?
~ [0 a1

+d(z7y3 + 2397) (Y3 ys + a’ziad) — 4adT?]

— 2adT (75 + 23y7) + 2dT (4 y3 + a’xix3)
~ (1 d1?)°

+d(x7y5 + 23y7) (Y3 ys + a*aiad) — 4adT?]

+ 2dT[—a(ziys + 23y3) + (yiy3 + a’afa3)]
=[(1-d°T?)*+

d(zTys + 23y7) (Y73 + a’atas) — 4adT?)

+ 2dT[(—ax3y; + a*xiz3) + (—aziys + yivs))]
= (- T

d(x3ys + 23y7) (yiys + a’aiz3) — dadT?]

+ 2dT[ax3(—y; + ax?) — y3(axt — y7)]

~ (- @)

+d(z1y3 + 2397) (y3ys + a*zixd) — 4adT?)]
+2dT (az? — yi)(ax3 — y3)

= [(1— T2y

+ d(x7y5 + 23y7) (Y7 ys + a’wizy) + 4adT? — 8adT?
+2dT(az? — yi)(az3 — y3)

=[(1-d°T?)*+

d(x3ys + 23y7) (yiy3 + a’aia3) + 4adT?]

+ 2dT (az? — y?)(azxi — y3) — 8adT>

=[(1- d2T2)2+ (8)
d(x2y2 + 22y?) (y3y2 + a’a222) + 4adT?]
+2dT((ax? — y7)(axs — y3) — 4aT)
Mait khac, lai co:

d(z3y3 + 23y7) (yys + a’xia3) + dadT?

= d(23ylys + a*ria3ys + yiysrs + d*airsy;

+ 4aT?)

= d[(a®ziz3y5 + yiysws + 2aT?) + (axizay]

+ 23yiys + 2aT?))

= d[(a’z{23y5 + yiysa3 + 2axiadyiys)

+ (axiz3y; + 2Tytys + 2axiadyiys)]
W T = z122y1Y2)

— dlaZy3 (et + 223y} + yb)

+atyi (e’ + s + 2a23y;)]

= da3y;s (ax] + yi)® + daty? (ax3 + y3)? 9)
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Xét:

(1 —d*T?)? = (d®T? + 1)(d*T? + 1) — 4d°T?

= (d°T? + 1)(d°T* + 1)

+ (1 4 d?T?)(dx?y} + dady3)

1+ d°T?)(da3yi + da3ys) — Ad*T*
(d?T? + 1)(d*T? + 1 + daty? + dxdy?)

1+ d°T?)(da3y; + da3ys) — 4d*T*
(d*T? + 1)(d*2iadyiys + 1+ dxiy] + dadys)

1+ d°T?)(da3yi + dasys) — 4d*T*
( )
(

d*T? + 1)[(dPaiz3yiys + daty?)

d*T? + 1)[da2y?(day2 + 1) + (day? + 1))
1+ d°T?)(days + dadys) — 4d°T"
= (d®T? + 1)(dz2y? 4 1)(dz2y3 + 1)
1+ d*T?)(dz?y? + dadys) — 4d*T?

(T2 + 1)(daty? + 1)(dz3ys + 1)

(
(
(
(
(
(
(
(

— (de?y? + dalys + dB3T?22y? + d3T%x2y2) — 4d>T?

= (d*T? + 1)(dz?y? + 1) (dz2yz + 1)
— (dzly} + PT?atyi + 2d°T?)

— (da3ys + d*T?x3ys + 2d*T?)

= (d®T? + 1)(dz3y? 4 1)(dx3y3 + 1)

— daty}(2dady; + 1+ d*x5y5)

— da3y; (2daiy? + 1+ d*ziyy)

= (d*T* + 1)(az? + y7)(ax3 + y3)

— datyi(dadys +1)° — dadys (deiy? + 1)
= (d®T? + 1)(az? + y7)(ax3 + y3)

— dasys (ax? + yi)? — datyf (ax3 + y3)?

(10)

Thay (9), (10) vao (8), ta thu dudc:
RHS = [(1 — d®T?)?
+d(aTy; + x%yz)(y%y; + cjm?w%) + 4adT?)
+2dT'[(axy — y7)(axy — y3) — 4aT]
@I+ e lenty)
— dryys(ary +y7)” — driyi(axs + v3)
defyiaat g+ dafyiaad 1 )
+2dT[(axy — y7)(axy — y3) — 4aT]
= (d*T% + 1)(axi + yi)(az3 + y3)
+ 2dT[(azx} — y?)(ax3 — y3) — 4aT] = LHS
Tt (7), (8), (9), (10) ta ¢6 LHS = RHS 1a didu phéi
chiing minh. OJ

. KET LUAN
Trong bai bao nay, chiing t6i da chung minh phép
cong hai diém trén dudng cong trong hé toa do affine
bing cach trién khai dai s6 cong thitc phép cong ma
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khong cin phai dua vao cac ly thuyét vé hinh hoc
xa anh, mic di phan ching minh dai s6 1a kha dai
tuy nhién chiing minh nay chi can s dung kién thic
dai s6 phd thong, dong thdi ciing phat biéu va chiing
minh dinh ly vé tinh dong dang giita dudng cong
Edwards téng quit va dudng cong elliptic tdng quat
dang Weierstrass.
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NOVEL ALGEBRAIC PROOF OF ADDITION
FORMULA ON EDWARDS CURVES

Abstract: From 2017 to date, there have been many
studies on cryptosystems based on Edwards curve
because it has many advantages over the elliptic curve
cryptography [2], so far there are 18 Blockhain plat-
forms using an Edwards curve-based cryptosystem as
the basis primitive cryptography.The proof of addition
formula for Edwards curve was given already in [4].
Expansion of research study on the Edwards curve,
Bernstein and colleagues introduced a new class of
curves that generalize curve Edward, called twisted
Edward given by equation ax®> + y?> = 1 + dx?y?
and also provided the proof of addition formula by the
theory of projective geometry. According to to the best
of our knowledge, there is currently no algebraic proof
addition for this general case. This article proposed an
algebraic proof for the general case and also proved the
theorem about equivalence between the general
Edwardscurve and general Weierstrass elliptic curve.
Keyword: twisted Edward, addition law, ECC.

TS. Pang Minh Tuén nhin bing tién sy
nganh toan hoc tai Vién KHCN QS. Hién
tai TS. Ping Minh Tu4n dang gidng day tai
Hoc vién Cong nghé Buu chinh Vién thong
va nghién cifu ta Vién Nghién ctu Ung
dung cong ngh¢ CMC. Cac hudng nghién
cttu chi yéu la mat ma, Blockchain, AL

Hoang Pitc Théng Sinh vién hién dang
theo hoc nganh an toan thong tin tai Hoc
vién Cong nghé Buu chinh Vién thong.
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