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Tom tit: Van dé budn ban, st dung vin bang, chimg
chi gia di va dang 1a mot vin nan ctia xa hoi trong bdi canh
khoa hoc cong nghé phat trién manh mé&. Cac co quan, to
chtrc déu dang phai d6i mat v6i bai toan nan giai nay trong
nhitng thoi diém nhu tuyén dung, t6 chirc cac ky thi nang
cao trinh d¢ hodc xét duyét di du hoc. Diéu dang bao dong
chi trong vai nam tré lai day, da cé hang chuc nghin van
béang, chimg chi gia dd dwoc cac co quan chirc ning phat
hién, xtr . Van dé nay duoc giai quyét bang cach sir dung

cong nghé blockchain vdi kha nang phi tap trung, phéan tan,
bao mat, xir Iy nhanh, minh bach va khong thé sira doi.
Nhitng dac tinh wu viét hon so voi cac cong nghé hién nay
dé chdng lai gian 1an va gia mao van bang, chimg chi. Tuy
nhién. han ché 16n & Viét Nam hién nay la blockchain
khong dugc phap luat quy dinh 16 rang nén ngay cang cé
ap luc dé dam bao tinh phap 1y va tinh xac thuc cia cac
van bang, chtng chi. Trong bai bao nay, nhém nghién ciru
trinh bay mé hinh giai phap xéac thyc vin bang, ching chi
dua trén Gmg dung cong nghé Blockchain va chir ky sb dé
giai quyét van dé trén. M6 hinh dé xuét dwoc thuc nghiém
trén dir lidu van bang, ching chi ciia Hoc vién Cong nghé
Buu chinh Vién thong dé danh gia hiéu nang cia mé hinh
va cac két qua dat dugc cho thay hiéu qua kha quan va mo
hinh ¢6 thé ing dung trong thyc tién quan 1y vin bang,
chung chi.

Tir khoa: Blockchain; Chit ky sé; Chung chi; Van
bang.

l. GIOI THIEU

Blockchain ¢6 thé duoc xem nhu cudn sb cai ghi lai moi
giao dich mot cach cong khai trén mot hé thong may tinh
déng dang dua trén phuong thirc ma hoa theo chudi thoi
gian. Blockchain cho phep loai bo cac bén trung gian, giam
thiéu nguy co bi tdn cong mang, thay dbi cach thirc kién
tao, luu trit va xu ly thong tin. Theo uwdc tinh vao nam
2025, 10% GDP cuia thé gi6i (khoang 100 ty d6 la My) s&
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dugc kiém soat béng viéc st dung céc cong nghé
blockchain [1]. Do céc kha ndng doc ddo cua blockchain
1a bao mat, phan quyén, minh bach, truy xuat nguon gbe
va bét bién, blockchain da dugc sir dung trong nhiéu linh
vuc khic nhau nhu tai chinh [2], chinh phu [3] gido duc
[4], y té [5], nang luong [6], ngan hang [7] va tao ra nhiéu
Ung dung giup tang cuong do tin cdy, tinh trach nhiém va
minh bach cua giao dich v6i chi phi t6i thi€u va quy trinh
thu tuc toi gian.

Theo béo c4o cua Vién théng ké UNESCO (UIS) [8], hon
235 tri€u sinh vién theo hoc cac chuong trinh gido duc dai
hoc trén thé gidi vao nim 2020, ting hon gap doi so véi
100 triéu sinh vién dang ky vao nam 2000 (theo co so dit
li¢u UIS). Do vay, viéc iing dung blockchaln vao glao duc
dao tao 12 vo cing tiém nang va can thiét bai hau hét cac
vin bang, chimg chi déu ¢ dang gidy hodc dién tir va rat
kho bao quan, tra ctru va st dung khi dugc yéu clu. Khoéng
dé dé kiém tra tinh x4c thuc cia van bang, chimg chi boi
trong bdi canh khoa hoc cong nghé phat trién viéc lam vin
bang, chimg chi gia rét tinh vi. Theo [9], trong nim 2004,
B0 Gido duc va Dao tao Viét Nam da phat hién hon 10.000
ching chi gia cung céc tai liéu lién quan khac dugc rao ban
cong khai trén Internet, mang xa hdi va cac san giao dich
tinh vi [10]. Bén canh d6, khong phai co quan, t6 chirc nao
cling c6 mot ban sao cc vin bang, chimg chi d6 dé xac
thuc timg tai liéu, nén tinh nguyén gbc ciia vin bang,
chimg chi phai dugc xac minh véi t chirc phat hanh (néu
van con). Cac truong dai hoc co thé cung cap mot sb hinh
thirc xac minh hodc dua vao cac dich vu khac cho nhiém
vu nay dé giam thiéu van dé. Mic du vay, cac sang kién
nhu vay bi thiéu tiéu chuén hoa va théng nhat [11], va diéu
nay thudng ton thoi gian va ngudn lyc, ddng thoi trong qué
trinh thyc hién c6 thé phét sinh nhiing van dé quan liéu.
Nhu vy c6 thé thay nhimng ton tai, han ché cong tic quan
ly van bang, chimg chi hién nay tap trung vao viéc ky Van
bang chung chi chua diing tham quyen lap va quan ly 50
gbc cip van bang chung chi, sé cip ban sao vin bang
chimg chi, viéc nhan thay vin bang chig chi dé dan dén
that lac; viéc in, quan 1y, cdp phat phoi van bang, ching
chi trong tinh trang tu chu in, quan ly phoi van béang ching
chi; cong khai thong tin vin bang ching chi trén trang dién
tir ctia cac don vi; tra ctru, xac minh voi ngudi cé van béng
ching chi, véi co quan quan 1y va cac t6 chirc lién quan
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[12].

Vi nhitng t6n tai trén, trong thyc té hién nay chir ky s6 (1a
mot dang chit ky dién t& dugc tao ra béng su bién ddi mot
thong diép dir lidu s dung hé thong mat ma khong ddi
xung, theo d6, nguoi co6 dugce thong dig¢p dir li¢u ban dau
va khoa cong khai cia ngudi ky ¢6 thé xac dinh dugce chinh
xéc) hudng téi khac phuc duge van dé vé ngudi c¢6 thim
quyén ky vin bang, ching chi; dam bao tinh toan ven cia
vin bang ching chi trong méi truong dién tor & goc do
nguoi nhan vin bang, chimg chi da c6 ky sé mai co thé mo
dugc van bang, chimg chi d6 chir chua giai quyét duoc van
dé tinh toan ven cua vin béng chung chi dé dém bao cho
viéc tra ciru, xdc minh. Dé giai quyet van dé nay
blockchain duogc coi 1a mot giai phap tiém ning dé cai
thién quy trinh, tdng tinh minh bach, mang lai hi¢u qua bd
sung, dat duoc su phan quyén va do d6 giam gian lan van
bang, chimg chi. N6 ciing c6 thé dugc sir dung dé xay dung
mdt hé sinh thai xac thyc ching chi toan cau (xuyen quoc
gia) [13], gitip chong gia mao va phi tap trung, dé dir liéu
¢6 thé duge truy Xuét ngay ca khi td chirc hodc toan bo hé
thdng cua co quan phat hanh van bang, ching chi ngimg
hoat dong. Pic tinh bét bién ctia n6 c6 thé nang cao uy tin
va giam nguy co mat thong tin. Nhiéu nghién ctru di khai
thac dic diém nay cua blockchain dé tmg dung trong linh
vuc giao duc ¢ trong va ngoai nudc nhu [14], [15], [16],
[17], [18]. Tuy nhién, theo hiéu biét cia nhom tac gia thi
tai Viét Nam viéc quan 1y van bang ching chi mic du ting
dung cong nghé blockchain nhung phai tuan tha theo
Thong tu 21/2019/TT-BGDDT [19] va Viét Nam dang
hudng t6i hoan thién hé thong phép luat, xy dung thé ché,
chinh sach tao hanh lang phap ly cho cac hoat dong lién
quan dén coéng nghé blockchain. Do dé tinh phap 1y cta
viéc quan ly van bang, ching chi tng dung cong nghé
blockchain méi chi ding ¢ nghién ctru mang tinh 1y thuyét,
chua thyc té nén viéc can hé thong xac thuc va c6 tinh phap
ly dbi van bang, chimg chi 14 yéu cau cap thiét hién nay.
Dua trén muc dich cua cong viéc nay, cac cau hoi nghién
ctru sau day da duoc dua ra:

Cdu héi nghién cieu 1. Cong nghé blockchain cé thé mang
lai nhitng loi ich gi cho quan Iy van bang, chirng chi?
Cdu héi nghién ciru 2. Gidi phdp nao dé dam bao tinh phdp
Iy trong quan Iy van bang, chirng chi?

Phan con lai cua bai bao duoc cAu trac nhu sau. Phén 2
trinh bay kién thirc nén tang cta blockchain, lgi ich ciia
blockchain trong quan 1y vin bang, chimg chi va nhimg
nghién ctru lién quan. Phan 3 gi6i thiéu md hinh giai phap
dé xuat dam bao tinh xac thyc va tinh phap ly trong quan
ly vin bang, chu’ng chi. Tiép d6, cung cap méi truong, du
liéu thir nghiém dé danh gi4, phan tich sau va thao luan vé
két qua tai Phan 4. Cudi cing, Phan 5 két thuc bai bao va
dua ra dinh hudng nghién ctru tuong lai.

. KIEN THU’C CO'BAN LIEN QUAN

Phén nay trinh bay nén tang can thiét cho nhiig nguoi doc
khong chuyén vé k¥ thuét co thé hiéu nhimng diéu co ban
ve cong ngh¢ blockchain. Sau dé 1a trinh bay vé mot so
nghién ciru cing huéng nghién ciru trong thoi gian gan
day.
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A Kién thire co ban

Cong nghé chudi khéi (blockchain) 1a mot cong nghé c6
ngudn gbc lién quan dén tién dién tir bitcoin va cong nghé
co ban do Satoshi Nakamoto dé xut vao nam 2008 [20].
Theo Gatteschi va cong su [21], su phat trién ciia cac (mg
dung dua trén blockchain co thé duoc chia thanh ba giai
doan chinh: Blockchain 1.0, 2.0 va 3.0. Ngay tu khi ra doi,
cong nghé nay da duoc lién két voi cac giao dich va sir
dung dé phat trién cac dong tién dién tir, day duoc goi la
Blockchain 1.0. Sy ra doi cﬁa céc hop ddng thong minh
(smart contracts) b6 sung quyén riéng tu, dai dién cho sy
bung nd cia Blockchain 2.0, véi sy phat trién ctia mot loat
cac rng dung mdi trong cac linh vyc tai chinh. Vi cac dac
tinh co ban ctia blockchain 1a phan cép, bat bién va minh
bach nén da thu hut dugc sy quan tam ngay cang tang cua
trong céc linh vuc nhu y té, chudi cung tng, chinh phu,
gido duc, day duogc goi la giai doan Blockchain 3.0 [22].
Hién nay, blockchain 4.0 hudng téi tri tué nhan tao (Al),
hd trg ra quyét dinh dua trén Al phi tap trung va dir liéu
dang tin cdy cta blockchain ma khong can su can thiép
tryc tiép cua con ngudi.

Blockchain ¢6 thé duge xem nhu mot cudn sd cai cong
khai, chéng gia mao va tht ca cac giao dich duogc luu tri
trong mot danh sach cac khdi (block). Cac chudi nay dugc
ghép ndi véi nhau tao thanh mot chudi khdi. Chudi nay
lién tuc duoc phat trién khi cac khdi méi duoc thém vao.
V&i ham mat ma bat dbi xtimg va co ché dong thuan phan
tan d3 lam cho blockchain bao mat, nhat quan hon cac
cudn sb cai truyén thong.

Block Header| Parent Block Hash Block Header Parent Block Hash

‘ Transaction Counter ‘ ‘ Transaction Counter ‘

Block i-1 Blocki

Block Header Parent Block Hash

‘ Transaction Counter ‘

Block i+1

Hinh 1: Cdu triic dit liéu ciia blockchain

M3di chudi trong blockchain gdm cac thanh phén sau:

° Index (block#): thir ty cta chudi (chudi gdc co
thir ty 0)

. Hash: gia tri bam cuia chudi

° Previous hash: gia tri bim ctia chudi trugc

° Timestamp: nhan thoi gian khoi tao ctia chudi

° Data: thong tin luu trit trong chudi

o Nonce: gi4 trj bién thién dé tim ra gié tri bam thoa

man yéu cu ciia mdi blockchain

Gié tri bam s& bam toan bo cac thong tin can thiét gom
Index, Previous hash, Timestamp, Data va Nonce. Khi cé
mot chudi duoc thém vao, chudi méi sé co gia tri “Previous
Hash” 1a gid tri bam cua chudi duoc thém trugc no.
Blockchain tim kiém chudi dugc thém vao gan nhit dé 1iy
gia tri index va previous hash. Bang cach luu trit dit lidu
trén tit ca cac nut cua minh, mang blockchain loai bé cac
rii ro di kém véi dit liéu dugc 6 chire luu trit tap trung.
Trong mang khong c6 cac diém tap trung dé bi tén thuong
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cho hé théng, khong c6 cac diém trung tdm lam cho hé
thong dimg hoat dong. Trén thuc té, ngay ca nhiing thay
d6i nho nhat trong ban ghi dir liéu cling s& thay d6i dang
ké ham bam khéi, diéu nay s& thé hién truy cap sira doi co
sO dit lidu. Vé loai ham bam, mang Bitcoin sir dung thuat
todn SHA-256 va RIPEMD-160, trong khi Ethereum st
dung thuét toan KECCAK-256, khong tuén theo chinh xac
tiéu chuén FIPS, con dugc goi 1a SHA-3 thuét toan. Bén
canh tinh gia tri bam, cong nghé blockchain trién khai cac
chtrc nang ma hoa dé cung cip bao mat va chir ky sb cho
cac giao dich. Thuat toan ma hoda chinh la thuét toan ma
héa duong cong Elliptic, sir dung duong cong elliptic (EC)
y? =x3+ax + b trén tr}rbng Galois htru han duogc xac
dinh v6i mot sO nguyén to p.

C6 ba loai blockchain chinh [23] gom:

° Blockchain cong khai 1a mdt dang blockchain ma
& @6 tit cac moi ngudi tham gia déu co quyén nhu nhau,
tat ca moi ngudi tham gia c6 thé doc, ghi. Uu diém cua loai
blockchain nay 1a d¢ tin cay cao, an toan va bao mat hé
thdng cao. Nhung han ché 1a tdc do xur 1y giao dich cham,
tiéu ton nhidu tai nguyén dién dé hoat dong va dit lidu ca
nhén c6 kha nang bi cdng khai. Bitcoin va Ethereum la loai
blockchain nay.

° Blockchain riéng tu 1a mét blockchain ¢6 sy phan
quyén, khong phai ai ciing dwoc quyén tham gia vao hé
thdng nay, chi nhitng ngudi duoc cho phép méi tham gia
vao duge. Uu diém cua loai blockchain nay la tde do xur ly
giao dich nhanh, tén it tai nguyén, kha ning mé rong dé
dang nhung han ché v& d6 tin cdy, bao mat thép va tinh phi
tdp trung kém boi viéc x8y dung va duy tri private
blockchain dwoc thwc hién chi boi vai té chue.
Hyperledger 1a mot loai blockchain nay.

° Consortium Blockchain 1a su két hop cua 2 loai
blockchain trén. Gidng nhu trong mot blockchain riéng tu,
ngudi tham gia chi ¢6 thé tham gia néu dugc moi, tuy
nhién, khong c6 té chtrc ndo kiém so4t mang ludi ma thay
vao d6 1a mdt nhom. Tu goe do quan tri, ching duy tri ban
chat phi tap trung ctia mot blockchain cong khai, mic du
chung duoc kiém soat va quan 1y chat ché hon. Do d6, khbi
luong giao dich, toc d6 va viéc sir dung tai nguyén ciing
tot hon.

Hop ddng théng minh (smart contracts) [24] dwoc dé xuat
vao nhimg ndm 1990, la cc diéu khoan c6 thé duoc mo ta
bang ngdn ngir 1ap trinh va duoc thuc thi bsi may tinh.
Ethereum da giéi thidu cac hop dong thong minh trong ma
ngudn cdt 16i ciia nd, 1am cho blockchain ¢6 thé 1ap trinh
dugc va do d6, cho phép cac nha phat trién viét mot bo ing
dung da dang [25]. Ngoai ra, hop ddng thong minh c6 thé
duoc xem nhu mot déi tuong cd trang thai, thudc tinh va
chtrc ning hodc phuong thic c6 thé duoc goi dé thay doi
trang thai, goi cac chuc nang khéac hodc cac hop déng
thong minh khéc [26]. T4t ca cac hoat dong déu chdng gia
mao va dugc ghi lai trong blockchain dé tang thém do tin
cly.

Céc tinh nang co ban cta blockchain nhu sau [27]:

° Phi tap trung: blockchain 1 mot ban ghi mé phd
bién, trong d6 tit ca cac nit dugc lién két voi nhau trong
mot mang.

° Tinh minh bach: tAt ca cac giao dich trén
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blockchain dugc 14p chi myc theo thu ty tudn tr va mot
khéi duogce lién két voi hai khéi lién k& bing mot ham bam
mat ma, cac giao dich dugc luu lai va cé thé kiém tra cac
giao dich nay.

° Co ché déng thuan: co ché chiu 18i 1a co ché déng
thuan duoc sir dung trong cic may tinh va blockchain dé
dat duoc thoa thuan vé& mot dix lidu duy nhét cua trang thai
mang gitra cac quy trinh phan tan.

° Tinh bi mat: chi nguoi gitia khoa riéng tu mai c6
the truy cép cac dir liéu bén trong blockchain.
° Tich hop hop dong thong minh: hgp dong thong

minh 12 mét giao thirc blockchain can thiét cho phép cac
nha phat trién ma hoa thoa thuan cac diéu khoan, cac diéu
khoan s& duoc thuc thi bai cac bén lién quan ma khong thé
ngan can hoac huy bo.

. Tinh bat bién: Mot khi dir liéu da duoc ghi vao
trong block ctia blockchain thi né khong thé bi thay ddi
hoac stra chira.

Vi nhitng tinh nang co ban trén cua blockchain thi trong
quan ly vin bang, ching chi gido duc dio tao cac tinh ning
cua Blockchain mang lai mot s6 loi ich sau:

° Tinh bao mat: gdm bao vé dir liéu, quyen riéng tu
va tinh toan ven cua dit liéu lién quan dén vian bang, ching
chi ngudi hoc nhu bang diém, thong tin ca nhan, chuong
trinh dao tao.

o Tinh kiém soat: kiém soat tot vé cach truy cap vao
dit liéu lién quan dén vin bang, ching chi cia ngudi hoc
boi ai.

) Tinh giai trinh va minh bach: bat ky thay d6i nao
trong blockchain ciing s& bi ghi nhén tir d6 giam thiéu nguy
co chinh stra dir liéu hoc tap, van bang, ching chi

) Naéng cao niém tin: khi vin bang, chimg chi dugc
trién khai trén blockchain thi s& dam bao thiét lap duogc su
tin cdy gitra tat ca cac bén va ciing d& dang truyén tai thong
tin gitta cac bén.

o Giam chi phi: giam chi phi phat sinh trong in 4n,
bao quan vin bang, chimg chi; giam chi phi trong tra ctru,
x4c minh vin bang, ching chi

) Xac thyc: van bang, chimg chi cia ngudi hoc
duoc luu trit trong mdi co s gido duc va mot phén duoc
chia sé vdi cac co quan quan 1y (co sé gido duc dai hoc,
don vi quan ly va cac don vi sir dung lao dong). Khong dé
dé cac bén lién quan khéc c6 thé tiép can dugc nhu’ng thong
tin ndy. Su dong thuan phan tan cho phép cac to chuc cong
tac va luu trit thong tin giéng nhau trén mot nén tang duy
nhit va do d6, dé dang cung cip thong tin d6 cho nhing
bén quan tam.

) Tinh lién théng va hd tro ra quyét dinh: véi dit
liéu hoc tdp cua nguoi hoc dugc luu triv bén viing, minh
bach va toan ven gilta cac hé théng, nguodi hoc cod thé c6
dir liéu tham khao chinh x4c dé lya chon nganh nghé phu
hop v6i nang lyc ban than.

Noi dung nay da tra 161 cho cau hoi nghién ctru 1 1a cong
nghé blockchain c6 thé mang lai nhirng loi ich gi cho quan
ly vin bang, chimng chi.

B. Cdac nghién ciru lién quan

Y tudng trong quan 1y vin bang, chung chi (tur cip phat

dén tra ciru, xac minh) bang cach su dung blockchain da
dugc quan tdm manh mg¢ trén toan cAu, tir chau A, chau Au
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dén chau My [28]. Mot sb nghién ciu tiéu biéu nhu
Kumutha va cong sy [17] trinh bay phan tich, danh gia vé
ung dung cua blockchain trong linh vuc gido duc dao tao.
Két qua nghién ctru cho thdy viéc trién khai cong nghé
blockchain trong cac hé thdng gido duc, dao tao dua trén
chuSi khéi Ethereum. Didu nay cho thiy rd rang ring su
can thiét ctia blockchain riéng tu Hyperledger fabric [29]
trong linh vuc gido duc dao tao dé xac thuc vin bang,
chtg chi. Cuing hudng tiép can, Vidal va cong sy [16] da
trinh bay Kkét qua thao luan viéc st dung cong nghé
blockchain nhim danh gi4 nhimg lgi ich ma céng nghé
blockchain mang lai d6i voi van bang, ching chi. Ngoai
ra, Nguyén Pirc Hiép va cong su [14] da gidi thiéu giai
phap CVSS, 1a hé¢ thong hd trg phat hanh chimg chi k¥
thuat sb bén viing. Hé thong bao gém 4 thanh phin nhu
quy trinh dang ky KYC, cép ching chi, x4c minh va truy
xuit. CVSS cho phép ngudi dung bao gém t6 chirc phat
hanh (vi du: t& chirc do tao) va ngudi xac minh (vi du:
nha tuyén dung) thuc hién cac hoat dong mdt cach chinh
xéc, nhanh chong, tiét kiém chi phi va hiéu qua trong quan
1y chirng chi s6. He théng da duoc thtr nghiém tai tai Trung
tam K¥ thuat May tinh, Pai hoc Bach khoa — Pai hoc quéc
gia Thanh phé Hd Chi Minh, két qua dat dugc cho théy
tinh thich hop khi ap dung hé thdng trong quan 1y vin bang
va chimg chi. Tuy nhién, nghién ciru nay st dung cong
nghé blockchain cta Ethereum dé phat hanh cac chimg chi
ky thuat sb bt bién, nén né can duoc cai tién lién tuc vi
nhitng thiéu sot cua Ethereum nhu kha ning mé rong Va
chi phi hoat dong, ngoai ra hé thong nay khong cung cap
tdc d6 va danh gia su d& dang can thiét cho viéc cung cép
dit liéu kip thoi.

Bén canh d6, Nguyén Binh Minh va cong sy [15] trinh bay
giai phap quan ly ching chi sinh vién tai Viét Nam, goi la
VECefblock, 1a hé théng xac thyc chung chi dam bao do
tin cdy cua dit liéu va cung cip cac ru diém nhu ngan chin
van bang, chimg chi gia mao, hd tro tinh ning toan ven cho
dir liéu dugc luu trir. Hé thdng bao gdm cac quy trinh
nghiép vy, cdu triic anh xa dfr liéu va tng dung phi tap
trung, theo cach dap ung yéu cau cu thé cua Viét Nam. Hé
thong dugc phat trién tren nén ting Hyperledger Fabric
blockchain, dugc dinh cdu hinh va trién khai trén dich vu
Amazon EC2, trong d6 su dung chiing minh nhén dan Ia
duy nhét dai dién cho danh tinh cta sinh vién. Tuy nhién
nghién ctru nay khong danh gia, phan tich kha nang thir tai,
thoi gian phan hoi t6i da va thoi gian phan hoi tdi thiéu.
Theo hudng tiép can nay, Bd Ba Lam va cong su [18] da
trinh bay nghién ctru vé ing dung cong nghé blockchain
riéng tu cho gido duc dao tao nhim x4c minh va quan 1y
dir li€u hoc tap subt doi, goi la B4E (Blockchain for
Education). B4E khong chi luu trit chung chi ma con luu
trir dit liéu dao tao ciia ngudi hoc vinh vién nhu bang diém,
chuong trinh dao tao dé tao ra ho so day du vé qua trinh
hoc tap subt doi cia mdi ngudi dung, ciing nhu xac minh
céc chimng chi ma ho da dat dugc. Ngoai ra, B4E cung cip
thém mot 16p xac thyc thong qua mbi lién két giita lich s
dao tao va van béng, chung chi dat dugc cua nguoi hoc.
Qua danh gi4 nhimng nghién ciru trén co thé thdy, cac
nghién ctru, gidi phap da hudng téi tng dung blockchain
trong quan 1y van bang, chimg chi nhung méi chi dimg &
viéc bdo dam cac tinh nang cua blockchain hi¢u qua trong
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quéan 1y vin bang, chung chi theo Thong tw 21/2019/TT-
BGDDT. Tuy nhién, yéu t6 phap Iy dugc quan tim nghién
ctru hodc chua duge thé hién 1o rang ddi véi van bé‘mg,
ching chi thi can dam bao theo Nghi dinh 30/2020/ND-
CP [30]. Bén canh do, lién quan dén giao dich sé thi ngoai
chit ky s con co thé ké dén hop dong thong minh (Smart
Contract), nhung hién nay vé mit phap luat thi hinh thirc
hop ddng thong minh chura dugc thira nhan vé gia tri phap
ly. Do vay, diém khéac biét trinh bay trong d¢ xuit cta
nhém nghién ctru 12 mé hinh giai phap quan 1y van bang,
chimg chi ing dung cong nghé blockchain va chir ky s6
chinh 1a tich hop chir ky sé dugc cung cp boi Ban co yéu
Chinh phu vao toan bd quy trinh quan 1y van bang, chu’ng
chi. Phuong phép dé xuét dugc gidi thiéu trong phan tiép
theo cua bai bao.

. GIAI PHAP DE XUAT

Dé giai quyét cac van dé néu trén, bai bao dé xuat mé hinh
g dung Blockchain va chit ky sb trong quan 1y vin bang,
chimg chi. M6 hinh quan 1y van bang, ching chi duoc
minh hoa cuy thé trong hinh 2. M6 hinh d& xuit bao gdom
cac budc sau:
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Hinh 2: Téng quan mé hinh dé xudt qudan Iy van bang,
chirng chi

Bude 1. Ky sb sao y ban scan van bang, chtng chi:

Dé dam bao tinh toan ven va chdng chdi bo ciia dir liéu
trudce khi dua 1én blockchain, hay con goi 1a tinh phéap ly
trong cong tic xac thuc theo dung Nghi dinh sb
30/2020/ND-CP cta Chinh phu thi hé thong cung cip gidi
phap ky sb vao ban scan vin bang, ching chi va dit liéu
thong tin van bang, ching chi dang JSON (JavaScript
Object Notation). Dé thuc hién ky sb, ngudi dung s& duogc
cung cip mot ung dung ky sb sir dung chit ky s ciia Ban
Co yéu Chinh phu dé lya chon chimg thyc thu va tép tin
can thyc hién ky. Ung dung duoc xdy dung dya trén cic
cong cy, trinh diéu khién va trinh tuy tudn thu theo tai
nguyén dugc cung cip chinh thic cia Ban Co yéu Chinh
phu.
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Hinh 3: Ky 56 ban sao chup vén bang, chitg chi

Bude 2. Ky s6 voi thong tin dit liéu ciia van bang dang
JSON

Viéc ky s6 v6i thong tin dit liéu van bang dang JSON duoc
thuc hién twong tu nhu voi ky s6 tép tin. Chuén ky s6 duge
su dung 1a JWS (JSON Web Signature) [31]. JWS 1a san
pham ciia nhém chuyén vién ky thuat Internet (IETF) va
hoan thanh vao thang 05 nam 2015 trong RFC 7515. Tai
lidu dwoc danh gia cong khai va duge phé duyét dé xuat
ban boi khoi chi dao ky thuat Internet (IESG). JTWS hay
JSON Web Signature 1a mot dang chit ky c6 tac dung xac
minh chinh trong JWT duogc viét véi ngdn ngit JavaScript
Object Notation (JSON) trén nén tang web. Vé mit ky
thudt JWS dai dién cho ndi dung dugc ky s6 hoac MACed
bang cach sir dung ciu truc dir liéu JSON va méd héa
base64url. Cac cau trac dir liéu JSON nay co thé chua
khoang tring hodc ngit dong truéc hodc sau bat ky gia tri
JSON hodc ky tu cAu trac nao, phu hgp véi dinh dang dix
liéu cua JSON dugc viét chi tiét trong RFC 7159
[RFC7159]. JWS dai dién cho céc gia tri logic nay: JOSE
Header, JWS Payload, JWS Signature.

Budc 3. Luu trit trén Blockchain

Dé dam bao tinh cong khai, minh bach cta thong tin van
bang, tat ca cac ndi dung ban scan vin bang, ching chi va
thong tin dit liéu sau khi ky $6 déu trén duge luu trir dua
trén cong nghé Blockchain va cho phép tra ciru cong khai.
M0 hinh giai phap d& xuit sir dung cong nghé Hyperledger
Fabric blockchain dé xiy dung mang lu6i blockchain,
chay cac hop dong théng minh. Fabric CA duoc sir dung
dé két nap thanh vién trong mang. Explorer dé cho phép
ngudi dung theo ddi hoat dong trén mang. Hé thong cho
phép tiép nhén dit liéu dudi dang JSON dé dam bao hd tro
duoc bat ky cac dang biéu mau thong tin vin bang, chimg
chi nao do co s& dao tao cdp. Pé dwa thong tin 1én
blockchain khi ¢ yéu cau tir quan tri hé thong, hé thong
quan 1y van bang s& thuc hién giao tiép voi blockchain
thong qua API. Sau khi dit li€u dugc dua 1€n thanh cong,
ngudi ding 6 thé theo ddi, tra ciru cong khai thong tin vin
bang theo ID va cac giao dich lién quan dén vin bang trén
mang. Khi c6 bt ky thay d6i nao dén lién quan dén thong
tin vin bang, chimg chi dan dén khong tring khép dit liéu
d3 luu trén blockchain thi hé thong s& dua ra canh bao cac
giao dich nay déu dwoc ghi lai dé dam bao tinh minh bach.
Ludng luu trit thong tin 1én blockchain dugc mé ta nhu
hinh 4.

Khon
Déng nhap vao tng Ngumdung yeu cAu (Het théing qui dir Thong bao
dung quan 1 vén cong khai thong tin d-»liéu dang JSON de [teu friy
bang, ching chi |én blockchain lipu IEn blockehain | thanh cing

Hinh 4: So d6 luu théng tin JSON lén blockchain
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Budc 4. Tra clru vin bang, chimg chi

Khi tra ctru thong tin qua trinh phat hanh van bang dugc
thé hién bang giao dich (tx) cu thé kém ngay gio va tham
chiéu trong s6 c4i Explore, bao dam tinh toan ven va khong
sira, x6a lich sir cp phat vin bang chimg chi bang
blockchain. Sinh vién, img vién va cac nha tuyén dung lao
dong c6 thé kiém tra, tim kiém bang QR Code hay bang ho
tén, ma van bang. Thong tin tim duoc bao dam tinh phap
1y bang chit ky sb va bao dam tinh toan ven cua lich st cip
phat vin bang ching chi bang blockchain. Ngoai ra ban
luu trit ndy c6 thé xac thyc bang cic phan mém cia nude
ngoai nhu Acrobat, Foxit.. Ngoal ra, mot trong nhu'ng
diém moi cua mo hinh dé xuat giai phap 1a viéc phat trién
hé thong ky s truc tiép theo 16 va trén dit liu dang JSON
theo chudn thé giéi RFS7515 ma hién tai Viét Nam chua
dua vao str dung. Viéc sir dung chuén thé gi¢i RFS7515
trong ky sb JSON gifip cac co s& dao tao co thé xac thuc

ca ndi dung céc phu luc cua van bang.
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Hinh 5: So d6 tra cizu thdng tin trén blockchain

Vi phuong néu trén da tra 161 dugce cau hdi nghién ciru 2
1a giai phap nao dé dam bao tinh phap 1y trong quan 1y vin
bang, chimg chi. Két qua thir nghiém mo hinh dé xuét duoc
trinh bay trong phan tiép theo.

V. THU NGHIEM VA DANH GIA

Muc dich ctia phan nay la thir nghiém, danh gia va cho thay
tiém ning cua viéc tng dung céng nghé blockchain va chi
ky s6 trong viéc xéc thuc, tra ctru van bang, chimg chi. Do
d6 cac két qua thir nghiém duoc trién khai trén cluster gdm
02 may tinh, trong d6 may tinh thuc hién quan 1y vin bang,
chung chi cai dat hé diéu hanh Ubuntu 18.04, c6 cAu hinh
CPU 24 vCPU, RAM 64GB, HDD 250 GB v6i Bandwidth
200MBs; may tinh thyc hién blockchain co cAu hinh CPU
12 core 24 thread, RAM 16GB, HDD 317GB. Bé don
gian, ching t6i gia dinh tat ca cac thuc thé déu ¢ cau hinh
gidng nhau cho tat ca PC.

Trué6ce hét, chung toi danh gia hiéu sudt tinh toan bang cach
trién khai cac thuét toan mat ma, cu thé 1a ham bam va lugc
dd chir ky sb. Chung t6i sir dung SHA256 dé trién khai
ham bam c6 dau ra thong bao c6 d dai 32 bytes va tom tat
két qua hiéu suat trong Bang 1.

Bang 1. Hiéu sudt bam

Kich thudc
muc dit liéu 0.5 1 10 100 1000
(Kilobyte)

Bam mot

muc dit liéu | 0.012 0.025 | 0.24 1.7225 8.679

(ms)
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Dé tinh toan chi phi cho giai phap dé xuét, ching 16i gia
sir ¢6 100 van bang, chimg chi duoc xir Iy va mdi Van bang
chimg chi ¢6 22 thugc tinh. Chung t6i gia sir ring mdi
thuoc tinh c6 thé dugc biéu thi véi 10 Kilobyte dir li¢u va
moi gia tri salt c6 do dai 32 bytes. Chiing t6i ddnh gia chi
phi cho timg giai doan va tom tat két qua cudi cing trong
Béng 2.

Bing 2. Tong hop hiéu sudt tinh todn (ms)

Cap phat Xacthuc | Nguo
vinbang | vinbang | dung
T <
0 vl o501 0 13.54
bang
S dung van
. 0 1.15 1.32
bang
Xac  thuc
ac 0 9.87 0
van bang

- Sinh vin bang, chig chi: véi mdi van bang, chimg chi
cap phat can 1.32 ms dé chuan bi cho dit liéu vin bang,
chimg chi va can 13.54 ms dé ky van bang, ching chi. Vi
ngudi ding, can 13.54 ms dé ky vin bang, ching chi cua
ho.

- X4c minh vin bang, ching chi. Trong giai doan nay, trinh
x4c minh vin bang, ching chi can tinh gia tri bam cho nut
gbc cua cdy thudc tinh van bang, ching chi. Chi phi tinh
toan nay dugc gioi han trén 1.32 ms. Hon nira, ngudi phat
hanh vin bang, chimg chi can xac minh chir ky, bang cach
danh 8.55 ms.

Bén canh do, chung t6i tién hanh thur nghiém khéc nhau dé
tinh toan tbc do va thoi gian phan hdi ciia mang blockchain
dbi v6i cac hoat dong doc dit lidu (hay goi 1a qué trinh xac
thuc). chang t6i sir dung cong cu JMeter dé do kha ning
doc dir liéu trén mang blockchain. Trong thir nghiém nay,
chung t6i tao dong thoi yéu cau doc cac giao dich trong
vong mot phit. Thir nghiém duogc lap lai 10 1an dé nhan
cac gia tri trung binh. Hinh dudi mé ta ring TPS giam nhe
tir 890 xudng 721 tx/s khi s6 lugng yéu cau dong thoi ting
tir 100 1én 500. Toc d6 doc ddng thoi giam do dung lwong
ctia mdi nit mang bi han ché; do do yéu cau dén sau s&
phai xép hang doi dé duoc phuc vu.
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Hinh 6: Thong luong cho doc dir lidu

V. KET LUAN

C6 thé noi, viéc 1am gia van bang, ching chi khong phai
la mot van dé méi va cac van bang, chimg chi gia dang 1a
mdt trong nhitng van nan gy birc xuc trong du luan xa hoi,
anh hudng nghiém trong dén nguoi sit dung lao dong. e
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2op ph?ln ngan chan, hd tro hiéu qua v6i hinh thirc vi pham
nay, bén canh sy vao cudc quyét ligt ctua cac lyc lugng
chirc ning trong cong tac kiém tra, quan 1y thi nguoi dan
can nang cao y thirc, khong mua ban, sir dung céc loai gidy
to, bang cp gia. Tuy nhién, néu chi mong chd vao viée
nang cao y thirc ciia nguoi dan thi s€ kho dat duoc higu
qua triét dé, do dé viéc ung dung cong nghé chudi khdi va
chir ky s6 vao quan Iy vin bang, ching chi la can thiét. Bai
bdo nay da trinh bay md hinh ung dung hiéu qua
blockchain va chir ky sb trong gido duc dao tao, cu thé 1a
quan 1y van bang, ching chi. Bén canh d6, két qua thi
nghiém véi co s& dao tao 1on nhu Hoc vién Cong nghé
Buu chinh vién thong di cho thdy kha ning hoat dong va
tinh kha thi ciia mo hinh dé xuat trong thyc té. Trong tuong
lai, ching t6i sé tiép tuc dénh gi4 cac thanh phan dua trén
blockchain dé kiém tra hiéu suat cua blockchain va kha
nang hoat dong cua cdc dich vu blockchain véi quy mo
nhiéu co sé gido duc dao tao trong viée quan Iy vin bang,
chting chi cling nhu cac tic vy khac (quan ly thong tin ca
nhan, so yéu Iy lich khoa hoc, ...).
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BUILDING AN APPLICATION MODEL OF
BLOCKCHAIN AND DIGITAL SIGNATURES IN
THE MANAGEMENT OF DIPLOMAS AND
CERTIFICATES IN VIETNAM

Abstract: Trading and using fake diplomas and
certificates has been a problem of the society in the context
of strong development of science and technology.
Agencies and organizations are all facing this dilemma in
times of recruitment, holding exams to improve
qualifications or considering studying abroad. It is
alarming that just in the past few years, there have been
tens of thousands of fake diplomas and certificates that
have been detected and handled by the authorities. This
problem is solved by using blockchain technology with the
ability to be decentralized, distributed, secure, fast
processing, transparent and unmodifiable. The features are
superior to current technologies to combat fraud and
forgery of diplomas and certificates. However the major
limitation in Vietnam today is that blockchain is not
clearly regulated by law, so there is increasing pressure to
ensure the legality and authenticity of diplomas and
certificates. In this paper, the research team presents a
model of a diploma and certificate authentication solution
based on the application of Blockchain technology and
digital signatures to solve the above problem. The
proposed model is experimented on data of diplomas and
certificates of the Institute of Posts and
Telecommunications Technology to evaluate the
performance of the model and the obtained results show
positive efficiency and the model can be applied in the
management of diplomas and certificates.

Keywords: Blockchain; Digital
Certificate; Diploma.

signatures;
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