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Tém tir: Khi dich vu tin nhén trén thiét bi di dong
trd nén phd bién va ngay cang phat trién thi ciing
1a Itc tin nhin rac tran ngdp cac mang vién thong.
Giéng nhu thu rac, tin nhin rac khong chi gay
phién todi, kho chiu cho ngudi st dung ma con
gia ting ap luc 1én ha ting vién thong va dugc sir
dung nhu mot cong cu dé thuc hién viée lira dao,
phat tan vi-rit, mi doc... Trén nén tang cong nghé
phat hién thu rac, cu thé 1a su dung SpamAssassin,
nhém nghién ctru di phat trién hé thong phat hién
tin nhan rac gdm c6: Hé thong sinh bo luat va phan
mém trén di dong. Két qua thi nghiém cho thiy
day 1a mot cach tiép can kha thi v6i ty 18 phat hién
tin nhén rac 1én dén 94% trong khi ty 1& canh béo
nham tin hop 1& chi & mirc thap hon 0.15%.

Tir khoa: AntiSpam, Android App, SpamAssassin,
Tin nhén rac, Thu rac, SMS Spam.

. MO DAU

Trong thé gidi phfmg ngay nay, ung dung cong
nghé thong tin dé co thé giao tiép nhanh chong,
thuan tién va hiéu qua 1a diéu tat yéu. Ciung véi
dién thoai va thu dién tu, tin nhin (SMS) da tao
nén mdt cudc cach mang vé trao d6i thong tin. Theo
thdng ké tir Open University (2014) dya trén béo
cdo cua cac hang phan tich thi truong, trong nam
2014, 90% s6 nguoi trén thé gidi nhan tin it nhat
mot 1an mdi ngay. Mdi thang, trén 350 ty tin nhan
dugc giri di trén toan thé gidi. Nguoi dung nude
Anh d3 dong gop khoang 140 ty tin nhin trong nim
2014 [1]. Con s6 nay tham chi con cao hon nira &
nhitng nuéc dang phét trién. Nhiing thong ké trén

Tac gia lién lac: Vit Minh Tuén,

email: minhtuan_fit@hanu.edu.vn

Dén toa soan: 10/11/2016, chinh stia: 24/1/2016,
chép nhan dang: 24/1/2016

34 |7 ##/ KHOA HOC CONG NGHE
THONG TIN VA TRUYEN THONG

cho théy, mac du ra doi sau thu dién t& nhung tin
nhan SMS lai dang phat trién rat nhanh va dang cé
xu huéng chiém wu thé do mdt so dac diém déc thu.

Ké tir khi xuét hién, thu rac da tré thanh vén dé
nan giai va phién phtc, lam dau dau cac nha cung
cép dich vu thu dién tir cling nhu ngudi ding trén
toan thé giGi n6i chung va Viét Nam noi riéng. Tuy
nhién, khi cudc chién chéng thu rac van dang hét
strc quyét liét va chua co hoi két thi mot mbi de
doa méi dbi v6i ngudi ding mang vién thong lai
phat sinh va ngay cang nhirc nhbi. D6 1a van nan
tin nhin rac. Pidu nay ciing khong qua kho giai
thich. Vi s6 luong ngudi dung khéong 16, lién tuc
gia tang trén toan thé gioi, ngudi ding dién thoai
dad va dang tré thanh nhing “con mdi béo bd” dé
nhiing ké phat tan tin nhin rac, nhirg nha cung cp
dich vu quang céo, marketting tha ho tan cong, loi
dung dé truyén tai thong tin, gidi thiéu dich vy, san
pham. Theo thdng ké ctia Trung tdm mg ctru khan
cAp may tinh Viét Nam (VNCERT), mdi ngay c6
hang triéu tin nhin rac dwoc giri di, twong duong
v6i hang triéu thué bao bi tn cong bodi nhiing
thong tin khong co gia tri; dong thoi gy ra ap luc
rat 16n 1én ha tang vién thong di dong trong nude.

Dé giai quyét moi de doa trén, can phai két hop
rat nhidu bién phap méi c6 thé xu 1y triét dé nhu
chinh sach quan 1y d6i v6i cac cong ty vién thong,
céc cong ty cung cdp dich vu quang cdo, nang cao
¥ thitc ngudi dung vé bao mét thong tin ¢4 nhan
(dia chi thu dién tir, s dién thoai) va cac giai phap
ky thuat. D6i v6i giai phap ky thuat, bai toan dit
ra cho cac nha khoa hoc 1a phat hién va ngan chan
vi€c phat tan thu rac hi€u qua va kip thoi.

Trong bai bao nay, voi kinh nghiém va nhiing két
qua nghién cuu da dat dugc trong linh vuc phat
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hién va ngan chan thu rac, ching toi dé xuit mot
phuong phap hoc may loc tin nhin rac sir dung
SpamAssassin. Tir phuong phap duoc dé xuat, mot
mo hinh khép kin dé huén luyén, tao ra cac bd ludt
da dugc xdy dung, thuc nghiém va danh gia két
qua. Tl d6, tao tién dé dé thuc hién nhiing nghién
ctru khac dua trén cong nghé nay.

Bai bao dugc trinh by voi cu tric nhu sau: Phan
II gidi thiéu vé céc cong nghé loc thu rac hién tai,
ddng thoi phan tich sy twong dong va khac biét
giita thu rac va tin nhin rac. Phan tiép theo, ching
t6i trinh bay vé phuwong 4n sir dung SpamAssassin,
mot giai phap dugc st dung rong rdi trong ngin
chan thu rac, ap dung cho viéc loc tin nhén rac.
M5 hinh trién khai chi tiét ciing dwoc dé cap trong
phén nay. Trong phan IV, trong tim cta bai nghién
ctru xoay quanh thi nghiém dugc thuc hién véi tép
dit liéu mau; két qua thu dugc cua thi nghiém duoc
phan tich dé danh gia chinh xac vé tiém nang cta
phuong phap va mo hinh trién khai. Cubi cing 1a
phﬁn Thao luan, tom luoc lai van dé nghién ctru va
dé cap dén hudng phat trién tiép theo.

Il. KIEN THU’'C NEN TANG
A. So sanh thw dién tiv va tin nhin SMS

Y tudng ctia nghién ciru nay 1a tng dung cong nghe
loc thur rac vao tin nhin rac. Chinh vi vay, viéc hiéu
13 sy tuong ddng va khac biét giira hai loai “spam”
nay rat quan trong.

V& muc dich sir dung, ca thu dién tu va tin nhén déu
1a phuong tién trao d6i thong tin ciia ngudi ding.
Tuy nhién, do giao thirc trao ddi dir liéu khong
gidng nhau nén mdi loai déu mang nhimg dic diém
riéng. Thu dién tir da va dang dugc su dung rong
rii nhat do lich sir hinh thanh sém hon va c6 nhimng
loi thé nhit dinh khi dwoc coi nhu mét kénh giao
tiép chinh thdng bang van ban. Ngudi ding c6 thé
guri thy dén mot nhom rat nhiéu ngudi ding khac
mot cach dé dang ma khong hé phai tra thém phi
dich vu. Thu dién tur gui di co thé duoc cong nhan
nhu mot loai bang ching dé 1dy can cir lam viéc.

Tuy nhién, diém bét 1oi ctia tin nhén so v6i thu dién
tr lai nam ¢ tinh tién dung va trc thi. Nguoi dung
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¢6 thé gui tin nhan SMS bat ky luc nao véi thiét bi
di dong cam tay va tin nhin d6 s& dugc chuyén dén
nguoi nhan ngay lap tirc. Viéc nay rt thuén tién
khi nguoi nhan khong c¢6 may tinh hodc khong cé
két ndi internet. Tuy nhién, day ciing chinh 1a 1y do
khién cho tin nhin SMS nhanh chéng bi nhiing ké
phat tan tin nhan rac loi dung dé “tan cong” ngudi
st dung dién thoai di dong. Do hé théng phat hién
va ngin chin tin nhin rac chua phat trién nhu cong
nghé chin thu rac nén tin nhan rac c6 kha ning dén
duogc véi ngudi ding cao hon. Theo thdng ké vao
nam 2014 cua tap chi Business-2-Communication,
ty 1¢ mo tin nhan ciia nguoi diung 1a 98% trong
khi ty 1¢ d6 ¢ thu dién ti chi 1a 22% khi nhan
dugc thong diép tir cac chién dich marketing trén
di dong [2].

CAu triic va dit liéu cua tin nhin va thu dién tir cling
c6 nhiing diém tuong dong, khac biét nhat dinh [3].
biéu nay dugc thé hién trong bang 1.

Po dai gidi han cua tin nhén SMS 1a 160 ky tu,
do d6, ngudi dung co xu hudng viét tit dé giam
phat sinh cudc phi. Mi ngén ngir déu ¢ nhing
chit viét tit nhat dinh nhu: “Ank” => “a”, “Em”
=>“e”, trong tiéng Viét hay “Thank you” => “tks”,
“you” => “u” trong t1eng Anh. Trong khi do, thu
dién tr khong gi6i han vé do dai nén ngudi gui sé
tu do va linh ddng hon trong viéc soan thao noi
dung guri di. Phan cdu trac thu dién tir va tin nhin
SMS tuy c6 d6i chut khac biét (bang 1) nhung vé
co ban, cac truong dir liéu cua ca hai déu twong
dong. Day la co so rat quan trong dé ung dung
cong nghé phat hién thu rac vao tin nhin rac SMS.

Mot diém ddng quan tdm nita khi so sanh thu
dién tir va tin nhan 1a phuong thirc truyén va luu
trlt thong tin. Thu dién t& dugc Iuu trir trén may
chu; nguoi dung sir dung cac phan mém nhu MS
Outlook, Thunderbird. .. dé tai vé méy tinh ca nhan
hoic thiét bi di dong dé doc. V&i co ché nay, viée
loc thu rac c6 thé thuc hién rat thuan loi trén chinh
may chu Iuu tri thu trong khi tin nhan dugc chuyén
tryc tiép vé thiét bi di dong ciia ngudi ding va luu
trlt trén d6 nén cong nghé phat hién va ngan chin
tin nhén rac s& gap nhiéu kho khan hon.
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B. Céng nghé¢ loc tin nhin ric SMS

Hién tai, trén thé gidi cling da cd6 mot sb hudng
nghién ctru vé cong nghé phat hién tin nhén rac.
Tap chi khoa hoc qudc té& “Expert System with
Applications” s6 39 (2012) co dang mot bai bao
tuong ddi tong quan vé€ cac phuong phap va co
so dir liu mau lién quan dén loc tin nhén rac cua
Sarah .D, Mark .B va Derek .G chu yéu dua trén
noi dung tin nhén [4]. Trong phan dau bai, ching
t6i danh gia sy twong dong va khéac biét giita thu
dién tir va tin nhan. Pay chinh 1 co s¢ dé phat
trién nhitng thuat toan loc tin nhén rc dya trén loc
thu rac. Nhiing nghién ctru moi nhit vé phuong
phap phat hién tin nhin rac dua trén ndi dung déu
duoc dé cap trong bai bao, cu thé nhu: co ché phan
loai v6i SVMs, k-NN hay Bayes... Co nhitng
nha nghién ctru da kha thanh cong nhu Junaid va
Farooq trong viéc str dung céc thuat toan tién hoa
dé loc tin nhén rac [5] Bén canh céch tiép can dua
trén ndi dung tin nhin, con c6 mot s6 phuorng phap
dwa trén cac ddc diém ciia tin nhin nhu tin suat guri
tin, 6 dai tin nhin, khoang cach giira nguoi giri -
nguoi nhan... dé phat hién tin nhan rac.

Trong bdo cdo tai hoi thdo SPSM’13, tic gid
Akshay Narayan (2013) da cong bd ket qua th1
nghiém dé danh gia higu qua cua mot s0 phan mém
chan tin nhén rac trén thiét bi di dong trén hé diéu
hanh Android [6]. TAt ca cac ung dung duoc thir
nghiém déu hoat dong theo co ché xay dyng “danh
sach den” (blacklist) dé nhan dién tin nhin rac. C6
mot s6 ing dung chin chinh xéc tin nhén tir nhimng
sb la nhung khong on dinh ma phu thudc vao tép
dit liéu kiém thur.

Tai Viét Nam, hién tai ciing dd c6 mot s6 nhom
nghién ctru va doanh nghiép tap trung vao hudng
nghién ctru ndy. Nam 2013, Trung tim Ung ctru
khan cdp méy tinh Viét Nam (VNCERT) da xay
dung dé an “Xay dung hé théng ngin chin, phong
chéng thu rac”. Tuy nhién, mic du dé an bao gém
rat nhiéu phan hé khac nhau nhung phén lién quan
dén tin nhan rac chi dimg lai ¢ viéc diéu phdi va
xtr 1y tin nhin rac chir khong dé cap dén viéc phat
hién tin nhén rac; va dic biét la tin nhin rac bﬁng
Tiéng Viét.
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Bdng 1. Bang so sdnh thu dién ti va tin nhdn SMS

Yeutd | rhydien tir Tin nhén SMS
so sanh ;
160 ky tu (VSi bo ma 7-bit)
Po tai | Khong gidi han | 140 ky tu (VGi bd ma 8-bit)
70 ky tu (V&i bod ma 16-bit)
Kiéu C6 xu hudng viét tat, lugc
trao doi Tudo bo cac cu tric ngt phap
théng |~ phuc tap va khéng c6 dau
tin (néu dung tiéng Viét)
Ngudi gui (Bia
chlAthu’),.ngugl Ngudi gti (S6 dién thoai),
nhan (Dia chi e Dl aia A
o ngudi nhan (s6 dién thoai),
... | thu), thdi gian, AT " N
Diliéu | 7" ¢ .. | thoigian, ndi dung van
°7 | tiéu dé, CC, noi b3 A %
P an, trung tdm nhan tin,
dung van ban, bé M3 hoa
tép tin dinh kem, | =~
anh (néu cd)
_ | Mdy ch( thu e s i 1
Luu trir dién i Thiét bi ngudi dung cudi

Trudc d6, vao ndm 2011, nha nghién ctru Nguyén
buc Tuan (VNCERT) ciing chu tri mdt dé tai mang
tén “Nghién ctru va xdy dung hé thong tiép nhén
va diéu phéi xtr 1y tin nhan SMS rac tai Viét Nam”.
Tuong ty nhu dé an trén, dé tai nay ciing chi tp
trung vao viéc tiép nhan va diéu phdi xur 1y chi
chua chu trong dén phan phat hién tin nhin rac.
Hién tai, Cong ty C6 phan Vién thong Quan doi
Viettel cong bd co thé chin t6i 90% tin nhin rac
[7]. Tuy nhién, cong nghé cu thé don vi nay sir
dung lai khong dugc cong bd rong rai nén rat han
ché trong viéc nghién ctru va tiép cén thong tin.

111.MO HINH LOC TIN NHAN RAC VO
SPAMASSASSIN

A. Gidi thi¢u vé SpamAssassin

SpamAssassin 1a mot hé théng phan mém cé chirc
nang phan tich, danh gia cac thu dién t& nhan dugc
va dua ra két luan rang thu d6 1a thu rac hay thu hop
1é. Hé théng hoat dong dya trén nguyén tac so sanh
cac phén khac nhau ctia mot thu dién tir voi cac bd
luat duge dinh nghia san. V&i mdi luat twong tmg,
thu dién tir s& duoc ting hodc giam diém danh gia.
Mot thu dién tir dat diém dén ngudng (threshold)
du cao thi s€ bi coi 1a thu rac [8].
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Luat ctia SpamAssassin bao gdm ba phan: loai lut
(header hoidc body), mé ta luat (describe), diém sb
(score). Dudi day 1a mot luat dién hinh thudng thay
trong cac bd luat cia SpamAssassin:

header FROM_STARTS WITH NUM
From =~ /MN\d\d/

describe FROM_STARTS_WITH_NUM
From: starts with nums

score FROM_STARTS_WITH NUM  0.390

Hinh 1. Mdu ludt SpamAssassin

Luat miu trén dugc dit tén 1a FROM STARTS
WITH NUM. Véi luat nay, SpamAssassm s& kiém
tra xem phdn tiéu dé cua thu dién tir c6 bit dau bang
hai chit s6 hay khong dua trén Regular Expression
(Regex). Néu thu nao khép voi luat nay s& duoc
tang s diém tuong tmg.

Mac du hién tai dang c6 rat nhiéu san phém phat
hién va chén thu rdc nhung SpamAssassin van la
mot trong nhitng h¢ thong pho bién nhat.

B. Loc tin nhan rdc voi SpamAssassin

Theo nhiing két qua nghién ctru va thyc nghiém
cua chung t6i, su dung SpamAssassm dé phat
hién va chan thu rac (voi ngdn ngit tiéng Viét) rat
kha quan. Tai ngudng 2.5 cia SpamAssassin, ty
1¢ phat hién thu rac tiéng Viét 1a 81.4% va hoan
toan khong c6 16i danh diu nham thu hop 1¢ thanh
thu rac (0%) [9]. Can cir trén két qua do, cing véi
nhitng danh gi4 vé tinh twong dong ctia thur dién tir
va tin nhin SMS & phan IL.A, chung t6i cho rang
vi¢c img dung SpamAssassin 1a kha thi va c6 co s6.

Pé mo6 hinh rng dung nay hoat dong hiéu qua, can
thuc hién mdt so cai bién nhu sau:

= Thay d6i bo luat d& phu hop véi dic thu cia tin
nhin rac SMS.

= Thu thap tap dit liéu tin nhdn SMS (ca tin hop
1€ va tin rac) phuc vu viéc huan luyén hé¢ thong
hoc may.

S63-4(CS.01) 2016

= Cap nhat va tdi uu dé hé thdng co thé chay doc
1ap, tich hop véi cac SMS Gateway cua nha
mang hodc chay trén chinh thiét bi di dong cua
ngudi ding cudi.

Sau khi thyc hién nhitng diéu chinh phu hop, thuc
nghiém s& duogc thuc hién trén tap dit liéu mau. Chi
tiét vé hé théng, cach thirc van hanh dugc mo ta chi
tiét trong phan tiép theo.

C. Mé td hé théng

H¢ thng bao gdm hai phan chinh: Hé thong hoc
may dua trén dir liéu mau dé sinh ra bo luat va
Phan mém chay trén thiét bi di dong sir dung bd
luat duoc sinh ra dé phat hién va ngin chin tin
nhan rac. Hinh 2 thé hién cdu triic cua toan bo hé

thong.
®
\ Nha mang
- s Download
= { T?plﬂ —_—

—

Chuwong trinh
sinh luat

Di¥ ligu | —)
SMS

Ung dung
Android

Phan hdi - g&i mau tin nhén rac ‘

Hinh 2. M6 hinh trién khai hé théng
1) H¢ théng hoc may sinh bo ludt

Nhu d dé cap o phan III.A, SpamAssassin phat
hién thu rdc dya trén nguyén ly loc dung ludt cé
trong s. Hinh thirc nay dwoc 4p dung twong tu
viée loc tin nhdn rac (hinh 3); tirc 12 d6i v6i mdi tin
nhin m (1...n), néu khép voi mot luatr (1...n) thi s€
nhan duogc mot diém trong sO tuong tng. Khi tong
diém nay dat hodc 16n hon ngudng T thi tin nhén
m bi coi la Spam.

Trude khi thue hién huin luyén va sinh b luat,
nhom nghién ctu phai chuén bi tap dit licu mau.
Tap di lidu nay can duoc phéan loai va gin nhdn
(tin rac hay tin hop 18). Chi tiét vé tap dir liéu duoc
mo ta k§ hon & phan IV.A. Viéc xdy dung cac luat
duoc thuce hién véi cac bude nhu sau:
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Buée I: Tach tir c6 nghia tir tin nhan: Ching toi sir
dung bd cong cu vnTokenizier dé tach cac tir tr noi
dung tin nhdn [11]. Céc tir ndy s& dugc xuit ra dudi
dang danh sach theo dinh dang XML.

Burée 2: Lua chon tir khoa dé xay bo luat:

Viée lya chon tir khoa dé xay dung bd luét dugc
dua trén cong thue tinh nhu sau:

Vg :P(E|H):% @
v, =P(EH):% )

Trong d6: V va VvV, lan luot thé hién moi lién hé
gitra tr khoa t véi thu rac va tir khéa t véi thu hop 1€.

Sau khi c6 V,_ va V,, N tir khoa ¢6 gid tri cao nhét
tinh theo ty le R =V_/V, s¢ du’oc chon. N s& 1a s
hr(mg tap luat (cung chlnh la yeu td quyet dinh hiéu
suét cua tap luat). Néu E 13 gia thuyét mot tin nhin
1a spam va H 1a gia thuyét mot tin nhan 13 ham va
déu chira tir khoéa t thi cong thic tinh V va 'V, dua
trén ly thuyet xac suat co diéu kién (Condltlonal
Propability) nhu sau:

P(H) :Aﬂi% ©)
P(EAH) :ﬁ (6)
P(EAH) =ﬁ (7

Trong d6: V&i tir khoa t, A va B 1a s6 1an tin nhan
spam va ham chira t; C va D 14 s6 1an tin nhan spam
va ham khéng chira t. Gi tri xac suat trong (1) va
(2) s€ duogc tinh theo cong thirc trén.

Nhom nghién ciru nhan thay phan 16n tin nhin rac
deu c6 dau hi€u nhan dang dac trung cho tung loai
tin nhan rac. Cac dau hiéu nay co6 thé nhan ra dugc
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thong qua viéc quan sat dir lidu. Vi dy: tin nhan ban
sim sb dep (chira nhiéu s dién thoai), tin nhan lira
dao (chtra cum tir yéu cau thué bao soan tin nhin
dén tong dai),... C6 thé dung Regular Expression
dé nhan dién nhirng mau tin nhén d6, vi du:

/([0-91{4,}["0-91.{1,}){3,}/s
/s(0]o) (@la)n.+gu(j|i) .+2\d+/1is
/cl(i|l)p ?sexy?/i

Chinh vi vay, cac ludt heuristics ndi trén dugc bo
sung vao bd ludt d¢ tang thém hiéu qua doi voi tin
nhan rac co cau tric.

Trong s6 Luit Diém
a (Piém > T — SPAM)
b m =a+c
c
m, =b+c+e
d
€ m =e+f
f mx =0

Hinh 3. M6 ta nguyén ly loc dung b6 ludt c6 trong s6
Buoc 3: Cap nhat diém cho b6 luat:

Céc luat duoc énh xa vao mot mang noron mot lop
theo nguyén tac Mdi luat twong g véi mot nat
mang, diém sb cua luat tuong tng voi trong s6 nut
mang dé thuc hién t6i wu hoéa theo phuong phap
Stochastic Gradient Descent [ 2]. Cu thé nhu sau:
Hé théng sir dung ham chuyen giao tuyén tlnh ®)
va ham kich hoat logs1g (9) dé ghép trong sb véi
khong gian diém sb céc lut.

N
= Zwix[ ®)
i=l1

y(x)=—

1+e /™) )

Trong do: w, biéu dién diém sb i va X, thé hién viéc
mot tin nhén c6 kich hoat luat i i hay khong, ham
chuyén giao (8) s€ tra vé diém sb cua tin nhén.
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2) Phdn mém trén di dong

Mic du bo luat duge sinh ra hoan toan co thé ap
dung trén cdc SMS Gateway ddt tai cdc nha mang
dé ngan chian tin nhin rac trudc khi ching duge
chuyén dén thiét bi ciia nguoi dung nhung viéc
trién khai gdp rat nhiéu kho khan ca vé thi tuc trién
khai, phdi hop v6i nha mang ciing nhu van dé ki
thuat. Chinh vi vy, dé c6 thé thuc hién thi nghiém
sém, dé dang hon, nhém nghién ctru da xay dung
mot phdn mém trén nén tang Android danh cho cac
thiét bj di dong ctia nguoi dung cudi. Phan mém sir
dung truc tiép bo luat dé phan tich va loc tin nhén
ric ngay trén thiét bi di dong ctia nguoi ding.

Vé mit giao dién ngudi dung va chirc ning, phan
mém gom c6 ba chic nang chinh (hinh 4):

| © ' G823 = © "4l & 18:23

SMS Anti-Spam Uah ok ¢ :((

Q oi t8i nay hoc khoang 7:30 nhé

(SPAM) - Sim#Sinh#Nhat,0898.31.03.90
LH:0911365365

BOYME

(SPAM) - [QC] Tra cuu chi tiet cuoc nhanh
chong, dang ky cac DV GTGT, cap nhat
KHUYEN MAI moi ngay voi MyViettel. Moi
Quy khach truy cap http://viettel.vn/app de
cai dat va su dung MIEN PHI ung dung
MyViettel. LH 18008098 (mien phi). Tu choi
QC, soan TC3 qui 199.

Kinh @& nghi thay c6 c6 mat day du va ding
gidr tai hoi nghi cbve cap khoa vao lic 9h
sang thir 2 tuan téi tai 212¢,xin cdm on thay
co.

SMS Anti-Spam

HOP THU DEN SOAN TIN NHAN

| am sorry

Thay oi thay sua bai cho hai ban di a . Em ve
hsau em hc voi hien thay nhe
(SPAM) - Thong bao: Viette

phi ung d
Khach cd

ng cap mien

Téng s6 tin nhan: 457
Tong s6 SPAM: 111
HONG K

File downloadedspam.threshold

CAP NHAT LUAT TEST DATA

Hinh 4. Giao dién phdn mém trén di dong

= Tai tap ludt tr may chi: Bo luat dugc sinh ra
trén may chu s& dugc phin mém tai vé thong
qua két ndi Internet. BO luat nay s€ dugc cép
nhat thuong xuyén.

» Phat hién va danh d4u tin nhén rac: Dua vao bd
luat tai vé, phén mém chay thuat toan voi dir
lidu 13 cac tin nhén c6 trong hop thu d&én cua
dién thoai. Tin nhén rac sé& dugc danh dau dé
ngudi dung dé dang nhan biét.

= Guri mau tin nhén rac vé may chu: Cac tin nhin
rac s& dugc giri nguoc lai vé may chu phuc vu
viéc hudn luyén va cap nhat bo luat (véi sy cho
phép cua ngudi dung).
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Do day la phién ban thir nghiém nén chua thuc su
hoan thién vé giao dién ciing nhu cung cp day du
cac chure nang. Tuy nhién, hai tinh nang quan trong
nhét 1a danh diu tin nhin réc va cap nhat b luat
qua Internet dd duoc trién khai va dap ung nhiing
yéu cau t6i thiéu dé thyuc hién thi nghiém, dénh gia
két qua ctia hé thong.

IV. THi NGHIEM VA KET QUA

A. Tap dir liéu méiu

Tap dit liéu nhom nghién ctru stir dung gom c6 2781
tin nhan, dugc chia thanh hai nhom tap:

» Nhom dung dé huén luyén: 476 tin nhén rac va
1470 tin nhén hop 18.

+ Nhom dung cho thi nghiém: 205 tin nhén rac va
630 tin nhan hop 1é.

Ngudn dit liéu c6 duge chu yéu 1a do thanh vién
nhom nghién ctru dong gop. Doi voi nhom dir lidu
huén luyén, nhom nghién ctru phai doc va gan mac
(tin rac hay tin hop 1¢) cho timg tin nhan. Két qua
cua thi nghiém dugc ghi lai, phan tich va danh gia
trong phén tiép theo cuia béo cio.

B. Phan tich va danh gid két qua

Sau khi huan luyén v&i gin 2000 tin nhén, bo luat
duogc sinh ra va 4p dung thi nghiém trén 835 tin
nhén thudc nhém thi nghiém. Phan mém duogc cai
dit trén dién thoai HTC One M7 véi thong sb ky
thuat nhu sau: CPU Qualcomm® Snapdragon™
600, quad-core, 1.7GHz; RAM 2GB DDR2; OS
Android™ with HTC Sense™ [13]. Tinh trung
binh, phin mém mét 0,0134 gidy dé tinh toan va
danh gi4 xem mot tin nhén trong tap thi nghiém 1a
tin nhin hop 18 hay tin nhan rac dya trén bo luat da
duoc sinh ra. Két qua thi nghiém dugc mo ta trong
hinh 5 véi cac dai Iugng c6 don vi la ty 1€ ph?m
tram (%):

= Recall: Ty I¢ tin nhén rac dugc phat hién.

= Precision: Ty 1¢ canh bao chinh xac (D tin cay
cua két qua).

* Ham Error: Ty 1€ tin nhén hop 1€ bi loc nham.

7z» i KHOA HOC CONG NGHE 39
THONG TIN VA TRUYEN THONG j




LOC TIN NHAN RAC VGI SPAM-ASSASSIN
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Hinh 5. Két qua thi nghiém vdi tdp da liéu 825 tin nhdn

Theo nhu két qua ghi nhan, phan mém dat hiéu qua
t6t nhat khi dat ngudng 1.175. Vi ngudng nay, ty
1€ recall dat t&1 94% trong khi ty 1€ chian nham tin
hop 1€ chi & muc 0.15%. Nhu vay, ty 1€ canh bao
chinh xac & ngudng nay 1én dén 99.5%. O ngudng
thip hon (1.0), méc du ty 18 tin nhin rac dugc phat
hién ting lén dang ké (gan 96%) nhung ty 1& Ham
Error ciing ting 1én rat cao so véi ngudng 1.175
(0.6%) va ty 1€ canh bao chinh xac chi con khoang
97%. Pic biét, khi ting ngudng 1én dén 2.8 thi ty
1€ phat hién tin nhén rac giam manh, chi con 67%.

V. THAO LUAN

SpamAssassin 1a mot trong nhitng phuwong phép rat
pho bién va hiéu qua dé phat hién va loc thu rac.
Trén co s¢ nhiing nghién cuu dat dugc véi cong
nghé loc thu nhén rac tiéng Viét, nhém nghién ctru
da trién khai hé thong loc tin nhan rac SMS. Cac bd
luat duge sinh ra va toi vu, sau do chay trén phén
mém loc tin nhin rc cai truc tiép trén thiét bi di
dong ciia nguoi dung cudi.

Mic du tap dit liéu mau con rat giéi han nhung két

qué thu duoc twong ddi kha quan. Két qua do s& 1a

co s& dé nhom nghién ciru tiép tuc hoan thién giai
phap va san pham véi nhing dy dinh trong twong
lai gﬁn:

»  Trude hét, nhom s& méo rong céch tiép can,
nghién ctu va thyc hién thi nghiém véi mot
s6 phuong phap khac dé so sanh két qua voi
phuong phép hién tai huéng dén mot giai phap
hiéu qua phat hién va ngan chin tin nhin rac.

*»  Trién khai trén hé théng chan tin nhén rac trén
SMS Gateway cua cdc nha mang.
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Phat trién phan mém trén cac nén tang khac nhu
Windows, i0S, Blackberry 10...

M6 rong pham vi thu thap dir liéu mau dé két
qua thu nghiém khéch quan va chinh xac hon.

Nghién ctru thém céc dic trung cua tin nhén
ric (tdp trung vao tin nhan rac tiéng Viét) dé
nang cao hi€u qua phat hién va ngan chan tin
nhin rac.

Bo6 sung thém céc tinh ning nhu: ty dong gui
mau tin nhin rac vé hé théng, c6 thu muc riéng
chira tin nhin rac dé nguoi dung khéng phai
tiép xtic v6i nhitng tin nhin rac ngay ca khi tin
da duoc guri dén thiét bi.
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SMS SPAM FILTERING WITH
SPAMASSASSIN

Abstract: As the mobile messaging service
becomes more popular and evolving, it is time for
spam messages to Food the telecommunication
networks. Like spam, junk messages not only
annoy users, but also put pressure on the
telecommunications infrastructure and are used as
a tool to carry out phishing scams, malicious code
and virus spreading... On the basis of spam detection
technology, specifcally with SpamAssassin, we
has developed a spam detection system, including:
rule-generating system and applications for mobile
devices. The results show that this is a feasible
approach with a 94% spam detection rate while a
false false positive rate of 0.15%.
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Vi Minh Tuan la gidng vién
tai khoa Cong nghé thong tin -
Trudng Dai hoc Ha Né6i. Hién tai,
anh dang lam nghién ctu sinh
nganh Hé théng théng tin tai
Hoc vién Céng nghé Buu chinh
Vién théng.

Linh vuc nghién ctu va chuyén
mén bao gém: AntiSpam, céng
nghé phan mém va phan tich,
thiét k& hé théng thong tin.

Pang Pinh Quan la gidng vién
tai khoa Cong nghé thong tin -
Truong Pai hoc Ha Noi.

Linh vuc nghién ctiu va chuyén
mén bao gém: AntiSpam, hoc
may va giai thuat tién hoa.

Nguyén Thanh Ha hién dang
cOng tac tai S& Thong tin va
Truyén théng Ha NoOi. Hién
chi dang lam nghién cdu sinh
nganh Hé thong thong tin tai
Hoc vién Céng nghé Buu chinh
Vién théng.

Linh vuc nghién ctu va chuyén
mén bao gém: AntiSpam, céng
nghé phan mém va hé théng
thong tin.

PGS.TS Tran Quang Anh hién
la Ph6 Giam d6c Hoc vién Cong
nghé Buu chinh Vién théng. Ong
hoan thanh chuaong trinh thac
si va tién si tai Dai hoc Trudng
Thanh Hoa, Trung Quéc.

Linh vuc nghién cdu cta 6ng
bao gém: an ninh mang, thuat
toan tién héa, chéng thu rac...




