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Tom tit—Kiém tra truc tuyén la mét trongnhiing
cach phd bién dé€ danh gia cic hoc sinh, sinh vién
trong céc 16p hoc. Tai Viét Nam, thi truc tuyén la
mét giai phap tinh thé, bat kha khang. Khi nguai
coi thi chi kiém soat thi sinh thong qua may tinh tir
xa, webcam, mic ctia hoc sinh thi khéng thé bang
viéc giam sat cic em trong phong thi truc tiép.
Trong bai bao nay, ching t6i nghién ciu wng dung
giip phat hién hanh vi gian 1an thi ¢ bang cong
nghé tri tué nhan tao (AI), trong dé huéng tiép cin
la phat hién hanh vi bit thuong trong video quay
khudn mat cua thi sinh ciing nhu gidm sat hanh vi
bit thudng trén may tinh cta thi sinh. Co ché cha
hé théng 1a sit dung k§ thuit hoc may trong cic
Iinh vuc x& Iy anh va thi giac may tinh nhu phat
hién khuén mat va nhan dién khuén mat. Qua thuc
nghiém, hé théng phat hién hanh vi gian 1an cho
dd chinh xac cao v6i kha nang nhin dién khudn
miit caa thi sinh ¢6 hanh vi gian ldn cho do chinh
xac 1én dén 98%.

Tit khéa—Thi truc tuyén, nhan dién hanh
vi,nhan dién khuon mat, chong gian lan

l. GIOI THIEU

Pai dich COVID-19 anh hudng xiu dén céc
hoat dong dién ra trén toan thé gidi. TAt ci céc
linh vyc nhu cong nghiép, du lich, gido duc hoan
toan bi anh hudng bdi dai dich COVID va hiéu
sult tif tit ci cdc linh vuc nay déu gidm manh.
Trong s6 tit ca cac linh vuc, linh vuc gido duc
doéng vai tro quan trong trong su phét trién cua
dat nudc va hau hét cic trudng Pai hoc trén toan
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thé gi6i da chuyén sang cic 16p hoc video truc
tiép bang cach st dung cic cong cu phin mém
khéac nhau nhu Microsoft Zoom, Microsoft Team,
Skype, Google hangout, v.v. Tit cd nhiing cong
cu nay da giup nganh gido duc tao ra céac 16p hoc
tric tuyén theo cich t6t hon. Tham chi, ngudi ta
quan sat thdy rang mot sb chii d& c6 thé dudc xi
ly theo cach tot hon bang cich st dung cic nén
tang truc tuyén v6i su trg gitp clia mot sd tinh
ning b sung nhu thim do y kién, chia phong,
v.v. ma thuc té 1a khong thé thuc hién hodc ton
thoi gian trong truyén thdng cac 16p hoc vat ly.

Kiém tra tryc tuyén 1a mot trong nhiing cach
phd bién dé€ ddnh gid cc hoc sinh, sinh vién dang
tham gia cac 16p hoc. Tai Viét Nam, thi truc tuyén
12 mot gidi phap tinh thé, bit kha khang. Khi
ngudi coi thi chi ki€ém soét thi sinh thong qua may
tinh tir xa, webcam, mic ctia hoc sinh thi khong
thé bang viéc gidm sit cic em trong phong thi
truc tiép. TS chic ky thi truc tuyén giébng cach
thi truyén théng, thay vi hoc sinh dén phong thi
thi ngdi nha 1am bai, ndp bai trén hé thong phan
mém, c6 thé cé giam sat clia gido vién thong qua
webcam va mic. VGi cach nay, su trung thuc cia
hoc sinh khé c6 thé dam bao.

Ngay nay, viéc t& chic cic 16p hoc truc tuyén
dang dién ra rit hiéu qua nhung viéc danh gia
két qui hoat dong ctia hoc sinh, sinh vién 12 mot
thach thiic. Nhiéu cong ty da gidi thiéu cac nén
ting dua trén web, noi cdc gidng vién co thé tai
1én cac cAu hoi va ngudi hoc ¢6 thé thuc hién truc
tiép trong cac ky thi. Tham chi mot s6 cong cu
nhu viy con cho phép giam thi gidm di€m tin ciy
clia cdc dng vién néu cic dng vién lam diéu gi d6
dang ngd. Cac ky thi truc tuyén thudng dudc thuc
hién trén cic trang web hoc truc tuyén ma khong
¢6 hoc sinh va gido vién c6 mat tai cing mét khu
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vuc. Diéu nay tao ra mot sb k& hé trong cic ky
thi truc tuyén vé tinh trung thuc va bao mat. Vi
duy, trong trudng hgp khong c6 sy gidm sat lién
tuc, viéc thanh tra ctia gidm thi rat khé khin trén
moi trudng truc tuyén. Ngoai ra, moi trudng thi
truc tuyén rit dé xay ra gian 1an. Ngudi hoc c6
thé truc tiép truy cAp nhiéu nguodn dif liéu. Hon
nita, viéc duy tri tdc do cao va kha ning két ndi
internet dang tin ciy cho tit cd hoc sinh thong
qua cic ky thi 1a rit khé dam bao. Tét ca cac van
dé trén di anh hudng dén tinh trung thuc, tinh
bdo vé va su ton tai khach quan cta cic ky thi
truc tuyén. Céac bién phap ky thuat dé phat hién
gian 1an cling c6 nhung khong thé triét d€. Chinh
Vi vay can xdy dung, phat trién mot phan mém st
dung c6 thé gidm sit, kiém tra trdnh gian lan d6i
v6i mdi thi sinh.

D€ xi ly cic vin dé& xung quanh cac ky thi
truc tuyén, cdc nha nghién ciu di dé xuét nhiéu
phuong phdp khac nhau nhu phuong phap sinh
tric hoc va danh gia ngudi hoc truc tuyén dé dam
b4o tinh cong bang va bio vé tuy thudc vao cic
ky thuat tri tué nhin tao d€ ngin chin gian 1an
trong cac ky thi truc tuyén. Trong bai bdo nay,
chiing toi gidi thiéu mot hé théng phan tich da
phuong tién dé thuc hién gidm sit thi truc tuyén
tu dong va lién tuc. Muc tiéu chung ctia hé théng
nay 12 duy tri tinh toan ven vé mit trung thuc cla
cdc ky thi, bang cach cung cip tinh niing danh gia
thoi gian thuc dé phat hién phan 16n cic hanh vi
gian 14n cta thi sinh. D€ dat dudc muc tiéu nhu
vdy, can phai cé cic quan sit bang hinh anh nghe
nhin vé cic thi sinh d€ c6 thé phat hién ra bat ky
hanh vi gian 1an nao ciing nhu céc tac vu chay
nén dé theo doi cac hanh vi c¢6 kha ning din téi
gian 1an trong lic thi sinh thuc hién bai thi.

Phan con lai ctia bai bdo dudc t& chiic nhu sau.
Trong phan II, ching toi trinh bay nhiing nghién
ctiu lién quan t6i ndi dung cda bai bao. Trong
phan III, ching tdi trinh bay phuong phap dé xuét.
Phan II dua ra nhiing két qua thuc nghiém. Cubi
cing, chiing t6i két luan bai bao trong phan V.

II. CAC NGHIEN CUU LIEN QUAN

Trong nhiing nim qua, nhu cau hoc truc tuyén
da ting 1én ding ké. Cac nha nghién ciu da dé
xuét nhiéu phuong phap khac nhau d€ gidm sat
cdc ky thi truc tuyén theo cich hiéu qua va thuin
tién nhit c6 thé, nhung van bao toan tinh toan ven
trong hoc tap. Cac phuong phéap nay c6 thé dudc
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phén loai thanh ba loai: (a) khong giam sat [1],
[2], (b) gidm sat bang con ngudi truc tuyén [3],
[4], va (c) giam sat ban tg dong [5], [6]. Khong
giam sat khong c6 nghia 12 ngudi du thi c6 quyén
gian 1an. Thay vao do, gian 1an dudc gidm thiéu
bing nhiéu cich khac nhau. Trong [1], cic tic gia
tin rang ho c6 thé thiic ddy su trung thuc trong
hoc tip bang cach dé xuit tim thi tuc kiém soat
cho phép gidng vién ting d6 khé va do d6 giam
kha nang gian 1an. Trong [2], cac tac gia dua ra
mot hé thdng kiém tra dua trén web an toan cing
v6i thiét ké mang dudc mong doi d€ ngin chin
gian lan

Giam sat bang con ngudi mdt cach truc tuyén
1a mot trong nhiing cich tiép cin phd bién cho
cac ky thi truc tuyén. Nhuge diém chinh Ia rat
ton kém vé viéc yéu cau nhiéu nhan vién gidm
sat cac thi sinh. Cdc nha nghién ctu ciing da dé
xuét cdc chién luge khic nhau trong viéc giam sat,
chang han nhu trong [4], ndi ho sit dung anh chup
nhanh d€ giam chi phi bing thong khi truyén cic
tép video 16n. Céc tic gia trong [6] cd ging tién
hanh ché tao gidm sit ban tu dong, bing céach
ché tao mot robot d€ ban cé chita camera 360
va cdc cam bién chuyén dong. Robot nay truyén
video dén mot trung tim gidm st néu bit ky
chuyén dong hoic video dang ngd nao dugc ghi
lai. VAn d& chinh 12 mot camera don khong thé
nhin thiy nhiing gi dbi tugng nhin thiy, va két qua
la ngay cd con ngudi cling c6 thé gip kho khin
khi phét hién ra nhiéu chién ludc gian 1an. Vi du
nhu mot ngudi khac ngoai thi sinh & bén ngoai
ving camera nhung c6 thé€ xem cac cau hoi kiém
tra (vi du trén man hinh thi hai), c6 thé cung cip
cau tra 18i cho ngudi du thi bing tin hiu cam
hoic viét trén mot manh gidy.

Trong nghién ctiu [5], nhém tic gid két hop ca
phuong phap tiép can tu dong va cong tic dé€ phat
hién cac hanh vi gian lén trong cic ky thi truc
tuyén. Phan ciing bao gdm bén thanh phan: hai
webcam, mot bo theo doi anh nhin va mdt cam
bién dién ndo dd. Mot mdy anh dudc gin phia
trén man hinh d€ chup khudén mit va may anh kia
dugc dit & phia bén phai ctia dbi tugng dé ghi lai
hanh vi ctia dbi tugng. Tuy nhién, nghién ctiu nay
chi gi6i han § mot loai gian 1an (doc cau trd 16i
trén gidy), véi ddnh gia trén mot nhém nhd gom
9 dbi tugng v6i 84 trudng hop gian lan.
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. PHUONG PHAP DE XUAT
A. Dinh nghia bai todn

Trong bai bdo nay, nhém nghién ciu dé& xuét
mot hé théng c6 kha ning canh bdo cic hanh vi
bt thuong clia ngudi thi tu dong thong qua ting
dung tri tué nhan tao trong cdng tic danh gia,
khéo thi truc tuyén. Cu thé, hé théng c6 thé canh
bdo cic hanh vi bat thudng ctia ngudi thi bao gdm:

o Hinh anh trong webcam khong khép véi anh

thi sinh dang ky du thi;

o C6 miit ngudi khic xult hién trong webcam;

o Khong thiy thi sinh xuét hién trong webcam;

o Kiém tra ing dung c6 dang toan man hinh

hay khong;

o Kiém tra c6 man hinh c6 dang chay ting dung

khéac hay khong;

o Kiém tra va ghi lai cdc thiét bi usb dang két

nbi;

o Kiém tra c6 ding nhiéu man hinh hay khong.
D¢ thyc hién dudc nhitng muc tiéu nay, nhém
nghién cdu 4p dung hai cong nghé chinh, bao gom
nhan dién khudn mit va nhan dién thao tac bat
thuong trén mdy tinh dugc cai dat.

B. Nhdn dién khuén mdt thi sinh

V6i yéu cau tii dinh nghia bai toin, nhém
nghién cifu xdc dinh yéu ciu chiic ning cia md
hinh hoc mdy xdc nhan khuon mit thi sinh gdm:

1. Phat hién nhiéu ngudi trong 1 khung camera:
C6 kha nidng xac dinh cac khuoén mat khac
nhau trong 1 khung hinh camera cta thi sinh,
phuc vu nhan dién thi sinh dy thi va phat
hién nguti khic ngoai thi sinh da dang ky
theo thoi gian thuc.

2. Nhén dién khudén mat: Xac dinh ngudi trong
khung hinh camera c6 phai 1a thi sinh du thi
hay khong bing cach so sanh khoang céch
gitta face embedding vector trich tif anh gbc
cua thi sinh va face embedding vector cta
mat nguoi detect dudc tii camera.

DPé thyc hién 2 muc tiéu trén, nhém nghién ctu
dp dung mang neural két hop nhiéu ting da tic
vu (MTCNN - Multi-task Cascaded Convolutional
Neural Networks) [7], mot thuat toan dua trén
mang nd ron c6 kha nang do tim khudén mat véi
uu diém 12 nhe va c6 do chinh x4c tuong dbi cao.
MTCNN la mdt thuit toan bao gdm 3 giai doan,
phat hién cac hop gidi han ctia cac khuén mat

Thu thap hinh anh qua
camera

X&r Iy hinh &nh

Thoéng bao khéng
théy thi sinh xuat
ién trong camerg

Théng bao c6 mat
ngudi khac xuat
hién trong camera

nhiéu hon 1
khudén ma

Ngudi trong
hung hinh camera cé
phai la thi sinh du th
hay khéng ?

Hinh 1: Luu d6 thudt toan ctia md hinh dé xuét.

trong mot hinh 4nh cung v6i 5 Di€m trén Khuon
mit cla ching. Mdi giai doan dan dan cai thién
két qua phat hién bing cach chuyén cic dau vao
ctia n6 qua CNN, cong cu nay sé tra vé cac khung
gi6i han dng vién v6i di€ém ctda ho, tiép theo la
khong triét tiéu t6i da. Trong giai doan 1, hinh
4nh dau vao dugc thu nhé nhiéu lan dé xay dung
kim tu thdp hinh 4nh va mdi phién ban thu nhd
ctia hinh dnh dugc chuyén qua mang CNN cta no.
Trong giai doan 2 va 3, mo hinh trich xuit cic
ban va hinh &nh cho mdi khung gidi han va thay
ddi kich thu6e chiing (24x24 trong giai doan 2 va
48x48 trong giai doan 3) va chuyén tiép chiing qua
mang CNN cua giai doan d6. Bén canh cac khung
gi6i han va diém sd, giai doan 3 con tinh thém
5 di€ém mbéc mit cho mdi khung gidi han. Nhém
nghién cdu sé xem xét cach trién khai theo doi
khuon mit va nhan dang khuon mit bang cach st
dung webcam ctia thi sinh. D€ hién thi khung hinh
tir webcam cua thi sinh, nhdm nghién cttu st dung
mot thu vién video hd trg sin trong javascript.
Ngoai ra, chung t6i dat mdt canvas dudc dinh vi
tuyét dbi trén dau phan ti video, c6 cuing chiéu
cao va chiéu rong. Ching tdi st dung canvas lam
16p phi trong subt va két qui nhan dién mit thi
sinh sé dugc vé de 1én 16p phd trong sudt nay.

Thi sinh sé dugc yéu cau cip cho trinh duyét
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Anh sinh vién

2

Webcam

Hinh 2: Minh hoa nhan dién thi sinh dy thi qua thong tin
anh sinh vién.

quyén truy cip vao webcam cta thi sinh. D€ theo
do6i khudn mat tir webcam cua thi sinh, ching t6i
thu nhan 4nh dau vao véi do phan gidi it nhét
200px. Khi phat hién cac khuén mat c6 tit anh
¢6 kich thuée 16n hon, mang sé thu nhd hinh anh
theo mot hé s6 dinh sin.

Dé phat hién khuon mit trong anh dau vao tir
webcam, ching tdi phai can chinh cac hop giGi
han khuén mat 6 vi tri ctia cac mdc khudn mat
trude khi tinh todn bat ky bo mé ta khudn mit nao.
Tt cac hop dudc cin chinh, ching toi trich xuét
b6 cing khudén mit dugce cian chinh d€ chiing toi
c6 thé chuyén chiing qua mang nhan dang khudn
mat.

Dé xac dinh hay nhan dién mot khuoén mit,
ching t6i phai tinh toan tru6c modt bd mo ta
khuén mit (it nhit 1a mot) tt mot hinh anh vi
du cho mdi ngudi d€ dua ra dit liéu tham chiéu.
Pé dua ra quyét dinh, ngudi nao dang ngdi trudc
webcam, chung toi tinh toan khoang cach cua bd
mo ta khudn mit truy van v6i bd mo ta khudn
miit trong dif liéu tham chiéu bing cich sit dung
lai faceapi.FaceMatcher va trd vé két qua khdp
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tuong tu nhit.! Sau d6, ching toi c¢6 thé chi can
phat hién cac khudn mat trong mdt hinh anh tham
chiéu va khép cdc mo ta cia cac khudn mit dudc
phat hién vé6i cac khudén miit ctia cdc hinh 4nh tiép
theo. Cudi cung, chiing t6i vé doan chii minh hoa
v6i cac nhan va khoang cach duge du doan lién
quan dén vi tri clia cac hop gidi han trén canvas
16p phi mot 1an nita. Hinh 2 minh hoa kha niing
nhan dién thi sinh du thi thong qua anh sinh vién
ctia thi sinh d6 da dugc luu trong hé thong.

C. Nhdn dién thao tdc bdt thuong

D€ giam sat xem thiét bi dau cudi (mdy tinh)
ctia thi sinh thi truc tuyén (online) c6 dang chay
ting dung khic ngoai dng dung thi tryc tuyén
khong, nhém nghién ciu tich hgp géi Electron
v6i 16p desktopCapturer dé thuc hién nhiém vu
chiic ning nay.? Cu thé, 16p desktopCapturer cho
phép tra lai cic ngudn dif liéu am thanh, hinh dnh
tir thiét bi dau cubi dang dugc kich hoat.

Sau khi khdéi tao 16p nay, hé thdéng st
dung phuong thiic desktopCapturer.getSources()
dé kiém tra c4c ing dung dang dugc mé trén may
thi sinh duy thi. Ké&t qua ham nay trd vé mot méang
DesktopCapturerSource bao gom cic dbi tugng,
mbi dbi tuong dai dién cho mdt man hinh hoic
mot clia sd riéng 1é ma ngudi dung dang kich hoat.
Vi vy, néu ngudi dung dang cb tinh mé mot cira
s6 ting dung khac ngoai tng dung thi truc tuyén
dudgc cho phép thi sé bi hé thdng phat hién, cinh
bdo va ghi lai vao nhat ky hoat dong thi. D€ kiém
tra va ghi lai cdc thiét bi USB dang két nbi trén
may ngudi du thi nim ngoai danh sich cho phép
trong thi truc tuyén, nhém nghién ctiu tich hop
g6i Electron véi 16p API Web Bluetooth dé thuc
hién nhiém vu chiic niing nay.®> Cu thé, 16p Web
Serial API cho phép tra lai danh sich céc thiét
bi USB cua thi sinh dang dugc kich hoat. Web
Serial API c6 thé dudc st dung dé truy cip céc
thiét bi ndi tiép dudc két ndi qua cong nbi tiép,
USB hoic Bluetooth. D€ stt dung API nay trong
Electron, nhém nghién ctiu can xt 1y sy kién trén
phién dudgc lién két v6i yéu cau cdng ndi tiép. Co
mot s6 API bS sung dé lam viéc véi API Web
Serial nhu:

"https://justadudewhohacks.github.io/face-api.js
Zhttps://electronjs.org/docs/latest/api/desktop-capturer
3https://electronjs.org/docs/latest/tutorial/devices
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setDevicePermissionHandler.

o setPermissionCheckHandler (handler): c¢6 thé
dudgc st dung dé v0 hi€u hoa truy cap ndi tiép
cho cic nguodn gbc cu thé.

Dé kiém tra va ghi lai cic man hinh phu (néu
¢6) trén may ngudi du thi nam ngoai danh sich
cho phép trong thi truc tuyén, nhém nghién ctiu
tich hop géi Electron véi 16p Screen d€ thuc hién
nhiém vu chiic niang nay.* D€ xdc dinh tit ca cic
man hinh dang dugc st dung, hé théng st dung
Hoat déng ctia sinh vién két qua trd vé clia ham screen.getAllDisplays(),
trd vé tat ca cdc man hinh dang dudc st dung tai
thiét bi ngudi dung cudi. Néu nhu danh sich nay
16n hon 1 phan ti thi hé thdng sé dua ra canh bdo
ngudi dung dang st dung man hinh phu. Hinh 3
minh hoa kha niang nhén dién hanh vi thao tac
trén may tinh cla sinh vién theo thoi gian.

Khéng cé ngudi: 11:15:08 AM

Dang nhigu man hinh 11:15:07
AM

Chuyén ting dung khac: 11:15:06 A E
uyén ting dung khac: 11:1 IV. KET QUA THUC NGHIEM

AM

Dé ddnh gia mo hinh hoc siu MTCNN dudc
Khéng cé ngudi: 11:15:05 AM ung dung trong bai todn nay, ching t6i thir nghiém
hiéu ning cia mo6 hinh trén tap dit liu dau vao
Diung nhigu man hinh 11:15:04 la b6 du li€u Labeled Faces in the Wild (LFW)
AM [8].°> Tap dit liédu LFW bao gdm 13233 anh ctia
5748 nguoi, trong d6 c6 1680 ngudi cé trén 2
> 13 1 anh. Tron% thuc nghiém, chl:mg toi su dung géc
cdp anh dé thuc hién viéc kiém nghiém, cu thé la
5 13 > gdm 6000 cip anh d€ so sanh, trong d6 c6 3000
cidp trang va 3000 cdp khong trung. Hinh 4 thé
Hinh 3: Minh hoa nhan dién hanh vi bét hién mo6t s6 mau hinh 4nh minh hoa cho tip dif

thwong cua sinh vién. lieu LEW.

o Cac  serial-port-added va  serial-port-

removed: sy kién trén phién lam viéc
c6 thé dudc si dung dé xi& ly cdc Hinh 4: Minh hoa hinh @nh mé&t nguoi trong bd di liéu
thiét bi dang dudc cam hodc rit trong LFW.
navigator.serial.requestPort.
o setDevicePermissionHandler (handler): c¢é Céc thong s6 thuc nghiém dudc liét ké nhu sau.
Tham s6 inputSize dugc dit 1a 320, nghia 1a &nh
dau vao dudc resize thanh kich thudc 320x320
pixels. Tham sb scoreThreshold 12 0.5, tic 14 viing
tor.serial.requestPort. Ngoai ra, hanh vi méc dnh c6 diém nhan dién trén 0.5 s& dudc tinh la
dinh cta Electron la luu trit hoan vi thiét mdt ngudi. Chung t6i S0 sanh khoang cach ogifra
bi da cAp trong sudt thdi gian tdn tai cta 2 embeddings trich xuat tir anh mat ngudi dé xac
API Web tuong dng. Néu can bd nhé dai
han hon, nha phét trién c6 thé luu tri cac
quyén thiét bi da cip (vi du: khi xit ly select-
serial-port) va sau dé doc tu bd nhé do véi

thé dugc st dung d€ cung cip quyen
mac dlnh cho cic thiét bi ma khong can
goi quyén cho cédc thiét bi tru6c naviga-

“https://electronjs.org/docs/latest/api/screen
Dt liéu duge thu thap tai website http://vis-
www.cs.umass.edu/Ifw/
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UNG DUNG TRi TUE NHAN TAO PE PHAT HIEN CAC HANH VI GIAN LAN TRONG THI TRUC TUYEN.

K&t qua phat hién khudn mit (face detection)

%

aNhandignduge = Khdngnhan dign duoc

(a) P chinh xéc thé hién bing bing lude dd hinh
tron.

sO LUQNG DU DOAN CHiINH XAC/SAI
V&1 TUNG LOAI DU POAN (KHOP,
KHONG KHGP)

@0y chinhxéc @Dy doans:

(b) S6 miu chinh xac thé hién biang bing so dd
khéi.
Hinh 5: Két qua thit nghiém trén bo dit lisu LFW biéu thi
bing lugc dd hinh tron va sc dd khéi.

dinh xem 2 anh do6 c6 la cua 1 ngudi hay khong
véi ngudng xdc dinh dude dit 1a 0.6. Anh dugc
dua qua mo6 hinh phat hién khudn mit dé€ trich
ra anh mat ngudi, sau d6 anh mat ngudi sé€ dugc
dua vao mo hinh nhin dién khudén mit d€ nhan
dién véi anh gbc c6 sin. Hinh 5 md ta do chinh
xé4c dat dudc ctia mo hinh dé xuét. Trong hinh 5a,
dd chinh xdc cia md hinh dé xuét dat dudc 96%.
Hinh 5b cho thiy con sb chi tiét ctia tling loai cip
trung va khong trung.

Receiver Operating Characteristic
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o
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s
\
\
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0.2 .~

-~ — AUC=098

0.0 T T T T
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False Positive Rate

Hinh 6: Két qua thi nghiém véi d6 do AUC trén bd dit
licu LFW.
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Ngoai ra, do do chinh xéac c6 thé khdng khach
quan trong bai toan nay, chung t6i st dung thém
mot do do khéac rat phd bién 1a AUC [9]. Trong
hinh 6, ching ta c6 thé thdy rang AUC dat dudc
hiéu ning 0.98. Vi mot hi€u nang cao nhu vay,
chiing t6i tin rang viéc dua tng dung vao thi
nghiém thuc té 1a rit kha thi.

V.KET LUAN

Trong bai bao nay chiing t6i da trinh bay mot hé
théng nhan dién hanh vi gian 14an cta thi sinh trong
cac cuoc thi truc tuyén. Hé théng dua chu yéu
vao hai mo6 hinh hoc siu dua vao mang tich chép
MTCNN va phan tich hanh vi trén mdy tinh cua
thi sinh. Qua cac cudc thé nghiém véi cac do do
12 do chinh xdc va AUC, hé thdng da dugc chiing
minh la dat dudc hiéu nang cao trong viéc nhan
dién khudén mit cda thi sinh. Cu thé, hé thong da
dat dugc d6 chinh xac Ién t6i 96% trén bo di liéu
thtt nghiém LFW. Cing trén bd dit liéu nay, hé
thong ciing dat dudc AUC Ién tSi 98%.

Tuy nhién, hé thong con ton tai mot vai han ché
can khic phuc, nhém nghién ciiu cin siét chit hon
pham vi va gidm thi€u mic do anh hudng ctia chat
lugng hinh 4nh nhu Camera c6 chit lugng 4nh
khong t6t hodc bi hinh anh bi lod bdi 4nh deén, do
t6i. Ngoai ra, chiing tdi c6 ké hoach tich hgp thém
nhitng mo6 hinh hoc sau d€ du dodn hanh vi qua
cli chi va thao tac ctia thi sinh trén hé thong, qua
d6 tdng cao hon niia hiéu ning c6 thé dat dudc
ctia hé thdng nay.
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CHEATING DETECTION IN ONLINE
EXAMS USING ARTIFICIAL
INTELLIGENCE

Abstract: Nowadays, online testing has become
one of most commonly used methods to evaluate

students in Vietnam as well as in the world.
However, online exams are considered to be a

temporary solution since it is more difficult to
maintain academic integrity in an online exam
than in a normal exam. In an online exam, ex-
aminees can only be monitored indirectly through
remote computers, webcams, and mics of stu-
dents. This paper aims to provide an online exam
cheating detection tool using artificial intelligence
(AD) technology, in which the approach is to detect
abnormal behavior in videos of examinees’ faces
as well as monitor abnormal behavior on exam-
inees’ computers. The Al model is implemented
using machine learning techniques in the fields
of image processing and computer vision such
as face detection and face recognition. Through
experiments, the cheating detection system returns
results with high accuracy of 98%, proven the
ability to recognize the faces of examinees with
dishonest behavior.

Keywords: Online exam, behavior recognition,
face detection, anti-cheat

Nguyén Hai Diing nhan bing Ky su
Diéu Khién va Ty Pong Hoa tai Pai
hoc Bach Khoa Ha N6i, Viét Nam vao
nim 2016. Sau d6 Nguyén Hii Diing
nhan bing Thac si Hé Théng Thong
Tin Kinh Doanh tai Pai Hoc Monash,

Uc vao nim 2018. Tit thing 5 nim

2022, Nguyén Hai Diing 1am viéc tai

Khoa Céng nghé Thong tin, Hoc vién

Cong nghé Buu chinh Vién thong, Ha
Noi, Viét Nam véi va tro |a giang
vién. Hudng nghién cau chinh bao
gdm lap trinh web, ung dung tri tug
nhan tao.
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