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Tém tat: Trude qua trinh d6 thi hoa nhanh chong trén
toan cau, khai niém d6 thi théng minh gan vaéi nhiing giai
phap quan tri va cong ngh¢ thong minh la mot xu huong
phat tnen tat yeu nham giai quyet hiéu qua dong thoi cac
van dé vé kinh té, xa hoi, moi truong. Trong do, ha tang
s6 dong vai trd quan trong va ciing la tién dé cho cac ung
dung quan tri thng minh. Bai bao nay nghién ctu thict
ké mang bing rong dung riéng cho thanh phé théng
minh. Cu thé hon, _chiing t6i dé Xuat nhitng dinh huéng
co ban dé phéat trién ha tang két néi cho Thanh phé Ho
Chi Minh, trong d6, néi dung trong tdm la hudéng den
viéc hinh thanh ha tang vién thong bang rong dung riéng
phuc vu xay dung d6 thi thdng minh, chinh quyén dign
twr, cling nhu nhitng giai phap, nhi¢m vu Can trién khai dé
thiic dy sy phat trién cua ha tang k¥ thuat sb trén dia ban
Thanh phé.

Tir khéa: Thanh phé théong minh, co sé ha ting sé,
mang bang rgng dung riéng.

|. DAT VAN BE

Theo nhu khéo sat vao nam 2012, khoang 54% dan s6
thé gisi sdng trong nhitng khu vuc d6 thi [1], va theo dy
dodn ty I¢ phan tram nay s& tang 1én 70% vao ndm 2050.
Viéc d6 hoa nhanh Chong, kéo theo su gia tang dan 50, 0
nhiém moéi truong, giao thong tat nghén, v.v. biédu nay doi
hoi cac nha quan 1y dua ra cic glal phap hiéu qua dé giai
quyét cac van de, dac biét 1a cac giai phap thdng minh st
dung cong ngh¢ thong tin va truyen thong (ICT), dé
hudng dén nhiing tiéu chuan vé mot do thi thong minh
hay thanh pho thong minh (smart city) [2]-[5]. Cho dén
nay, thanh phé thong minh da tr¢ thanh xu huorng phét
trién trén toan thé gisi. Trong tai liéu [6], “Smart city”
duoc dinh nghia 1a cac hoat dong quan ly thong minh vé
kinh té, con ngudi, chinh phu, giao thong, moi truong va
céc hoat dong sdng gan lién véi viéc dam bao méi truong,
su dung nang luong hiéu qua, glao théng thdng minh sir
dung céc cong nghé tich hop gitra mang Internet, dién tir,
cam bién va vat liéu. Trong tai liéu [7], cac tac gia dinh
nghia “Smart c1ty nhu nhiing sy dau tu trong tam Ve von
con ngudi, vé giao thong, v& ICT, ting truong kinh té bén
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Vung chat hrong cudc séng cao va quan ly hi¢u qua
nguon tai nguyén. NOi tom lai, thanh phd thdng minh st
dung ICTha ta dé két néi giira quan tri, kinh té, ha tang va
moi truorng, nham nang cao chét lugng cudc song thdng
qua céc tién nghi dat dugc.

Khoéng nam ngoai xu thé chung trén thé gidi, tuy nhién
viéc phat trién do thi thong minh tai Viét Nam c6 nhiéu
dic diém va diéu kién riéng biét. Nhu duoc phan tich
trong tai liéu [8], do thi hoa tai Viét Nam dién ra nhanh
chéng nhung xuat phat diém chua cao. Bén canh nhung
vu diém vé dan s6 tré, nang dong, qua trinh quédc té héa va
hoi nhap nhanh, Van con d6 nhitng tré ngai nhu nang suat
lao dong thap, tiém luc kinh t& va quan tri van con han
ché, v.v. Tu cic dic diém bdi canh, tac gia trong cong
trinh [8] d& xut cac giai phép d6i méi quan tri va hé
thong quan tri hiéu qua nhiam phat huy stc manh va
nguon luc x& hoi. Nhém t&c gia trong coéng trinh [9] da
duc két kinh nghiém phat trién thanh phé thong minh trén
thé gigi, dé tir 46 dua ra nhitng bai hoc ap dung hiéu qua
vao Viét Nam, dic biét 1a nhitng qudc gia co diéu kién
kha tuong dong véi nude ta nhu Malaysia, Thai Lan, An
D9, Singapore. Trong cac gidi phap dugc néu ra, nhom tac
gid trong tai ligu [9] nhan manh tam quan trong cua viéc
phat trién ha tang co so, lam tién dé dé xay dung mot hé
thdng théng minh. Cong trinh [10] da de xuat m hinh xay
dung do thi thdng minh tai thanh phd Ho Chi Minh voi 06
yéu t6 tac dong doc Iap, bao gom cudc séng thong minh,
dan cu thong minh, giao thong thong minh, méi trudong
théng minh, kinh té théng minh va quan tri thong minh.
Hon nira, tir c&c phan tich, tac gla da xac dinh 03 yéu té
tac dong quan trong nhat khi xay dung “Smart City” tal
TP. Hd Chi Minh theo thtr ty tir cao xudng thap nhu sau:
quan tri thong minh, dan cu théng minh va kinh té thong
minh.

Bai béo nay nghién ciu van dé phat trién co so ha tang
sb (digital infrastructure) cho phat trién “Smart city” tai
TP. Ho_Chi Minh, trong dé, xay dung va phéat trlen ha
tang vién thong bang rong dung riéng cua TP. HS Chi
Minh la mot nhi¢m vu quan trong trong phat trlen CO SO
ha ting s6. Ha tang sb bao gom: i) ha tang vién thong
bing rong, ii) di¢én toan ddm may, iii) ha tang két ndi
internet van vat. Ha tang sb theo _nghia rong con co thé
bao gom iv) ha tang di ligu, v) nén tang danh tinh s va
vi) cac nén tang dé cung cip cong ngh¢ nhu la mot dich
vu. Vi quy md Ién vé dién tich, kinh té, dan s6 nhu TP.
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Ho Chi Minh, thi cac van dé vé thu thap ngu0n thong tin,
dir liéu da chiéu, da linh vyc dé X ly, dicu phéi, hoach
dinh chién lugc va dwa ra cac quyet dinh dleu hanh, quan
ly 1a mot cong viée doi hoi nhidu nd luc va can sy chuan
bi k¥ ludng.

Ha tang s6 1a co s cho viéc sir dung cac cong nghé ky
thuat so va tao diéu kién cho sy tuong tac gitta Chinh
quyen thanh phé, doanh nghi¢p va nguoi dan. Sy san
sang cua co sd ha tang sb khong phai la yéu t6 quyét dinh
duy nhét ddi voi chuyen dol so hay xay dyng do thi thong
minh, nhung lai la yéu t6 quan trong nhat Kha nang truy
cap va co s¢ ha tang so dong vai tro 1a nén tang cho viéc
két ndi, trao d6i thong tin mang tinh ty do va khong gici
han pham vi trén toan Ccau.Véi co s6 ha tang s hién dai
cung véi chi ph| phu hop s& 1a nén tang cho quéa trinh
chuyén déi sb va xay dung d6 thi théng minh tai TP. Ho
Chi Minh. Hon nita, trong qué trinh chuyén déi sb, xu ly
va phén tich dit liéu dong vai tro v cung quan trong va la
cbt 18i cho viéc thay doi, phat trién cac hoat dong kinh té.
Do do, ting cuong kha nang truy cap va chia s¢ dix licu la
rat quan trong, doi hoi Thanh pho phai dau tu xay dung
co s6 ha tang s6 dé bao dam toc do, chat luong, va tinh
san sang sao cho vigc két ndi. Trong do, xdy dung va
phét trién ha ting mang bang rong cho TP. Hb Chi Minh
la mot nhi¢m vu quan trong trong phét trién co so ha tang
s6, 1am nén tang cho sy thanh cong cua dé an xay dung
do thi thdng minh tai TP. Ho6 Chi Minh (xem dé &n “Xay
ding thanh phé Ho Chi Minh tré thanh d@é thi thong minh
giai doan 2017 — 2020, tam nhin dén nam 2025 [11]).

Do do, dong gop chinh cta cong trinh nay la thiét ké
mo hinh tong thé cho ha ting bang rong ding riéng phuc
vu cac g dung do thi thong minh cua Thanh pho. Muc
tiéu hudng dén cia mang bang rong dung riéng la:

- Mang béng rong dung riéng la co s ha tang tat yéu
cho Thanh pho thong minh. Qua do6 du dleu kién dé trién
khai cac dich vu s0 phuc vu cho chinh quyén sb, kinh té
s6 va xi hoi s6 nham dap tmg yéu cau ciia ngudi dan va
doanh nghiép.

- Mang bang rong dung riéng l1a ha tang s6 cho viée
trién khai D& an Xay dung Thanh phd HO Chi Minh tr¢
hanh d6 thi thong minh giai doan 2017 — 2020, tam nhin
den 2025 va chuong trinh Chuyén dbi s6 cua thanh ph
Ho6 Chi Minh. Pay la ha tang co s8¢ cho viée sur dung céc
cong nghé ky thuat sd, noi dung sO va tao diéu kién cho
su tuong tac gitta Chinh quyén thanh phd, doanh nghiép
va ngudi dan.

Phan con lai cia bai béo dugc t6 chtre nhu sau: phan I
phan tich hién trang ha tang thong tin tai TP. Ho Chi
Minh. Sau khi phan tich nhiing van dé ton dong trong ha
tang thong tin trong Phan 111, Phan IV dua ra thiét ké kién
trac tong thé cho mang bang rong dung riéng cho Thanh
phbCubi cuing, cac két luan dugc dua ra trong Phan V.

Il. PHAN TiCH HIEN TRANG HA TANG THONG
TIN THANH PHO

Phan 11 phan tich hién trang ha tang thong tin tai TP.
Hb Chi Minh, tai trung tam dit liéu Thanh pho, Mang
truyén dan 50 lieu chuyén dung (Metronet) va kién tric
Chinh quyén dién tr (CQDT) tai TP. H6 Chi Minh
(HCMC eGov 2.0).

1. Trung tam dix ligu thanh phé
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TP. Hb Chi Minh di thyc hién trién khai tip trung cac
ing dyng cdc so, nganh, quan, huyén tai Trung tdm dir
lidu thanh phd thudc khudn vién Cong vién phan mém
Quang Trung va tang cuong an toan an ninh théng tin
cho h¢ thong nay. Ha ting trung tdm dit liéu thanh ph
dugc xay dung trén nén tang ha ting dién toan dam may
hién dai, dong bd, du phong theo céc tiéu chuan qudc té
dat cap do tuong dwong Tier 3, duoc dau tu day du hé
théng va chinh sach bao vé giam sat an ninh hién dai,
dam bao ngudn nhan lyc chuyén trach vé an toan thong
tin giam sat van hanh lién tuc co s¢ dir li€u (CSDL) cua
thanh phd.

K¢é d6, trung tam didu hanh hé théng mang bang thong
rong thanh phd (NOC: Network Operations Center) va
trung tdm giam sat an ninh mang (SOC: Security
Operations Center) ciing da dugc hinh thanh. Hé thong
trung tdm nay c6 bo phan ki thuat chuyén trach vé NOC
va SOC véi trang bi cac thiét bi chuyén dung nham dam
bao an toan théng tin cho cic co quan nha nudc thanh
phd, kip thoi khic phuc cac su ¢ mat an ninh thong tin.

2. Mang truyén dan chuyén ding (Metronet)

Mang truyén dan sb liéu chuyén dung cia TP. H5 Chi
Minh (dinh danh 1a mang MetroNet) do VNPT Thanh
ph6 dam nhiém két n6i vat Iy va céc chinh sach an toan
an ninh thong tin cho mang truyén sé liéu nay. Uy ban
nhan dan thanh phd giao S¢ Thong tin va Truyén thong
phéi hop Vién thong thanh phd truc tiép trién khai va dua
Vao Su dung mang Metronet nhim muc dich lién thong
két nbi duong truyén sb liéu gitra cac so, ban, nganh va
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cac quan huyén, phudng xi trén dia ban thanh phd Ho
Chi Minh.

Ha tang mang co ban duoc chia thanh 3 h¢ thong:
mang trung tdm di liéu, mang metronet, mang tai cac
don vi nhu trong Hinh 1. Vi¢c phan tach giap giam do
phuc tap, dé quan Iy, d& mé rong. Tai mdi hé thng ciing
c6 sy phéan tach thanh nhitng module, nhitng phan doan
mang (segment) nhiam phan loai luu lwong, phan loai
chtic nang, trién khai chinh sach bao mat.

Mang metronet: Dya trén cong nghé MPLS, m01 don
Vi dugc t6 chuc vao cac VRF riéng, luu lugng mai don vi
dugc phan lap trén ha ting mang metronet chung.

H¢ théng mang tai trung tam dit liéu duoc thiét ké co
tinh du phong, trang bi cac thiét bi ciu hinh HA (high
availability), nhiéu két ndi dong thoi, dam bao dap ung
tinh sin sang cao cua hé thdng mang.

Tai trung tam dix li¢u, trang bi nhleu duong truyén
két nol internet ca trong nuée va qubc té, dap ung du va
ludn san sang cho két noi internet. Trang bi 2 kénh truyén
metronet cung 2 thiét b router cho két ndi tai trung tam
dir liu. Thanh phd dd c6 ké hoach trién khai mang
Metronet dy phong, ting tinh sin sang cao cho cac don vi
két ndi vé Trung tam dir lidu.

Hién tai, kénh truyén Metronet tai cac don vi cap 1
(cap Quan/Huyén) duoc két néi tryc tiép vé trung tam dix
ligu. Kénh truyen Metronet tai cic don vi cap 2 (cap
Xa/Phuong) duoc két nol vé don vi Cap 1 tuong tng.
Bang théng duong truyen cho mdi don vi duoc cap phat
tay thugc vao nhu cau, hign trang, thdp nhét la 1Mbps
cao nhat la 200Mbps, va tong bang thong cac don vi st
dung trén mang Metronet hi¢n tai la khoang 3Gbps. Tai
trung tdm di liéu, mang dugc trang bi 2 kénh truyen, mol
kénh 5Gbps, hién dang dap ung da so véi 3Gbps tong
bang thong tir cac don vi. T ndm 2021, Thanh phé bat
dau ké hoach trién khai Metronet du phong

Toan by hé thong mang dugc su dung dinh tuyen
tinh (static route) dé dinh tuyén cac mang chi nhanh vé
trung tdm dir liéu cling nhu cac vang mang trong trung
tdm dir liéu vai nhau. Trung tdm dir liéu dugc trang bi hai
thiét bi dinh tuyén Juniper MX960, gom cac ludng tat ca
cac don vi két noi vé trung tdm. Hai thiét bi nay duoc cau
hinh VRRP dé tang tinh san sang (high availability).

Tai mdi don vi, dugc Cép phat mot dai IP private,
chiéu dai tiy thuoc quy mo va so luong thlet bi tai tung
don vi. Cac don vi cap 1 duoc cap IP dau ndi két ndi vé
trung tdm dit liéu, dinh tuyén dén mang trung tam di liéu
thong qua VIP VRRP cua thiét bi MX960. Céac don vi
cap 2 duoc cap IP dau ndi két ndi Ve don vi cap 1 tuong
(ng. Tai tit ca cac don vi, dinh tuyén tinh ra Internet tai
cac thiét bi router, firewall trang bi tai ting site don vi.

3. Kién Trac Chinh Quyén Pién Tir TP. H6 Chi Minh

Kién traic CQDT (E-Government) TP. HCM la ké
hoach nham xéc dinh cac budc tiép theo trong 16 trinh
ciia TP. HCM mudn dat téi muc tiéu Chinh quyén sé
thong minh, trong d6 hd trg xdy dung d6 thi thong minh
1a mot linh vue trong tam. Kién trac CQDT dua ra nhiing
dinh huéng, nguyén tic va huéng dan vé& ICT dé hd trg
viéc trién khai Dé an D6 thi thong minh, dic biét 1a cac
giai phap vé thu thap va khai thac dir liu. CQDT 1a viée
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chinh quy‘)én su dung ICT, dag biét l1a Internet, nhu mot
cong cu dé dat dugc hi€u qua tot hon.

Chinh quyén so (Digital Government) 1a viéc s dung
cac cong nghé sd, nhur mot phan thiét yéu trong cac chién
lugc hién dai hoa chinh quyén thanh phd dé tao ra cac gia
tri cong. Qua trinh nay dya trén mét hé sinh thai chinh
quyén s6 bao gdm céc tic nhan lién quan dén cac co quan
nha nuée thude thanh phd, cac té chirc phi Chinh phu,
doanh nghiép, t6 chirc xa hoi va nguoi dan, thac day su
tao ra va truy cdp dit liéu, dich vu va ndi dung théng qua
su twong tac v6i chinh quyén.

“Tam nhin xdy dyng CQPT dinh huéng Chinh quyén
so cua TP. HO Chi Minh dugc xac dinh nhu sau:

> - Tir nam 2010 dén nay, Thanh phd di tap trung xay
dung CQDT lién thong trén co so trién khai hé théng Mot
ctra dién tr, MOt cura dién tir lién thong va dich vu cong
truc tuyén.

- Béit dau tir nam 2018, myc tiéu 1a chuyén qua CQDT
di dong va trién khai dich vy cong trén kénh dién thoai
thong minh véi d6 twong tac cao hon.

- Sau giai doan CQDT di dong, chién luoc trung han
ciia Thanh phé s& 1a tién dén xdy dung CQDT thong
minh trong cac nam 2020 dén 2025, trén co sé cong nghé
dir liéu 16n, dir liéu mo, tri tué nhan tao Al dién toan dam
may va tan dung kénh mang xa hoi dé cung cép cac dich
vu cong thong minh cho nguoi dan va doanh nghiép.

- Sau nam 2025, 1a giai doan CQDT ca nhan hoa, khi
cac dich vy cong dugc thyc hién ty dong bdi cac tuong
tac gilra may va may.

ll. NHIPNG VAN DE TON DONG

Muc nay phan tich nhimg van d& tén dong trong co s&
ha tang thong tin Thanh phd. Nhiing phan tich nay lam
tién dé cho viéc xiy dung va thiét ké ha ting so cho
Thanh phd.

1. Mang Metronet

Trong muc nay, chung t6i phan tich nhimg diém tn
dong ciia mang Metronet dua trén cac dac tinh nhu sau:

Vé tinh san sang: dau tién, trung tim dir liéu chua
xdy dung trung tam dir ligu du phong. Ké tiép, viéc thlet
ké dinh tuyen tinh trong toan bo hé thong mang cé thé
giup hé théng mang quan tri don gian, chat cheé va an
toan. Tuy nhién, khi c6 thay dbi hoac sy ¢ duong truyen
can dugc giam sat va xir Iy kip thoi, h¢ thdng co thé gian
doan trude khi duoc dinh tuyén lai sang duong dy phong.

Vé kha nang gidm sat va vdn hanh: Dau tién, do
trung tdm dit liéu duge thué tir Doanh nghiép vién thong
(dudi dang dich vu laaS), nén ha tefmg mang tai trung tim
dit liéu dugc st dung chung ha tang ctia Doanh nghiép
vién thong. Theo d6, viéc giam sat, van hanh mang tai
Trung tdm dit liéu phu thudc hoan toan vao chinh sach
chung cua Doanh nghiép vién thong. Trong khi do, ha
tang Metronet duoc thué thong qua mot don vi vién
thong khac. Cac kénh Metronet chi giam sit duoc trang
thai up/down kénh truyén, chua hoan thién hé thong giam
sat dugc bang thong, do tre nghen, dan dén khé khan
trong viéc xir ly cac su ¢d vé chat lwong mang, ciing nhu
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khong c6 co s& dé dé xuat nang cép, cai thién duong
truyen Hon nita, v&i hién trang va cach thic t6 chirc
giam sat nhu trén gay nhiéu kho khan trong gidm sat va
tim nguyén nhén khi 6 su ¢d hodc chat luong mang. Do
do, can té chirc lai hé thong giam sat, can c6 co ché phan
tach luu luwong (segmentation) end-to-end, néng cao tinh
thdu thi (v151b111ty) trén ca hé thong mang, dam bao
TTCNTT co the giam sat day du ket noi end to end tir cac
thlet bi d4u cudi tai don vi dén ha ting cloud cta CQDT.
Tnen khai giam sat duoc chat lugng duong truyen hiéu
Suat thiét bi, nham phat hién day du, kip thoi cac van dé
vé thiét bi va két ndi, tang cuong kha nang va day nhanh
thoi gian xt Iy khi c6 sy ¢o xdy ra. Theo déi sat sao tinh
hinh sir dung tai nguyén mang dé c6 ké hoach nang cap,
thay thé bd sung kip thoi.

Vé kha nang mé réng: Vi kha nang phat trién 10T,
Smart City, viéc thu thap dix lieu hinh anh, dir li¢u cam
bicn trén pham vi quy mo rong s& dat thach thac cho van
dé truyén dan dir lieu trong mang thanh pho, dac bict doi
véi mang Metronet von di han ché vé bang thong, chi phi
cao, thieu tinh di dong va linh hoat. Can c6 thém kicn
trac mang truyén dan hoat dong bo sung, dy phong, chia
tai voi ha tang Metronet trong tuong lai.

Pbi voi cac don vi cip So, nganh, UBND quan
huyen can ctr khao sat trong ndm 2019 cua S¢ Thong tin
va Truyen thong vé ha tang cong ngh¢ thong tin, tai moi
don vi dugc trang bi thiét bi tuong lra lam gateway két
ndi Internet va Metronet. Cac don vi két ndi vao mang
Metronet dé két ndi vé trung tam dir liéu dé truy cap cic
ung dung tai trung tdm dir ligu (TTDL) Thanh pho. Déi
v6i don vi cap Quan/Huyen c6 02 duong Metronet, trong
do, 01 ket noi vé Trung tdm dit liéu, va 01 duodng tao ket
nbi xudng cac Xa/Phudng va cac don vi truc thude.

Céc don vi str dung cac switch access két ndi ngudoi
dung, dong thoi quy hoach VLAN theo tirng phong ban,
khéng st dung cac chinh sach chung thuc truy cép
(NAC, 802.1X...). H¢ thong mang ndi bd chua duge
gidm sét, duong truyén va bang thong mang metronet
duoc gidm sat va canh bdo ty dong do doi ngit ky thuét
ctia Trung tim CNTT-TT Thanh phd. Ciu hinh céc thiét
bi mang khong thu’o’ng xuyen duogc sao luu dinh ky hodc
chi sao lwu khi ¢6 thay ddi cau hinh.

Cac don vi ty quan Iy duong truyén Internet, thiét bi
phat song Wifi, thiét bi chuyén mach... Déi véi duong
truyén Metronet, duoc quan ly boi Trung tdam CNTT-TT
Thanh phé.

2. Hé Théng Camera Giam Sat

Theo thong ké cta S¢ Thong tin va Truyén thong vao
nam 2018, toan Thanh phd c6 hon 60.000 camera duoc
lip dat tai cac quan huyén, phuong xa va hon 2.000
camera dugc lip dat phuc vu cong tac gidm sat chuyén
nganh cua S¢ Giao thong van tai va Cong an Thanh pho
Tat ca cac hé thong camera déu hoat dong co ban riéng
le, chua két ndi, tich hop vé di liéu, ciing nhu chua duge
trién khai trén mot ha ting vién thong dung rleng, dam
bdo an ninh an toan thong tin. H¢ thong mang truyén dan
cho cdc camera gidm sat chu yéu duoc phat trién theo
nhu ciu, theo tlrng dy én, chua c6 quy hoach hay dinh
huéng bai ban va phu thudc rat nhleu vao ha tang, chit
luong dich vy, gia thanh thué ha ting cta cic doanh
nghiép vién thong.
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Nhan xét: Tir cac phan tich hién trang va cac van dé
ton dong, ta thdy rang TP. HO Chi Minh can thiét xay
dung mang bing rong dung riéng dé phuc vu riéng cho
Thanh phé, dé chu dong vé kiém soat, bao mat thang tin.
Qua do, bai bao s& lam rd nén xay dung mang dl‘mg riéng
& cap vat ly, luan ly sao cho dap tng yéu cau xay dung
d6 thi thdng minh tai TP. HS Chi Minh.

IV. THIET KE KIEN TRUC TONG THE CHO MANG
BANG RONG

1. Nguyén Tic Thiét Ké

Muc tiéu chinh cua thiét ké klén tric tong thé cua
Mang bang thong rong 1a phuc vu trién khai ddng thoi cac
Lrng dung DO thi thong minh, Chinh quyen dién tr, sin
sang la nén tang ket noi cho cac hé thdng IoT cua Thanh
pho trong tuong lai. Bén canh muyc tiéu chung néu trén,
thiét ké klen trac téng thé ndy can phai tuan thi cac
nguyén tic sau:

a) Tinh tuan tha: dam bao tuin thu cac tiéu chuin
Lién hiép Vién théng Qudc té (ITU) trong linh vuc vién
thong va cong ngh¢ thong tin, cac hudng dan st dung
mang TSLCD ctia B6 Thong tin va Truyén thdng.

b) Tinh ké thira: sir dung céc thé manh ciia cong nghé
phd blen va tién tién nhat hién nay trén thé gisi trong linh
vuc Vvién théng va cong nghé théng tin bao gom SDN
(Software Defined Network), IPv6, MPLS, Segment
Routing, Artificial Intelligence (Al), Machine Learning
(ML), Cloud computing...

¢) Hiéu qua dau tw: dam bao ké thira va tan dung céc
ha tang mang s&n c6 nhu mang TSLCD ciia Thanh phé,
cac loai dich vu két néi truyén dan cua cac doanh nghiép
Vién thdng trién khai trong Thanh phé. Pong thoi ha ting
mang bang rong phai dam bao nang luc xu Iy va vong doi
thiét bj trong nhiéu nam tiép theo (t6i thiéu 5 nam, hodc
I&n t&i 10 nam tuy tung loai thiét bi).

d) An toan bao mat: dim bao an toan thong tin, phat
hign cac moi de doa nhanh chong, thuc hi¢n cac chinh
sach va cach ly sy ¢6 vi pham chinh sach an ninh mang
tir nhiéu nguon (tir cAc mang dau cudi, tir thiét bi Client
va tai nguyén Cloud), dam bao tuan thu cac quy dinh,
huéng dan cia By Thong tin va Truyen thong.

e) Chét lwong dich vu: dam bao chat lugng dich vu
cho céc tng dung thuan dir lieu, ung dung thoai va hinh
anh, c&c tng dung loT.

f) Kha ning duw phong va san sang: dam bao kha
ning du phong vé kénh truyen dir liéu, mirc do san sang
dap (ing cao cho cac thanh phan quan trong trong lop I6i
cua mang bang rong.

g) Kha ning mé rgng: dam bao dap timg dugc su ting
truong I6n cua luu lugng mang theo nhu cau trién khai
cé&c ting dung mai caa D6 thi thong minh.

h) Quan ly, gidm sat: dam bao sy thuan tién, don gian
hoa trong khau quan ly, giam sat va van hanh toan b ha
tang Mang bang thong rong cho Thanh phé théng minh.

2. Thiét Ké Kién Trac Téng Quan

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 85



Lé Quéc Cuong, Nguyén Huynh Phuong Béo, Trdn Minh Tuén.....

Dua trén cac nguyén tac thiét ké, kién trac tong thé cua
mang bang thong rong cho Thanh pho thong minh dugc
thé hién trén Hinh 2, trong d6 ha tang mang bang rong
dung riéng cua Thanh pho de dam bao dap tng cac muc
tiéu phuc vu nhu cau két ndi, truyén tai dir liéu cho h¢
thong CNTT, ung dung va dich vu ciia chinh quyén sb.
Ké tiép, mang bang rong dung riéng nay cling sé phuc vu
ha tang thiét bi két noi (camera, WiFi APs, Wireless loT
devices, 10T sensors) phuc vu cdc (mg dung thong minh
nhu giao thong, giam sat, chicu sang, moi trudng, v.v.

Mang dugc phan cdp thanh 3 16p: Lop Core, Lép
Aggregatlon va Lép Access. Day la ha tang de dam bao
su két nbi, dap (g nhu cau phét trién cia ha tang mang
mot cach mém déo va dam bao sy bén viing lau dai. Mbi
16p ¢6 vai trd va chirc nang cu thé nhu sau:

a) Lép Access: Lop nay cung cép cac loai cong giao
dién dé truy cap vao mang thong qua cc cong nghé truy
cap cho cac thiét bi mang dau xa va cac thiét bi IoT. Ké
tiép, cac thiét bi truy cap & 16p Access hd trg nhiéu cong
nghé truy cap cho cac thiét bi endpoint (camera, loT
devices), gdm Wired Ethernet, Wi-Fi, Long Range WAN
(LoRaWAN), Wireless Smart Utility Network (Wi-
SUN). Hon nira, I6p Access bao gdm cac thiét bi truy cap
dugc qui hoach phan bo theo cau triic dia 1y va quan 1y
hanh chinh ciia Thanh phd, duoc két ndi dang vong Ring
dé dam bao ludng dir liéu duoc lién thong va du phong.
Céc thiét bi truy cap trong 16p Access duge to chic theo
timg PoP (Point of Presence), dugc dinh nghia 1a "Biém
tap trung cac két ndi" ciia mang, trong d6 mdi PoP c6 thé
dai dién cho mot Quan, Huyén hoidc Phuong/Xa theo cu
trac to chirc hanh chinh va pham vi dia Iy ciia Thanh ph.

b) Lép Aggregation: Lop nay la diém tap hop luu
luorng den tur lop Access. Lop Aggregatlon ciing 1a diém
giao tiép, két ndi lién thong cho cac h¢ théng mang bién
nhu cac Trung tdm diéu hanh vé tinh, Pién toan Pam
may bién. Lép Aggregation ciing dugc xem nhu mot
vung dém cho phép du phong m¢ rong theo nhu ciu va
sy phat trlen mang & timg giai doan. Chéng han khi
Thanh phé cin mo rong thém cac Vong Ring cung cap
truy cép cho cac thiét bj IoT cua cac Umg dung mai thi hé
thdng dugc trién khai nhanh chong va dé dang Diéu nay
s€ khong tac dong va anh huong 16p Core cua mang, Cac
thiét bi trong 16p Aggregatlon cling s€ dugc phan bo dén
cac PoP, tuy thudc sO luong Ring trong mot PoP dé Xac
dinh s6 luong thiét bi Aggregatlon nang lyc xt ly va so
lugng glao dién ket nbi can thiét. Hon nita, & mirc ti
thleu moi PoP can dam bao mot cap thiét bi Aggregatlon
dé cung cap tinh du phong va san sang cao v€ mat thiét bi
va két ndi, loai bo hoan toan sy ¢b tai diém 15i don 1¢.

¢) Lop Core: La 16p 13i cua mang bang rong cho
Thanh phé thong minh, s& hoi tu cac két ndi dén tir cac
thiét bi trong lop Aggregation. Lop Core ciing la diém
giao tiép, két ndi lién thong cho cac hé thong mang khac
nhu mang MetroNet (TSLCD), Trung tdm diéu hanh
DTTM (NOC, SOC), Trung tam D li¢u (DCs) va Dién
toan Dam may (private/public Cloud) & Kho dit ligu
(Data Warehouse) dung chung ctia Thanh phd. Dic diém
cua 16p Core can phdi dam bao khd nang xtr ly tong dung
luong truyen dan lién thong trong toan mang, d6 on dinh,
muc d§ san sang ¢ murc cao nhat. O muc tbi thiéu, 16p
Core can trién khai tach 1am hai Trung tdm vung (nhu
trén Hinh 2 ky hiéu 1a Central) dé phan bd luu lugng &
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16p Aggregation. Trong moi Trung tdm vung s€ trang bi 1
cap thiét bi Core v6i cac két ndi du phong vét 1y dén
Trung tdm vung con lai.

3. Kién Trac Téng Quan Mé Hinh Mang Luan Ly

Hinh 3 thé hién r6 hon mé hinh luan 1y (logical) cia
Mang bang rong cho Thanh phd thong minh. Nhu da dé
cap trong Hinh 2, m6 hinh mang luan ly cua Mang bang
rong cho Thanh pho thong minh cé cau trac 3 16p bao
gom lop Core, 16p Aggregation va 16p Access.

Tai 16p Core, thiét bi Core s& két ndi dén cac thiét b
Aggregation, tich hop véi thiét bi core trong mang
MetroNet (TSLCD) hién tai. Cac Trung tdm di€u hanh
DTTM (NOC, SOC), Trung tdm Dir liéu (DCs) va Dién
toan Pam may (private/public Cloud) va Kho dir li€u
(Data Warehouse) dung chung cua Thanh pho cling s&
dugc két ndi truc tlep v6i cac thiét bi Core dé cung cap
dich vu quan 1y, van hanh, khai thac mang cling nhu cac
dich vu phan tich, trich xuit dir liéu ciia d6 thi thong
minh cho toan bd céc dbi twong dugc Thanh phd phan
quyén sir dung.

Tai 16p Aggregatlon cac thiét bi Aggregatlon s€ dam
nhan két ndi toan bd luu lugng dén tir cac thiét bi truy
cap thudc PoP twong mg. Tiép do, cac luu hrong 6 thé
d6 vé Trung tdm diéu hanh vé tinh, hodc cac hé thong
dién toan Pam may bién ma duoc két ndi truc tiép dén
cac thiét bi Aggregatlon dé dam bao kha nang xu ly dir
lidu phén tan va tra két qua nhanh chong, hodc tuy thudc
ung dung ma luu lugng s& chuyén tiép qua 16p Core dé
huéng vé cac Trung tdm Dir ligu (DCs) va Kho dir ligu
(Data Warehouse) dung chung cua Thanh ph6 dé phan
tich, tinh toan xir ly va trd lai két qua, hodc don gian chi
de luu trit phuc vu du béo. ..

Tai 16p Access, cac thlét bi Access s& cung cép cac
loai cong giao dién két ndi cho cac thiét b endpoint nhu
thiét bi camera giam sat an ninh, camera trong diém giam
sat hinh anh giao thong, cac thiét bi thudc cac hé thong
ToT khéc duoc trién khai trong twong lai.

V&i mot hé thong mang c6 qui mé 1én va phuc vu nhu
cau phat trién cac tmg dung trong D6 thi thong minh va
Chinh quyén s6, viéc ing dung cac cong nghé tién tién
trén thé gidi nhu SDN, IPv6, MPLS, Security, Segment
Routing, Avrtificial Intelligence (Al), Machine Learning
(ML), Cloud computing vao viéc thiét ké, trién khai xay
dung ha ting mang bing rong dung riéng cta Thanh pho
cling nhu trg gitp d6i ngii cac nha quan ly, qui hoach cép
phat, van hanh, khai thac tai cac Trung tdm diéu hanh
mang (NOC, SOC) 1a mot nhu cau tat yéu. Cac thanh
phan thiét bi & 16p cac 16p mang phai c6 kha nang lap
trinh diéu khién theo kién tric mang SDN, véi cic giao
dién lap trinh APIs (Application programming interfaces)
va cong cu hd trg cho viéc phat trién phan mém
(Software Development Kit —SDK). Tét c4 cac cong nghé
va cong cu tién tién nay s& cho phép cac doi ngii quan 1y
va IT tai Trung tim Piéu hanh mang bang rong (NOC) va
Trung tdm An toan thong tin (SOC) co thé de dang quan
ly, van hanh, khai thac, khic phuc sy cb, tdi wu hoa
mang, trién khai, thuc thi cac chinh sach an toan an ninh
mang mot cach thong nhét tir Trung tdm xudng toi tan
timg nat mang va thiét bi két nbi.
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Hé théng CNTT, 'ng dung va Dich vu cua Chinh quyén sé

Trung tam Didu hanh Trung tam DU lidu Bién toan Bam may (Cloud) H& théng CQDT
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4. Panh Gia Mé Hinh Thiét Ké

Trong myc nay, chiing t0i s& danh gi4 mo hinh thiét ké
theo cac tiéu chi va muc tiéu da dé ra.

a) Tinh sin sang: Tinh sén sang s& ddm bao cho dit
liéu va dich vu ludén dugc truy cép nhat quan va de dang
cho cac bén tham gia.

Trong lop Core, vé mit thiét bi, lop Core gom hai
Trung tdm vung (2 Central) dé phan bd luu lugng dén 16p
Aggregation. Trong moi Central cd trang bi mot cap thiét
bi Core Router. Cap thiét bi ndy chay song song vira dam
bao phén tai luu lugng, vira dam bao tinh dy phong.
Trong truong hop mét trong hai Central bi sy co (co thé
do yeu t6 thién nhién hogc loi thiét bi) thi Central con lai
S& cung cap dich vu cho toan mang. Do dé, 16p Core dam
bao duoc tinh sin sang vé mat thiét bi. V& mat két no|
thiét ké 1op Core c6 topology Full-mesh, trong d6 mdi
thlet bi Core Router tai mdi Central déu c6 hai duong két
ndi vat Iy dén hai Core Router cua Central con lai. Bén
canh do, hai thiét bi Core Router trong mdi Central c6 2
két ndi 10 Gbps den nhau. Do d6, m6 hinh thiét ké 16p
Core dam bao tinh sin sang vé mat két noi.

Xét dén 16p Aggregation, vé mit thiét bi, mdi PoP déu
co it nhét hai thiét b Router cua 16p Aggregation dé cung
cap tinh du phong va sin sang. Trong trudng horp mot
th1et bi ¢ 16p Aggregatlon bi ngung hoat dong thi cac két
nbi dén lop Core va lop Access déu dugc thuc hién boi
thiét bi con lai. Do do, md hinh thiét ké & l6p
Aggregatlon dam bao tinh san sang vé mit thiét bi. V&
mat ket noi dén 16p Access: mdi thiét bj Aggregation déu
co ket nbi den 2 Switch cta 16p Access. Khi mét duorng
truyén bi su ¢d, luu lugng dit liéu s€ chay trén dudng con
lai. Do d6 md hinh két n01 0 16p Aggregation dam béao
tinh sdn sang vé mit két ndi dén 16p Access.

Xét dén lop Access, mO hinh két ndi ¢ 16p nay bao
gbdm 3 dang mo hinh két ndi nhu md hinh Ring, mé hinh
Line va md hinh Star. Trong mo hinh Ring, 16p truy cap
dugc thiét ké dang mach vong khép kin (Ring), ddm bao
mot diém két n6i cudi (mot switch) ludn c6 hai ludng két
n01 Ién thlet bi 16p Aggregatlon diéu nay dam bao tinh
san sang vé mat két noi, Dbi v6i md hinh Line va Star,
chi c6 thiét bi Switch nam vi tri phia trén cung cua mo
hinh méi c6 két ndi dén hai thiét bi Router cua 16p
Aggreganon cac thiét bi nam vi tri phia dudi trong mo
hinh chi c6 mot dudng két ndi dén switch nam phla trén.
Bleu nay c6 thé chua dam bao tinh sin sang vé mat két
nbi.

Tuy nhién, ching ta ciing can luu y rang cac mo hinh
két ndi & lop Access khong nhit thiét phai dap ang 100%
tinh san sang. That vay, khi mot thiét bi/mot két ndi bi
ngung hoat dong chi anh huong t6i mot sO lugng nhét
dinh cac thiét bi dau cu01 dang su dung. Nguoi quan tri
hoan toan ¢ thé chudn bi cac thlet bi dy phong dé thay
thé th1et bi hodc thay the két ndi trong mot khoang thoi
gian nhat dinh. Néu mubn dép tng 100% tinh sin sang s&
lam cho viéc thlet ké 16p Access trd nén phuc tap boi con
phu thuoc vao sb luong cong két ndi cua thi€t bi dau
cudi, va doi khi khong kha thi trong thyc té.

b) Tinh bao mat: Kha nang an toan va an ninh mang
dugc danh gia dya trén cac cong nghé dugc st dung tai
cac 16p trong mo hinh mang bang rong, nhu SDN, IPv6,
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Segment Routing, MPLS, Wifi-6, 4G/5G, LoRaWan, Wi-
SUN.

c) Tinh module hoa: Mo hinh thiét ké phan chia cac
khu vue dia ly (Quan/Huyén) thanh ciac PoP, mdi PoP
bao gom cac thiét bi Aggregation va thiét b lop Access.
C6 thé xem l&p Core 1a mot module (duoc g01 la Module
Core), mdi PoP nhu moét module trong md hinh mang
(dugc g01 1a Module PoP). Module Core c6 thé chia nho
thanh cac Sub-module, véi mdi Sub-module 1a mot
Central (dugc goi la Sub-module Central 1 va Sub-
module Central 2). Trong mdi PoP ciing c6 thé tach thanh
cac Sub-module, trong do mdi Sub-module 1& mot mod
hinh két ndi cac Access Switch theo dang Ring, Star,
hodc Line (dugc goi la Sub-module Ring, Sub-module
Star, Sub-module Line). Do d6 mé hinh duoc thiét ké c6
tinh module héa. Tinh module glup dé dang co lap cac
Module/Sub-module khi ¢6 sy co an ninh mang/16i hé
thdng xay ra. Pong thoi gitip ting kha ning md rong cia
md hinh mang. Cac Module va cac Sub-module trong
PoP nhu duoc thé hién ¢ Hinh 4.

Céc Sub-Module

Hinh 4. Module PoP va cac Sub-Module PoP.

d) Tinh mé réng: Tinh m& rong lién quan dén kha
nang hé thong su dung thém nhiéu dich vu hodc can mo
rong dé két noi thém nhiéu PoP méi. Dleu nay lam phat
sinh thém nhu cau vé bang thong mang, toc do xir ly cla
céc thiét bi. V61 m6 hinh duge thiét ké theo dang mo hinh
phan 16p, mdi lorp s€ cac thlet bi thyc hién cac chirc nang
nhit dinh. Tai méi 16p co thé b6 sung thém hodc thay thé
céc thiét bi, nang cap du’dng truyén mang. Viéc mé rong
va nang cip mang lu6i mdi 16p cing gy anh huong dén
cac lo‘p khéc. Cling c6 the bd sung thém cac PoP khi co
nhu ciu phat trién hé théng trong tuong lai. Nho vao tinh
chat mo dun hoa, mo hinh thiét ké dam bdo tinh m¢ rong
cao. Do d6, mé hinh bang rong duge thiét ké ¢ tinh mo
rong cao, €O thé bo sung cac th1et bi hodc nang cép
ducmg truyén tai mdi 16p, va c6 thé bd sung thém cac PoP
vao trong mé hinh mang nhu trong Hinh 5 bén dudi:

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 88



Lé Quéc Cuong, Nguyén Huynh Phuong Bdo, Trdn Minh Tuén, ...

TAI LIEU THAM KHAO

[1] H. Chourabi, T. Nam, S. Walker, J. Gil-Garcia, S.
Mellouli, K. Nahon, and H. Scholl et al. “Understanding Smart
Cities: an Integrative Framework,” in Proc. of 2012 45th Hawaii
International Conference on System Sciences, 2012, pp. 2289-
2297.

[2] M. van Steen and B. Leiba, "Smart Cities," IEEE Internet
Computing, vol. 23, no. 1, pp. 7-8, 1 Jan.-Feb. 2019.

[3] B. S. Mohsin, H. Ali and R. AlKaabi, "Smart city: A
review of maturity models," 2nd Smart Cities Symposium (SCS
2019), 2019, pp. 1-10.

[4] Q.H.HamaMurad, N. M. Jusoh and U. Ujang, "Smart City
Domains System Framework: Review of the Current Status," in
Proc. of 2021 IEEE 9th Conference on Systems, Process and
Control (ICSPC 2021), 2021.

[5] U. Ependi, A. F. Rochim and A. Wibowo, "Smart City
Assessment for Sustainable City Development on Smart
Governance: A Systematic Literature Review," in Proc. of 2022
International Conference on Decision Aid Sciences and
Applications (DASA), 2022, pp. 1088-1097.

[6] R. Giffinger, C. Fertner, H. Kramar, R. Kalasek, N.
Pichler-Milanovic, E. Meijers, “Smart Cities - Ranking of
European Medium-Sized Cities,” Vienna University of
Technology, 2007.

[7] S. Alawadhi, A. Aldama-Nalda, H. Chourabi, J. Gil Garcia,
S. Leung, and S. Mellouli, et al., “Building Understanding of
Smart City Initiatives,” International Federation for Information
Processing. pp. 40-53, 2012.

[8] Nguyén Ngoc Hiéu, “Thanh phd théng minh va van dé
quan ly phat trién d6 thi,” Hoi thao D6 thi thdng minh trong quy
hoach va quan ly phét trién d6 thi, TP. H6 Chi Minh, Viét Nam,
pp. 1-9, 2017.

[9] Vi, T. M. H., Nguyén, L. P.: Xay dung thanh phd thong
minh: Kinh nghiém quoc té va bai hoc cho Viét Nam. Trong
Quan tri théng minh trong méi truong phic hop toan cau: Ly
luan va thyc tién : Ha Noi, 2021.

[10] Giang, Tréin Hoang: Nghién Ctru Cac Nhan Té Anh Hudng
Dén Viéc Xay Dyng D6 Thi Thong Minh Tai Thanh Phé H5 Chi

Minh. Tap chi Khoa hoc va Céng nghé-Pai hoc Pa Nang,
8(129), pp. 1-4, 2018.

[11] Pé an “Xay dung thanh phb H Chi Minh tré thanh d6 thi
thong minh giai doan 2017 — 2020, tim nhin dén nam 2025
https://thuvienphapluat.vn/van-ban/Xay-dung-Do-
thi/Quyet-dinh-6179-QD-UBND-2017-Xay-dung-thanh-pho-
tro-thanh-do-thi-thong-minh-Ho-Chi-Minh-374526.aspx

[12] Mohammed, A. R., Mohammed, S. A., & Shirmohammadi,
S: Machine Learning and Deep Learning based Traffic
Classification and Prediction In Software Defined Networking.
In proc. of 2019 IEEE International Symposium on
Measurements & Networking, pp. 1-6.

[13] Dawadi, B. R., Rawat, D. B., Joshi, S. R: Software Defined
IPv6 Network: A New Paradigm for Future Networking. Journal
of the Institute of Engineering, vol. 15, no. 2, pp. 1-13, 2019.

[14] Chuin ky thuat IEEE 802.15.4:
https://en.wikipedia.org/wiki/IEEE_802.15.4.

DESIGNING A PRIVATE WIDEBAND NETWORK
FOR SMART CITY —HO CHI MINH CITY

Abstract: Before the rapid urbanization process
globally, the concept of smart cities was associated with

SO 01 (CS.01) 2023

intelligent governance solutions and technologies as an
essential development trend to effectively address
economic, social, and environmental issues. In this
context, digital infrastructure plays a crucial role and
serves as a prerequisite for smart management
applications. This article investigates the design of a
private broadband network for smart cities. Specifically,
we propose fundamental directions for developing
connectivity infrastructure for Ho Chi Minh City, with a
focus on establishing a private  broadband
telecommunication infrastructure to support the
construction of smart cities, e-governance, as well as the
necessary solutions and tasks to promote the development
of digital infrastructure in the city.

Key words— Smart city, digital infrastructure, private
broadband network.
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