Hoang Ngoc Canh, Ngé Ddc Thién

XAY DUNG CHI MUC HO TRQ TIM KIEM
CHINH XAC CHUOI CON TREN CO' SO’ DU
LIEU QUAN HE MA HOA

Hoang Ngoc Canh’, Ngé Bwc Thién*
" Treong Pai hoc Thwong mai, 79 H6 Tung Mau, Cau Gidy, Ha Noi
#Hoc vién Cong nghé Bwu chinh Vién Thong, Ha Noi

Tom tadt - Nghién ctu nay phét trién mot ki thuat méi
cho phép tim kiém chinh xac va truc tiép su ton tai cua
mot chudi con bat ky trén cac ban ghi ma hod trong co s&
dir liéu quan hé. Bé giai quyét y tuong trén, bai bao dé
Xuit véi mdi dir liéu ky tu rd nhay cam can ma hod trén
co s& dit liu quan hé s& dugc bién d6i thanh hai phién
ban ma hoa véi chire niang khac nhau. Phién ban thi nhat
1a két qua caa viéc ma hoa dir lidu rd boi cac thuat toan
ma hoéa tiéu chuan nhu AES, DES,... Phién ban con lai la
mot gia tri chi muc dac biét (Stringindex) duoc xay
dung trén cau tric méi ma ching toi dé& xuat 1a “danh
sach mang nhi phan biéu dién vi tri ky tw da gay nhiéu
cia chudi r6”. Qua trinh tim kiém chinh xéac chudi con
qua cl phap LIKE s& duoc thuc hién trén tirng chi muc
bang thuat toan ti wu SearchOn _StringIndex cd hiéu
ning cao va do du thira dit liéu cua tap két qua sau truy
vén trén co so dit liéu thué ngoai rat thap. Bén canh do,
chi muc StringIndex dugc chung minh c6 tinh bao mat
t6t va chong duoc ro ri dir liéu rd trude cac kiéu tan cong
phé bién hién nay.

Tir khoa - co s¢ dit ligu thué ngoai, chi myc tim kiém,
vi tri ky tu gay nhiéu, tim kiém chuéi con

l. GIOI THIEU

Ngay nay, su phat trién cua cac mé hinh dién toan dam
may di thiic ddy cac doanh nghiép trién khai cac dich vy,
hé thong théng tin quan ly va co so dir liéu Quan hé 1én
c4c nén tang nay nham tan dung duoc loi thé vé chi phi,
nhan luc quan tri va tinh sin sang cua ha ting thué ngoai.
Tuy nhién du d3 c6 nhitng rang budc nhat dinh trong hop
ddng véi cac nha cung cip dam may thi ngudi s¢ hiru dir
liéu van ludn phai d6i mat véi tinh trang ro ri thong tin
hoac mat an toan, kiém soat vdi co so dir liéu cua minh
bai nha cung cp ludn c6 thé 1a mot ddi twong “trung thyuc
nhung t6 mo”.

Giai phap phu hop nhit dé dam bao sy an tdm cho
nguoi s6 hitu dir liéu 1a ma hoa toan bé co s¢ dir liéu quan
hé trudc khi trién khai 1én dam may. Tuy nhién qué trinh
ma hoa 1am dir liéu mét di cac tinh chat vdn c6 cua né (so
sanh, sip xép, téng hop....), diéu nay tuong duong vdi
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viéc gay can tré qua trinh truy van trén dir liéu ma, gay
anh huong nghiém trong t6i kha nang khai thac cac co so
dir liéu quan hé ma theo cac céch thirc truyén thong (vi du
thuec thi cac bo 1énh T-SQL, P/L — SQL).

Mot giai phap da dugc nghién ctiu trong nhidu nim qua
la xay dung cac luoc dd hd tro tim kiém trén ma (SE —
Searchable Encryption) [1 - 11]. Cac lugc dd SE chia lam
hai nhém chinh: nhém thir nhat xay dung mot phuong
phép ma va giai ma mai cho phép truy van tryc tiép trén
chinh dir liéu ma hoa [2]; nhém thi hai thiét ké mot gié tri
chi myc riéng (Blind Index) doc 1ap vai dit lieu mé hoa,
cho phép truy vén trén chi muc véi nhiéu lgi thé vé hiéu
ning va tinh kha dung trong trién khai thyc tidn. Trong
mdi nhém trén déu cé hai co ché ma hoa 1a dbi xung
(lwgc dd SSE) [1-7] va bét dbi xtimg (lugec dd PKSE)
[8,9], tuy nhién hau hét cac lugc db trén déu tap trung vao
ky thuat tim kiém theo tir khoa.

Tuy nhién trong thuc té, tim kiém theo tir khoa chi la
mét trudng hop dac biét cua tim kiém chudi con va khéng
phu hop ddi véi céc yéu cau truy van da dang tir nguoi
ding cudi trén méi truong dam may, vi du nhu tim kiém
dir liéu trén cac cong cu tim kiém, tim kiém email, tra ctu
noi dung van ban,... Trong nghién ciru nay s€ tap trung
xay dung mot ky thuat truy vin méi cho phép tim kiém
chudi con chinh xéc trén truong dir liéu ky tu ¢3 ma hoa
trong co s& dir liéu quan hé véi hiéu nang, tinh bao mat
cao va d6 du thwra dir liéu (cac ban ghi duong tinh gia)
thap.

Il. CAC NGHIEN CUPU LIEN QUAN

Song va cong su [2] la nhimg ngudi di dau khi dé xuat
mot luoc dd co tinh bao mat duoc ching minh rd rang
nhung thoi gian tim kiém lai tuyén tinh d6 dai van ban,
hon nira viéc coi mdi van ban 1a mot chudi cac tir khda
tim kiém c6 d6 dai bang nhau s& lam cho dang thiic cua tir
khoa khéng gibng thuc té.

Cho t6i nay, cac cong trinh nghién cau vé tim kiém
chudi con kha la it boi sy phic tap trong thiét ké ciing
nhu d6 phirc tap vé khong gian luu tri, chi phi thoi gian
tim kiém 1on. Dya trén giai phap SSE hd trg tim kiém
theo tir khéa duge dé xut boi Curtmola va cong su [3],
ching ta c6 thé ing dung cho phép tim kiém chudi con
trén dir liéu dwoc ma hoéa. Tuy nhién chi mot sé tir khoa
dugc phan tich tir chudi con tn tai trong bo suu tap tir

TAP CHI KHOA HQOC CONG NGHE THONG TIN VA TRUYEN THONG 108


mailto:thienptit@gmail.com

XAY DUNG CHI MUC HO TRQ TiM KIEM CHINH XAC cHUOI CON TREN CO SO D LIEU MA HOA

khoa, kéo theo sd lugng ban ghi duong tinh gia tra vé rat
I6n khi chi st dung mot s6 tir khoa da néi dé dai dién cho
chudi con khi tim kiém trén cac van ban ma héa. Trong
thuc té ngudi dung s& yéu cau tim kiém mot chudi con bét
ky trén tap van ban md hda, vi vay d6 phtc tap luu trir va
tinh toan s& trg 1én rat 16n néu ap dung giai phap nay.

Chase va Shen [10] chi ra céch thyc hién cac truy vén
chudi con duya trén ciu tric cay hau té véi chi phi luu trit
0(A.n), @6 phuc tap tim kiém O(l.m + k) véi 1 la
tham sb bao mat, m 1a chiéu dai chudi con, k 1a sb lan
xuit hién cua chudi con trong vin ban c¢6 do dai n, sb
vong giao tiép dir liéu 1a ba nhung thyc té da duoc chi ra
mat bon vong giao tiép nhu trong tai liéu [11]. Phuong
phap cua Chase va Shen ciing ton tai nhuoc diém ro ri
mot sé thdng tin lién quan téi cau tric trong caa cdy sau
ma héa nhu: s6 14, s6 con va sé nhanh cham d6i, dé giai
quyét van dé nay tac gia dé xuat sir dung thém cac nit gia
dé tang do nhiu gidp an céc thong tin thuc cua cay, diéu
nay lam tang chi phi luu trir va tinh toan. Bac biét khi
chinh sira cap nhat dir liéu d mot phan nho ciing dan dén
viéc phai khai tao lai ca cay hau td. Vi vay viéc tng dung
lugce dd nay vao co so dir lidu thyc tién 1a mot thach thac
16n.

ll. QUY WO'C VA KY HIEU

Ky hiéu mot quan hé trong co s¢ dir liéu vai cac truong
dit lieu ID, Xy, Xy, Xy, .. X 12 RUD, Xy, Xos.. Xy, .- Xn)
[12, 17], trong d6 X, 1a truong dir liéu nhay cam kiéu
chudi ky tu. Khi d6 R s& duoc cau trdc lai thanh RE khi
luu trén co so dir liéu quan hé ma hod: RE(ID, X,, X,,...
XE, .. X,, SIX,), trong d6 Xf la trudng ma hoa cua
truong X, SIX, la trudng chi myc hd trg tim kiém
(StringIndex) twong (tng VaGi truong X,.

Cho A, va A; 1a hai chudi ky tu, A, && Aj la chudi
ghép ndi cua hai chudi da cho. A, dugc goi 1a chudi con
cua A, néu ton tai cac chudi X, Y sao cho A;= X
&& AL && Y.

Ky hiéu len(4,) 1a s6 lugng ky tu cua chudi A, tuong
tu néu cho tap hop AS ¢6 v phan tir thi v = len(AS). Gia
tri tuyét ddi cuaa mot sé V duoc ky hiéu la |V].

Cho B; va B; 1a hai chudi bit cting kich ¢&, khi d6 phép
va (AND) nhi phén cua hai chudi dugc ky hiéu 1a B; & B;,
phép hoic (OR) nhi phan cua hai chudi dugc ky hiéu la
B;||B;. Phép dich vong phai k bits cua chudi B; duoc ky
hiéu 12 B”*, phép dich vong trai k bits cua chudi B; duoc
ky hiéu la Bk,

IV. GIAI PHAP TRUY VAN CHUOI CON TREN DU
LIEU MA HOA
A. Pé xudt mé hinh truy van

Dua trén md hinh DAS [12], chung t6i dé xuat mé hinh
Proxy gdom ba phan: Client Site, Proxy, DSP (hay con goi
1a Server Site). Trong d6 Client Site danh cho ngudi dung
cudi, théng qua cac ung dung dé truy xuat vao hé thong
Vi dir ligu truy van dau vao 1a dir liéu rd. Proxy la lop
trung gian tin cay duoc quan ly bai nguoi so htru di liéu,
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tai day luu trir cac MetaData bi mat, cho phép thuc hién
c4c taC vu mA va giai m4, tao chi muc, tiép nhan yéu cau
truy van tir Client Site va bién ddi thanh cau Iénh truy van
trén di liéu ma dé gui t6i DSP, cudi cung Proxy nhan dit
liéu mé tra vé tir DSP dé thuc hién giai ma va truy van lai
trude khi tra vé két qua cho Client Site. DSP 14 noi luu trix
co so dit ligu ma hoa, tiép nhan cau lénh truy van tir
Proxy va sau d6 thuc hién truy van truc tiép trén co so dir
liéu ma hoa va tra dit liéu ma vé Proxy.

Trong d6 ching t6i nhan manh rang Proxy la khu vuc
an toan dugc ca nguoi dung va nguoi s¢ htru di liéu uy
nhiém thyc hién cac thuat todn GenSecretMetadata,
BuildStringIndex, TranQuery trong lugc d6 SE. Cac
MetaData luu trir an toan tai Proxy bao gom:

q 1a mot sb nguyén tb 16n; a 1a tham sb gay nhiéu;
Khoa bi mdt sKey: dung dé ma va giai ma dit liéu;

Tdp gia tri bi mgt VA = {Va,, Va,,..,Va,}: la
tap gié tri bi mat dai dién cho cac ky tu dva trén q.

B. Xay dung chi muc StringIndex

Pinh nghia 1. Cho A ={a,, a,,..,a, } la tdp z cac
ky tu cta bang chir cai anphabet, va A; = "c;¢; ...c," 1a
mot chudi dugc xay dyung duya trén cac ky tu trong tap A
(z=zlLv=1Vil<i<wvc €A, tap C =
{ai,a, ... ,ay} latap cac ky ty phan bi¢tcia A; (1 < g <
z,9 <v,len(C) = g). Goi PA; ={Pa,, Pa,, ..,Pa,}
la danh sach mang nhi phan biéu dién vi tri ky tu cha
chudi A, néu:

Pa; 1a mang v bits biéu dién cc vi tri cua ky tu a;
trong chudi 4, (1 <j < g)

Pa;[i] = 1 khivachikhia; =c, ;41 (1<i<v)

Vi du 1: Xay dyng danh sach mang nhi phan biéu dién
vi tri ky tu ciia chudi A; = "aabcdadb”. Khi d6 xac dinh
duoc v =28C ={abcdLg=41<j<4a =
‘a'a, ="'b a3 ="c",a, ="'d', PA; = {Pa, Pb,
Pc,Pd} v6i Pa = 00100011; Pb = 10000100; Pc =
00001000; Pd = 01010000.

Pinh nghia 2. Cho chudi 4, = "c;c, ...c,", PAs =
{Pa,, Pay, ...,Pa,} ladanh sach mang nhj phan biéu
dién vi tri ky tw ctia chudi A (1 < g < v), goi PAY =
{Pay, Pa¥, ...,Pal}Ia danh sach mang nhj phan biéu
dién vi tri ky tw da giy nhidu cia chudi A néu Pal =
Pa; || (PV); trong d6 PV 1a mang bit ngau nhién c6 tdi
dala a bit 1 (a la tham s gay nhiéu tiy chon 0 < a <
v, len((PY);) = len(Pa;), 1 <i < g).

Vi du 2. Cho PA, la danh séch mang nhi phan biéu
dién vi tri ky tu caa chudi A nhu trong vi du 1, xac dinh
danh sach mang nhi phan biéu dién vi tri ky tw da gay
nhiéu cia chudi A, nhu sau:

PAY = {Pa",PbN,PcN,Pd"}véia =2 thi mdi
chudi nhi phan PY c6 tdi da 2 bit 1.

Pa =00100011; PN = 00101000 -
00100011 || 00101000 = 00101011

PaV =
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Pb =10000100; P) =01100000 > Pb"N =
10000100 || 01100000 = 11100100
Pc =00001000; PN =10000000 > PcN =
00001000 || 10000000 = 10001000
Pd =01010000; P)Y =00000011 > Pd"N =

01010000 || 00000011 = 01011011

Pinh ly 1. Cho chudi ky tu A} = "cicj ...c{" va chudi
Ky tw As = "ci¢5 ...¢," (t <v), C ={ay,a; ... ,a4} latap
cac ky tu phan bit cua A, PAY = {Pal, PaY, ..,Pa}}
la danh sach mang nhi phan biéu dién vi tri ky tw da
gay nhiéu caa chudi A,. Goi (PaM)>/ la két qua cua
phép dich vong phai j bits cia Pa¥ (1 <i < g), khi d6
v6i (1<j<t ¢ c Ay, ¢ €C, Pc" € PAY)s&co cac
két luan sau vé mdi quan hé gitra A% va Ay:

e A’ chic chin khong phai la chudi con cia A, néu
va chi néu:
Py 1 & Py 2 & & (Pet) & .

& (Pci")”t =0

e A’ la chudi con cua A véi mot ty & duong tinh
gia neu:
(Pe™)" & (Pcyy2 & & (P) & ..

& (Pc™)”t # 0
Chéng minh Pinh Iy 1 nhw sau:

Cho chudi ky tu Ag="cic;..c,", tap PAs =
{Pay, Pa,, ...,Pay}1adanh sach ming nhj phan biéu
dién vi tri ky tw cia chudi A;. Hién nhién
Pa; & Pay & ...&Pa,; =0 do mdi chudi cua tap PA;
chira c4c bit 1 biéu dién céc vi tri dao nguoc tir phai sang
trai caa mot ky tu phéan biét trén Ag (néu bit 1 nam tai vi
tri ther i trén chudi Pa; € A, thi Ky tu a; s& nam tai vi tri
thir v — i + 1 trén chudi A;). Néu tai vi tri thi i trén chudi
Pa; bang 1 thi tat ca vi tri tha i cua cac chudi bit con lai
déu bang 0.

Xét chudi ky ty Ay ="cicj..c" (t <v)néuc (1<
j < t) 1a mot ky tu trong Ag thi s& ton tai mot chudi bit
Pc/ € PA,. Ta chimg minh diéu kién can va du dé A; 1a
chudi A, nhu sau:

Khéng mét tinh tong quét, xét hai ky tu ké& nhau bat ky
¢j va ¢4 trong Ag va Ag, chiing ta rat ra ket luan:

Néu ¢j = ¢j,, khido Pcj giong hét Pcj,, va trén moi
chudi Pc; hay Pcj,, déu chac chan c6 toi thieu 2 bit 1
ké nhau dai dién cho cac vi tri dao nguoc cua ¢f va
Cjy1 VivVay (Pc]()>>j & (Pc]-’,rl)»(”l) * 0.

Néu ¢ # ¢fy, khi d6 Pc/ khac Pc/,;, va trén chudi
Pcj & ton tai it nhat mot bit 1 nam léch mot don vi vé
mat vi tri so véi it nhat mot bit 1 trén chudi Pcj,q Vi
vay (P¢))™ & (Pci,)” "™ =0,
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Hai phan tich néu trén ching to néu chudi “c/c/,,” 1a
chudi con ciia A; thi (P¢/)>’ & (Pc]f+1)>>(]+1) # 0.

O chiéu nguoc lai néu hai ky tu bat ky ¢/ va ¢/ trong Aj
ma c6 Pc} & (Pc})”" # 0 thi c6 thé xdy ra céc trwong
hop:

Néu Pc; & P¢j # 0 thi ching t6 ¢; = ¢/, Pc] = Pc]
va trén Pc/ c6 t6i thiéu 2 bit 1 ké nhau, n6i cach khac
¢} nam ké nhau t6i thiéu 2 lan trén A% va A,.

Néu Pc; & Pcj = 0 thi ching to ¢/ # ¢/ va ton tai it
nhat mot vi tri caa ¢] nam léch mot don vi o vai vi tri
cuacj trén Ag va Ay,

Hai phan tich & trén cho thay néu Pc; & (ch’)>>1 #0
thi “c; ¢ 1a chudi con cua A;.

Tir céc két luan & trén dé kiém tra A% c6 phai la chudi con
cia A, hay khong, ching ta chi can kiém tra
(P & (Pcp)”? & & (P])” & .. & (Pc)”t # 0.

Tuy nhién trong Pinh Iy 1 lai st dung tap PAY =
{Pay, Pa¥, ...,Pal}Ia danh sach mang nhj phan biéu
dién vi tri ky tu da giy nhiéu cia chudi A, thay vi sir
dung tap PAs = {Pa,, Pa,, ..,Pa, }. Theo Dinh nghia
2, mdi phan tr Pal = Pa;|| (PY); trong d6 (PM);la
mang bit ngau nhién cé t6i da la a bit 1. Vi vay cdng thac
sau sé duoc bién doi:

(Pe™) & (Psy? & & (P™) & ..
&Pyt # 0o
(PC“'(PaN)l)»l &(PC%”(P,{,V)Z)»Z & .. &

’ »j ,
(PilIBY);)” & & (PCII(P))™ # 0 &
»j

& ..& (Pc))™Y)
>t

((Pc))”t & (Pcy)™? & ...& (Pcf)
1(PM),”! & (P2, & & (PY);” & ..& (PY),

P, & (BN, & & (PY)” & ..& (BY),”" 14 biéu thirc
tac dong sai s6. Khi két qua biéu thirc nay 1a mot chudi bit
khéc 1 c6 thé din dén viéc kiém tra A% 1a chudi con cua
A, s& ¢6 sai s6 theo mot ty 1é dwong tinh gia phu thudc
vao do dai v cua chudi Ay, do dai t cia chudi con Al va
tham s a. Bai toan xac dinh sai s6 chuyén vé dang tinh
X4&c suat d& ma tran nhi phan ¢& txv véi téi da a bit 1 mdi
dong cd t6i thiéu 1 cot toan bit 1. Tuy nhién, ngay ca khi
biéu thirc néu trén tra vé chudi bit khac 0 thi ciing chua
hin gay ra dwong tinh gia néu truéc do biéu thuc sau tra
vé chudi bit khéc 0:

)% 0

»>2 >t

(P & (Pcy)™2 & .. & (Pc!)” & ...
1 2 ]
& (Pc)”t # 0

Twong ty, ching ta c6 thé chimg minh nhan xét: A% chic

chan khong phai la chudi con cua A néu va chi néu:
> j

P & Py 2 & . & (PeN) & ..

& (PciM)”t = 0.
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Vi du 2. Kiém tra chudi ky tu A, = "abc" c6 phai la
chudi con cua A; = "aabcdadb" khdng?

Theo vi du 1, ching ta ¢6C = {a,b,c,d}, PAY =
{Pa",PbN,PcN,Pd"} véi Pa¥ = 00101011, PbN =
11100100, PcM¥ = 10001000, Pd” = 01011011.

Dua vao dinh ly 1, tinh (Pa™)>?, (PbY)?2, (PcV)>3 sau
d6 so sanh:

(PaM)?! & (PbM)?2 & (PcM)?2 v6i 0.

(Pa¥)>1 =10010101,  (PbN)>2 = 00111001,

(PcV)y»3 = 01101011

(PaV)”>! & (PbV)>2 & (PcM)™>3 = 00000001 # 0. Vay
két luan A% c6 thé 1a chudi con cua A,.

Nhan xét: Sir dung danh sach mang nhi phan biéu
dién vi tri ky tw da gay nhiéu caa chudi A, giup che
giau di moi lién quan gitra cac vi tri caa cung mot ky tu
ciing nhu tan suat xuat hién cuia mot ky tu trong chudi As.

Pinh nghia 3. Cho A ={a,, a,,..,a,} la tap z cac
ky tu caa bang chir cai anphabet, cho g 1a mot sé nguyén
t6 16n, tap VA = {Va,, Va,,..,Va, } duoc goi la tap
gia tri bi mat dai dién cho céc ky tw ciia tip A dwa trén
q Vé6i Va; dai dién cho a; va Vaj dai dign cho a; néu:

Va; >q,Va; >qVi,j(1<ij<
z),Va; vaVa;lacac s6 nguyén
1< Ve, - Ve < 9/,

Dé sinh duoc céc phan tir cua tap VA théa man dinh
nghia 3, ta c6 thé lya chon ngau nhién mot s6 co so V >
g,saudotinhVa; =V + g, Voil < g, < q/2 sao cho
Val- * Va],Vl,](l < l,]SZ)

Pinh nghia 4. Cho chudi ky tu A; = "c;c; ...c," va
PAY ={Pal, Pd}, ..,Pa}} (1 < g <v) la danh sach
mang nhi phan biéu dién vi tri ky tw da giy nhiéu cia
chudi A, cho tap ky tw A = {a;, a,, ...,a, }, cho q la s6
nguyén t6 16n va VA = {Va,, Va,,..,Va,} la tap gia
tri bi mat dai dién cho cac ky tu caa tip A dua trén q.
Chi muc Index2 cia chudi A, 1a tap IP,, =
{(ay 1PaY), (I, 1PAY), ..., (Lo, 1PaY )} voi 1 < i <
g, va mdi phan tir 1a mét tuble (I,,IPal). Gia trj cua
mot tuble (I, IPa}’) dugce xéc dinh nhu sau:

ly; =Va;+ ki xquoiVa; € VA,
k; 1a s6 nguyén ngau nhién riéng biét cho moi I,,
IPa{V — (Pag\/)>>(kAS+Vai)

Véi ky, la s6 nguyén ngau nhién ding chung cho
moi IPa
Nhén xét: Cach thuc xay dung va sir dung chi muc nay

twong ty nhu md hinh cua 6 khéa két hop (combination
lock) trong thyc té nhung d¢ phuc tap dé mo khoa sé cao

SO 04 (CS.01) 2022

hon, bai s6 ddy ma can lan s& I6n hon va sé luong gié tri
s0 dé lua chon trong mot day sé nhiéu hon.

Giai thuat xay dwng StringIndex nhu sau:
Algorithm: BuildStringIndex
Input

Ag = "cyCy ...c,": chudi ky tu rd nhay cam can xay
dung StringIndex twong (ng;

q: s6 nguyén t6 lon;

VA = {Va,, Va,,..,Va, }: tap gia tri bi mat dai
dién cho z ky tu cua bang chir cai dua trén g;

a: 1a tham sb gy nhiéu tiy chon;
Output

Tap IP,: dai dién cho chi muc StringIndex cua
chudi A;;

Cac bwéc thuc hién

(1) Xac dinh tap C = {ay, a, ... ,a,} 1a tap cac ky
tu phén biét cia A, 1 < g < v;

(2) Xay dung PA, ={Pa,, Pa,, ..,Pa,} la
danh sach mang nhi phan biéu dién vi tri ky tu
cia chudi Ag;

(3) Xay dung PAY ={Pay, Pal, ..,Pa)} la
danh sach mang nhi phan biéu dién vi tri ky tu
da gay nhiéu cia chudi A, vai tham sb «;

(4) Xay dung tap IP,, =
{(1ay, 1PaY), (I, 1PAY), ..., (I, 1PaY )}
v6il1<i<g;
Sinh s6 nguyén ngau nhién k,_;
Fori = 1tog
Begin
Sinh s6 nguyén ngau nhién k;
v&i A la tham s bao mat;
Va; < f¥(a;,VA)
v&i f¥ la ham tra vé phan tk
Va; trong VA ma dai dién cho
ky tw a;;
Iy, =Va; + ki xq;
IPal = (PalM)>kastVan.
End
(5) Return [P, ;
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Bang 1. M6 ta cdu tric cua StringIndex

StringIndex
Plaintext Characters
I, IPa}
00101010 01011001
00011011 10011100
A; = "aabcdadb"
01010011 00010001
10000110 01101101

C. Truy van trén chi muc StringIndex

Theo dinh nghia 4, chi muc StringIndex cua chudi ro
nhay cam A la tap IP,, v6i mdi phan tr 1a mot bo
(Ig, IPal) trong d6 I, = Va; + k; * q (v6i Va; € VA va
k; 1a s6 nguyén ngau nhién riéng biét cho mdi I,,). Trén
co 56 ndy, chudi con A; tai Proxy s& duoc bién doi thanh
mot tap gid tri dai dién co ban chat twong tu nhu I, d¢ co
thé truy van d}rqc Erén StringIndex. Goi TranQuery la
thuat todn bién doi chudi con Al = = c1¢; ..c; thanh tap
I={l, % PP c'} (vai t = len(AL) ) dé ¢ thé truy van

dugc trén chi muc Stringindex. Khi d6 thuat toan
SearchOn_StringIndex dugc md ta nhu sau:

Algorithm: SearchOn_StringIndex
Input

I={u 1y, .01} két qua tra vé cia ham
TransQuery(.) Véi tham sé dau vao la chudi

con A;
1B, = ((lay 1Pa), (1 1P . (1, P

gia tri StringIndex dai dién cho chudi ky tu rd
nhay cam Ag = c¢;¢; ... Cy;

Output

True: néu A’ 1a chudi con cua A, véi mot ty 18
duong tinh gia xac dinh;

False: néu A’ khong la chudi con cua Aq;

Cac bwéc thuc hién

(1) Xay dung tap SB = {(., IPc;"), (I,
1Pcy™), o, (g, IPci™)} v6i m&i phan tu (Ic{r
1Pc;" ) tuong tmg voi mot phan ti (I, IPa)') €
IP,, (1<i<t1<j<wv). Mdgia xdy dung SB nhu
sau:

SB = {0},

Fori=1tot

Begin
Forj=1tog
Begin
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if ([ci’ — Iaj)mod q = 0 then
Begin
Ic{ = Iaj ;
1P = IPal;
SB = SB.Add((ls IPc™);
Break;
End

End
End

(2) Bién ddi tap SB bang cach giit cé dinh IPc}Y
véi moi IPC{N thuc quay vong bit trai hodc quay vong
bit phai mét lugng bias, (2 < i < t). Ma gia nhu sau:

Fori=2tot
Begin
0= (IC{ - Ic{) mod q
4
if > <0 < qthen
Begin
L q
bias = —1 * (9 _E)

IPcN = (IPcj™)«Ibias]

End
; q
Elseif 0 <0< >
Begin
bias = 0

IPcN = (IPcjN)> bias
End
End

(3) Kiém tra A, c6 la chudi con cua A, hay khong:

»1 >2 i
IF 1PN A IPSY " A A IPEN T A A
SNt
IPc, # 0 then

Result = True
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Else
Result = False
(4) Return Result

Nhan xét: ham SearchOn_StringIndex cé toc do
thyc thi cao do chi can thyc hién cac phép “And Bitwise”
don gian dé tra vé két qua.

V. PHAN TiCH BAO MAT CUA CHIi MUC
STRINGINDEX

Gia str ké tan cong ciing biét trudc tap chudi ky tu ro P.
Ké tan cong biét tap miu PI (chia cac gia tri
StringIndex) twong ung véi mot tip mau P’ nao d6 la
con cua P (ké tin cong khong biét P'). Gia sir tap P ¢6
10000 chudi rd, tap PI c6 100 phan tir twong (ng Véi tap
P' c P. Ké tin cong thdng ké s lan xuat hién cia mdi ky
tu phan biét trong tirng chudi ky tu rd cua tap P, sau do
thong ke tiép s6 1an xuét hién cua cac bit c6 gia tri 1 trong
ting chudi IPal trong mdi chi muc StringIndex thudc
tap PI. Khi d6 voi mdi tap s6 liéu thdng ké cua tirng phan
tir trong tap PI, ké tin cong sé& so sénh lan luot vai tap sb
lieu thdng ké caa tirng chudi ky tu rd trong tap P dé tim
su trong ddng, théng qua do6 suy luan dugc chudi ky tu rd
tu StringIndex.

Goi Ny, Ny, ..., Nigooo lan luot 1a cac tap hop mod
phong s6 lwong cac ky tu trong mdi phan tu cua tap P, véi
N; = {num,, num,,.., numgy} vanum; la s6 luong
cua ky tu a; trong phan tir tha jcua tap P (1<) <
10000,1 <i < g'). Goi N{, Ny, ..., Nioo lan luot 12 céc
tap mod phong sb luong bit gia tri 1 trong ting chudi IPal’
cua mdi chi muc Stringindex thudc tap Pl,, N/ =
{numj, num,, ... , numg} voi num; la s6 luong bit 1
trong chudi IPal cua chi muc StringIndex thir j cta tap
PI(1<j<100,1<i<g).

Véi méi tap N; ke tan cong sé& so sanh véi timg tap N;
dé tim ra cac diém tuong dong va suy luan chudi ky ty ro
tuong wng véi StringIndex. Tuy nhién, trong thuat toan
BuildStringIndex sit dung hang s6 gay nhidu bi mat
a # 0 dé gan thém cac chudi bit ngiu nhién c6 s luong
bit gia tri 1 bang a vao cac chudi IPal, diéu nay 1am sb
luong ky tu a; trong ban ré s& khac véi so luong bit 1
trong chudi IPal cua Stringindex twong ung, bén canh
d6 sy twong quan vé sb lugng bit 1 giira hai chudi IPal’
va IPa}’ bt ky cua cling mot chi muc StringIndex ciing
s& bi che mo (vi du: mot chudi A ¢6 x ky tu a; vay ky tu
a;, khi d6 trong StringIndex sé thdng ké dugc x’ bit 1
trong chudi IPa} va y’ bit 1 trong chudi IPa)’. K¢ tan
cong khong tim thiy méi lién quan nao gitra cap (x, y) va
(", ¥))-

VI. PANH GIA HIEU QUA TRUY VAN TREN CHi
MUC STRINGINDEX

Dé danh gia tinh hiéu qua cia mo hinh dé xuat trong
bai béo, trong phan nay ching tdi thuc hién mot sé phan
tich vé& do phac tap thuat toan tim  kiém
SearchOn_StringIndex cling nhu thuc nghiém trén
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dir liéu thuc dé kiém tra tinh hiéu qua dya trén cac tiéu chi
vé: ty 18 loc va ty 18 15i cua tap dir liéu ma sau mdi lan
truy van trén StringIndex so véi truy van trén chi muc
hd tro tim kiém dugc xay dung dua trén bo loc Bloom
[13-16]

A. Phan tich hi¢u qua thugt toan dya trén thic nghiém

Theo tai li¢u [17], ching toi sir dung cac tham s6 vé ty
I& loc (FIR ) vaty I& I6i (FAR ) d danh gia hiéu qua
ctia c4c lénh truy van trén StringIndex theo cong thic:

NR - Nlndexl

FIR =
NR - NResult

Nlndexl - NResult

FAR =
Nlndexl
Trong d6 Ny 1a sb luong ban ghi cia quan hé R,
Ngesue 12 86 Tugng ban ghi tra vé khi truy van di ligu ro
trén R, Nypgey 12 56 ban ghi ma tra vé sau khi truy van chi
muc StringIndex trén RE,

Dir ligu thir nghiém: 1 triéu ban ghi bang LINEITEM
trong co so dit liéu TPC-H [28] 1am ddi twong thuc hién
céc thir nghiém va sir dung cot L COMMENT dé tao cac
chi myc StringIndex va BloomIndex.

Goi FIR, va FAR; lan luot 1a ty 1& loc va ty 1& 13i khi
truy van trén chi muc BloomIndex. Tuong tu goi FIR,
va FAR, lan luot 1 ty 1¢ loc va ty 1¢ I3i khi truy van trén
chi muc StringIndex.

Trong mdi kich ban thir nghiém, ching t6i sir dung mot
s diéu kién truy van chudi con nhu bang sau dé thu
nghiém va danh gia, véi S;, S,, S; la cac chudi con c6 s6
ky tu twong ng la 2, 8, 16.

Bdng 2. Céc diéu kién truy van si dung trong thiz nghiém

Query Condition
Q1 L_COMMENT like ‘%S;%’
Q2 L_COMMENT like ‘%S,%’
Q3 L_COMMENT like ‘%S;%’

Ung véi mdi truy van Q1, Q2, Q3 ching toi sir dung 30
mau chudi con S;, S,, S; dé thr nghiém, cac gia tri
FIRy,FAR,,FIR,, FAR, tai mdi kich ban truy véan s&
dugc tinh bang trung binh cong cac két qua tra v&. Ching
t6i s dung thém mot tham sé m dai dién cho chiéu dai
cua BloomIndex dé 1am dai luong so sanh sy bién dong
cua ty 1¢ loc, ty 1¢ 18i khi truy vén.

Chon N = 1000000, véi m ting dan tir 128 dén 512
lan luot thuc hién céc truy van Q1, Q2, Q3 va tinh toan
FIR,, FAR,, FIR,, FAR,. Két qua dugc tong hop dudi
biéu d6 trong Hinh 1.

Tir bidu dd c6 thé thdy gia tri FIR2 ludn c¢6 xu huéng
tiém céan giad tri 1, FAR2 luon xu huéng tiém céan gia tri 0,
didu nay khing dinh hiéu qua loc dé loai bo céc ban ghi
khéng thoa man truy van ciing nhu ty 1¢ 13i cua mo hinh
sau khi truy vén trén chi muc StringIndex 14 rat tot va
vuot troi so véi truy van trén chi muc BloomIndex.
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Hinh 1 ciing thé hién dugc su tic dong do dai m Ién
hiéu qua truy van trén BloomIndex, khi m ting thi cac
duong FIR, tiém can dan vé gié tri 1 hon va duong FAR,
tiém can dan vé gia tri 0 hon. Trong khi d6 FIR,, FAR,
van luén 6n dinh va khong phu thudc vao chiéu dai cua

chi muc StringIndex, ndi cach khac hiéu qua loc cia mé
hinh truy van trén StringIndex khong phu thugc vao do
dai dit liéu rd ban dau.

Ql Q2
1,2 1,2
1 1
08 A FR1 || 08 T — - FIR1
0,6 05
0 _ - FaRL |l FaRL
0,2 r— - - . - . . . . - - . FIRZ 0,2 FIRZ
M —F—FAR2 0 e ——FAR2
125 160192 224 756 286 320 352 364 416 448 480 512 128 160 192 224 256 285 320 352 384 416 445 450 512
m m
Q3
1,2
1 _
0E = FIR1
0,6
iy P o FAR1
02 FIRZ
i ——————————————— ——FAR2
128 160 192 224 256 25 320 352 364 416 445 480 512
m
Hinh 1. FIR1, FAR1, FIR2, FAR2 vdi truy vin Q1, Q2, 03 trong truong hop m € [128,512]
B. Phan tich do phic tgp thudgt  toan VII. KET LUAN

SearchOn_StringIndex

Thuat todn SearchOn_StringIndex su dung cac phép
toan s6 hoc co ban trén cac chudi bit trong 2 vong lap c6
s6 budc lap la céc gia tri g va t. Trong d6 g 1a sb lugng
ky tu phan biét trong mdi chudi rd trude khi duoc ma hoa
(gi& tri ndy nho hon sé lwong ky tu trong bang chir cai
latinh) va t la chiéu dai chudi con can tim kiém. Khi d6
v&i n ban ghi trén quan hé RE thi @6 phirc tap cua thuat
toan uéc chung O (kn) Véi k 1a hing sé. Duéi day la
bang so sanh d0 phac tap cua thuat toan
SearchOn_StringIndex so véi mot sé thuat toan truy
van trong cac nghién ciru trude do.

Bang 3. So sanh do phirc tap thudt toan
SearchOn_StringIndex Voi cdc cong trinh truoc do.

Cong trinh BQ phﬁﬁ tap S0 Vbr}g
tim kiém truy van
[18] 0(mn) 1
[19] 0((m + occ)n) 3
[20] 0 (Am + occ) 3
[21] 0(nm) 2
[22] O(m+ occ)n >=1
SearchOn
StringIndex 0 (kn) !

Trong bang 3, m la chiéu dai caa chudi con truy van, n
Ia kich ¢& cua van ban hoic s ban ghi, z la kich ¢ tir
dién, occ 1a s6 1an xuét hién cua chudi con trong mdi ban
rd, A 1a tham sb bao mat.
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Bai bao nay nghién caru mot ky thuat méi cho phép xay
dung chi myc hd trg tim kiém cho dix liéu kiéu ky tu dwoc
ma hoéa trong cac co s¢ dir lieu thué ngoai. Str dung md
hinh Proxy, chung t6i da trinh bay day du cac budc tir
GenSecretMetadata, BuildStringIndex, TranQuery
cho dén QueringOn_StringIndex dé lam co so thyc
hién cac truy van chudi con trén truong dir liéu ky tu ma
hoa. Bén canh d6 nghién ctru da chi ra kha ning bao mat
cua chi myc trudc cac tan cong phan tich thdng ké tan
Sut, tn cong biét truéc ban rd, ... ciing nhu hiéu qua truy
van dya trén cac két qua thuc nghiém do dac ty 18 loc va
ty 1¢ 13i cua tap két qua thu duoc sau trén ServerSite. Cac
¥ tudng trong bai bao ma ra mot cach tiép can méi trong
bai toan SE ndi chung va trong k¥ thuat truy van chudi
con trén di liéu mé& néi riéng.
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BUILD AN INDEX SUPPORTING EXACT SEARCH
OF SUBSTRING ON ENCRYPTED RELATION
DATABASE

Abstract - This research develops a new technique that
allows to accurately and directly search for the existence
of any substring on encrypted records in an relation
database. To solve the above idea, the paper proposes that
each sensitive character data that needs to be encrypted on
relation database will be transformed into two encrypted
versions. The first version is the result of plaintext data
encryption by standard encryption algorithms such as
AES, DES, etc. The other version is a special index value
(StringIndex) built on the new structure we propose as
“a binary arraylist representing the noisy character
positions of an explicit string”. The exact search for
substrings through LIKE syntax will be performed on
each index using the SearchOn_StringIndex
optimization algorithm with high performance and data
redundancy of the result set after querying on an
outsourced database is very low. In addition, the
StringIndex is proven to have good security and data
leakage resistance against today's common attack types.

Keywords — outsourced database, searching index,
noisy character position, substring search
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