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Tém tit: Gan day, DGA da tré thanh k¥ thuat duoc sir
dung rong rai bai nhidu ma doc noi chung va cac botnet néi
riéng. DGA cho phép cac nhom tin tac tw dong sinh va dang
ky cac tén mién cho cac may chu C&C cua cic mang botnet
dé tranh bi dua vao danh sach den va vo hiéu hoa néu su
dung tén mién va dia chi IP tinh. Nhiéu dang k¥ thuat DGA
tinh vi dugc phat trién va sir dung, nhu character-based
DGA, word-based DGA va mixed DGA. Cac ky thuét nay
cho phép sinh tir cac tén mién don gian 1a t5 hop ngau nhién
ctia cac ky tu dén cac tén mién phurc tap 13 t6 hop cua cac
tir ¢6 nghia tuong ty nhu cac tén mién binh thuong. Piéu
nay gay kho khan cho céc giai phap giam sat, phat hién
botnet néi chung va DGA botnet n6i riéng. Nhiéu giai phap
c6 kha ning phat hién hiéu qua cac tén mién dang
character-based DGA, nhung khong thé phat hién cac tén
mién dang word-based DGA va mixed DGA. Nguoc lai,
mot sé dé xuit gan day c6 thé phat hién hiéu qua cac dang
tén mién word-based DGA, nhung lai khong thé phat hién
hidu qua cac tén mién cua mot sO dang character-based
DGA. Bai bao nay dé xuAt mot mo hinh dua trén hoc két
hop cho phép phat hién hiéu qua hau hét cac ho tén mién
DGA, bao gdm ca character-based DGA va word-based
DGA. Mb hinh dé xuat két hgp hai mo hinh thanh phan,
gdbm mo hinh phat hién cac tén mién ho character-based
DGA va mé hinh phat hién cac tén mién ho word-based
DGA. Cac két qua thir nghiém cho thiy mé hinh két hop
dé xuat c6 kha ning phat hién hiéu qua 37/39 ho DGA
botnet voi ty 1€ phat hién dat trén 89%.

Tir khoa: Character-based DGA botnet, Word-based
DGA botnet, Phat hién DGA botnet, Phat hién DGA botnet
dua trén hoc hoc két hop.

l. GIOITHIEU

Trong thép ky vlra qua, cac mang botnet dugc xem la
mot trong cac mbi de doa bao mat chinh d6i v6i cac co
quan, t& chtre, cac hé thong ¢6 két ndi Internet va ca nguoi
dung Internet [1][2][3]. D1eu nay la do céc botnet cd lién
hé truc tiép, hodc gian tlep v6i nhidu dang tén cong va lam
dung trén Internet, nhu tin c6ng DDoS, lan truyén cac dang
phan mém dgc hai, giri thu rac va danh cip cac thong tin
nhay cam [4]. Vao ndm 2019, hé théng mang cta T& béo
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Telegram d chiu mot cude tin cong DDoS ¢d qui mo rat
16n. Cudc tin cong nay dugc cho l1a khoi phét tir Trung
Qudc va c6 lién quan dén phong trao biéu tinh phan déi &
Hong Kong trong ndm 2019 [3][4]. Theo mdt bao cao an
ninh mang cua cong ty Symantec, khoang 95% email gui
trén mang Internet trong nam 2010 1a thu rac dugc tao va
gui boi cac botnet [1]. Hon nira, nhiéu dang tan cong va
lam dung nguy hiém khéac dugc hd trg boi cac botnet, bao
gdm tin cong chén mi trén cac trang web, gia mao URL
va gia mao cac may chi DNS [1][2].

Noi chung, mot botnet 1a mot mang cua cac bot. Mot bot
la mot dang ma doc dac biét hoat dong trén mot thiét bi c6
két ndi Internet. Thiét bi nay co thé 1a cac may tinh, dién
thoai thong minh hodc céac thiét bi IoT. Bot thuong dugce
cac nhém tin tic tao ra duoc goi 1a botmaster. Khi bot 1ay
nhiém va hoat dong trén mot thiét bi, né cho phép
botmaster diéu khién thiét bi tir xa. Botmaster thuong sur
dung mot hé théng diéu khién, dugc goi 1a cac may chu chi
huy va diéu khién (Command and Control - C&C) dé diéu
khién va duy tri botnet [4][5][6]. O mot phia, botmaster
guri cac 1énh va ma cép nhat 1én may chu C&C cua botnet.
O phia ngugc lai, cac bot trong botnet dugc 1ap trinh dé sir
dung cac kénh truyén thong dé nhan 1énh va ma cap nhat
tir cac may chu C&C. Céc bot cling guri trang thai hoat dong
cta chung cho cac may chi C&C.

Céc bot trong mot botnet dinh ky giri céc truy van DNS
chira cac tén mién cia may chu C&C dén hé thong DNS
cuc bo dé tim dia chi IP dé két ndi dén may chu C&C. pé
tranh viéc cac may chu C&C bi dua vao danh sach den va
bi v hiéu hoa néu sir dung tén va dia chi IP tinh, botmaster
thuong sir dung mot k¥ thuat dat biét dugc goi la Fast Flux
(FF) hodc Domain Generation Algorithm (DGA) dé tu
dong sinh va dang ky cac tén mién cho may chiu C&C ctia
botnet [4][5][6]. Cac bot trong botnet cling dugc trang bi
kha nang ty sinh céc t&€n mién st dung cung ky thuat DGA
nhu bén may chu, sau d6 tao va giri truy van tén mién den
hé thong DNS cuc bg. Nho vay, céc bot trong botnet van
¢6 thé tim dugc dia chi IP cua may chu C&C dé két ndi,
nhu biéu dién trén Hinh 1. Do ky thuat DGA dugc st dung
rét phd bién trong cac botnet, nén cac botnet sir dung k¥
thudt nay duogc goi 1a DGA botnet.

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 103



MOT MO HINH PHAT HIEN DGA BOTNET DUA TREN HOC KET HOP

DGA & SEED

DNS Query: rwabubwunur.org

T —

NXDOMAIN :DNS REPLY "

N .

NXDOMAIN :DNS REPLY

'NXDOMAIN :DNS REPLY
—

77.233.102.135 :DNS REPLY

DNS Query: atrrzwge.com

DNS Query: fegctevhgl.net

| |
l |
| =) (=5
| g'. ks vesvw.info SN rwabubwunur.org |
| S 77.233.102.135 atrrzwge.com i |
| BOTMATTER fegctevhgl.net A |
vesvw.info
S |
e e e B l
1 |
H
Fe |
Q= rwabubwunur.org |
§ : atrrzwge.com |
o8 fegctevhgl.net
Q3 vesvwinfo |
|
|
|
|
|
|

DNS Query: vcsvw.info
-~

DNS SERVER |

Hinh 1. Vi dy mot botnet su: dung ky thudt DGA dé sinh, ding ky
vd truy van tén mién may chii C&C

C6 thé chia cac ky thuat DGA thanh 3 dang dua trén
phuong phap sir dung dé sinh cac tén mién cua chung: (1)
character-based, (2) word-based va (3) mixed DGA [7]. K§
thuat character-based DGA thuong sir dung t6 hop ngau
nghién cac ky tu tiéng Anh dé tao tén mién. Cac botnet,
nhu cryptolocker, emotet va feodo 1a cac botnet dién hinh
sir dung character-based DGA dé sinh tén mién. Nguoc lai,
ky thuat word-based DGA thudng sir dung t6 hop cac tir
tiéng Anh 1§y tr cac danh sach danh tir, dong tr, tinh tir
dung sin dé tao tén mién. Céc tén mién duoc tao sur dung
ky thuat word-based DGA thudng c6 nghia va rat giéng
cac tén mién binh thudng. Cac botnet, nhu bigviktor,
matsnu va suppobox 1a cac botnet dién hinh st dung k¥
thuat word-based DGA dé sinh tén mién. K¥ thuat mixed
DGA sir dung két hop ca hai ky thuat character-based va
word-based DGA. Theo d6, mét phan tén mién dugc sinh
sir dung k¥ thuat character-based va phan con lai dugc sinh
sir dung k¥ thuat word-based. Banjori 1a botnet dién hinh
sir dung ky thuat mixed DGA d¢é sinh cac tén mién. BANG
. cung cap mot s dang DGA botnet va cic mau tén mién
tu sinh.

BANG I. MOT sO DANG DGA BOTNET VA CAC MAU TEN MIEN

Ho K¥ thuat X s
botnets GA Mau tén mién
ryojulmtdxljnkn.biz
crypto- character- -
locker based |cfpkabnmsse.org
kynkbkflfrlgex.biz
character- affvqugewqpbcbic.eu
emotet amxecvgvhfequgpo.eu
based :
atqanjgnftfsnywb.eu
character- hmvmgywkvayilcwh.ru
feodo b xvmzegestulhtvgz.ru
ased . .
hjpyvexsutdctjol.ru
knowredpermit.art
bigviktor | word-based | winstilllandscape.club
helppurpledistance.fans
row-closed-bid.com
matsnu word-based | brushpot-guide.com
sort-address.com
necessarypower.net
suppobox | word-based | pleasantcountry.net
necessarycountry.net
ztgxrasildeafeninguvuc.com
banjori mixed vdrgrasildeafeninguvuc.com
umdhrasildeafeninguvuc.com

Do tinh chét nguy hiém cta cac botnet, nhiéu giai phap
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giam sat va phat hién botnet néi chung va phat hién DGA
botnet néi riéng da duoc nghién ctru, dé xuat. Co thé néu
ra mot s6 dé xuat tiéu biéu nhu Hoang va cong su [4][7][8],
Truong va cong su [9], Charan va cong sy [13]... bay la
céc dé xuét cho nhiéu két qua hira hen do dat duoc d6 chinh
xéc cao va ty 1¢ canh bao sai thap. Mic du vay, mdi dé xuat
chi hoat dong tdt trén mot dang DGA botnet, hodc mot tap
dir liéu cu thé. Ching han, Hoang va cong su [4][8] va
Truong va cong su [9] chi ¢6 kha ning phat hién tét cac ho
character-based DGA botnet ma khong thé phat hién cac
word-based, hodc mixed DGA botnet. Nguoc lai, Hoang
va cong sy [7] va Charan va cong su [13] lai c6 kha nang
phat hién t6t cac ho word-based DGA botnet, nhung khong
thuc sy hiéu qua voi character-based hoic mixed DGA
botnet. Nham giai quyét van dé trén, bai bao nay dé xuét
moé hinh phat hién DGA botnet nham két hop nhiéu mé
hinh phat hién riéng 1¢, cho phép phat hién hi¢u qua nhiéu
dang DGA botnet.

Phan tiép theo ciia bai bao duoc bd cuc nhu sau: phan I
khao sat mot s nghién ctru ¢6 lién quan, phan III mo ta mo
hinh phat hi¢n DGA botnet dé xuét dua trén hoc két hop,
phan IV trinh bay céc thir nghiém va két qua va phan V 1a
két lun ciia bai béo.

ll. CAC NGHIEN CUlPU LIEN QUAN

Muc nay khao sat mot s6 nghién ciru ¢6 lién quan dén
phat hién cac dang DGA botnet dya trén hoc may va hoc
sau, bao gom Hoang va cong su [4][7][8], Truong va cong
su [9], Qiao va cong sy [11] va Charan va cong su [14].

Hoang va cong su [8] dé& xuit mot phuong phéap phat
hién botnet dya trén hoc may st dung phan tich truy van
DNS. Bai bao su dung cac k¥ thuit hoc may c6 giam sat,
bao gdbm Naive Bayes, kNN, cdy quyét dinh va rimg ngau
nhién dé xay dyng cac m hinh phat hién cho phan loai cac
tén mién sinh va sir dung boi botnet va cac tén mién binh
thu&mg Mo hinh de xuét trich xut 18 dic trung phan loai
cho mdi tén mién, bao gdm 16 dic trung thong ké n-gram,
1 dac trung phan bd cac nguyén 4m trong tén mién va 1 dic
trung entropy ctia cac ky tur trong tén mién. Cac két qua thir
nghiém cho thdy hau hét cic ky thuat hoc may déu cho do
chinh xac phat hién khé quan, trong d6 thuat toan rung
ngiu nhién cho d6 chinh xac cao nhat (dat trén 90%) va ty
1¢ canh béo sai thdp nhat. Han ché cua mé hinh d& xuit 1a
chi c6 kha nang phat hién cac character-based DGA, ty 1€
canh bao sai con kha cao (dén 9,30%) va tap dir liéu thir
nghiém tuong d6i nho, c6 thé anh huong dén do tin cay cta
két qua.

Trong mot nghién ciru tiép theo, Hoang va cong sy [4]
d& xudt mot mé hinh cai tién cua [8] sir dung thuat toan hoc
méy rimg ngiu nhién nham ting do chinh xac phat hién va
giam ty 1¢ canh bao sai. M6 hinh dé xuat sir dung mot tap
g0m 24 dic trung phan loai cho mdi tén mién, bao gom 16
dic trung théng ké n-gram, 6 dic trung thong ké tir vung
cho nguyén 4m, phy 4m, chit s6 va 2 dic trung entropy cho
ky tur va gia tri ky vong cho tén mién. Cac thir nghiém trén
tap dit liéu gdm 100.000 tén mién binh thuong va 153.000
tén mién DGA cho th?iy, mé hinh d& xuét dat @6 chinh xac
trén 97% va ty 1€ canh bao sai khoang 3%. Mo hinh ciling
¢6 kha nang phat hién hiéu qua hiu hét cac ho DGA botnet.
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Tuy vay, han ché 16n nhit ciia mé hinh d& xuét 1a n6 khong
thé phat hién cac ho word-based, hodc mixed DGA botnet.

Ciing nham phat hién cac character-based DGA, Truong
va cong su [9] dé xuat mot phuong phap phat hién cac
botnet tyr dong sinh cac tén mién dua trén cac dic trung luu
luong DNS. Nghién ciru sir dung céc dic trung tén mién,
bao gdm d¢ dai va gia tri mong doi ciia tén mién dé phan
biét cac tén mién sinh ty dong (PDN) va tén mién binh
thuong. Gia tri mong dgi cua tén mién dugc tinh toan dua
trén phan bd ky tu ctia 100.000 tén mién thong dung nhat
trén bang xép hang cua Alexa [16]. Nam thuat toan hoc
méy, bao gdbm Naive Bayes, kNN, SVM, cay quyét dinh va
rimg ngau nhién dugc sir dung dé xay dung cac bo phan
loai. Két qua thir nghiém trén tap dir lidéu 100.000 tén mién
binh thudng va 20.000 tén mién PDN cho thdy, phuong
phap dé xuat dat 6 chinh xac phat hién chung cao nhét 1a
92,30% v&i thudt toan cay quyét dinh. Mac du d6 chinh xac
phat hién cta phuong phap dé xuit kha cao, nhung ty 1&
canh bao sai tong cling twong dbi cao, khoang 7,70% trong
truong hop tot nhat. Ngoai ra, phuong phap dé xuét ciing
khong thé phat hién cac ho word-based, hoic mixed DGA
botnet.

Theo huéng sir dung hoc sau, Qiao va cong sy [11] dé
xuat phuong phéap phan loai cac tén mién DGA sir dung k¥
thuat hoc sau LSTM v01 co ché chii . Trong phuorng phép
de xuit, mdi tén mién dugc dwa qua qua trinh tién xur 1y
gdm cac budc: tach, dém va nhang cac chudi ky tu. Tén
mién sau d6 duoc chuyén ddi thanh mot ma tran 54x128
cho huan luyén va kiém thir. Cac thir nghiém trén tap dir
liéu gdbm 1 triéu tén mién thong dung nhat theo xép hang
cia Alexa [16] va 1.675.404 tén mién DGA cho thiy
phuong phap d& xuét dat d6 do F1 trung binh 1 94,58%.
Uu diém cta phuong phap 1a dat 6 chinh xac cao va loai
bo dugc qua trinh trlch chon cac dac trung. Tuy nhlen
phuong phép d& xuit ciing chi phat hién tét cac tén mién
character-based DGA. Ngoai ra, ty 1& canh bao sai tong
ciling con tuong ddi cao, khoang 5% tinh theo do do F1.

Tap trung phat hién cac word-based DGA botnet, Hoang
va cong sy [7] d& xuit mot mo hinh phat hién word-based
DGA botnet dya trén hoc may c6 giam sat. Cac tac gia dé
xudt trich xudt 16 dic trung phan loai cho mdi tén mién,
bao gdm cac dic trung thong ké tir loai, phan bd nguyén
am, chir sd, ky tu dac biét va do dai tén mién. Cac danh
sach chira cac danh tir, dong tir va tinh tir tiéng Anh ma cac
word-based DGA botnet thuong s dung cling duoc xay
dung dé hd tro trich xut cac dic trung. Nhiéu kich ban thur
nghiém di duogc thue hién va cac két qua khing dinh, mo
hinh dya trén cay quyét dinh J48 cho két qua phat hién cac
tén mién word-based DGA tot nhét véi do do F1 dat
97,01%. Mb hinh dé xuat cling c6 kha nang phat hién twrong
dbi tot nhidu dang tén mién character-based DGA. Tuy
vay, mo hinh dé xuét c6 kha nang phat hién khong thuc sy
tdt voi mot sd dang tén mién character-based DGA, nhu
Necurs va Ramnit.

Ciing theo hudng phat hién cac word-based DGA botnet,
Charan va cong su [14] dé xuat mot phuong phap mai dé
phat hién céc tén mién word-based DGA dura trén cac thuat
toan hoc két hop. Phuong phap dé xuét st dung 15 dic
trung tir vung va ddc trung mang cua tén mién dé xay dung
mo hinh phat hién. Mot $6 thuét toan hoc may c6 gidm sat

SO 01 (CS.01) 2022

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG

nhu ciy quyét dinh C4.5, C5.0, CART va ring ngau nhién
duoc st dung trong cac md hinh két hop dé cai thién hiéu
nang phat hién. Cac két qua thir nghiém xac nhan, mé hinh
dua trén cay quyét dinh C5.0 cho hiéu ning cao nhét, véi
d6 chinh x4c phat hién 1a 95.03%. Van d& chinh dbi véi
phuong phap dé xuit 1a khong c6 mé ta chi tiét vé phuong
phép mo hinh két hop sir dung dé tong hop két qua tir cac
md hinh thanh phan.

BANG 1II. cung cip so sanh do chinh xac phat hién
(ACC) va d6 do F1, cling nhu wu nhugc diém cia mot sb
dé xuat phat hién DGA botnet di c6. Pa s6 dé xuét déu
khong thé phat hién hiéu qua hau hét cac DGA botnet, bao
gbm cac character-based va word-based DGA botnet. Bai
béo nay dé xuat mot mo hinh dua trén hoc két hop cho phép
phat hién hiéu qua ca character-based va word-based DGA
botnet. M6 hinh dé xuét két hop 2 mé hinh thanh phén, bao
gdbm mo hinh phat hién character-based DGA botnet
(CDM) [4] va md hinh phat hién word-based DGA botnet
(WDM) [7] dé cai thién kha ning phat hién ca 2 dang
character-based va word-based DGA botnet.

BANG II. SO SANH MOT SO BE XUAT PHAT HIEN DGA BOTNET

Péxuit| ACC| F1 | Uudiém Han ché
- Ty 1€ phat hién sai cao
Truong Pon eidn va (khoang 7.70%)
va cong | 92,30 nhanﬁ‘ V& |. Khong thé phét hién
su [9] word-based DGA
botnet
- Tap dit 1iéu nho
Hoang Tuong dbi Ek];l};;i p};a; (})l;/e ;l sat cao
va cong | 90,90 |90,90 [don gian va ang @, vre)
8] nhanh - Khong the phat hién
i word-based DGA
botnet
Hoang ;(é'i‘?c;];mh Khong thé phat hién
vacong | 97,03 (97,037 .7 . |word-based DGA
su [4] - Ty 18 pht | et
j hién sai thap
- Ty 1é phét hién sai
Qiao va A g con cao (khoang 5%)
cong su | 94,58 oo Ckhhlglzao - Khong thé phat hién
[11] word-based DGA
botnet
- Do chinh
Charan i(accécgloé Céc md hinh hoc két
vacong | 95,03 1 n hop khong duge mo ta
su [14] phat hicn tuong minh
; word-based '
DGA botnet
;(;i‘-’c‘;g‘“h - Phat hién mot sé
Hoang - C6 thé character-based DGA
vacong |96,99|97,01| =, . ., botnet kém hiéu qua
phat hién N TR
su [7] - Khéng thé phat hién
word-based | . o4 DGA botnet
DGA botnet

. MO HINH PHAT HIEN DGA BOTNET
DYA TREN HOC KET HQP

A. Khdi qudt vé hoc két hop

Hoc két hop (ensemble learning) hay con goi 1a hoc theo
nhém 1a mot cach tiép can trong hoc may nham tim kiém
hiéu sut du doan tdt hon béng cach két hop cac du doan
tir nhiéu mo hinh thanh phan. C6 nhiéu phuong phap két
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hop céc du doan tir cac mo hinh thanh phan, bao gdm cac
phuong phap két hop don gian va phucmg phap két hop
phuc tap [12] Céc phuong phap hoc két hop don gian bao
gom: biéu quyét t6i da (max voting), trung binh
(averaging), trung binh c6 trong s (welghted averaging).
Max voting 1a phuong phap biéu quyét t6i da thudong duoc
sir dung cho cac van dé phan loai. Trong k¥ thuat nay,
nhiéu mé hinh duge st dung dé dua ra du doan cho mdi
diém dit liéu. Cac du doan cua mdi mo hinh duge coi nhu
mot ¢ phleu bau”. Cac dy doan nhan duge tir phﬁn 16n cac
mo hinh duoc sir dung lam dy doan cubi cimg

Averagmg tuong tw nhu k¥ thuat biéu quyet t6i da, trong
d6 nhidu dy doan dugc thyc hién cho mdi diém dir liéu
trong tinh trung binh. Trong phuong phép nay, liy trung
binh cac du doan tir tit ca cac md hinh va st dung no dé
dua ra du doan cudi cing. Trung binh ¢6 thé dugc sir dung
dé dua ra dy doan trong cac bai toan hdi quy hodc trong khi
tinh toan xac sudt cho cic bai toan phan loai. Weighted
averaging 1a mot phan mo rong cua phuong phap trung
binh. T4t ca cac mé hinh duge 4n dinh cac trong s6 khac
nhau x4c dinh tim quan trong cua timg mé hinh dé du doan.

Céc phuong phéap hoc két hop phuc tap dugc thira nhan
va st dung rong rdi bao gdbm [12]: (i) dong goi (bagging)
1a viéc két hop nhidu cay quyét dinh trén cic miu khac
nhau ctua cung moét tap dir li€u va tinh trung binh cac du
doan; (ii) xép chdng (stacking) 1a viéc két hop nhiéu loai
mo hinh khéc nhau trén cung moét tap dir liéu va st dung
mot mo hinh khac dé két hop tt nhat cac du doan; (iii) ting
cuong (boosting) lién _quan dén viéc thém cac thanh vién
téng hop mot cach tudn ty dé stra cac du doan duoc thuc
hién boi cic md hinh trude d6 va xuit ra gia tri trung binh
co trong sb cua cac du doan.

B. Gidi thiéu mé hinh dé xudt
Nhu di dé cap trong phan II, mé hinh phat hién DGA
botnet dé xuat 1a sy két hop cta 2 md hinh thanh phén:
CDM [4] va WDM [7] nhim khai thac diém manh cta ca
2 md hinh thanh phan, cho phép phat hién hiéu qua ca 2
dang character-based va word-based DGA botnet. M hinh
dé xuit duoc trién khai thanh 2 giai doan: giai doan hun
luyén va giai doan phat hién. Trong giai doan huin luyén
nhu biéu dién trén Hinh 2, tmg mo hinh thanh phan (CDM
va WDM) duoc hudn luyén riéng tir cac tap dit liéu tén
mién hudn luyén. Viéc tién xtr 1y dit liéu, trich chon cac dic
Tép dit ligu
tén mien
hvan luyén

Trich chon 24 Trich chon 16
déc trung dac treng
ky tr tir loai

| !

Huén luyén

! !

Huén huyén

B¢ phan loai
CDM

B§ phan loai
WDM

Hinh 2. M6 hinh dé xuat: Giai doan hudn luyén
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trung va huan luyén dugc thyc hién theo [4] véi mé hinh
CDM va dugc thuc hién theo [7] véi mé hinh WDM. M6
hinh CDM duoc huén luyén sir dung thuét toan rimg ngau
nhién va mdé hinh WDM duoc huén luyén sir dung thuat
toan cdy quyét dinh J48. Day 1a cac thuat toan hoc may c6
giam sat c¢6 toc do xir Iy nhanh va da dwoc ching minh c6
hidu qua cao trong cic bai toan phan loai [4][6][8][9]. Két
qua cta giai doan nay 1a 2 by phan loai CDM va WDM st
dung cho giai doan phat hi¢n.

Trong giai doan phat hién nhu biéu dién trén Hinh 3, cac
md hinh hay bd phéan loai thanh phan (CDM va WDM)
dugc sir dung dé xur 1y riéng tung tén mlen giam sat. Qui
trinh tién x{r Iy va phan loai mdi tén mién gidm sat duoc
thuc hién thuc hién theo [4] v6i m6 hinh CDM va duoc
thuc hién theo [7] v6i mo hinh WDM. Hai két qua xir 1y
ctia 2 bd phan loai CDM va WDM duoc két hop dé ting
hiéu suét phat hién chung. Phép todn OR(CDM, WDM) la
phép hop cac phat hién chinh x4c tir 2 bd phan loai, két qua
cho s6 luong tdi da cac DGA bonet duoc phat hién. Phép
hop (OR) 1a mot dang cu thé cua k¥ thuat Max voting da
trinh bay o trén.

Di¥ liéu DNS
giam sat

Ténmién
giam sat

Bo tF dién

Trich chon
16 dac trung tie

10d4c trung
tir dura theo tir dién

Trichchon
24 déc trng ky tw

8dac trung
phén phoi tir vung

16 dac trung
2-gram, 3-gram

6 dac tnrng
1 wing

Kéthop
OR(CDM,WDM)

Tén mién

Ténmién
botnet lanh tinh

Hinh 3. M6 hinh d@é xudt: Giai doan phat hién

Chi tiét vé khau tién xir 1y, trich chon cac déc trung phan
loai tén mién dugc thuc hién theo [4] voi 24 dac trung ky
tu cho phéan loai cac tén mién character-based DGA va
dugc thyc hién theo [7] vai 16 dac trung tir cho phén loai
cac tén mién word-based DGA.

C. Cdac do do danh gia
Bai bao sir dung 6 d6 do danh gia mo hinh, gdm PPV
(Positive Predictive Value, D6 chinh xac), TPR (True
Positive Rate, hodc Recall, B¢ nhay), FPR (False Positive
Rate, Ty 1é duong tinh gia), FNR (False Negative Rate, Ty
1€ am tinh gia), F1 (F1-Score) va ACC (Overall Accuracy,
Do chinh x4c chung) dé danh gia hiéu nang ctia mé hinh dé
xuét. Cac do do dugc tinh theo cac cong thure sau:
TP

PPV = s 1)

B TPIJ;PFN @)
FPR = F‘Pi% 3
FNR = % 4)
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S —L (5)
- 2TP + FP+FN
TP+ TN
Acc = i (6)

TP+ FP+FN+TN

trong do, TP, FP, FN and TN 1a c4c tham sb ciia ma tran
nham 14n cho trén BANG III.

BANG IIL. TP, FP, FN AND TN CUA MA TRAN NHAM LAN

Lép thue té
Tén mién botnet | Tén mién lanh tinh
. Tén mién TP FP
]:i"p botnet (True Positives) (False Positives)
dodn | 7én mién FN ™
lanh tinh | (False Negatives) | (True Negatives)

Ngoai ra, bai bédo con st dung ty 1€ phat hién (DR-
Detection Rate) dé do ludng hiéu qua ciia mé hinh phat
hién d& xuat cho phan loai tén mién ciia cac ho botnet khac
nhau. DR cho méi loai botnet duge tinh nhu sau:

NoDB
= NoTest )
trong d6, NoDB 1 s6 tén mién ciia mot botnet duoc phat
hién dung va NoTest 1 tong s6 tén mién cua botnet d6 duoc
dwa vao kiém tra.

IV. THU NGHIEM VA KET QUA
A. Tap dir liéu thir nghiém

Tap dit liéu thtr nghiém g(“)m 1 tap dir liéu cho huin luyén
va 1 tap dit liéu cho kiém thir. Tap dir liéu cho huén luyén
lai gdm 2 phan: tap huan luyén cho mé hinh CDM (goi la
CDM-TrainSet) va tap huan luyén cho mé hinh WDM (goi
I& WDM-TrainSet). Tap CDM-TrainSet gom 100.000 tén
mién binh thuong phd bién nhit xép hang boi Alexa [16]
va 100.000 tén mién character-based DGA botnet tir
NetLab360 [17] véi thanh phan chi tiét cho nhu trén
BANG IV. Tap WDM-TrainSet gdm 48.000 tén mién binh
thuong phé bién nhat xép hang boi Alexa [16] va 48.000
tén mién word-based DGA botnet tir NetLab360 [17] véi
thanh phan chi tiét cho nhu trén BANG V.

BANG IV. THANH PHAN CUA TAP CDM-TRAINSET

Ho tén mién Loai tén mién $6 lugng
emotet Character-based 10.000
rovnix Character-based 10.000
tinba Character-based 10.000
pykspa_v1 Character-based 15.000
ramnit Character-based 10.000
gameover Character-based 8.000
simda Character-based 14.000
ranbyus Character-based 4.000
murofet Character-based 4.000
necurs Character-based 4.000
shiotob Character-based 4.000
virut Character-based 4.000
symmi Character-based 3.000
Binh thuong Lanh tinh 100.000

Téng cong 200.000
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BANG V. THANH PHAN CUA TAP WDM-TRAINSET

Ho tén mién Loai tén mién S6 lugng
Bigviktor Word-based 12.000
Matsnu Word-based 12.000
Suppobox Word-based 12.000
Pizd Word-based 12.000
Binh thudng Lanh tinh 48.000

Téng cong 96.000

Tap dit liéu cho kiém thir gdm 71.393 tén mién ciia 39
ho botnet dé tinh toan ty 1¢ phat hién cac mo hinh thanh
phan va mé hinh két hop, chi tiét nhu trén BANG VI.

BANG VL. CHI TIET TAP DU LIEU KIEM THU

T Ho DGA Sf) lqug T Ho DGA ) luong
botnet  |tén mién botnet tén mién

1 |Rovnix 4000 | 21 |Qadars 2000
2 |Dyre 1000 | 22 |Simda 4000
3 [Chinad 1000 | 23 |Pykspa_v2_fake| 799
4 |Fobber vl 298 24 |Locky 1158
5 |Tinynuke 32 25 |Pykspa v2 real 199
6 |Gameover 4000 | 26 [Shifu 2546
7 |Murofet 4000 | 27 |Matsnu 881
8 |Cryptolocker| 1000 | 28 |Proslikefan 100
9 |Padcrypt 168 29 |Tempedreve 195
10 |Dircrypt 762 | 30 |Vawtrak 827
11 |Fobber _v2 299 31 |Symmi 1200
12 |Vidro 100 32 |Suppobox 2205
13 |[Emotet 4000 | 33 [Nymaim 480
14 |Tinba 4000 | 34 [Mydoom 50
15 |Ranbyus 4000 | 35 |Conficker 495
16 |Shiotob 4000 | 36 |Bigviktor 999
17 |Pykspa_v1 4000 | 37 |Gspy 100
18 |Necurs 4000 | 38 |Enviserv 500
19 |[Ramnit 4000 | 39 |Banjori 4000
20 |Virut 4000

B. Cdc két qud

Pé tinh cac d6 do PPV, TPR, FPR, FNR, F1 va ACC,
bai bao st dung phuong phép kiém tra chéo 10 14n, 14y két
qua trung binh, véi 80% tap dit liéu CDM-TRAINSET va
WDM-TRAINSET cho huin luyén xay dyng mé hinh va
20% dit liéu con lai cho kiém tra. BANG VII. biéu dién céc
d6 phat hién ctia 2 md hinh thanh phin CDM (dya trén
thuat toan rimg ngau nhién - RF) va WDM (dua trén thuat
toan cdy quyét dinh J48) so sanh v6i két qua cia cac nghién
ctru trude do. Co thé thay cac md hinh CDM va WDM dat
d6 chinh xac phat hién va ty 1¢ canh bao sai tot hon dang
ké so v6i cac do do nay ciia cac nghién ciru trude do.
BANG VIIIL mé ta ty 18 phat hién (DR) trén 39 ho DGA
botnet cia md hinh phat hién dya trén hoc két hop dé xuét
v6i hai mo hinh thanh phan. C6 thé thdy mo hinh két hop
da khai thac dugc cac wu diém ctia 2 mé hinh thanh phan
va c6 kha nang phat hién hiéu qua hau hét cac DGA botnet.

BANG VII. HIEU NANG PHAT HIEN CUA CAC MO HINH CDM,
WDM VA CAC NGHIEN CUU DA €O

M& hinh
Hoang va

PPV
90.70

TPR
91.00

FPR
9.30

FNR | ACC | F1

90.90 | 90.90

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 107



MOT MO HINH PHAT HIEN DGA BOTNET DUA TREN HOC KET HOP

cong su [8]

Truong va
cong su [9]

94.70

4.80

92.30

Qiao va
cong su [11]

95.05 | 95.14

94.58

Charan va
cong su [14]

95.03

CDM-RF

97.08 | 96.98

2.92

3.02

97.03

97.03

WDM-J48

98.25 | 95.81

1.78

4.19

96.99

97.01

BANG VIIL. TY LEPHAT HIEN (DR) CUA MO HINH DE XUAT
VA cAc MO HINH CDM, WDM

- Ho DGA Loai DGA Ty 1€ phat hién (DR, %)
botnet : CDM | WDM | Két hop
1 |Rovnix char-based | 100,00 | 99,50 | 100,00
2 |Dyre char-based | 100,00 | 99,90 | 100,00
3 |Chinad char-based | 100,00 | 97,90 | 100,00
4 |Fobber_v1 char-based | 100,00 | 100,00 | 100,00
5 |Tinynuke char-based | 100,00 | 100,00 | 100,00
6 |Gameover char-based | 100,00 | 99,98 | 100,00
7 |Murofet char-based | 99,80 | 99,78 | 100,00
8 |Cryptolocker char-based | 99,70 | 96,20 | 100,00
9 |Padcrypt char-based | 98,21 | 98,21 | 100,00
10 |Dircrypt char-based | 99,34 | 93,31 | 100,00
11 [Fobber_v2 char-based | 100,00 | 89,30 | 100,00
12 [Vidro char-based | 100,00 | 49,00 | 100,00
13 |[Emotet char-based | 99,68 99,55 99,98
14 |Tinba char-based | 99,98 | 99,08 | 99,98
15 [Ranbyus char-based | 99,58 99,30 99,93
16 [Shiotob char-based | 99,68 | 95,95 | 99,88
17 [Pykspa_v1 char-based | 99,70 58,90 99,83
18 [Necurs char-based | 99,35 | 87,75 | 99,78
19 [Ramnit char-based | 99,55 91,45 99,75
20 |Virut char-based | 99,75 0,00 99,75
21 |Qadars char-based | 99,05 95,40 99,65
22 |Simda char-based | 99,65 0,00 99,65
23 [Suppobox word-based| 19,27 99,30 99,30
24 |Pykspa_v2_fake|char-based | 98,87 | 61,08 | 99,25
25 |Locky char-based | 99,05 83,16 99,14
26 |Pykspa_v2_real | char-based | 98,99 63,32 98,99
27 |Shifu char-based | 98,59 | 34,92 | 98,82
28 |Matsnu word-based| 12,15 98,41 98,64
29 |Proslikefan char-based | 98,00 | 50,00 | 98,00
30 | Tempedreve char-based | 97,44 64,62 97,44
31 |Vawtrak char-based | 96,61 | 61,67 | 97,10
32 |Symmi char-based | 96,58 31,67 96,83
33 |Bigviktor word-based| 11,11 | 96,78 | 96,78
34 |Nymaim char-based | 94,79 61,25 95,21
35 |Mydoom char-based | 88,00 | 74,00 | 94,00
36 |Gspy char-based | 91,00 8,00 91,00
37 |Conficker char-based | 89,29 | 52,93 | 89,49
38 |Enviserv char-based | 76,00 19,40 76,00
39 |Banjori mixed 0,00 0,00 0,00
C. Nhdn xét

Tir cac két qua thir nghiém cho trén cac bang BANG VII.

va BANG VIII. c6 thé rat ra mot s6 nhan xét sau:
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- M6 hinh CDM st dung tap 24 déc trung ky tu va dugc
huan luyén dya trén tap dir liéu bao gdm cac tén mién chu
yéu thudc ho character-based DGA nén ¢ kha ning phat
hién hiéu qua cac tén mién cua cac ho character-based
DGA botnet. Két qua thir nghiém cho thdy CDM c6 kha
nang phat hién tot hau hét cac tén mién character-based
DGA véi @6 chinh xac cao va ty 1¢ sai trung binh khoang
3%. Tuy nhién, CDM khong c6 kha nang phat hién cac tén
mién word-based DGA.

- M6 hinh WDM str dung tap 16 déc trung tur va dugc
huén luyén dya trén tap dit liéu bao gdm cac tén mién thude
ho word-based DGA nén c6 kha nang phat hién hiéu qua
cac tén mién cua cac ho word-based DGA botnet. Két qua
thir nghiém cho thdy WDM c6 kha ning phat hién tét hau
hét cac tén mién word-based DGA v6i do chinh xéc cao va
ty 1é sai trung binh khoang 3%. Tuy vay, WDM khong thé
phat hién, hodc c6 kha nang phat hién han ché mot ) ho
character-based DGA botnet, nhu virus, simda, gspy va
enviserv.

- M6 hinh phat hién dé xuat dya trén hoc két hop c6 kha
nang phat hién hiéu qua hau hét cac DGA botnet, bao gdbm
ca cac ho character-based va word-based DGA do c¢6 kha
nang két hop wu diém cia cac mé hinh CDM va WDM.
Két qua trén BANG VILI. cho thdy, mé hinh két hop c6 kha
nang phat hién hiéu qua 37/39 ho DGA botnet voi DR >
89%, trong d6 c6 12 botnet dat DR = 100%, 31 botnet dat
DR > 97%.

- Han ché ciia mé hinh d& xuét 1a khong phat hién duoc
mixed DGA botnet, nhu banjori do ca m6 hinh CDM va
WDM déu khong thé phat hién botnet nay. Mot ton tai khac
ctia mo hinh két hop 14 thoi gian huin luyén va phat hién
dai hon do phai xir Iy song song trén ca hai mé hinh thanh
phan. Mic du vay, qué trinh hudn luyén cdc mé hinh thanh
phan c6 thé thyc hién offline nén s& khong anh huéng qua
16n dén hiéu nang phat hién ctua h¢ théng.

V. KETLUAN

Bai bao nay dé xuit mo hinh phat hién cac dang DGA
botnet dya trén hoc két hop. M6 hinh dé xuét két hop hai
mo hinh thanh phan trong cic nghién ctru trude cua chung
t6i la CDM va WDM nham nang cao kha nang phat hién
c4c ho tén mién DGA botnet. Cac két qua thir nghiém cho
thiy mé hinh dé xuét c6 d6 chinh x4c cao hon va ty 1& phat
hién sai thap hon dang ké so vé&i cac cac nghién ctru d co.
M5 hinh d xuét c6 kha nang phat hién higu qua nhiéu dang
DGA botnet, bao gdm ca cac ho character-based va word-
based DGA do mé hinh dé xuit c6 kha ning két hop wu
diém cua cac mo hinh CDM va WDM. Cuy thé, m6 hinh két
hop c6 kha nang phat hién hi¢u qua 37/39 ho DGA botnet
voi DR > 89%, trong d6 c¢6 12 botnet dat DR = 100%, 31
botnet dat DR > 97%, 1 botnet dat DR = 76% (enviserv) va
chi khong phat hién dugc 1 botnet (banjori).

Trong tuong lai, chung toi tiép tuc nghién clru cai tién,
t6i uu hoa mo hinh két hop nham giai quyét hai van dé: (1)
giam thoi gian huan luyén va phat hién (2) cai thién kha
nang phat hién cac mixed DGA botnet.
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LOI CAM ON

Cac tac gia chan thanh cam on phong Lab An toan thong
tin, Hoc vién Cong nghé Buu chinh vién théng vé cac hd
trg phuong tién lam viéc va cac trang thiét bi thuc thu
nghiém trong bai bao nay.
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A DGA BOTNET DETECTION MODEL BASED ON
ENSEMBLE LEARNING

Abstract: Recently, DGA has been becoming a popular
technique used by many malwares in general and botnets
in particular. DGA allows hacking groups to automatically
generate and register domain names for C&C servers of
their botnets in order to avoid being blacklisted and
disabled if using static domain names and IP addresses.
Many types of sophisticated DGA techniques have been
developed and used in practice, including character-based
DGA, word-based DGA and mixed DGA. These
techniques allow to generate from simple domain names of
random combinations of characters, to complex domain
names of combinations of meaningful words, which are
very similar to legitimate domain names. This makes it
difficult for solutions to monitor and detect botnets in
general and DGA botnets in particular. Some solutions are
able to efficiently detect character-based DGA domain
names, but cannot detect word-based DGA and mixed
DGA domain names. In contrast, some recent proposals
can effectively detect word-based DGA domain names, but
cannot effectively detect domain names of some character-
based DGA botnets. This paper proposes a model based on
ensemble learning that enables efficient detection of most
DGA domain names, including character-based DGA and
word-based DGA. The proposed model combines two
component models, including the character-based DGA
botnet detection model and the word-based DGA botnet
detection model. The experimental results show that the
proposed combined model is able to effectively detect
37/39 DGA botnet families with a detection rate of over
89%.

Keywords: Character-based DGA botnet, Word-based
DGA hotnet, DGA botnet detection, DGA botnet detection
based on ensemble learning.
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