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Tém tiar: Mang cam bién khong (WSN) day 1a mot
trong nhirng cdng nghé hira hen véi pham vi ung dung vo
cung da dang, tir cham s6c stc khoe cho dén chién thuat
quan su. Va khi WSN ngay cang tré nén phd bién thi cac
mbi de doa bao mat ciing ngay cang dugc da dang hoa va
¢6 chii y. Nhitng phwong phép tiép can bao mat dua trén
phong ngura nhu mat ma, xac thyc va quan 1y khoa da
dugc sir dung dé bao vé WSN khoi céc loai tin cong khéc
nhau nhung cac cach tiép can nay khong du dé bao vé
mang khoi cac cudc tin cdng noi bo co thé trich xuét
thdng tin nhay cam. Do d6, hé théng phat hién xam nhap
(IDS) tro thanh 16p phong thu quan trong thir hai dé bao
vé va giit an toan cho mang khoi cac cudc tan cong doc
hai. Phat hién bit thuong 14 mot trong nhimg phuong
phép bao vé xam nhap dién hinh, trong d6 phuwong phép
hién bat thuong dwa trén suy luan mo duoc ching toi
nghién ctu trudc diy va da mang lai mot sé két qua tot.
Tuy nhién, né ciing phai d6i mat véi mot sé thach thac
dién hinh nhu khi s6 bién dau vao ting thi nang lugng
tiéu tdn cho viéc xu Iy ciing ting theo, didu nay lam anh
huéng dén hiéu ning mang. Do do6, trong bai bao nay,
ching t6i trinh bay mét cai nhin toan dién vé hé théng
phét hién xam nhap va sir dung mot s6 ky thuat dé téi vu
nang lugng ddi voi phuong phap phat hién luu lwong bat
thuong dua trén Logic mo. Két qua md phong va phan
tich so sénh ching minh rang sau khi duoc i wu,
phuong phéap cua Chung t6i van c6 thé giir dugc do chinh
xac doi v6i chi s6 canh béo va ty Ié phét hién sai trong
khi chi can tiéu tén it nang lugng danh cho bo nhé dé xi
ly cac quy tic hon so véi ban dau.

Tir khéa: Mang cam bién khong day, 10T, bao mat,
suy luan mo, phéat hiém xam nhap.
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Bao mat dbi vi WSN 14 bét budc va dang mang lai
nhiéu thach thte twong (ng cho cac nha nghién cuu. Cac
ky thuat dya trén phong ngira vé co ban dugc xay dung
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dwa trén mat ma, xac thyc va quan Iy khoa la tuyén phong
thu dau tién dé bao vé WSN. Tuy nhién, trong truong hop
tuyen phong thu dau tién bi pha v, cac nat bi xam nhap
c6 thé bi trich xuat thong tin nhay cam vé bao mat nhu
khoa bi mat, dan dén vi pham bao mat. Do do, viéc phat
trién nhiing ky thuat dua trén phat hi¢n xam nhap duoc
xem nhu 1a tuyén phong thu thir hai ngay cang co tam
quan trong lon.

Phat hién bt thuong 1a mot nhanh caa phat hién xam
nhap. Phét hién bat thuong duoc dinh nghia la qua trinh so
sanh cac dinh nghia ctia hoat dong duoc coi la binh
thuong voi nhiing su Ki¢n dugc quan sat nham xac dinh
cac sai léch dang ké. Hon nira, su bat thuong trong tap dit
liéu dugc dinh nghla la mot quan sat c6 vé khong nhat
quén véi phan con lai caa tap di ligu [1].

Hau hét nhiing cong vi¢c trude day vé mo ta sy kién
trong WSN déu sir dung céc gia tri chinh xdc, con dugc
goi 1a rd rang, dé chi dinh céc tham sé dic trung cho mot
su kién. Vi du, ching ta c6 thé nhan duoc nhitng gié tri s6
chinh xac “100 d6 C” hay “120 kllogram” Tuy nhién,
nhung két qua cam bién khong phai luc nao ciing chinh
xac. Ngoai ra, cac cam bién khac nhau, ngay ca khi dat
gan nhau, thuong khac nhau vé gié tri ma ching thé hién.
Xét mot tinh hudng vi duy, sir dung dinh nghia “r&” néu
mot ngudi ¢ chiédu cao > 1.8 m thi dwoc goi la cao. Do
do, mét nguoi cao 1.79 m khong duoc coi la cao, nhung
néu mot ngudi khéc o chiéu cao 1.81 m thi lai duoc coi
14 cao trong khi chénh Iénh gitra ho la khong nhiéu. Trong
khi st dung cac dinh nghia mo, 2 nguorl nay s& duoc coi la
cao véi 2 mic d6 khac nhau, didu nay cung cip thdng tin
¢6 tinh chinh xac cao hon.

Vige xéc dinh cac ngudng sy kién chinh xac trg thanh
maot nhiém vu cuc ky khé khan khién chung t6i tin rang
Vigc str dung cac gia tri ro nét dé mo ta cac su kien WSN
khong phai la cach tiép can phu hop nhat. Qua do6 co thé
thay dugc, suy luan mo co thé giai quyét nhiing thach
thirc nay tét hon suy luan rd nét.

Phan con lai Clia bai bao dugc t6 chirc nhu sau. Phan |1
gigi thiéu mot sb hé thng phat hign xam nhap trong
WSN. Phan 11l gisi thiéu vé phat hién luu luong bt
thuong bang phuong phép suy lugn mo. Phan 1V trinh bay
giai phap toi wu ning luong ddi vai phét hién bét thuong
dya trén suy luan mo [2] Cudi cuing, trong Phan V, chling
t6i két luan bai viét va dua ra mot s6 huéng nghién cau
trong tuong lai.
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Il. MOT SO HE THONG PHAT HIEN XAM NHAP
TRONG WSN

A. Hé thong |DS tap trung trong WSN

Trong h¢ théng IDS tap trung, cac nat thanh vién sau
khi thu thap thong tin cam bién s& duoc chuyén tryc tiép
den tram goc (BS). Tram goc thuong c6 cong suat va
ngudn cung 16n véi bo xir 1y cling nhu dung luong bo nhé
manh hon nhiéu so véi cc ndt cam bién, véi nhiing lién
két bang thong cao dé lién lac véi Chung Mt khac, cac
nGt cam bién bi han ché tai nguyén nén sir dung cong suat
thip hon, bang théng thap hon, pham vi hoat dong ngan
hon.

Nghién ctru [3] dé xuat mot hé thong IDS dé phat hiéen
xam nhap hi¢u qua néng lugng dya trén tlep can phét hién
hanh vi bat thuong. M6 hinh dé xuat c6 thé phat hién
nhung ky thuat tin céng nhu chuyen tiép c6 chon loc va
tan céng Blackhole. Hé thong IDS nay st dung kién tric
phat hi¢n tap trung vi thé BS c6 nhiém vu dam nhan vigc
phét hién céc ké tan cong. Trong [4], mot cg ché phat hién
xam nhap tap trung, st dung hai thong so dic trung la
thong tin vé nat chuyén tlep va théng tin vé dinh tuyen (vi
du nhu so lLtO'ng budc) dé phat hién cac cudc tan cong
chuyén tiép c6 chon loc va Blackhole. IDS dugc dé& xuat
dya trén ky thuat Support Vector Machines (SVM) va cira
s6 truot (Sliding Windows). Céc téc gia thong qua kién
trac phat hi¢n tap trung, noi qua trinh phat hi¢n xam nhap
duoc thuc hién tai tram gbc dé nhan di¢n nhiing cugc tan
céng Blackhole va nhung cudc tan cong chuyén tiép co
chon loc véi do chinh xac cao ma khéng lam can kiét
nang luong cua cac nat. Tuo’ng tu, nghién cau [5] la mot
gidi phap don gian phat hi¢n xam nhap cho IDS tép trung
bang cach st dung mot co ché nghe qua muac dé giam gui
di gbi tin canh béo.

B. Hé thong IDS phdn tan trong WSN

Hé thng IDS phan tan trong WSN la mét trong nhitng
hé thong theo quy tic (Rule-Based) dau tién va pho bién
nham phét hién xdm nhap theo cac phuong thic tin cong
khac nhau cho tirng Iop trong mang WSN [6]. Hé théng
c6 ba pha chinh bao gom 1) Pha thu thap dir liéu: c&c nut
giam sat s& ling nghe va loc nhitng thong tin quan trong
dé phan tich. 2) Pha thiét lap quy tac: cac ban tin s& duoc
klem thir qua nhiing quy tic da duoc dinh nghia trudc,
néu ban tin khong vuot qua nhitng quy tic nay thi by dém
15i s& tang 1én. 3) Pha phat hi¢n xam nhap: ) luong 15i
phét sinh trong pha lap quy tic s& duoc so sanh véi mot
ngudng cho trudc (thuforng dugc dinh nghia bang s6 luong
16i trung binh trong céc truong hop hay xay ra xam nhap).
Néu tong sb hrong 16i phat sinh & pha trudc vugt quéa
ngudng canh bao xdm nhap s¢ dugc phat ra.

Hé thong IDS phan tan dwoc ching minh lam viéc
hiéu qua trong viéc phét hién xam nhap bang céc loai tan
cong khac nhau [7-11]. Tuy nhién, mot trong nhumg diém
yeu cua h¢ thong 1a viéc xac dinh sb lrong nat giam sat
can thiét, cung nhu 1am sao dé lya chon va dam bao do tin
cdy cua cac nlt nay tré nén kho khan va khong nhat quan
d6i voi cac loai tan cong khac nhau. Hon nira, hé thong
cling gap kho khan dbi vé6i cac loai tan cong méi ma
khong cé céc quy tic duge xac dinh tir trude [12].

C. Hé thong DS phan cdp trong WSN
Trong hé thong IDS phan cap (Hlerrachlcal IDS),
mang cam bién duoc chia thanh cac cum cac ndt gan
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nhau. Cac nit nay dugc quan ly va gidm sat bai mot nat
truong cum (Cluster Head - CH). Nut truéng cum thu thap
dit li¢u tir cac nut thanh vién do d6 hé thong nay thuong
phu hop véi cac cau hinh Mang trong d6 nut truong cum
dugc cung cip ning luong va kha nang tinh toan manh.

Mot sb nghién ctu gan day vé hé théng IDS phan Cap
bao gom: Co ché bo loc hai pha dé phat hi¢n tan Cong
Sinkhole trong mang WSN dugc dé xuat boi Wazid va
cong su [13], co che phan nhom (Group-based) chiu trach
nhiém phat hién tan cong Blackhole [14]. Dic diém chung
cua hai gidi phdp trén 1a co ch¢ phan cum hai mac dugc
dé xuat nham tang kha nang phat hién tan cong trong khi
giam chi phi mao dau giira cac goi tin trao d6i nham tbi
uvu nang lugng. Khi nat trwéng cum cta nhom cd muc
thap (nhém con) phat hién c6 xam nhap, nd gui bétn tin
twong tng toi nut truorng cum muec cao dé chuyén tiép toi
tram goc. Méc du cic phuong phép nay duoc ching minh
higu qua vei viéc nat truong cum chi glam sat mot s6
lwong niit thanh vién it hon, van dé ciia mé hinh la néu nat
truéng cum bi nhidm ma doc, né s& khdng gui hodc cb
tinh g sai canh bao t6i nat truéng cum cao hon hodc
tram goc.

D. Hé théng IDS dira VA0 dé uy tin

Mot sb nghién ciu dién hinh vé hé théng IDS dua vao
do uy tin (Reputation-Based IDS) di duoc dé xuét trudc
day [15- 20] Cac tac gia trong [21] da dé xuat y tuong
dénh dau cac goi tin trao dbi trong khi sir dung thuat toan
xép hang dé phét hién goi tin bi nhiém ma doc. Khi nat
Sink nhan dugc géi tin da dugc danh dau, n6 s& tinh toan
ty 1& rét goi trung binh cho mdi nat thanh vién. Néu ty 18
nay vuot qua mot ngudng cho trudc, nit nay s& bi phan
loai la nat bi nhiém ma doc. Nghién ciu trong [22] da dé
xuat hé théng phat hién cac hoat dong bét thuong trong
mang WSN sir dung dong thoi phuong phap phat hi¢n
hanh vi sai khac ctia cac ndt va mo hinh danh gia do tin
cdy & mac do he thong. Y tuong chinh cua hé thong la
moi nat thanh vién s& tinh toan do tin cdy cua cac nut
hang xom dya theo hanh vi ma n6é quan sat dugc. Tram
goc s& phan loai nat bat thuong bang cach ket hop nhung
gia tri nay sau khi duogc tinh toan va gui Vvé tir cac nat
thanh vién va cac quy tic ma n6 da dinh nghia trudc vé
cac nat bt thuong. Két qua mod phong cho thiy phuong
phap nay hoat dong hi¢u qua trong cac mang WSN tap
trung, giam nang lugng tiéu thu so vai cac hé thong khéng
st dung IDS. Tuy nhién, nghién ctu nay khong chi o do
tin cay caa hé thong va chi gigi han cho cd&c mang WSN
tap trung.

E. Hé thong IDS xuyén 6p

Céc téc gia trong [23] dé xuét h¢ théng IDS xuyén l6p
(Cross-layer 1DS) sir dung mot co ché phat hién xam nhap
trung gian dé trao ddi thong tin giira 1op vat ly, 16p MAC
va lép mang trong mo hinh giao thic OSI. Théng tin trao
d6i bao gom nhiing hanh vi khac nhau nhu canh bao rét
goi, kich hoat co cua cac nit hang x6m,... Phuong phap
dugc danh gid hi¢u qua trong viéc phat hign mot s6 loai
xam nhép khac nhau nhu tan cong Sinkhole, tan cong dinh
tuyén hodc tdn cong DDoS. Tuy nhién, han ché cua
phuong phap la chi tap trung vao phat hi¢n nhung chua e
xuat duoc giai phap cho cac loai tan cong nay.
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Bang 1. Tom t&t cac hé thdng phat hién xam nhap

Hé thong Co ché, giai phap Phat hién tin cong Nhwoc diém trong mang WSN Tai
IDS liéu
Tép trung Tram géc dam nhan viéc phat hién | - Selective forwarding Chi hoat dong ot ddi véi mang WSN | 3,4
hanh vi bt thuong cia nit giam | - Blackhole ¢6 kién trac phing.
sat; su dung quy tic duqc dinh | Routing 5
nghia tir trudc dé phat hién tan
cong.
Phan tan Str dung quy téc duoc dinh nghia tir | - Blackhole Kho khan trong viéc xdc dinh s6 | 6, 7,8,
trude dé phat hién tin cong; gom | - Sinkhole lwong nit gidm sat cn thiét; khong co | 9, 10,
ba pha: thu thap dir liéu, thiét 1ap | - Selective Forwarding quy tic nhat quan déi vai cac loai tin | 11,12
quy téc, phat hién x4m nhép. - DoS cong khac nhau; kho lya chon nut
- DDoS giam sat co do tin cdy cao.
Phan cép Mang cam bién duogc chia thanh | - Sinkhole Chi hoat dong 6t khi nut truong cum | 13
cac cum bao gdm céc nut gan nhau | - Blackhole gidm sat s6 lugng it nat thanh vién; | 14
va dugc gidm sat bdi nat trudng kh6 phong chéng néu nit truéng cum
cum; nut trudng cum c6 nang luc bi tn cong.
tinh toén 16n dé thu thap dit liéu tir
céc nut thanh vién.
Dya vao d6 | Panh déu cac goi tin trao doi trong | - Sinkhole Kho danh gia chinh xdc d¢ tin cdy cia | 15, 18,
uy tin khi sir dung thuét toan xep hang dé | - Selective Forwarding cac nat hang x6m, din dén sai khac v& | 19, 21,
phat hién goi tin bi nhiém ma doc; | - Routing do tin cay cho toan bo hé thong, 22
tinh todn ty 1¢ rét goi trung binh | - Internal thuong chi gigi han cho cic mang
cho céc nat thanh vién dé so sanh | - Packet dropping WSN tép trung.
véi ngudng canh bao; tinh toan do
tin cdy cua cac ndt hang xém dua
theo hanh vi ma né quan sat dugc.
Xuyén lop Trao dbi thong tin giira 16p vat ly, | - Sinkhole Chi tap trung vao phat hién nhung | 23
16p MAC va 16p mang trong md | - Routing chua @& xuit duge giai phap cho cac
hinh giao thirc nhu canh bao rét | - DoS loai tAn cong nay.
goi, kich hoat co nat hang xom. | - Sinkhole Chi ap dung cho cac m6 hinh mang | 24
St dung ndt mobile trung gian dé | - Wormhole WSN phiang ma khéng 4p dung cho
phat hién xam nhép. - Syhil c4c mang WSN phén cap
Duya trén Iy | Ap dung tiép cén phéan cip va phat | - DoS Chi phét hién dugc mot sy kién tdn | 25, 26,
thuyét  tro | hién xdm nhdp & ba cép do khac | - DDoS cong trong mang, trong khi mang | 27, 30,
choi nhau: cp nut cam bién, cip cum | - Packet dropping WSN thuong chiu nhidu cudc tin | 31, 32,
truong va cép tram gbe. C6 thé 4p | - Route compromise cong voi nhidu phuong thue khac | 33
dung cac 1y thuyét trdo choi khac | - Selfish behavior nhau.
nhau nhu tro choi khong hop tac,
trd choi hop tac, tro choi lap, tro
choi Markov.
Ly thuyét diu gia, tro choi lién | - Tang cuong kha ning bao 34,35
minh mat
Su dung biéu d€3 ludng dya trén | - Sinkhole Mot 50 phucmg phép yéu ciu giamsat | 36, 37,
Dwa trén | phéan tich da bién théng k& Chi- | - DoS tAt ca cac nut thanh vién dan dén phat | 38, 39,
dac tinh | square; M6 hinh Markov 4n; thuat | - Unauthorized sinh nang lugng tiéu thu. 40
théng ké toan di truyén.
Dua trén céc quy tic suy ludn mo - Hau hét moi loai tén cong Yéu ciu sir dung nhiéu nang lugng. 41
Duya trén | Hoc nbéng: k-NN, LR, SVM, DT, | - Malware Mudn hé thong phat hlen xXam nhap 42, 43,
hoc may RF, Neural Networks; hoc sau: | - DoS v&i do chinh xac cao can tiéu tén | 44
Deep Learning. -Phan loai hanh vi binh | nhidu niang luong dé huén luyén dir
thuong/bit thuong liéu; d6 tin cdy cho dir liéu khong
- Blackhole dugc dam bao. 45, 46
- Opportunistic
- DDoS
- Sinkhole
- Wormhole
Dya  trén | Sir dung cac bd ude tinh md va by | - Jamming Cén céac quy téc dugc thiét lap truéc | 51, 53,
suy ludn mo | quy tic dé thiét 1ap ngudng phét | - DoS qua trinh phat hién; s6 luong cic quy | 54, 55,
hién x4m nhap; c6 thé bo qua sy | - DDoS tic tdng theo cap s6 mil theo s6 lugng | 56, 58
thiéu toan ven va chinh x4c cua dir | - Sinkhole cac bién, din dén yéu cau by nhé 16n
lidu cam bién. - Packet dropping va 1am chim qua trinh truy vin va ra
- Eavesdropping quyét dinh. 60, 61
- De-synchronization
- DoS
- Collision
- Traffic analysis
- Selective forwarding
- Route information
manipulation
- Sinkhole
- Jamming
- Clone
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Nghién ctu trong [24] str dung nat mobile trung gian
thong qua hai pha dé phat hi¢n xam nhap cho mang WSN.
Trong pha dau tién, tin cong duoc phét hién bang céch
tuong quan nhitng dac tinh glua cac 16p nhu 16p MAC va
I6p mang. Nhiing dac tinh nay c6 thé 1a 50 lugng céc goi
dugc dinh tuyen/r(rt & 16p mang va sbé lugng da truy
nhap/rét goi o 16p MAC. O pha thir hai, néu tan cong
dugc phéat hién, nat mobile trung glan sé& dugc st dung.
NGt mobile nay chi thoa higp véi cac nit hang xom thong
qua co ché bat tay ba budc, cho nén n6 s& khong ling
nghe luu luong tao boi nhitng nit doc. Do d6, nut mobile
trung gian s& duoc tin twong dé chuyén tiép luu luong tir
cac nit binh thuong téi nit sink. Phuong phap nay duoc
chang minh higu qua trong vi¢c phat hi¢n va ngén ngua
mot s6 loai tan cong nhu tan cong Sinkhole, tin céng
Wormhole hozc tan Cong Sybil. Tuy nhién, phuo’ng phap
chi ap dyng cho cac md hinh mang WSN phang ma khdng
ap dung cho cac mang WSN phén cap. Hon nita, d9 twong
quan trong pha dau tién chi sir dung thong tin vé s luong
goi tin truyén dugc/bi rét. Mot s6 thong tin nhu vi tri hogc
thoi gian cia nit mobile ¢6 thé dwoc &p dung dé nang cao
kha nang phat hién cling nhu bao mat cho mang WSN.

F. Hé thong IDS dya trén Iy thuyét tré choi

Céc hé théng IDS dua trén ly thuyét tro choi 1an dau
dugc gigi thiéu cho mang WSN trong tai liéu [25][26).
Muc dich cta tro choi la tim ra nut duge danh g1a la "yéu
nhat", khi ma n6 c6 kha niang cao va dé bi tan cong hogc
xa4m nhap tir bén ngoai. Nghién ctu trong [27] dé xuit
phuong phéap phét hi¢n xam nhap da I16p dya trén ly thuyét
tro choi toi uu nang luong cho mang WSN. Phuong phap
dé xuat ap dung tiep can phan cap va phat hi¢n xam nhap
& ba cap d6 khéc nhau, cu thé la cap nat cam bién, cap
cum truéng (CH) va cép tram géc (BS). Tiép can nay mo
hinh héa su tuong tac gitra IDS va ndt cam bién dang
duogc theo ddi nhu mét tro choi Bayes khong hop tac gita
hai ngum choi. Biéu nay cho phép IDS ap dyng cac chién
lwgc gidm sat theo xac suat dga trén can bang Bayesian
Nash (BNE), tir d6 giam mot s6 lwong 16n luu luong IDS.
Ngoai ra, nghién ciu ciing dé xuat hai co ché Cap nhat va
hily bo d6 uy tin khac nhau dé mé hinh héa qua trinh hop
tac va ngén can hanh vi ich ky gifra cac nat giam sat. Cac
tac gia trong [28] d& xuit phuong phéap phat hién va ngan
ngira cac nat kha nghi bi nhidm doc bang ly thuyét tro
choi. Trong d6, m6 hinh sé& sir dung tro choi lap (repeated
game) dé ngin ngira cac nit doc loai bo cac g0i ¢6 do uu
tién cao HPPs (ngh Priority Packets) nham t&i wu mirc
tin cdy uu tién cta né (High Pnonty data Trustworthiness
- HPT). Lic nay n s& dugc cac ndt giam st chap thuan
gia nhap mang tir d6 phén tan luu lugng doc hai cho mang
WSN. Nghién ctu [29] gii thiéu mot chién luoc sir dung
ly thuyet tro choi két hop thuat toan Q- Iearnlng M0 hinh
dé xuat bao gom céc nat sink, mot tram goc va mot ke tan
cong chi dong dugce ding dé kiém tra cac cuoc tan cong
DoS phén tan (DDoS). Cac tac gia cho rang mo hinh dugc
dé xuat c6 kha ning bao vé tot so vai cac giai phap ly
thuyét tro choi Markov.

Khao sét trong [30] da chi ra ring mot s6 md hinh
dugc sir dung trong ly thuyét tro choi nhu mé hinh trd
choi khéng hop tac (non-cooperative game) [25], tro choi
c6 hgp cac (cooperative game) [31], tro choi lap (repeated
game) [26][32] hodc tro choi Markov [33] ¢ kha ning
phong chong tan cong DoS/DDoS va phat hign xam nhap
trong khi ly thuyét diu gia (auction theory) [34] va tro
choi lién minh (coalitional game) [35] dugc sir dung dé
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nang cao kha ning bao mat. Tuy nhién, nhugc diém cua
tiép can su dung Iy thuyet trd choi la chung chi phat hién
dugc mot sy kién tan cong trong mang, trong khi mang
WSN thuong chiu nhiéu cudc tan cong véi nhiéu phuong
thirc khac nhau.

G. Hé thong IDS dua trén ddc tinh thong ké

Nghién cau trong [36] da dé xuat mot hé thong 1DS
phét hién cac cudc tan cdng Sinkhole bang cach st dung
mot biéu d6 ludng. Giai thuat nay ép dung ky thuat phan
tich da bién dya trén thong ké Chi-square, dugc thuc hién
bang cach str dung mo phong va phan tich ly thuyet Céc
tac gla da chi ra rang mo hinh dé xuat c6 chi ph1 mao dau
thap nén phu hop véi cac mang loT. Doumit va Agrawal
trong [37] st dung md hinh Markov 4n dé phat hién cac
hanh vi bat thuong. Két qua mo phong chung minh rang
thuat toan dé& xuat chi yéu cau tai nguyén xi ly tdi thiéu
trong céc kich ban thir nghiém. Do d6, mé hinh ciing c6
thé dugc str dung cho mang WSN. Nghién cau [38] phan
tich vé mot thuat toan dya trén vigc xtr 1y luu lugng den.
bac biét, mé hinh luu lugng truy cap dén cia mot nat
duogc quan sat va dua trén nhiing nghlen clru trude day dé
dua ra k¥ thuat phat hi¢n hanh vi bat thuong. Thong ké
ngan han duoc thuat toan luu gitr bang cach st dung cira
S0 trugt da muc gidp glam yéu cau tai nguyén. Do d6, mo
hinh nhu Vay cling ¢c6 thé dugc xem xét cho cac thiét bi
loT véi yéu cau han ché vé tai nguyén tinh toan. Mot
thuat toan khac cua clng tac gia dugc gidi thi¢u trong
[39]. O day, mdi nit s& tu phat trien mot mo hinh riéng
cho cac nat 1an céan dya trén hanh vi thu phat va ty 1é gm
tin dén cua ching. Khi co sai léch lon, ching s& duoc coi
la hanh vi bat thuorng Tuy nhién, cach tlep can nay co thé
yéu cau giam sat tat cd cac nit hang xom do vay nédng
luorng tiéu thu c6 thé phat sinh dang ké. Vi thé tiép can
nay c6 thé khong phai la mot giai phap kha thi cho cac
mang WSN. Nghién cuu [40] dé xuat mot hé thong IDS
c6 hiéu qua chdng lai cac cugc tan cong tir chdi dich vu
(DoS) va trai phép (unauthorized). Ky thuat nay dua trén
thuat toan di truyén (Genetic Programming). Phuong phap
phat hién xam nhap dua trén cac quy tac suy luan mo
duoc gidi thi¢u trong [41]. Phuong phép nay duoc cac tac
gla khang dinh la c6 do chinh xac 100% cho moi kiéu tan
cong. Tuy nhién, k¥ thuat nay duong nhu khong higu qua
vé viéc t6i uu nang luong nén it phu hop hon vai céc
mang WSN.

H. He théng IDS dva trén hoc may

Hoc may (Machine Learning) dang dwoc &p dung cho
hau hét moi linh vyc. Nhitng nam gan day, cac hé thong
IDS 4p dung hoc may cling dang dugc nghién ciru manh
me [42] st dung glal thuat hoc sau (Deep Learnlng) dé
phét hién phan mém doc hai (malware) trong cac mang
[0T véi d6 chinh xéc 1én dén 99%. Nghlen ctu trong [43]
so sanh mot s6 phuong phép hoc méay phd bién nhu K-
nearest neighbors (K-NN), Support Vector Machines
(SVM), Decision Trees (DT), Random Forests (RF) va
Neural Networks (NN) de phan bi¢t cac goi tin 10T binh
thuong va cac gm tin tan cong DoS. Keét qua cho thay
Random Forests c6 hiéu qua tét nhat Ve d6 chinh xac va
thoi gian xt ly. Nghlen ctiu [44] dé xuat mot phuong phap
dua trén hoc may dé phat hién xam nhap cho mang WSN
chuyen dong (Mobile WSN). Cu thé, cac giai thuat hoc
mdy nhu Linear Regression va Random Forests dugc st
dung cung véi h¢ thong IDS ¢6 sin dé phan loai nhiing
n{t bat thudng voi cac nit binh thuong. Két qua cho thay
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hé théng c6 ty 1¢ phat hi¢n nt doc 1en téi 98% trong diéu
kién nat di chuyen véi toc do cao va 90% trong diéu kién
nat di chuyén véi toc do thap. Céc tac gia trong [45][46]
phat trién he théng IDS duya trén hoc sau cho mang WSN.
Két qua md phong dugc thuc hi¢n trén nhing kich ban tan
cong khac nhau nhu tan Cong blackhole, tan cong co hoi
(Opportunlstlc attack), tan cong DDos, tan cong Sinkhole
va tan cong Wormhole. Két qua cho thay hé thong IDS ép
dung hoc sau ¢ thé phat hién xam nhap 1én téi 96-99%.

Tém tit vé cac hé théng phét hién xam nhap duoc
trinh bay trong bang 1.

. PHAT HIEN LUU LUQNG BAT THUONG
BANG PHUONG PHAP SUY LUAN MO

Mot trong nhimg dac trung ndi bat trong viéc suy luan
Clia con ngudi la con nguoi €O thé thong qua cac thong tin
khong day du va thiéu chinh xac dé dua ra nhitng quyét
dinh chinh xac va tu hoan thién théng tin. Trong khi mot
lugng I16n dir liéu thu thap dugc hién nay cé tinh triru
tuong cao va khong cd tinh lién két, giy kho khan cho
viéc phén tich vai d6 chinh xac cao. Pac biét, mac du
nhiing nat cam bién khong day bi gi¢i han vé nang lyc
tinh toan cung nhu nguon cap, chirc ndng cua cac cam
bién ngay cang dugC Mo rong dé phuc vu nhiéu muc dich
khéc nhau. Hau hét nhitng nghién ctru trude day vé WSN
déu sir dung céc gia tri tuyét ddi, , hay con goi la Crisp, la
céc gia tri mo ta nhitng thong s can quan tam. Viéc sir
dung cac gia tri Crisp trong WSN déi khi khong phai la
tiép can phu hop cho nhiéu md hinh, khi ma céc dir liéu
cam bién thu thap duoc khong phai lic nao ciing chinh
Xac.

Trong bbi canh nhu vay, suy luan mo (Fuzzy
Inference) 1a mot tiép ccan kha thi cho mang WSN khi
phuong phap nay c6 thé chap nhan sy sai s6 trong dit liéu
cam bién. Suy luan mo c6 cach tiép can gidng vai suy
luan caa con nguoi hon 1a st dung cac gia tri Crisp hoac
cc thuat toan phan loai dya trén Iy thuyét xac suat, dieu
nay khién cho suy luan mo truc quan va dé st dung hon
[47]. La mot ngdn ngir md ninn héa rat manh mé, suy luan
mo €0 thé duoc sir dung dé doi phd véi mot phan Ién cac
truong hop khong chéc chan trong nhung tinh hu0ng thuc
té. Vi tinh tdng quét cua ly thuyét ma, né cé thé thich nghi
véi nhiéu hoan canh va ngu canh khac nhau [48]. Nhuoc
diém caa suy luan mo 12 s6 lugng quy tac phuc vu cho suy
luén ting theo ham mii twong tng Vi sb lugng bién (gia
st n bién, mdi bién c6 thé nhan m gia tri, thi sé lugng quy

tac c6 thé thiét 1ap 1a m" ) va can mot bo nhé manh mé dé
luu git cac gia tri nay [49].

Trong nghién cau [50], tlep can suy luan mo duoc st
dung dé xac dinh c6 hanh vi bat thuong trong mot khoang
thoi gian bang cach dua ra mot ngudng aé quan sat ludng
dit liéu dén. Tuong tu, cac tac gla trong [51] dé xuat mot
phuong phap nhén dién tan cong Jamming st dung suy
lugn mo dé thiét lap mot gid tri ngudng cho tap céc thong
s6. Bé u6ce tinh luu lugng truy cap trude do, suy luan mo
da dugc st dung cho bg tham s6 mo ta Iuong luu hrorng
U'6e tinh mo (Fuzzy Estimator) cac tham so trong cac mo
hinh thong ké da dwoc phan tich trong nghién cau [52],
dua ra mot ham thanh vién (Membership Function) chinh
xac va duy nhét cho cac wéc tinh mo dbi véi mot sb phan
pho| phd bién. Trong nghién ciu [53], cac tac gia da dé
Xuat mot phuong phap dua trén suy luan mo dé phét hién
nhitng cudc tn cong DDoS bing cach xay dung mot wéc

SO 04 (CS.01) 2021

tinh mo vé thoi gian dén _trung binh glua cac goi tin. Két
qua phén tich da chi ra rang st dung cac bg udc tinh mo
c6 thé tranh dugc nhiing thiéu sot tir nhitng gia dinh vé
md hinh phan phoi caa luu lugng.

A. Hé théng suy ludn mo

Hinh 1 gi6i thiéu vé hé théng suy luan mo (Fuzzy
Inference System - FIS) bao gom mot hé thong anh xa cac
bién dau vao thanh cac bién dau ra thdng qua bo suy luan
mo duoc hinh thanh tir nhitng quy tic IF-THEN, ham
thanh vién, va céc toan tir suy luan mo. Mot hé thong ly
luan m& bao gom 4 thanh phan Khéi co s tri thie, khoi
mo hda, khéi quyét dinh va khdi giai mo. Trong d6 khoi
co sé tri thirc chira cac tap mo va cac quy tic mo.

Knowledge Base

Data P
Base Rule )

LrEn Crisp
Input Qutput

:> Fuzzification Defuzzification :>
Inference unit Inference unit

Fuzzy

Fuzzy
Decision-making Unit

Hinh 1. Hé théng suy luén mo - FIS

B. Nhdn dién bdt thuong trong mang WSN dya trén suy

lugn mo

Nghién ctu trong [54] d& xuat mot co ché phat hién
xam nhap dua trén ,Iogjc mo. Mot sb dac tinh cua luu
lugng dugc trich xuat dé xay dung cac quy taic mo do la:
mitc ning luong cia ndt, tbe do truyén ban tin, danh sach
nhitng nat lan can va ty 1€ 16i trong qua trinh truyen Co
che dugc xay dung nham phat hi¢n va ngin chdn cac cugc
tan cong tir choi dich vu DoS vén luén lam tiéu hao tai
nguyén cua hé théng. Tram goc hoiac mét sé nit giam sat
sé chiu trach nhi¢m thu thap cac ban tin tir vung lan can
va gia tri ngudng phat hi¢n s& duoc bo diéu khién mo tinh
toan duya trén bon dic diém néu trén.

Mot tiép can phét hién xam nhap tuong ty dya trén
logic mo khac da duoc cac tac gia trong [55] dé xuat dé
phat hi¢n nhiing cuoc tan cong Sinkhole trong mang cam
bién khuéch tan c6 dinh hudng. Hai dac tinh lién quan dén
céc giao thic khuéch tan c6 hudng dugc s dung trong
mang WSN 1 ty 1€ tang cuong (Reinforcement Ratio) va
ban kinh. Ty I¢ ting cuong la ty I¢ gitra cac ban tin ting
cuong dwoc truyén trong mot khu vuc véi s6 luong su
kién cam nhén duoc tir cdc nut. Ban kinh duoc dinh nghia
la s6 budc nhay gitra hai nut bt ky trong khu vuc. Trong
truong hop tan cong Sinkhole, s& cé nhiéu luu luong ban
tin tang cuong trong khu vuc hon binh thuong va s6 budc
nhay s& nho hon. Bo diéu khién logic mo s€ sir dung hai
thong s6 dic trung nay nhu mot du vao dé tao ra dau ra,
la gia tri phat hién. Néu gia tri phéat hi¢n 16n hon ngudng
bao mat dugc xac dinh trudc, bo diéu khién s& canh béo
ring mot cudc tan cong Sinkhole dang dién ra trong khu
vuc. Trudc Khi tinh toan gia tri phat hi¢n, cac quy tac mo
can duoc thlet lap dwa theo nhitng biéu hién thuong thiy &
c4c cudc tan cong Sinkhole.

Nghién ctu [56] xay dung mot co ché phat hién xam
nhap cho mang WSN bang cach sir dung hai thong s6 dac
trung chinh cua Iu0ng luu lugng: te do dén cua goi tin va
thoi gian goi tin dén trong mot khung thoi gian va sau dé
&p dung suy luan md dé quyét dinh xem liéu mot cudc tan
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cong da xay ra hay chua. Tuy nhién, co ché nay dua trén
Loglc mo, Vi vay né can céc quy tic duoc thiét lap trudc
qua trinh phat hi¢n. Su phu thugc vao thong tin truée do
khlen cho co ché nay khong thuc té ddi véi méi trudng
truyén nhan dir liéu lién tuc nhu WSN. Ngoai ra, nghién
ciru khong chi ra nhitng loai tan cong nhét dinh duoc phat
hién bai co ché nay.

C. Tiém nding va han ché ciia phwong phdp suy lugn mo
d6i véi phat hién xam nhdp trong mang WSN
Uu diém cha suy luan mé: Mot s6 nghién ciu sir
dung suy ludn mo trong mang WSN dugc ching minh 1a
hiéu qua trong viéc phat hién xdm nhap ciing nhu phong
chéng xam nhap véi do phtrc tap tinh toan va ndng lugng
tiéu thuy it hon so v&i mot s6 phuong phap khac.

Nghién ctu trong [57] chi ra rang ap dung suy luan
mo ¢0 hiéu qua trong viéc phat hién cac nit b 16i hoic bi
tan cong gy doc sai thong tin. Két qua thyc nghi¢m
chting minh rang phuong phap nay c¢6 thé phét hién 15i
véi do chinh xac cao hon trong khi giam do phuc tap tinh
toan dang ké so Vi cac phu’ong phép khac. Nghlen ctu
trong [58] dé xuat mot mo hinh suy luan mo c6 kha ning
phat hién cac cuoc tan cong lam rot goi (Packet drop
attack) hodc canh bao sai do nhiéu nguyén nhan khdng
chac chan. M6 hinh nay dwoc chiing minh phu hop voi
cac mang WSN c6 ty ¢ rét gdi cao vai mat do nat thap.

Nghién ciu trong [59] d& xuat mot md hinh tin cay
don gian dya trén Logic mo dé ngan chan xa&m nhap tréi
phép trong mang WSN. M6 hinh nay tinh toan nhiing gia
tri cho moi tuyen va dam bao c&c ban tin dwoc truyén dén
cac nut co gia tri tin cay cao dé tranh viéc nhung nut doc
hai danh cap goi tin. Cac tac gia trong [60] con chira rang
tlep can suy luan mo 6 hi¢u qua doi vei vigc phat hign
xam nhép boi 10 loai tan cong khic nhau nhu: nghe Ién,
gay mat dong bo, DoS, xung dot, phén tich luu lugng,
chuyén tiép c6 chon Ioc thao ting thong tin dinh tuyén,
Sinkhole, Jamming, va gia mao.

Nghién ctru [61] dé xuit phwong phép thu thap dit liéu
ba pha dya trén suy luan mo. Théng qua cac két qua mo
phong, phuong phép nay dugc chiung minh glam thiéu ty
I& mat g6i do nhiing cudc tin cong danh mat goi véi ning
luong tiéu thu it hon so va&i cac phuong phap khac.

Han ché caa suy luan mo: Cac ndt cam bién co
nhung han ché nghlem ngat vé ngu0n cung va kha nang
tinh toan, chung c6 thé dugc st dung dé cam bién lién tuc,
phat hi¢n cac su ki¢n, xac dinh su ki¢n, cam bién vi tri,
khién cho quy tic thiét lap cho suy luan mo co the yéu Cau
mét lugng bo nhé dang ké. S6 lugng cac quy tic tang theo
cap s6 mil theo s lugng cac bién. V&i n bién, mdi bién co
thé nhan m gié tri, s6 luat trong bo quy tac suy luan mo la
m". Vi c&c nat cam bién ¢6 by nhé han ché, viée luu trit bo
quy tac day du trén m6| nat co thé khong hop ly. Ngoai ra,
duyét lién tuc bo quy tac 6 s6 lugng lon co the lam cham
dang ké viéc phat hién xam nhap hodc ra quyét dinh. Dé
gidi quyét van dé nay, céc tac gia cua [62] da thlet ké mot
so ky thuat lam gidm kich thudc cua bo quy tic nhu chia
nho bo quy taC két hop quy tic V6i cac du ra tuong tu,
hodc bo quy tac khong day du. Danh gia trong [62] da chi
ra rang hai phuong phap glam ) luong quy tic cudi co
thé glu dugc do chinh xac va thoi glan phét hién sy kién
chi vai 30% sb luong quy tic dugc giir lai. Cac tac gia
trong [63] ciing da de Xuat mot phuong phap giam kich
thudc bo quy tac thdng qua qua nhitng thuat toan di truyén
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ghép ma nhi phan va thuc (GAs) So d6 thich nghi dugc
chia thanh hai giai doan: g1a1 doan dau lién Quan dén viéc
t6i wru hoa cac ham thanh vién thanh vién va giai doan tha
hai dugc goi 1a giai doan hoc va giam quy tac tu dong
cling nhu xac dinh sé lwong quy tac t6i thiéu can thiét dé
xdy dung cac m6 hinh mo. Tuy nhién, phuong phap nay
phu hop véi cac hé théng c6 bo quy tic 16n.

IV.TOl U NANG LUQNG POl VOl PHUONG
PHAP PHAT HIEN BAT THUONG DYA TREN
LOGIC MO

A. Gidam kich thuéc ciia bé quy tac

Nhu da dé cap & phan trén, kich thuéc cua bo quy tic
tang theo cap s6 mii theo s6 luong cac bién. Trong mot s6
truong hop, no tao ra mot van de tinh toan nghiém trong
khi s6 lugng dau vao cao. Nhing h¢ thong mo dé Xt 1y so
luorng I6n dau vao cling nhu s6 lugng I6n cac quy tic mo
c6 thé kho thiét ké do tiéu thu bo nhd 16n, do phuc tap
tinh toan cao va kha néng chuyén d6i kém trong diéu
chinh tham sé.

S6 lwong cac quy tic la mot van dé quan trong trong
co so quy tic trong khi thiét k& mot mé hinh mo. Ngoai
mtc d6 khong nhat quéan cua cac cap quy tic, viéc tim
kiém céac quy tic thira, khong lién quan, sai hoic thira
trong co s& quy tic cling co ¥ nghla bong co dang sau
viéc tim kiém nay 1a rd rang, vi cac quy tic thira khong
dong gop vao hiéu suat cia bo diéu khién. Nhiing quy tic
khong lién quan, du thira, sai lam va phiic tap trong co s&
quy tic 1am nhidu loan hiéu suit cua bo diéu khién khi
chding cling ton tai. Do do, diéu hop 1y la giam thiéu bo
quy tic biang cach loai bé nhitng quy tic khong lién quan,
sai 1am va du thira khoi co sé quy tic ban diu va hop
nhét cac quy tic xung dot, dac biét 1a khi thuc hién cac
phép tinh suy luan mo trong thoi gian thuc.

Trong nhitng nim gan day, mot s phuong phap da
dugc phét trién theo hudng tao va don gian héa mé hinh
mo cling nhu gidm kich thude co s quy tic trong cac hé
md; hoic tap trung vao viéc lua chon nhiing quy tic quan
trong tir co s& quy tic dong gbp vao co ché suy luan;
hoic loai bo nhitng quy tic thira dya trén mot sb tiéu chi
hodc s&p nhap céc quy tic c6 chung mot sé dic diém
[62][63]. Mbi phuong phap déu c6 wu nhugc diém riéng.
Tuy nhién véi truong hop cu thé cua phuwong phéap phat
hién luu luwgng bit thuong dua trén suy luan mo ma
chung t6i di dé xuit & cong trinh [2], v6i hai bién dau
vao la ky vong u va phuong sai 62 caa dir liéu cam bién,
chung tdi lya chon ky thuat két hop quy tic voi cac dau
ra twong tu [62] dé giam bo quy tic caa hé thong.

B. Két hop nhing quy tdc véi cde dau ra tirong tir

Theo nhung két qua tinh toan ¢ cong trinh truéc cua

chung t6i, ta co bo quy tic gom 9 luat véi hai bién dau

vao la gia tri ky vong u va gia tri phuong sai 6% duoc trinh
bay & bang 2 [2].

Béng 2. B6 quy tdc ban déu

Quy u 82 Quyét dinh
tic
1 Thip Nho Bt thudng +
2 Thip Trung binh | Bét thuong +
3 Thip Lén Bét thuong -
4 Binh thuong Nhé Nghi ngo +
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5 Binh thuong Trung binh Binh thudng
6 Binh thuong Lén Nghi ngo -
7 Cao Nhé Bat thuong +
8 Cao Trung binh Nghi ngo +
9 Cao Lén Bét thuong -

Ta nhan thay quy tac 1 va 7 ¢ cung két qua dau ra la
“Bit thuong +7 va chi khac nhau & cac gié tri ky vong .
Quan sat ndy cling phu hop Vi quy tac 3 va 9. Viéc két
hop céc cap quy tic nay co thé gilp ching ta giam thém
kich thudc cua co s6 quy tic. DBbi véi co sé quy tic trong
bang 2, viéc ap dung toi wu héa nay gilp chdng ta chi con
lai 7 quy tic nhu bang 3.

Bang 3. B4 quy tac sau khi rat gon

Quy u 82 Quyét dinh

tic
1 (Thip) Or (Cao) Nho Bit thuong +
2 Thip Trung binh | Bat thuong +
3 (Thép) Or (Cao) Lén Bit thuong -
4 Binh thuong Nho Nghi ngo +
5 Binh thuong Trung binh | Binh thudng
6 Binh thuong Lén Nghi ngo -
7 Cao Trung binh Nghi ngo +

Két qua mo phong st dung theo tap dix ligu tai [2],
phuong phap suy ludn mo truéc va sau khi thyc hign toi
wu déu cho ra ciing mét két qua nhu nhau vé chi sé canh
bao va ty 1¢ phat hi¢n sai, duoc the hién nhu hinh 2 va 3.
Dleu nay cho thay rang véi viéc toi wu nay chung ta c6 thé
tiét kiém dugc 22.2% nang lugng danh cho by nhé dé xir
ly céc quy tac.
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V. KET LUAN

Khi téc do phat trién va nhu cau sir dung mang cam
blen khong day trong cugc sang ngay nhiéu hon, thi van
de ve bao mat trong WSN ngay cang tré nén rd rang va
Cap thiét. Tuy nhién ciing can quan tdm téi viéc vira ndng
cao bao mat vira dam bao hiéu nang mang. Trong bai bao

, chung t6i trinh bay mot cach toan di¢n vé cac hé
thong phét hién xam nhap va mét s6 ky thuat dé téi wu
nang lugng ddi véi phuong phap phat hi¢n luu lugng bat
thuong dua trén Logic mo. Viéc tdi vu ning luong bang
cach ap dung ky thuat giam kich thuéc bo quy tic da
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mang lai mot sb két qua kha quan, ching toi da tiét kiém
dugc nang luong danh cho by nhg xir Iy nhung van giu
nguyén duoc két qua so véi ban dau. Trong tuong lai, mo
hinh s& dwoc ap dung cho cac kich ban thuc té trong cac
nghién cuu tiép theo cua ching toi.
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INTRUSION DETECTION SYSTEM AND
ENERGY OPTIMIZATION FOR AN ANOMALY
TRAFFIC DETECTION BASED ON FUZZY
LOGIC APPROACH IN WIRELESS SENSOR
NETWORK

Abstract: Wireless sensor network (WSN) is one of the
promising technologies with an extremely diverse range
of applications, from healthcare to military. And as the
WSN becomes more and more common, security threats
are also increasingly diversified and intentional.
Prevention-based  security  approaches such as
cryptography, authentication, and key management have
been used to protect WSNs from various types of attacks,
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but these approaches are not sufficient to protect the
network from internal attacks which can extract sensitive
information. As a result, the intrusion detection system
(IDS) turns into the second most important layer of
defense to protect and keep the network safe from the
malicious attacks. Anomaly detection is one of the typical
intrusion protection methods, in which the abnormal flow
current method based on fuzzy inference has been studied
previously and has yielded some good results. However,
it also faces some typical challenges such as the number
of input variables increases, so processing power also
increases, which affects network performance. Therefore,
in this paper, we present a comprehensive view of
intrusion detection systems and use several techniques for
energy optimization to anomaly traffic detection method
based on Fuzzy Logic approach. Simulation results and
comparative analysis prove that after being optimized,
our method can still retain accuracy for warning index
and false detection rate while consuming less memory
power to process compared with the original.

Keywords: Wireless Sensor Network (WSN), loT,
Security, Fuzzy Inference, Intrusion Detection.
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