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Tom tdt—Trong cac thuit toan thiy van anh s6, muc
tiéu quan trong do la tang cuong do bén virng ctia thong
tin mat va khong giam chét lugng anh thity van. Cu thé,
anh khi duge nhiing thong tin mat khong thé bi phat
hién sy thay doi cung nhu khé trich rut thong tin da
nhing bang mot so phuong phap théng thuong. Po ben
vu’ng thé hién khi bi thn cong thay van, thuit toan dé
xuét ¢6 kha ning trich rit thong tin mat ¢6 d6 chinh xac
cao.Vi vay, trong giai doan nhiing, chiing t6i s dung
gia tri nguong 7 d€ tim ra vung di liu anh ROI thich
hop va luu trit théng tin ROI trong ma tran Mat. Tiép
theo, st dung bién déi DCT cho viing ROI da chon va
ky thuat QIM dé nhiing thong tin mét 1a chudi cac bit 0
va 1. Céc bit duge nhiing mét hoic nhiéu lan trén mot
hoic nhiéu vi tri khac nhau. O giai doan trich rit, sit
dung khéa K 1a ma tran Mat dé xac dinh cac vi tri chita
thong tin mat da nhung. Sau do, thuc hién trich rut
thong tin mat dua trén ky thuat Extraction Voting.
Thong tin mit dude voting dua trén ti 1€ trich rit cac
bit 0 va 1 dé dua ra két qua chinh xic nhit. Viéc st
dung ROI va Extraction Voting givip cai tién dé chinh
xéc thong tin trich rit khi chéng lai cic phép tan cong
thily van va khéng giam chit lugng anh s6 sau khi
nhing thong tin.

Tir khéa—Thaty van anh Ky thuét sb, Ving quan tam
(ROI), Trich rit bé phiéu, Diéu ché chi so lugng ti
(QIM)
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mot cach nhanh chéong, phuc vu muc dich giai tri,
thuong mai. Ching dé dang dugc sao chép, phat tan.
Nhiéu ngudi khong dudc cip quyén ciing dé dang
truy cap va kiém 1gi nhuan tif nhiing san pha4m khong
phdi ciia minh. Hanh vi sao chép, chia sé, sita ddi
khi khong c6 su cho phép chi sé hitu hgp phap la
vi pham ban quyén san phdm sb. Hién tuong nay
thuGng xuyén xay ra trén mang internet. Vi vdy, nha
san xuat hodc chi sé hitu hop phdp céc san phim
multimedia c6 nhu ciu cao dbi véi viéc bao vé ban
quyén san phim cta ho.

Thiy van sb - Digital watermarking [1]] 12 mot gii
phdp k¥ thuat ddp ting nhu ciu bio vé ban quyén cic
san pham sb. C4c thong tin mat (thong tin ban quyén,
logo, thong tin tic gia, chi ky sd, ...) dudc ma héa
va nhing vao du liéu da phuong tién ma khong lam
4nh hudng dén chat luong dé€ 1am cin ci khi xay ra
tranh chip hoic x{ 1y vi pham ban quyén. Khi xay ra
tranh chip, thong tin mat sé dugc trich rit dua vao
khéa bi mat. Tu do, chu’ng minh quyén sé hitu hop
phép dbi véi san pham s6.

Thidy van 4nh sb [[1] [2]] 12 mot trong céc ky thuat
thdy van phd bién, dudc nghién ciiu va tng dung
rong rdi trong linh vuc bdo vé ban quyén anh sb.
Céac nha nghién ctiu da phat trién nhiéu lugc do thiy
van trén mién khong gian va mién tan s6. Pic biét,
ky thuat thily van &nh s6 phat trién manh trén céc
mién tan s6 st dung cdc bién ddi DCT, SVD, DWT
(21, 151181, [11], [18], [19] hodc cic mién tan s
két hop [9], [12]. Ho khai thac cdc dic tinh cia mdi
mién dif liéu d€ ting cudng tinh bén viing [9], tinh
4n, cai thién téc do tinh toan ciing nhu kha ning 4n
gidu thong tin mat trong cdc luge dd thiy van.

Trong nhiéu luge do thily van, céc tic gid thudng
nhing thong tin 1én toan bd cac vung clia dnh mang
thong qua céc phép bién ddi [5], [7], [91, [12], [15].
Ky thuit nay dam bao nhung dudgc lugng thdng tin
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I6n. Tuy nhién, viéc tdc dong 1én toan bd cac ving
dit liéu da phan nao 1am gidm di chit luong ctia 4nh
mang. Mic khic, cac thong tin 4n gidu thudng c6
kich thudc nho hon nhiéu 1an so v6i anh mang. Vi
vdy, nén ching lga chon cac vung phu hgp § trén
4nh dé€ nhing thong tin mat, tif d6 tranh 1Am gidm
chit lugng clia 4anh mang ma vin dam bio st dung
dé chiing minh ban quyén khi can thiét.

Qasim va cong su [3] da ap dung lugc do thiy
van cho cic 4nh chup MR nio trong y té. St dung
ROI (Region Of Interest) dé xdc dinh vung nhing
dwr liéu va vung khong nhing dir li€u. Vung st dung
nhing dit liéu 1a ving ROI (nén) c6 d6 mudt cao
hon (c6 do chénh 1éch gia tri mau gitta cac diém anh
thip) va ving khong quan tdm t6i RONI (phan dif
liéu quan trong cta anh hodc khong dugc phép tac
dong vao). Ngudng T dugc dung dé xiac dinh ROI
dudc chon bang céch thii nghiém trén mot tip nhiéu
4nh da dang va u6c lugng gia tri thich hop. Lugc dd
thiy van dudc cdc tdc gia trinh bay 1a lugc do thiy
van thuan nghich, nham phat hién ra su thay d6i cia
céc bic anh y té chup nio bo clia bénh nhan.

Jeya va cong su [4] ciing dé xut luge do thdy van
trén vung di liéu RONI (Region-Of-None-Interest)
4p dung trén anh CT ctia bénh viém phdi trong y té.
Viéc xac dinh RONI va nhiing thong tin méit 1&€n do
dé tranh 1am thay ddi thong tin quan trong cta &nh.

Keshavarzian va cong su [[18] da dé xuit lugc do
thiy van trén vung di liéu ROI két hgp bién déi
DWT dam bao tinh khé nhan biét, tinh bén viing va
tinh bao mat. Trong do, cac tic gia si dung vung
ROI ctia dnh mang lam thong tin mét va dugc nhung
vao cdc bing con tan s6 thip trong 4nh mang khi 4p
dung bién d6i DWT. D€ ting tinh bdo mat, céc tic
gia st dung bién d6i Arnold cho bing con LL cta
ROI va khéi anh mang ban dau. Tuy nhién, viéc la
nay tang thém d6 phic tap cua thuat toan.

Ngoai ra, cic tac gia khac da dé& xuit cic lugc do
thdy van trén mién tin sd va cdc mién tan s6 két hop
ap dung cho muc dich bdo vé& ban quyén. Mdi lugc
dd déu khai thic tbi da cic dic tinh quan trong cia
cdc mién tan sb, d€ ting cudng tinh bén viing cla
luge dd thiy van, gitip 4nh thdy van chéng lai cc
tAn cong bién ddi hinh hoc, tn cong nén, tin cong
gy nhiéu ... Cac mién tan sd thuong dugc st dung
nhiéu nhu DCT, SVD, DWT, DFT, ...

Bén canh dé, d€ ting cudng tinh bdo mat ctia thong
tin giﬁu, cac tac gia thudng ma hoa [6], [8]I, [12], [15],
[18] thong tin mat trudc khi nhing. PE dam béo khi
bi tin cong do thiy van ciing khé c6 thé gidi ma
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dugc chinh xac thong tin mat. Trong céac thi nghiém,
ky thuat xdo trén Arnold Transform dugc sG dung
phé bién hon ca [8], [12], [15], [18], [19].

Nhu vay, trong cic luge do thity van anh sb, khong
phai Iuc nao thong tin mit ciing dugc nhing trén toan
anh. Bén canh d6, kich thudc thong tin mét thuong
nhd hon nhiéu so vé6i kich thuéc dnh mang. Vi viy,
phan tich dé xac dinh dugc viing dit liéu ndo dugc st
dung d€ xti Iy nhang thiy van sé 1a mot budc quan
trong dé ting cudng chit luong anh sau khi nhiing
thiy van, nhung van dam bio dugc tinh bén viing,
tinh bdo mat clia thong tin mat dudc gidu. Do do,
xac dinh ving quan tim ROI la budc can thiét trudc
khi thuc hién céac ky thuat nhing thuy van.

Trong k¥ thuit xt ly anh hodc trong linh vuc thi
gidc mdy tinh, ROI c6 thé 1a bit ¢t hinh dang nao, c6
thé hinh vuong, chit nhat, tron, hoidc nhiéu ving nho
trén anh hodc tham chi la cac pixel. VGi cac vung
ROI 16n, néu st dung dé€ nhing thong tin thi s& dam
bio cdc ving khidc khong bi tic dong, 1am cho chit
lugng 4nh & d6 khong bi thay ddi, con cac ving bi
tac dong chi thay d6i & miic thip nhit. Do d6, chét
lugng 4nh téng hop sau khi nhing thily van s& tot
hon. Nhung lai di dién v6i nguy cd méit thong tin
4n gidu nhiéu hon khi bi tAn cong thly van bdi cac
ky thuat nhu cit anh, ghép anh. Do d6, viéc xdc dinh
ROI 1a budc quan trong. Vi vdy, § trong thi nghiém
ndy, 4nh mang sé& dugc chia thanh cdc khdi c6 kich
thudc 8x8 khong trung ldp. Trén mdi khdi sé tinh gid
tri phuong sai [[16] theo cong thiic dé xac dinh
xem khbi c6 thich hop dé€ nhiing thong tin hay khong.
Dong thdi luu lai thong tin cla cdc khdi dudc chon
dé lam chia khoa cho qué trinh trich rit thong tin.
Bén canh dé6, dé€ ting cudng do chinh xac, thong tin
sé dugc nhing trén ca 3 kénh mau ctia anh dau vio.
Do do, khi trich rit, ngoai viéc dung cac khoa nhu
trén, con két hop thém ky thudt bo phiéu (voting) dé
tang cuong do chinh xac.

Gi4 tri phuong sai ctia khdi cdc diém anh c6 kich
thu6éc NxM dudc tinh theo cong thiic sau [[16]:
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Trong do, 0 la gid tri phuong sai; F;; la gid tri
di€ém 4nh tai toa do i, j; F' la gia tri trung cong clia
cic di€ém anh trong khoi.
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B. Cdc muc ciia bai bdo

Phan con lai ctia bai bio dudc t§ chiic nhu sau. Dé
xuét luge do thiiy van trong muc [l Thi nghiém va
két qua cta luge dd thiy van dé xuét dugc trinh bay
trong muc Muc 1a két luan va dé xuat huéng
nghién ctiu tiép theo.

II. BE XUAT LUOC PO THUY VAN

A. Bién doi Arnold logo

Trong lugc dd thiy van, dé ting cudng bio mait,
thong tin mat 12 logo ban quyén dudc ma hoéa sir
dung k¥ thuat xdo trén Arnold [8f], [12], [15], [18].
Xét anh dau vao c6 kich thuéc NxN dudc ma héa
bing cach xdo tron cac diém anh theo phuong trinh
sau [15], [18]:

() =0 2) () mv o

Trong d6, z, y tuong tng la toa do cta anh gbc; =,
y tuong tng la toa do ctia diém anh bi xdo tron.
Bién d6i Arnold thuc hién hodn ddi vi tri clia cic
pixel trong anh nhiéu lan. V6i N=32 thi sau 24 lan
l4p, hinh anh x4o tron sé bang v6i hinh anh ban dau.
Do d6, &€ ma héa logo thong tin mat bang bién ddi
Arnold, khéa “key wm” 1a mot s6 nguyén sé dugc
truyén vao va thuc hién xdo tron “key wm” 1an.

de_acm
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Hinh 1: Bién d&i Arnold véi khéa "key wm"
Tir trai sang phai: Logo gbc, Logo ma héa, Logo
giai ma

B. Xdc dinh vung dit liéu nhiing théong tin ROI
Vung quan tdm ROI 1a vung di liéu dudc st dung
cho muc dich nhing théng tin mit ma khong lam
giam chit luong anh mang. O ddy, anh mang dudc
chia thanh cédc khéi 8x8 riéng biét. Trén mdi khdi,
tinh gid tri phuong sai theo cong thic (1). D& dinh
gid khdi ¢6 phil hgp dé€ nhiing thong tin khong, thuc
hién so sanh gid tri phuong sai v6i ngudng 1. Céac
khdi théa min sé dudc Iuu lai thong tin vao ma trin
Mat @€ lam khéa cho qua trinh trich rit thdng tin
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mat va dugc gan gid tri 1a 1. Ngudc lai, cic khbi
khong dudc chon dé nhing thong tin dudc gan gia
tri 12 0. Thong tin vi tri cdc khdi dugc luu lai duéi
dang ma tran nhi phan Mat. Ma tran Mat dugc ma
hoa (AES) va gui cho cd quan quan ly, ching thuc
ban quyén CA (Certificate Authority). Khi c6 tranh
chip xdy ra, CA sé cung cip “bg khoa” trong d6 c6
ma trdn Mat chia thong tin vi tri nhing, d€ trich
rit thong tin ban quyén.

Ngudng 7' 1a gid tri &€ danh gid xem khoi c6 phu
hop d€ nhiing thong tin mat. Gia tri ctia T dudc xdc
dinh thdng qua qua trinh thyc nghiém trén tap hop
gdm nhiéu anh khac nhau va c6 thé diéu chinh phu
hgp véi ting tap dit liéu. Tuy nhién T phai dam bao
1a 16n hon gid tri phuong sai nhé nhét va nhé hon
gid tri phuong sai 16n nhit cta dnh. Viéc xdc dinh
gia tri T ciling can phai cin ci vao tuong quan kich
thu6e gitta logo ban quyén (thong tin mat) va kich
thuGe cliia anh mang.

0]... ROI (Selected)
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Hinh 2: Ma trin cac vi tri ROI dugc chon

C. Tién trinh nhiing thity vdn

Trong qua trinh nhiing thdy van, st dung bién d6i
DCT [6], [7], [9], [11] va ky thuat QIM [7], [14] dé
nhing thong tin. Khéi dudc chon sé dugc bién ddi
DCT 2 chiéu, chon phan td DCT]0,0] chida nhiéu
ning lugng anh nhit, dé€ tac dong theo k¥ thuat QIM
v6i trong sd nhing ¢ = 0.01. Phuong trinh nhing cu
thé:

3)

Trong do, E(i,j) la gia tri DCT tai vi tri [0, 0, chl;
FE'(i,7) 1a gia tri DCT tai vi tri [0, 0, ch] nhan dugc
sau khi nhing théng tin; w(k) la gia tri bit nhi phan
tai vi tri thit k cta chudi thong tin mat.
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Cal Avg of Vanance of Find Mat(ij) of matrx
planes ch in block(i,j) of each block(ij)
F 3
¥
Storage Mat as
Key Mat

Divide [ into block 8x8 |

Non-overlapping | DCIM‘.J <h)
% : “"4
Logo Onginal
Key wm

Divide I' into block 8x8)| T Extracting bit b
Non-overlapping DCT(block(1,ch) »| from DCT(0,0,ch),
: and cal Votes

I'Watermarked

Hinh 4: Lugdc do trich rit thiy van st dung ROI va Voting
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Céc buée thuc hién cia qua trinh nhiing thiy van
nhu sau:

Budc 1: Chia anh mang I thanh céc block 8x8
khong trung lap

Bude 2: Tinh gia tri trung binh avg phuong sai
ctia 3 plane trén mdi block

Budc 3: Tinh ma trin M at:

Néu avg >= T & count(Matli,j] == 1) <=
WMer,) thi:
Matli,j] =1
Ngudc lai:
Mat[i, j] =0

Budce 4: St dung Arnold Transform d€ ma héa
logo w véi key wm
Budc 5: Duyét ma tran Mat, néu Mat[i,j] == 1
thi thuc hién:
Trén mdi plane ch:
- Bién d&i DCT blockli, j, ch]
- St dung phuong trinh (3)) d€ nhiing bit w(idx)
vao DCTYI0,0, ch]
- Bién d&i iDCT block]i, j, ch)
Budce 6: Khoi phuc I ta thu duge énh I’ da duge
nhung thong tin mét
Sau khi thuc hién nhing thily van, anh s6 dudc
phan phdi t6i ngudi ding hop phap. Céc gia tri “key
wm”, ma tran thong tin ROI Mat, trong sb nhing q
dugc luu trit thanh bd khéa K (key wm, Mat, q). B
khéa K dugc ma hoa (AES) va gt 1én c6 quan quan
ly ban quyén CA (Certificate Authority). Khi xay ra
tranh chiap, CA sé cung cip bo khéa va tién hanh
trich rit thong tin d€ ching minh quyén sé hitu hop
phap.

D. Tién trinh trich riit thity vdn sit dung Voting

Khi xdy ra tranh chip, CA sé gidi ma va cung
clp bo khéa K (key wm, Mat,q). Ma tran Mat dugc
st dung dé€ xdc dinh cdc vi tri di gidu thong tin
mit; trong s6 ¢ dung d€ trich rit thong tin mat theo
phuong trinh (@); khéa “key wm” dugc dung dé gidi
ma thong tin mat thu dugc.

DE trich rit thong tin, st dung phuong trinh @)
nhu sau:

1 Néu E'(i,j) — |2
0 Néu E'(i,5) — | &

—~

=

.
—

| E—

q>
Ja<

R

&

/)

<

),

w'(idz) = {

N N

q

“4)

Trong d6, E' (4, j) la gid tri DCT tai vi tri [0, 0, ch],
q 1a trong s6 nhing, w’(idz) 1a gid tri thd idz dugc
trich rat tr E' (7, j).
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Khi thyc hién trich rdt thong tin mat b trén ting
plane ch, so sanh véi cac gia tri 0 va 1 d€ tinh toan
Vote. Sau d6 thuc hién voting d€ tim ra bit w’(idx)
thich hgp nhit. Cac buée thuc hién trich rit thity van
cu thé:

Budce 1: Chia énh mang I’ thanh cédc block 8x8
khong trung lap

Budc 2: Duyét ma tran Mat, néu Mat[i, j] == 1
thi thuc hién:

Budc 2.1: Vote =0
Budc 2.2: Trén mdi plane ch:
- Bién ddi DCT blockli, j, ch]
- Sit dung phuong trinh (@) d€ tinh ra bit b
- Néu b == 1 thi:
Vote = Vote + 1
Budc 2.3: Néu Vote > 1.5 thi:

w'(idr) =1
Ngudc lai:
w'(idz) =0

Bude 3: Khoi phuc w’ st dung key wm thu dudc
anh logo w’

II. THI NGHIEM VA KET QUA
A. Cdc do do sit dung ddnh gid luge do thity van

Pé danh gi4 chit luong clia 4nh mang trudc va sau
thyc hién nhing thity van s6, st dung ti s6 tin hiéu
cuc dai trén nhiéu PSNR (Peak Signal to Noise Rate)
[7)]. Gia tri PSNR thé hién chit lugng ciia anh bi thay
ddi nhiéu hay it khi tic dong thiy van. Khi gia tri
PSNR nhd, su thay ddi nhiéu nén dé dang bi nhin
thiy. Nguoc lai, gid tri PSNR cao thé hién kho c6 thé
cam nhan dudc su thay d6i cla anh sau khi nhing
thong tin. Do d6, gid tri cia do do PSNR cang cao
cang t6t. PSNR dudc tinh bing cong thic (5) dudi
day:

MAX?

_— 5
MSE ©)

PSNR =10 x logq x

Trong d6, MAX 1a gid tri 16n nhét c6 thé clia pixel

trong &nh. Khi cdc pixel dugc biéu dién bdi 8 bits,

thi gia tri cia né la 255. MSE (Mean Squared Error)

12 sai s6 binh phuong trung binh tinh trén toan anh,
dugc tinh theo cong thic (6):

1 M-1N-1
Ty O 2N =T 6)
0

1= ]:

MSE =
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V6i M, N lan lugt 1a kich thuéc cta anh. I(i, )
va I'(i, ) tuong tng 1a gid tri diém anh tai vi tr 4,
4 ctia anh mang ban dau va 4nh da nhiing thiiy van.

Dé danh gid do bén viing ctia lugc do thly van,
thuc hién tinh NCC (Normalized Cross Correlation)
ctia thong tin mat dudc trich rit sau khi bi tin cong
thdy van (bién ddi hinh hoc, thém nhiéu, nén anh,
...) v6i thong tin mat ban dau. Gia tri cia NCC cang
gan gia tri 1.0 thi chiing t6 dd bén viing cla thiy van
cang tot. Cong thiic NCC [13]] dugc tinh nhu sau:

M—1~~N—17 /: - .
Zi:o Zj:O [U}(Z,]) - w,(l7])]2
M—1~~N—17, /. -
>ico ijo [w(i, 5)]?

Véi w(i, j) va w' (i, j) tuong ung la gid tri di€ém anh
tai vi tri 4, j ctia logo ban dau va logo dugc trich rit.

NCC =

(7

B. Dit liéu thi nghiém

Trong thi nghi€m, st dung anh tip cac anh mau
¢6 kich thuée 512x512 trong b dit liéu anh SIDBA
va anh Logo HVKTQS (c6 dinh dang .png). Logo
st dung dé€ nhiing vao 12 4nh nhi phan c6 kich thuéc
32x32 (Hinh 5).

Airplane pag Logo HVKTQS png Couple png ]_wm
Hinh 5: Tap hop anh thi nghiém (Anh mang va
logo mark

Tham sé ngudng T dugc xic dinh bang 0.005 dé
x4c dinh cac khdi pixel (c6 kich thuéc 8x8) dudc
lua chon (ROI) sao cho tdng sb cac khdi dudc chon
bang véi do dai bit ciia logo sé nhiing. Tuy thudc
vao do dai bit ctia logo, ma tran Mat thé hién vi tri
khéi dugc chon thi Mat(i,j) = 1, cac block khong
dugc chon thi Mat(i,j) = 0. Ma tran Mat la mdt
trong nhiing khéa quan trong dudc hinh thanh trong
qud trinh lya chon ROI va tham gia vao qua trinh
nhdng va trich rit thiy van. Tiép theo, gid tri cla
hé s6 nhiing ¢ = 0.01 dung dé nhiing thong tin theo
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phuong trinh |3| va trich rit thong tin theo phuong
trinh 4] Cdc gid tri T va ¢ dudc lya chon sau qua
trinh thi nghiém v6i nhiéu anh dau vao khic nhau
khi cho két qua t6t hon ca. Gia tri ¢ dudc xem 1a
khoéa ctia luge do thiy van khi tham gia vao ca qud
trinh nhing va trich rat thong tin mat.

Nhu vay, Kkét hop “key wm”, Mat va g,
lugc d6 thdy van dé xudt c6 mot bd khoa
K (key wm, Mat,q). Sau khi nhing thiy véan, bo
khéa sé dugc ma héa va giii vé CA. Khi c6 tranh
chip, CA sé& dung bd khéa K dé trich rit thong tin
mat da gidu.

C. Cdc phép tin céng thity vin

TT ‘t,%it Mo ta ky thuat thn cong

1 NA Khong tan cong

2 SNO1 | Nhiéu Salt va Pepper véi mat do = 0.01
Nhiéu Salt va Pepper v6i mat do =

3 SN001 0.001

4 GNO1 Nhl.eu Gaussian theo phan phoi chuan
variance = 0.01

5 GNO2 Nhl.eu Gaussian theo phan phdi chuan
variance = 0.02
X6a va thay thé bang nén trang, ratio

6 EW05 = 0.5 (25%)
X6a va thay thé bang nén den, ratio =

7 EBOS 0.5 (25%)

8 BA3 Loc trung binh véi kernel = (3,3)

9 MB3 | Loc trung vi véi kernel = 3

10 | GB3 Loc Gaussian véi kernel = (3,3)

11 | JPEG | Tan cong nén JPEG

12 | Color | Tan cong color trén 1 plane

Bang I: Bang cic phép tin cong thiy van

Trong thi nghiém, dé danh gid hiéu qua cua lugc
dd thiiy van dé xuét, mot sé phép tin cong thiy van
phd bién da ducc st dung nhu tin cong nhiéu, tin
cong nén, tn cong cat xén, tAn cong mau, tin cong

loc anh .... Cic phép tin cong thdy van dudc st
dung trong thi nghiém véi cac thong s6 cu thé trong
bang

Trong d6, NA 1a khong thuc hién tin cong thity
van. Céac phép tin cong thém nhiéu Salt & Pepper
thuc hién v6i mat do 0.01 va 0.001. Tuong tu, phép
tAn cong thém nhiéu Gaussian theo phan phéi chuin
¢6 variance 1an luct 12 0.01 va 0.02. D6i véi cac phép
tAn cong bang cac ky thuat filter, thuc hién loc trung
binh, loc Gaussian v6i cung kernel bang (3,3), loc
trung vi v6i kernel = 3. Ngoai ra thuc hién tin cong
nén Jpeg, thay d6i mau sic (color change). Cac phép
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Lenna | Zelda | Peppers

Airplane | HVKTQS | Couple

PSNR | 49.57 | 495 49.57

49.46 49.6 49.58

Bang II: Bang két qua do PNSR ctia cdc anh sau khi nhing thdy van

Lenna | Zelda | Peppers | Airplane | HVKTQS | Couple

NA 1.0 1.0 1.0 1.0 1.0 1.0
SNO1 | 0.3863 | 0.5793 | 0.5353 0.927 0.6119 0.7099
SN001 | 0.8841 | 0.9462 | 0.959 0.9876 0.9753 0.9565
GNO1 | 0.9856 | 0.9814 | 0.971 0.9672 0.9815 0.9917
GNO2 | 0.6677 | 0.6534 | 0.6503 0.6396 0.634 0.5916
EWO03 | 0.6596 | 0.766 | 0.6796 0.7091 0.9585 0.7652
EBO3 0.793 | 0.8013 | 0.9167 1.0 1.0 0.6634
BAO03 | 0.963 0.922 | 0.9238 0.9794 0.8871 0.9735
MB3 | 0.9057 | 0.9358 | 0.9669 0.9836 0.9959 0.9918
GB3 | 0.9856 | 0.9589 | 0.9711 0.9917 0.9298 0.9259

JPEG 1.0 1.0 1.0 1.0 1.0 1.0

Color 1.0 1.0 1.0 1.0 1.0 1.0

Bang III: Bang két qua do NCC ctia cic logo

miarked img extracted

attacked img

trich rit dugc sau khi bi tin cong thiy van

extracted

Hinh 6: K&t qua thi nghiém trén tap dnh chua tdn céng thity vin

tin cong lam thay d6i tuong dbi vé chit luong hinh
anh nham pha hidy thong tin mat da dugc nhing.

D. Két qud thi nghiém

Hinh (E[) mo ta két qua nhing va trich rit thiy
van ctia luge do dé xuit. Bang[]1a s6 do PSNR dinh
gia tinh khong thé nhan biét ctia lugc d6. Cac gid tri
PSNR déu 16n hon 49db. Véi bién phép tn cong la
NA (khong thn cong) logo mat da nhing dudc trich
rut mot cach chinh xdc. Theo bang luge do ap
dung cho cdc anh mang khac nhau déu cho két qua
trich riit logo mat chinh x4c cao nhét véi NCC = 1.0.
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Khi thyc hién tin cong bing cic ky thuat trong bang
dbi v6i anh Lenna, lugc dd cho két qua trich it
nhu hinh (7).

Bang [ITI] 1a két qui d6 do NCC khi thuc hién cac
phép tin cong thly van trén tip 6 anh dau vao. Dbi
v6i cac phép tin cong nén JPEG, thay ddi mau (Color
change), thi nghiém cho két qua trich rit c6 do do
NCC rit cao. Cac phép tan cong thudc 16p loc trung
binh, loc trung vi, loc Gaussian déu cho két qua tbt.
Tuy nhién d6i v6i phép tin cong cit anh thi cho két
qué chua dong déu. Nguyén nhan thi nhit 12 né phu
thudc mot phan vao ciu triic ctia tiing anh, thi hai 1a
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SN01, NCC = 03863

GNO1, NCOC = 0.9856
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attacked img
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Hinh 7: Két qua thuc hién tin cong thiiy van trén anh Lenna

n6 phu thudc vao vi tri cit, & ddy vi tri cat 1a ngiu
nhién. Néu vi tri cat tdp trung vao nhiing ving anh
ROI da dudc chon thi chit lugng trich rit sé bi gidm.
Nhung trong thi nghiém, két qua do NCC van nam &
viing c6 thé nhan dang ra thong tin. Vi viy, néu két
hgp véi cac ky thuat phan tan logo thiy van khac thi
c6 thé€ ting cuong dd chinh xdc cta anh.

Nhu viy, c6 thé nhan thiy, dbi véi cac phép tin
cong trong bang [ thi luge dd thiy van da dé xuit
van dam bdo dudc tinh bén viing, thong tin 4n gidu
dudc trich rut v6i do trich xac cao, ddm bao nhén
dang va st dung cho qué trinh gidi quyét tranh chip
va bdo vé ban quyén anh sb.
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IV. KET LUAN

Qua thi nghiém va cdc két qua thu dugc, viéc ap
dung ky thuat ROI dé€ xdc dinh ving di liéu anh
theo lugc dd thity van da dé xuét cho két qua tuong
ddi tot. B6i voi dd6 do PSNR déu > 49db, cac anh
mang nhing thily van dam bao tinh trong khé nhén
biét bang phuong phap thong thudng. Khi tin cong
bing cdc phép bién d6i anh phd bién, viéc trich rit
thong tin da nhing cho két qui cao dbi véi cac phép
nén, thay d6i mau, loc trung binh, loc trung vi, loc
Gaussian. Tuy nhién, két qua chua dugc tot khi thuc
hién cit anh. Do & day khi thuc hién cat % anh la
tuong dbi 16n, nhung van c6 kha ning trich rit dugc
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mot phan quan trong ctia thong tin nhing. Vi vy,
néu st dung cac ky thuat nhing phan tin anh logo
ra nhiéu vi tri khac thi c6 thé cai thién hiéu qua ctia
ky thuat nhiing.

Bén canh d6, st dung phép bién ddi DCT trén céc
khéi 8x8 di€ém 4nh ciing gop phan nang cao hiéu qua
ctia lugc d6 nhiing thiiy van. Tuy nhién, viéc méi chi
tht nghiém trén mién DCT ciing chua thé hién hét
nhiing vu diém ciing nhu han ché cia lugc do dé
xuat. Vi vdy, trong thdi gian t6i, can tién hanh thi
nghiém vé6i nhiéu mién khong gian khic nhau, dong
thdi tim c4ch tinh toan gid tri ngudng T dé€ xdc dinh
dugc vung ROI dat hiéu qua nhing cao hon. Viéc
st dung ky thuat QIM, két hop ROI va DCT cung
Voting Extraction hita hen sé gitip cai thién duge do
bén vitng ctia thily van va chét lugng thong tin trich
rut. Viéc khoanh vung cac vung du li€éu khac nhau
dé€ nhiing thong tin va phan tan thong tin can nhing
& nhiéu noi khac nhau c6 thé gidp thily van bén viing
hon khi bi tin cong. Do d6, tic gia sé tiép tuc nghién
clu, phat trién trong thoi gian tdi.
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DIGITAL IMAGE WATERMARKING
TECHNIQUE USING ROI AND EXTRACTION
VOTING ON FREQUENCY DOMAIN

Tom tit—In digital image watermarking algorithms, the
significant purpose is to improve the robustness of
secret information is embedded and not reduce the
quality of watermarked images. Specifically, when
embedding confidential information into a host image,
this host image is difficult to detect had changed and
hard to extract embedded information by some
conventional methods without using the secret key.
Robustness has shown under watermarking attacks,
and the proposed algorithms extract confidential
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information with high accuracy. So, in the embedding
phase, we use the threshold value T to find the
appropriate ROI image data region and store the
ROI information in the Mat matrix. Next, we use the
DCT transform for the chosen ROI region and the
QIM technique to embed confidential information in a
sequence of bits 0 and 1. The bits are embedded one or
more times in one or more different locations. At the
extracting stage, use the Mat matrix to determine the
locations containing the embedded secret information.
Then, perform extracting confidential information
based on the Extraction Voting technique. The Secret
information is voted based on the extraction rate of
bits 0 and 1 to give the most accurate results. Use of
ROI and Extraction Voting improves the accuracy of
extracted information when resisting watermarking
attacks and does not reduce digital image quality
after embedding the secret information.

Tir khoa—Digital watermarking, Region of Interest
(ROI), Extraction Voting, Quantization Index Modu-
lation (QIM).

Lé Danh Tai tot nghiép k§ su CNTT va
thac si Khoa hoc mdy tinh tai trudng Hoc
vién Ky thuat quan sy nam 2008 va 2015.

Linh vuc nghién cdu thudc Ilinh vuyc
thity van s6, an toan thoéng tin, cong nghé
mang.

SO 03 (CS.01) 2021

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG

Téng Minh Prc tot nghiép ky su nganh
Cong nghé thong tin tai Hoc vién ky thuat
quan sy nim 2000. Ong nghién ciiu sinh
va nhan bing tién si ndm 2007 tai trudng
Pai hoc Tong hop Ky thuat dién Xanh
Pétécbua — Nga, chuyén nganh Ty dong
héa va diéu khién cic quy trinh céng nghé
san Xuét.

Ong 1a giang vién ctia Khoa CNTT trudng Hoc vién kj thuit
quan syt ndm 2000. Linh vyc nghién cdu chinh la linh vuc
mat ma, gidu tin, an toan thong tin.

Ta Minh Thanh nhan bang ky st CNTT
va Thac si Khoa hoc Mdy tinh vao nim
2005 va 2008. Ong la gidng vién cia
truong Pai hoc Lé Quy Pon tu nam 2005.
Nim 2015, 6ng nhan bing Tién si Khoa
hoc Mdy tinh ciia Hoc vién Cong nghé
Tokyo, Nhat Ban. Ong dugc cong nhan
chiic dang Phé gido su ctia Hi dong Gido
st nha nudc vao nim 2019. Ong ciing 1a
thanh vién cua Hiép hoi IPSJ Nhit Ban va Hiép hoi IEEE.

Linh vuc nghién ctiu ctia ong thudc linh vuc thiy van sb, cong
nghé mang, bdo mat thong tin va thi gidc mady.

183



