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Tom tdr: Bai bao dé xuat mot luge dd chir ky tap thé
xay dung trén tinh khé cua bai toan logarit roi rac két hop
khai cin trén Z, . Bai toan logarit roi rac két hop khai cin
dugc dé& xuit & day 1a mot dang bai toan kho méi thuoc
I6p cac bai toan chua c6 cach giai vé mat toan hoc. Do
do, viéc xay dung luoc d6 chit ky s6 dua trén tinh khé cua
bai toan logarit roi rac két hop khai cin nay cho kha ning
nang cao d§ an toan cta thuat todn trong cac tng dung
thuc té.

Tir khoa: Chir ky sb; Chir ky so tap thé; Bai toan
logarit rdi rac; Bai toan logarit roi rac két hop khai can.

I. PAT VANDE

Trong [1,2] nhém tac gia da d& xudt mot phwong phap
xdy dung luge do chit ky sb dua trén tinh kho cua bai toén
logarit két hop khai cin trén truong hitu han Z,. Bai toan
logarit két hop khai cin trén truong Z, 1a mot dang bai
toan khé mdi ma trong toan hoc chua cé cach giai. Do do,
viéc xay dung lugc dd chir ky dwa trén bai toan nay cho
phép nang cao d§ an toan cia thuit toan trudc cac dang
tan cong khoa bi mat va tan cong gia mao chit ky. Trong
bai bao nay, nhém tac gia tiép tuc dé xuét xay dung lugc
dd ky tap thé dya trén bai toan logarit két hop khai can
theo md hinh trong [3,4], day 1a mé hinh chit ky duoc dé
Xuit eng dung cho céc td chire ¢6 tu cach phap nhén trong
xa hoi. Trong m6 hinh nay, cac thong diép dién tor sé
duogc ching thuc & hai cip do khac nhau: thuc thé tao ra
né va té chirc ma thyc thé tao ra né 13 mot thanh vién hay
bo phan cua té chic nay.

D3 c6 nhiéu két qua nghién ciru duoc cong bb trén thé
gidi cling nhu & trong nudc vé dé tai chix ky tap thé. Diéu
dang néi 1a trong khi cac luge do chir ky tap thé da dugc
xay dung trudc d6 déu dua trén co s | céc bai toan kho
kinh dién (nhu bai toan logarit roi rac trén
truong hitu han ciing nhu trén duong cong ellipic hay dya
trén tinh khé cua viéc giai dong thoi bai toan logarit roi
rac va bai toan phan tich s hoic bai toan khai cin va bai
toan phan tich sé) thi lwoc d6 chir ky tap thé dé xuét & day
lai dwoc X8y dung dua trén bai toan kh6 mai nhu 1a mét
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giai phap néng cao dg an toan cho luge dd chir ky trong
cac (ng dung thuc te.

II. BAI TOAN LOGARIT KET HQP KHAI CAN
TREN Z,

Bai toan logarit két hop khai can dwoc phat biéu dudi 2
dang nhu sau:

Dang 1: Cho p 1a mét s6 nguyén t6, vi mdi s6 nguyén
duong y thudc Zp, hiy tim sé x thoa min phwong trinh
Sau.

x*modp=y

Dang 2: Cho p 1a mot s6 nguyén t6, a va b 1a cac
s6 nguyén duong thudc Z, , hiy tim sd x thoa man
phuong trinh sau:

a* =x"modp

D@ thay rang, ca 2 dang cua bai toan logarit két hop
khai cin trén Z, déu 1a cac bai toan chua cé cach giai.
Hién tai khong c6 cach giai ndo khic cho bai toan nay
ngoai phuong phap “vét can” véi d phic tap tinh toan
o) , |

O day, dang tht nhat cua bai toan logarit két hgp khai
can duoc st dung dé hinh thanh cap khoa bi mat, cong
khai cua cac dbi twong ky, con dang thir hai cta bai toan
nay dugc str dung lam co sé xdy dung thuat toan kiém tra
ctia luge dd chir ky méi dé xuat.

I11. XAY DUNG LUQC PO CHU KY SO TAP THE
DUA TREN BAI TOAN LOGARIT KET HQP KHAI
CAN
A. Luoc do co sé

Lugc dd co so ¢ ddy 1a thuat toan chit ky xdy dung trén
tinh kho cua bai toan logarit két hop khai cin theo
phuong phap di duoc dé xuat trong [1,2] va duoc sir dung
dé xay dung lugc do chir ky tap thé & muc tiép theo. Lugc
dd co s& bao gdm cac thudt toan sinh tham sb va khoa,
thuat toan ky va thuat toan kiém tra chit ky nhu sau:
1. Thudt toan sinh tham 6 va khéa

Thuat toan 1.1:

input: Lp, Lq — d0 dai (tinh theo bit) cua cac 50
nguyén to p,q.
output: p,q, X, Y.

[1]. generate p,q: len(p) = Lp, len(q) = Lag, q/(p-1)
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[2]. selecta: 1< < p
Pt
[38]. x<—a % modp
[4]. if (x=1OR x =q) then goto [2]
[5]. y < x*modp

[6]. return {p,q, X,y}

(1.1)

Ch thich:

- len(.) : Ham tinh d9 dai (theo bit) cua mot sO nguyén.

- p,q: Tham sb hé théng/tham s6 mién.

- x, y: Khoa bi mat va khoa cong khai cua d6i tuong ky.
2. Thudt todn ky

Thuat toan 1.2:

input: p, g, X, y, M
output: (r,s).

[1]. selectk: 1<k <q

[2]. z<«(x)modp (1.2)
[3]. & < H(z[M) e < H(z[y)
e; <~ H(zlly[[M) (13)

[4]. e, «(kxe,+xxe,)x(g +e,) 'modg (1.4)

[5]. e, «(k—e,)modq (1.5)
[6]. r«(x)* modp (1.6)
[7]. s« (x)* modp L.7)

[8]. return (r,9)

Cha thich:
- M: ban tin can ky, véi: M €{0,1}".
- (1,8): chirky lén M.
- <" toan tir ghép ndi 2 xau bit hodc 2 xau ky tu.

- mod : todn tur chia 1y phan du.
3. Thudt toan kiém tra chit ky

Thuat toan 1.3:

input: p, g, y, M, (r,s).
output: TRUE / FALSE.

[1]. Z <« rxsmodp

(1.8)

[2l. & < H(ZIM) &« H(Zly)
& «—H(z|lylIM) (1.9)
3. A (r)* modp (1.10)
[4]. B<«(s)f* x(y)* modp (1.11)

[5]. if (A=B) then {return (TRUE)}
else {return (FALSE)}

Cha thich:
- M, (1,s): ban tin, chit ky can tham tra.
- Néu két qua tra vé 1a TRUE thi tinh toan ven va ngudn
gbc cia M duoc khing dinh. Nguoc lai, néu két qua la
FALSE thi M bi pht nhan vé nguon g0c va tinh toan ven.
4. Tinh ding din ciia luoe do co sé
Tinh ding dén cua luoc dd co so duoc chung minh dya

trén cac bd dé sau day:

Bo dé 1:

Cho p va q 1a 2 s6 nguyén t6 véi q 1a wac s cua (p- 1),
o 1a mot sb nguyén duong trong khoang (1,p). Néu:
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p-1
x=a 9 modpthi: xX*modp=1.
Chung minh:
Ta co:

p-1 q
(x)*modp = {a “ mod p} modp

=(a)"* modp
Theo dinh ly Fermat thi:
(a)’*modp =1
Suy ra:
(x)*modp =1
B0 dé da dugc ching minh.
B6 dé 2: , , ,
Cho p va g la 2 s6 nguyén to véi g 1a ude so cua (p -

1), a 1a mot sé nguyén duong trong khoang (1,p) va
p-1

X=a % modp.
X" =x"modp.
Ching minh:
Néu: mmodg=nmodq thi: m=n+kxq hoac:
n=m+kxq, véi k 1a mot s6 nguyén. Khong lam mat
tinh tong quat, gia st m=n+kxq.
Do do:
x"modp = x"**modp = x" x x*** mod p
= (x” mod p)x (xkxq mod p)mod p

Néu:  mmodg =nmodg thi:

= (x” mod p)x (xq mod p)k modp
Theo B6 d¢ 1 ta co:
(x)*modp =1
Nén:
m n k
x"modp = (x mod p)><(xq mod p) modp
= (x” mod p)><(1)k modp = x" modp
BO dé da dugc ching minh.
B6 dé 3: , , ,
Chopvagq Ig‘a 2 sb6 nguyén t6 véi q la wae sb cua (p -
1), a 1a mdt s6 nguyén dwong trong khoang (1,p) va
L .
x=a % modp. Néu:

(x)" = ()" modp-

Ching minh:

Do m nam trong khoang (1,p) va m=q nén:
1<m<q hoic: g<m<p . Trudong hop the nhat:
1<m<g thi: mmodg=m nén: (x)" =(x)""*“ modp.

Truong hop thi hai: g<m<p thi: m=n+kxq,
véi k 1a mot s6 nguyén va n = mmodq. Vi thé:

(x)" modp = (x)™“modp = (x)" x(x)** mod p
=(x) ><((x)q mod p)k modp

Theo B6 dé 1 ta co:
(x)'modp =1

Nén:

(x)" modp = (x)
=(x)"™" modp

Nhu vay, trong moi trudng hop ta déu co:

me(,p) va m=q thi:

x (1) modp = (x)' modp
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(x)"modp = (x)"™** modp
B6 dé da dugc ching minh.
Tinh dGng dan cua lugc d6 co s¢ dugc chung minh
nhu sau: o
That vay, thay (1.6), (1.7) vao (1.8) va theo B6 dé 3 ta
co:
Z=rxsmodp
= (xe" mod p)x (xes mod p)mod p
=x* xx* modp=x*"* modp

(1.12)

= x(esre)meds mod
Mat khac, tur (1.5) ta co:
(e, +&,)modg =k
Tir (1.12) va (1.13) dan dén:
7 = (x)®*=)m% mod p
=(x)*modp
Tu (1.14) va (1.2) suy ra:
=12
Thay (1.15) vao (1.9) ta duoc:
g =H(Z|M)modgq=H(z|M)modq,
e, =H(z| y)modq=H(z| y)modq,
&, = H(z|ly M) modg
=H(z|ly[M)modq
Tir (1.16) va (1.3) suy ra:
€, =¢6,86,=¢,, e, =6,
Do dé:
A=(r)* modp=(r)* modp
va:
B=(s) x(yf' modp=(s) x(yf* modp (1 15
Thay (1.1), (1.7) vao (1.18) ta duogc
B =(s)" x(y)" modp
= (x* modp)* x (xX modp)* mod p
_ (X)(k—e4)xe2 % (X)x.e3 mod P

_ (X)kxez+xxeg—ezxeA mod p
Mait khac, tir (1.4) suy ra :
e, x(e, +e,)modq = (k xe, + xxe,)modq
Hay:
e xe, modq = (k xe, + xxe, —e, xe,)modg  (1.20)
Tir (1.6), (1.19), (1.20) va theo B dé 2 ta dwoc:
B=(x) "% modp=(x)** modp  (1.21)

(1.13)

(1.14)

(1.15)

(1.16)

(1.17)

(1.19)

=(x* modp)* mod p = (r)* modp
T (1.17) va (1.21) suy ra: A=B.
Day 14 diéu can phai chimg minh.
4. Muvc do an toan cua lwoc dé co sé
Mirc d9 an toan cua luge dd co sd ¢6 thé danh gia
qua kha ning chdng lai mot s6 dang tan cong nhu:
a) Tan cong khéa bi mdt
Tén cong khoa bi mat co6 thyc hién vao thuat toan
sinh khéa (Thuét toan 1.1) va cac bude [2], [4], [6] va [7]
cta thuat todn ky (Thuét toan 1.2) . O cac budc [2], [6] va
[7], cac tham sb 1, s va z 1a cong khai, song cac tham s6 k,
€4 Va es lai 1a bi mat. Vi vay viéc tim X tir cac bude [2],
[6] va [7] cua thuat toan ky 1a kho tuong tu nhu tim X tir
thudt toan sinh khda, 1a mot dang bai toan khé chua co
cach giai. Con ¢ budc [4] cta thudt toan ky, ban than ey
cling 1a 1 tham s6 bi mat nén viéc tim x tir budc [4] la
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khong thé thuc hién duoc. Nhu vay, dé tinh khoa bi mat
thi ké tan cong budc phai giai dugc bai toan logarit két
hop khai can trén Z,.
b) Tan cong gia mao chi ky

Tir thuét toan kiém tra (Thuat toan 1.3) cta lugc db co
s& cho thay, mot cap (r,5) s& dugc cong nhan 1a chit ky
hop 1& véi mot ban tin M néu thoa man diéu kién:

re =(sf* x(y)f* modp
hay:

(r)H(rxsmodeM) = (S)H(rxsmodplly) « (y)H(rxsmodpllyllM) mod D (1.22)

Tir (1.22) cho thdy, viéc lwa chon ngdu nhién 1 cip
(r,s) voi 1 ban tin M cho trude théa min duoc ding thirc
kiém tra 12 hoan toan khong kha thi. Ngoai ra, viéc chon
trudc 1 trong 2 gia tri r hodc s roi tinh gia tri thu 2 tir
(1.22) 1a twong dwong véi viée giai bai toan logarit két
hop khai can ¢ dang thir 2, cling 1a mét dang bai toan ma
hién tai con chua co6 cach giai.

B. Luge do chit ky tip thé

Luogc dd chit ky tap thé ¢ day duoc phat trién tir luoc
dd co s theo mo hinh di dwoc dé xudt trong [3,4] vdi cac
chirc nang nhu sau:

- Chimg nhén va kiém tra tinh hop phap cua thanh vién
nhém ky.

- Hinh thanh chit ky tdp thé tir chit ky mot nhoém dbi
tuong ky. Kich thudc cua chit ky tip thé duoc tao ra
khong phy thudc vao sé lugng thanh vién nhom ky.

- Kiém tra chit ky tap thé cua mot nhom ddi tugng dugc
thuc hién twong ty nhu kiém tra chit ky do mot dbi tuong
ky tao ra.

Chi y: Theo mé hinh chix ky tap thé trong [3,4], mot td
chirc ¢6 thé hinh thanh nhiéu nhom ky véi s6 lugng thanh
vién ctia m6i nhoém ky khac nhau.

1. Thuét toan sinh tham s6 va khoa

Céc tham sb hé théng (p, q) duoc lya chon theo
phuong phap ciia DSA [5] hoac GOST R34.10-94 [6].
Gia s nhom ky gdom N-thanh vién: U = {Uj i=1,2,...,N}.
Cac thanh vién nhom ky c6 khoa bi mat 1a: Ks = {xi|
i=1,2,...,N} va cac khoa cong khai twong tmg 1a: Ky = {yi|
i=1,2,...,N}. CA (Certificate Authority) 1a bo phan ching
thuc s cua t6 chirc ma U 1a thanh vién, CA c6 cip khoa
bi mét, cong khai la: (Xca,Yca)-

a) Thuét toan sinh tham sb hé thng va khoa
cua CA

Thuit toan 2.1: Sinh tham s6 hé thong va khoa cta
CA.

input: Lp, Lg.
output: p,g, Xca,Yea.

[1]. generate (p,q): len(p) = Ly, len(q) = L, al(p-1)
[2]. selecta: 1< < p

p-1
[B]. X, « a 9 modp
[4]. if (Xca=1 OR Xc = q) then goto [2]
[5]' Yea < (Xca)xCa mod p
[6]. return (p, q, Xca,Yca)

21)

Ch thich:

— Ly, Lq: kich thudc tinh theo bit cua cac s6 p, q.

b) Thuat toan sinh khoa cua cac ddi tuong ky

Thuit toan 2.2: Sinh khoa ctia cac ddi tuong ky
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input: p, q .
output: {(xi,yi)i=1.2,....N}.

[1]. fori=1toNdo
[1.1]. selectai 1<a <p

[1.2]. x «( )q modp
[1.3]. if (xi=1 OR x; = q) then goto [1.1]
[1.4]. y, «(x ) modp

[2]. return {(xiyi)|i=1,2,...,N}

2.2)

2. Thuét toan chimg nhén va kiém tra tinh hop phap
clia d6i tuong ky

Trong md hinh chir ky tap thé, mot t6 chirc (c6 tu
cach phap nhan) cong nhén cac dbi tuong (ky) la thanh
vién thudc to chirc nay va co thim quyén ky (tuy thudge
vao vi tri, quyen han cua dbi tuong trong t6 chirc) 1én cac
van ban do t6 chirc nay phat hanh bang cach tao ra cac
chitng chi khoa cong khai. Trong mot chung chi khoa
cong khai, cac thong tin quan trong nhét bao gdm: dinh
danh (danh tinh cta ddi twong ky, danh tinh cua to chuc
ma dbi twong ky 1a thanh vién, sé hiéu chung chi, trang
thai ching chi...) va khoa cong khai cua ddi tuong ky,
cung voi chit ky xdc nhdn cua CA. O day, chit ky xac
nhan hay chitrng nhdn cia CA dbi voi dinh danh va khoa
cong khai cia dédi tugng ky dugc tao ra bdi Thuat toan 6.9
v6i tham sb dau vao, bao gdm: dinh danh (ID;) va khéa
cong khai ctia d6i twong ky (yi) 14 cac thong tin can chimg
thuc; khoa bi mat cia CA dwoc dung dé tao ra chir
ky/chimg nhéan (u;,vi) 1én cc thong tin can chimg thyc.
C6 thé thiy, ching nhan d6i twong ky trong mé hinh chir
ky tap thé 1a hoan toan twong ty nhu viéc mot nha cung
cap dich vu chimg thuc sé cip chung chi khéa cong khai
cho mot khach hang khi dang ky str dung dich vu.

Viéc kiém tra tinh hop phap cua déi twong ky dugc
thuc hién khi co sy nghi ngo vé tu cach thanh vién cua
ddi tuong ky. Vi du: can kiém tra mot ddi tugng co
phai/con 1a thanh vién cua t6 chirc va co thim quyén ky
vao céac ban tin do t6 chirc nay phat hanh nita hay khong?
Ngoai ra, kiém tra tinh hop phap cua dbi twong ky con
dac biét quan trong trong qua trinh tao ching nhan cia
CA dbi voi chir ky ca nhan cia mot hay mot nhom ddi
tuong Ky 1én ban tin can ky nhiam ngan chin tan cong gia
mao tr bén ngoai hay bén trong nhom ky. Kiém tra tinh
hop phap cua dbi tuong ky dugc thyc hién boi Thuat toan
6.10 v6i cac tham sb dau vao bao gdbm: khéa cong khai
(yi) va dinh danh cua d6i twong ky ( ID;) la céc thong tin
can xac thue; khoa cong khai (y ) cia CA dé kiém tra

tinh hop 1& cua chir ky (ui,vi). Néu (ui,vi) dugce cong nhan
1a hop 1& thi danh tinh (ID;) va khoa cong khai (yi) ddi
tuong ky (Uj) dugc xac thuc. Nguoc lai, ddi tugng nay la
gid mao va khong duogc phép tham gia vao nhom ky.

a) CA ching nhdn dbi twong ky

Thuit toan 2.3: Tao ching nhan cho dbi tugng ky

input: p, g, N, X, {(ID;, yi)li =1, 2,..,N}
output: {(ui,vi)|i=1,2,..N}

[1]. fori=1toNdo
[11] k (_H(Xca ” y| ” IDI)

[1.2]. z «(x,)" modp
[1.3]. e «H(z ||y; ||1D;)modq,

(2.3)
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e, < H(z [|y..)modg,

&; < H(Z [|Yea llY; [[1D)modg  (2.4)
[14]. e, < (K, xe, + X, & )x(e, +¢&,) " modq
(2.5)

[15]. e, «(k, —e,)modq (2.6)
[1.6]. u, <—( )e“ mod p 2.7
[1.7]. v, «(x,,)* modp (2.8)

[2]. return {(ui,vi)|i=1,2,..N}

Chd thich:

—  (ui,vi): ching nhan cia CA déi véi Ui (i =
1,2,...,N) thuc chit la chir ky cua CA ddi véi cac thong
tin can ching nhan bao gom khoa cong khai (vi) va dinh
danh cua dbi twong ky (IDj), ngoai ra con c6 thé bao gdbm
cac thong tin khac nhu: dinh danh cta CA, thuat toan ky
dugc st dung dé tao ching nhén, dinh dang cta ching
chi,...

b) Kiém tra tinh hop phép cia dbi twong ky

Thuat toan 2.4: Kiém tra tinh hop phép cia doi
tuong ky

input: p, q, Vi, IDi, (ui,vi), Y
output: TRUE / FALSE

[1]. Z <—u,xv,modp (2.9)
[2]. & «H(z ||y; [[1D;)modq,

&, <~ H(z ||y,) modg,

& < H(Z ||y, Ily; [1D;) modq (2.10)
[Bl. A <« (u;)* modp (2.11)
[4]. B «(v,)” x(y.)* modp (2.12)

[5]. if (A =B,) then {return (TRUE)}
else {return (FALSE)}

Cha thich:

- Néu két qua tra vé 1a TRUE thi dbi tuong ky 1a
thanh vién thudc t6 chirc ma CA 14 co quan chimg thyc
clia co quan nay.

- Néu két qua tra vé la FALSE thi d6i twong ky
va/hodc ching nhan (u;,vi) 1a gia mao.

3. Thuét toan ky va kiém tra chit ky tap thé
a) Thuat toan hinh thanh chit ky tap thé cia mot
nhom dbi twong 1én ban tin can ky

Chirky tap thé dugc hinh thanh qua 4 budc:

— Hinh thanh chit ky ca nhan ctia mot nhém ddi

tuong 1én ban tin can ky.

— Kiém tra tinh hop phép ciia cac thanh vién nhom
ky.

— Kiém tra tinh hop 1¢ ctia chir ky ca nhan.

— Tao chitng nhan/chit ky x4c nhan caa CA dbi véi

chit k¥ c4 nhan va ban tin can ky.

Chir ky tap thé duoc tao ra & diy bao gdm chir ky
c4 nhan ciia nhom dbi tuong l1én ban tin can ky va
chimg nhén cia CA dbi voi chit ky c4 nhan cia nhom
d6i twong va ban tin can ky.

Thuit toan 2.5: Sinh chir ky tap thé

input: p, g, M, N, {(xil,yi)li=1, 2,.,N}.
output: {(r,s),(u,v)}

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 43



Nguyén Burc Thuy, Lwu Héng Diing

[1]. fori=1toNdo
[1.1]. k; <~ H(x; || M)
[1.2]. z «(x )" modp
[1.3]. send zito CA
[2]. fori=1toNdo
[2.1]. Z <—u,xv;modp
[2.2]. & «H(z ||y, ||!D,)modq,
g, < H(z || y,,) modq,
& < H(Z [|Yea Il i [11D;) modq
[23]. A «(u)* modp
[2'4]' BI (_( i) X(yca) mOdp
[2.5]. if (A #B;) then return {(0,0),(0,0)}

z<—1ﬁ[zi mod p

i=1

N
[4] y« ][]y modp
i=1

[5]. e, « H(z|M)modq,
e, < H(z|y)modq,
e; <~ H(z|ly|IM)modq

[6]. send (e1,e2,e3) to {Uy, Uy,....,
[7]. fori=1toNdo

[7.1]. e, «(k xe, +x xe,)x(e, +e,) " modq

(2.13)

(2.14)

(2.15)

(2.16)
Ui.,..., UN},

(2.17)

[7.2]. e «(k —e,)modq (2.18)

[7.3]. 1, «(x)* modp (2.19)

[7.4]. s, < (x ) modp (2.20)

[7.5] send (ri,si) to CA

N

[8]. r<« J]rmodp (2.21)
i=1

[9]. s<—lﬁ[si modp (2.22)
i=1

[10]. if (r=0OR s=0) then return {(0,0),(0,0)} else

[10.1]. Z<«rxsmodp (2.23)
[10.2]. & « H(z[M)modq,

g, « H(z||ly)modq,

€, <« H(z||y||IM)modq (2.24)
[10.3]. A< (r)* modp (2.25)
[10.4]. B <«(s)* x(y)* modp (2.26)

[10.5]. if (A=B) then return {(0,0),(0,0)}
[11]. ez < H(Xea Y [IM)

[12]. z,, < (x, ) modp (2.27)
[13]. € «H(z.IlylIM)modg

€, <~ H(z, |l ye)modq,

eB < H(an ” yca ” y ” M)mOdq (228)

[14]' e4(_(kcaxe2+xca><e?,)><(el+e2)_l mOdq (2'29)

[15]. &, «(k.,—€,)modq (2.30)

[16]. u«(x.,)* modp

[17]. v<«(x,)* modp (2.32)

[18]. return {(r,s),(u,v)}

Chu thich:

— {(e,5),(u,v)} 1a chix ky tap thé cia nhom ddi twong
{Uj i=1,2,..,N} Ién ban tin can ky M. Trong dé, (e.s) la
chir ky ca nhan cia nhom ky, con (u,v) la chung nhan cua
CA d6i véi chir ky ca nhan va ban tin can ky.

— Cac budc [1] va [7] do cac thanh vién nhém ky thuc
hién, cac budc cc‘)q lai do CA thuc hiér}.
b) Thuét toan kiém tra chir ky tap thé

Vige kiém tra tinh hop 18 cua chir ky tap thé dé tir d6
xac thuc ban tin & 2 cap dwoc thuc hién qua cac budc:

- Kiém tra tinh hop phép cua cac ddi twong ky.

- Kiém tra tinh hop 1¢ cua chit ky c& nhan cua nhém
ky 1&n ban tin can tham tra.

- Kiém tra tinh hop 1é cua chit ky x4c nhan cua CA.

Viéc kiém tra chit ky cua CA chi thuc hién khi tinh
hop phap cua cac thanh vién nhém ky va tinh hop 1€ cua
chit ky ca nhan da dwogc khang dinh. Vi vay, viéc kiém tra
chit ky CA ¢ budc cubi cung cua thuat toan kiém tra chix
ky tap thé ma cho két qua hop & thi tinh toan ven va
ngudn gdc ban tin can tham tra da dugc Xac thuc & ca 2
cap d¢: ca nhan cua thyc thé ky (nhém ddi tugng ky) va
t6 chirc ma thyc thé ky 1a thanh vién trong té chirc dé.

Thuét toan 2.6: Kiém tra chir ky tap thé

input: p,q,N, M,y {yili = 1,2,..,N},
{(ui,v)i=1,2,...N}, {(r,s), (u,v)}.
output: TRUE/FALSE.

(2.31)

[1]. fori= 1toNdo

[1.1]. Z «—u,xv;modp
[1.2]. & «H(z Ily; [I1D;)modq .
&, < H(Z || yc.) modg,
& <« H(Z | Yea [l yi [ 1D;) modg
[1.3]. A «(y;)* modp
L) 8 () x(y,.J modp
[1.5]. if (A # B;) then return (FALSE)

N

[2. y«] ]y modp
[3]. if(r =|010R s = 0) then {return (FALSE)} else
[3.1]. Z<«-rxsmodp
[32]. & « H(z|M)modq,

g, < H(z|y)modq,

&; < H(z|ly|IM)modg
[3.3]. A< (r)* modp

S0 03 (CS.01) 2021

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 44



LUQC O CHU KY TAP THE XAY DUNG TREN BAI TOAN LOGARIT ROI RAC KET HQP KHAI CAN TREN Z,

[3.4]. B<«(sf? x(y)* modp
[3.5]. if (A== DB) then return (FALSE)
[4]. if (u=0ORv =0) then {return (FALSE) } else

[4.1]. Z, <—uxvmodp (2.33)
[4.2]. & «H(z,|ly|l[M)modq,

g, <« H(z.|ly.,)modqg,

& <« H(Z. Iy llylIM)modg  (2.34)
[4.3]. A< (u)* modp (2.35)
[45]. B« (v)* x(y,)" modp (2.36)

[4.6]. if (A B) then {return (FALSE)}
else {return (TRUE) }

Chu thich:

- Néu két qua tra \(é la TRUE thi ban tin can 'thém tra
(M) dugc cong nhan vé tinh toan ven va nguon goc ¢ ca 2
cap do: cip do céa nhan ctia nhém déi tugng ky (U = {Uj| |

=1,2,..N}) va cap do to chirc ma trong d6 nhom doi
tugng Igy la c&c thanh vién va CA la b6 phan chung thuc
thudc t6 chac nay.

- Néu két qua tra vé& 12 FALSE thi ban tin can thdm
tra (M) va/hoic chir ky c& nhén (e,s) va/hoac ching nhan
(u,v) cta CA di bi gia mao.

4. Tinh ding dén cua luge dd ky tap thé

Tinh dung din cua luoc dd méi dé xuit bao gom:

a) Ti inh diing ddn ciia thudt todn chitng nhén va kiém tra

doi tuwgng ky o

That vay, thay (2.7), (2.8) vao (2.9) va theo Bo dé 3 ta
co:

Z, =U; xv,modp

= (%) modp)x ((x..)* modp)modp  2.37)

= (%ea)* x (%0 J* modp = (x,, J*** modp

— (Xca)eﬁe5 modg mOd p

Mat khéc, tir (2.6) ta co:

e, +e, modq=k; (2.38)
Tir (2.37) va (2.38) dan dén:
7, = (%)™ modp (2.39)

=(x., ) modp
Tu (2.3) va (2.39) suy ra:
z=1 (2.40)
Thay (2.40) vao (2.10) ta duoc:
€ = H(Zi ”yi I IDi)mOdq: H(Zi ”yi Il IDi)mOdQ’
&, =H(Z [|Ye)modq =H(z [|y,,)modq
g = H(Zi ” Yea ” Yi ” IDi)mOdq (241)
=H(Z |y IlYi [11D;) modg
Tu (2.4) va (2.41) suy ra:
g =6, =6, §=¢,
Do @6, tur (2.11) va (2.12) ta c6:
A =(u, ) modp =(y, ) modp (2.42)
va:
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B, =(v;)* x(y.,)* modp (2.43)

= (V)" x(y,,)* modp
Thay (2.1), (2.8) vao (2.43) ta duoc:

B, = (V)" x(y.,)* modp

((Xca)es mod p)ez X ((XCa ) mod p)eg modp
(% )" x (x., )" mod p
(Xca)k,xez+xcaxe3—ezx94 mod p

(2.44)
Mat khac, tir (2.5) suy ra:
e, x (&, +e,)modq = (k xe, +x,, x&;)modq
Hay:
e, xe, modq = (k; xe, + X, x€, —€, xe, )modg
(2.45)
Tir (2.44), (2.45) va theo B6 dé 2 ta duoc:
B ( )k i X€) +Xga X3 —€) X€y mOdp
=(x,, )" modp
- ((xCa )* mod p)el mod p
Thay (2.7) vao (2.46) ta dugc:
B, = ((xCa ) mod p)el modp =(u;)* modp (2.47)
Tu (2.42) va (2.47)suy ra: A =B,.
Pay la diéu can ching minh.

(2.46)

b) Tinh dhing ddn cua thudt toan hinh thanh va kiém tra

chit ky cd nhan ciia mét nhém doi twong ky
Chang minh:

Tht viy, thay (2.19), (2.20), (2.21), (2.22) vao (2.23)

va B dé 3 ta co:

= [Hr, mod p] (lﬁl[ s, mod p) mod p
= [ﬁ[(x, )* mod pj X[ﬂ( )*® mod pjmod p
H( X, ) x(x,)* modp = H )*** modp
= l_ﬁ[(xI JesreImes mod p
Tu (;.19) suy ra:
(e, +e;)modg =k, (2.49)

Tir (2.48) va (2.49) ta duge:

N

i=1
= ﬁ z, modp
i=1

Tu (2.14) va (2.50) suy ra:

NI

Thay (2.51) vao (2.14) ta duogc:
g =HE|M)modg=H(z|M)modq,
e, =H(z|ly)modg=H(z[ y)modq,

& =H(zlly[IM)modg=H(z[ly|M)modq  (252)

(2.48)

N N
_ I I (Xi )(%*es)mOdq mod p= | | (Xi )k' mod p (250)
i=1

=z (2.51)
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Tir (2.16) va (2.52) suy ra:
g =e, § =6, & =6,

Nén tir (2.25) va (2.26) ta co:

A=(r)* modp = (r)* modp (2.53)
va:

B =(s)* x(y)* modp =(s)* x(y)* modp

(2.54)

Thay (2.2), (2.15), (2.20), (2.22) vao (2.54) ta duoc:

B=(s)" x(y)* modp

( s, mod pj (H y, mod pj modp

i=1

e, N [
( > mod pj x (H (x, ) mod p) mod p

i=1

‘:lz »1:12

= 1=

'L

N
(Xi )ezxe5 % (Xi )e3><><i mOd p — H(Xi )e2><55+e3><x, mOd p
i=1

N @) xKi+e3xX—€;xe,
(6 = modp =T (x) modp

i=1

(2.55)
Mat khac, tir (2.17) ta co:
, (e, +e,)modq = (k; xe, +x, xe,)modg
Hay:
e, xe, modq = (k, xe, +x, xe,—e, xe, )modq (2.56)

Tur (2.55), (2.56) va theo B6 dé 2 ta dugc:

€, xk; +e3xX; —€, x4

B:ﬂ(xi) mod p

ﬁ "% mod p

i=1
N &
[H * mod pj mod p

(2.57)

Thay (2.19), (2.21) vao (2.57) ta c6:

N e
B= (l_l(xi ¥ mod pj mod p (258)

i=1
N &
= (H“ mod pj modp = (r)* modp
i=1
Tur (2.53) va (2.58) suy ra: A=B
Pay la diéu can phai chimg minh.

¢) Tinh ding dén cia thudt todn hinh thanh va kiém tra

chitng nhdn cia CA déi véi chir ky cd nhdn va ban tin can

ky

That vay, thay (2.31), (2.32) vao (2.33) va theo B6 dé

3taco:

Z,, =uxvmodp
= ((xca)e" mod p)x ((xca)es mod p)mod p (2.59)
= (%) x (.o )* mod p = (x,,)*** modp

_ (Xca)(e‘,éfe‘5 modq mod p
Mat khac, tir (2.30) ta cé:

e, +e;,modqg =Kk, (2.60)
Tir (2.59) va (2.60) dan dén:
2, = (o)™ modp (2.61)
=(x,, ) modp
Tu (2.27) va (2.61) suy ra:
Z,=1, (2.62)

Thay (2.62) vao (2.34) ta dugc:
e =H(z, lly IM)modg =H(z, ||y [[M)modg ,

&, = H(Z, | Yoa) M0 = H (., || y..) moda.

& = H(Z, 1Y, Iy M) modg (2.63)
=H(ze [IYea Iy [IM) modg

Tur (2.28) va (2.63) suy ra:
€ =6, € =6, 6,=¢6,

Do do, tir (2.35) va (2.36) ta co:

A=(u)* modp = (u)* modp (2.64)
va' i
B =(v)" x(y,,)* modp (2.65)
= (V) x(¥.,)" modp
hay (2.1) va (2.32) vao (2.65) ta duoc:
B=() %(Yc,)" modp

(xcal mod p)E ( ** mod p)e mod p
' o ot
(

)I<caxe2+><caxe3

Xca

X “*% mod p

ca

(2.66)
Mat khac, tir (2.29) suy ra:
4 ><(e.l +e2)m0dq = (kca XeZ + Xca XeS)mOdq
Hay:
e, xe, modq = (k. x&, +X_, x&,—€, xe,)modq
(2.67)
Tir (6.163), (6.164) va theo BS dé 6.2 ta dwoc:
B = (X, )& % " mod p

=(x.,)** modp (2.68)
( )* mod p) mod p

Thay (2 .31) vao (2.68) ta duogc:
B=((x,,)* modp) modp (2.69)

=(u)* modp
Tir (2.64) va (2.69) suy ra: A = B.
Pay la diéu can ching minh.
5. Mot s6 k§ thuat bao dam an toan cho lugce d ky tap
thé

Vé co ban, mic do an toan cua luoc do ky tap thé
duoc thiét l1ap dya trén d6 an toan cua luge do co so. Tuy
nhién, do lugce do ky tap thé c6 tinh phan tan, qua trinh
thuc hién thuat toan tao chit ky ca nhan caa 1 nhom déi
tuong |én ban tin can ky bao gom mét sé budc trao doi
théng tin gitta cac thanh vién trong nhom véi CA, nén qué
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trinh tao chir ky cua lugc dd ky tap thé s& tiém an nhiéu
nguy co tan cng gia mao tir bén ngoai vao ciing nhur tir
ngay noi bd nhom ky. Vi vay, viéc thuc hién mot sb ky
thuat bao dam cho tinh an toan cua luoc dd ky tap thé
truéc cac dang tan cdng gia mao nhu thé 1a van dé can
thiét phai duoc dit ra. Céac ky thuat duoc ap dung & day
bao gom:

a) Kiém tra tinh hop phdp cia doi twong ky

Mot dbi tugng 1a thanh vién cua to chirc thi s& duoc
mot cip ching chi khoa cong khai, chimg chi khéa cong
khai nay duoc luu trong mot co sé dit li€u khda cong khai
cho phép moi ddi tuong st dyng (thudc hogc khong thude
t6 chirc) truy cap khi can thiét. Khi mot dbi tuong khong
con 1a thanh vién cua té chire hodc bi tude bo tham quyén
ky vao cac vin ban cia t6 chic thi ching chi khoa cong
khai cta dbi tugng d6 s& bi loai khoi co s dir liu khoa
cong khai cua t6 chirc nay hodc s& bi dua vao trang thai
cam truy cdp. Trong md hinh ky tép thé, viéc kiém tra
tinh hop phap cta ddi twong ky bang Thuat toan 2.4 cho
phép xac dinh duoc tu cach thanh vién va thim quyén
(ky) ctia mot d6i twong ky ¢ moi thoi diém, tir d6 ngin
chin cac hanh vi gia mao tu cach thanh vién cua té chc.
Hon nita, viéc kiém tra tinh hop phap cua ddi tugng ky
con dugc thuc hi€n & budc [2] cua thudt toan hinh thanh
chit ky tap thé (Thuat toan 2.5) nhdm ngan chan cac ddi
tugng gia mao tham gia vao nhom ky.

b) Kiém tra tinh hop 1¢ ciia chit ky cd nhdn

Trong qué trinh tao chit ky c4 nhan ciia mét nhém
dbi tuong 1én ban tin can ky, ¢ cac bude [1.3], [6], [7.5]
ciia Thuat toan 2.5 c6 su trao d6i thong tin qua lai giita
cac thanh vién trong nhom ky voi CA. Pay la diém khac
biét giita thuat toan ky tap thé v6i cac thuat toan ky sb
thong thuong (RSA, DSA,...) va cling chinh la yéu diém
ma ké tin cong gia mao co the loi dung. Do d6, viéc kiém
tra tinh hop 1¢ ctia chit ky ca nhan cia nhom ky ngay tir
trong qua trinh hinh thanh chit ky tap thé 1a rat can thiét
dé ngan chan cac kiéu tan cong gia mao tir bén ngoai vao
hay tir chinh bén trong nhom ky. Viéc kiém tra tinh hop 18
cua chir ky ca nhén ciia nhom ky dugc thuc hién & budc
[10] trong Thuat toan 2.5. Két qua la ching nhéan cua CA
(va do d6 chir ky tap thé) chi dugc tao ra khi chir ky ca
nhan ctia nhém ky dugce xac nhan 1a hop 1€.

¢) Chitng nhdn tinh hop phdp cia doi twong ky voi
ting ban tin dwoc ky
Trong m6 hinh ky tap thé, mot ddi tuong 1a thanh vién
clia mot t6 chirc khong c6 nghia la s& dugc phep ky 1én tat
ca cac van ban cia to chirc nay, tham quyén ky cua m01
dbi twong phy thudc vao vai trod cia ddi twong do6 trong to
chtrc. CA 1a co quan/bg phan chiing thyc ciia mét td chure
s& thuc hién chirc nang kiém soat va chimg nhan viéc ky
cla timg thanh vién trong t6 chic d6i véi mdi ban tin
duoc ban hanh tir td chuc nay. Trong thudt toan 2.5, viéc
kiém tra thAm quyén ky cua mot dbi tuong duoc thuc hién
& bude [2] théng qua viée kiém tra tinh hop phép ciia dbi
tuong ky ndy, sau d6 CA ching nhan viéc mot nhom dbi
tuong ky 1én 1 ban tin cu thé bang cich tao chit ky cua
minh qua cac budc tir [11] dén [17] vdi cac tham sé dau
vao 1a khoa cong khai ciia nhom ddi twong duoc phép ky,
chir ky ca nhan cta nhém ky va ban tin can ky. Nhur thé,
viée CA chi ky x4c nhan 1én khéa cong khai cua cac dbi
trong dugce phép ky va ban tin cin ky hoan toan c6 thé
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ngin chin mot thanh vién ¢ tinh tham gia vao mot nhom
ky (da duoc xac dinh dbi v6i mot ban tin can ky cu thé)
ma dbi tuong nay khong duoc pheép, didu d6 ciing co
nghia la mét thanh vién s€ khong thé ky vao mot ban tin
ma dbi tuong d6 khong dugc phép.

IV. KETLUAN

Bai bao dé xuat xay dung lugc dd chir ky (tap thé) co
thé ap dung cho d6i tuong 1a cac to chirc co tu cach
phap nhan trong x38 hdi (co quan, don vi, doanh
nghiép,...) nham dam bao cho viéc chimg thuc cac
thong di¢p dir li€u trong cac thu tuc hanh chinh dién tr
hoan toan phu hop vdi cac thu tuc hanh chinh trong
thuc té xa hoi hién nay. Véi luge dd chit ky tap thé
méi dé& xuét, cac thong diép dir li¢u dién tir sé& duogc
chimg thuc vé ngudn gbc va tinh toan ven & ca 2 cip
do: thuc thé tao ra thong diép dir lidu va td chuc (co
quan, don vi,...) ma thuc thé tao ra né la mot thanh
vién hay bo phan cua té chic nay. Hon nita, luge d6
mé6i dé& xuat & day duoc xay dung theo mot phuong
phap mai dya trén tinh kho giai cta bai toan logarit roi
rac két hop khai can trén Z,, bai toan nay 1a mot dang bai
toan khé méi ma hién thoi chua ¢ cach giai vé mat toan
hoc. Vi vay, luge dd duge d& xudt co thé phu hop véi cac
tng dung yéu ciu cao vé do an toan trong thuc té.
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A COLLECTIVE DIGITAL SIGNATURE SCHEME
BASED ON THE DISCRETE LOGARIT
COMBINING FINDING ROOT PROBLEM ON THE
Zp

Abstract: The paper proposes a collective digital
signature schema based on the difficulty of the discrete
logarithm combining finding the root problem on Z,.
This problem is a new difficult type of problems class
without a mathematical solution. Therefore, the
construction of a digital signature scheme based on the
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difficulty of the discrete logarithm combining finding
root problem has the ability to improve the security of
the algorithm in practical applications.

Keywords: Collective digital signature; Collective
digital signature; Discrete logarithm problem ; Discrete
logarithm combining finding root problem.
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