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Abstract: In this paper, we have proposed a quantum
key distribution (QKD) system employing multi-core
fiber (MCF). We then theoretically analyze the system
performance comprehensively while considering various
physical impairments including noise and MCF crosstalk.
The feasibility of the proposed architecture is verified via
the numerical experiments. The simulation results
demonstrate that our developed solution can significantly
enhance the secret key rate. It is also shown that the
system performance strongly depends on the kind of
MCFs.
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. INTRODUCTION

In the digital era in which data traffic has been
continuously experiencing an exponential rise across the
globe, the enormous data which is called plain text is

being liable to a lot of great security threats. The security
of data interaction between the network systems depends
on the adopted security protection mechanism. Although
there are many information encryption mechanisms used
for different systems, the commonality is that the security
of the key directly affects the safe operation of the
network systems.

As a new method to ensure the secure transmission of
information, quantum key distribution (QKD) technology
which provides an unconditionally secure method of
sharing secret keys between the legal pair of sender and
receiver, Alice and Bob, in the presence of an illegal
eavesdropper known as Eve has attracted the attention of
many researchers and deployers and has successively
carried out verification tests in many fields. The secrecy
of the keys distributed by QKD is based on the laws of
quantum mechanics and could be implimented by using
the polarization or phase of single-photon states, namely
discrete-variable QKD (DV-QKD), or using the
quadrature of the quantized electromagnetic field, namely
continuous variable QKD (CV-QKD). DV-QKD schemes
could be employed to deliver the unconditionally secure
keys between two legal nodes. However, the approaches
have some limitations such as limited achievable
transmission distance and low secret key rate. Moreover,
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the technologies used in DV-QKD system are quite
different from the technologies used in conventional
communications. To cope with these disavantages, CV-
QKD scheme which have potential advantages because of
its capability of obtaining high secure key rate has been of
interest. In addition, compared to DV-QKD, CV-QKD
can make wuse of traditional telecommunication
technologies.

Recently, CV-QKD systems have been suggested and
several multiplexing technologies, for example WDM,
polarized or phase mutiplexing, have been established to
enhance the performance of these systems [1-3].
However, the multiplexing technologies require
sophiticated devices rather than commercial devices and
the secret key rates of the CV-QKD systems are still far
from the demands of the practical implementation. In the
last few years, spacial division multiplexing (SDM)
technology, which uses the multillicity of space channels
to rise capacity, has been proposed to keep up with the
emmense trafic demand [4-6]. One actualizing approach
of SDM transmission media is multicore fiber (MCF)
which include many cores exploited as parallel channels
for independent signals. MCF can be fully utilized as a
transmission media to increase the capacity of QKD
systems, and to break through the bottleneck of the secret
key rate in the conventional SMF-based system [7-9].

Until now, some experimental works related to the use
of MCF for CV-QKD scheme have been reported. In [10],
the operation of co-transmission of CV-QKD and
classical data channels over the same MCF has been
successfully demonstrated. The works showed the slight
degradation in performance of these systems. However,
the method to increase secret key rate was not mentioned
in these cases. A more recent work have model the CV-
QKD transmition over MCF [11]. In this report,
researchers proposed the MCF based CV-QKD system to
further increase the secret key rate. The results in [12]
showed that there was a negligible degradation in
performance because of insert loss of the FIFO.
Furthermore, the total secret key rate could be improved
apparently. However, in this case, the distribution of
guantum channel wavelength in each core is different and
therefore the impact of MCF crosstalk could not be
investigated.

In this paper, we propose to implement CV-QKD
system over MCF. Our proposed MCF-based CV-QKD
system could be a good solution to increase the secret key
rate by transmitting multiple spatial modes
simultaneously. Performance of the proposed MCF based
CV-QKD system is analyzed in terms of quantum bit
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error rate (QBER) considering the effects of various
physical layer impairments originated from the receiver,
and the impact of inter-core crosstalk in MCF channel.
Moreover, ergodic secret key rate in the present of
eavesdropper (i.e., Eve) is also the subject of this paper.

The rest of this paper is arranged as follows. Section Il
shows the CV-QKD architecture using MCF.
Mathematical model and performance analysis are
provided in Section Ill. The numerical results of the
proposed system are presented and discussed in section
IV. Finally, Section V closes the paper with some relevant
conclusions.

II. SYSTEM ARCHITECTURE

Figure 1 schematically depicts our proposed CV-QKD
system using MCF as the transmission media. The
proposed system has three main parts, including a key
sender (i.e. Alice’s side), a key relayer where Eve could
take the key, and Bob’s side which receives the key signal
to recover the quantum keys transmitted from Alice. QKD
protocol implemented in this study is based on SIM using
binary phase shift keying (SIM-BPSK).
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Figure. 1. The architecture of CV-QKD system using MCF

As shown in Fig. 1, at the Alice’s side, the key’s
binary bits, d(t), are passed to the rectangular pulse

shaping function and modulated on RF subcarrier using
BPSK signaling, in which bits “0” and “1” are represented
by two phases that are 180° apart. Next, the BPSK signal,
which includes both positive and negative values, is added
to a DC bias before modulating with the optical
continuous-wave generated by a laser diode (LD).
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Figure 2: Dual-threshold detection at Bob’s side [13]
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The modulated optical signal from each LD is coupled
into a specific core of the W-cores of MCF with the length
of L1 by using a fan-in device, and then transmitted via the
MCF to relayer, where a fan-out device is used to
demultiplex the optical signals and then a fan-in device is
employed to multiplex the modulated optical signals. The
signal after fan-in device is transmitted via another W-
core MCF with the length of L; to the Bob’s side.

At the Bob’s side, the received optical signal
demultiplexed from the MCF is passed through an APD to
convert into an electrical signal. Then, the electrical signal
is demodulated by multiplying with local oscillator’s
signal, whose frequency is equal to that of RF subcarrier
(fc). After demodulating process, the electrical signal is
sampled and decided to binary bits “0”, “1”, or “x” based
on dual-threshold (D-T) detection. As can be seen from
the Figure 2, two levels of dual-threshold, do and di, are
set at Bob’s receiver for signal detection. If the received
current signal is lower than do, bit “0” will be recovered.
If the received signal is larger than d;, bit “1” will be
detected. Otherwise, bit “x” (no bit) will be created.
Probability density functions when bit 0 (fo(y)) is
transmitted and bit 1 (fi(y)) is transmitted are shown in
figure 2.

Finally, Bob notifies Alice the time instances when
bits “0” and “1” were created via classical public
channel. Based on the information shared by Bob, Alice
could form the sifted key by removing bits corresponding
to the time instances Bob created no bit.

. PERFORMANCE ANALYSIS

In this section, the performance of the proposed
system in terms of quantum bit error rate and secret key
rate will be evaluated.

As can be seen from figure 1, at the Alice’s
transmitter, the binary bits of key, d(t), are passed to the

rectangular pulse shaping function and modulated on RF
subcarrier using BPSK signaling, in which bits “0” and
“1” are represented by two phases that are 180° apart.
Next, the BPSK signal, which includes both positive and
negative values, is added to a DC bias before modulating
with the optical continuous-wave generated by a laser
diode (LD). It is noted that the LD can only be modulated
by the positive signals. The transmitted power of the
modulated laser beam could be written as follows

R(t)= %[n ms(t)], (1)

where Py is the peak transmitted power, m is the intensity
modulation depth with 0 < m < 1. Sy(t) = A(t)g(t)cos(2 f.t
+ ajz), where A(i) is the carrier amplitude, g(t) is the
rectangular pulse shaping function, f. is the carrier
frequency, and a;  {0,1} is the i th binary bit. The power
of S(t) is normalized to unity to simplify our analysis.
The modulated optical signal after each LD is coupled
into a specific core (in the total of the w cores of the MCF
1) by using a low loss and low crosstalk fan-in device.
The optical signals are then transmitted via the w-core
MCF 1 with the length of L; to relay node, where a fan-
out device is used to couple out the multiplexed optical
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signals. After that, the modulated optical signals including
the signal from Alice sent to Bob is again coupled into a
w-core MCF 2 with the length of L, by using aother fan-in
devicce. At the relay node, Eve can take and decode the
information.

At the Bob’s side, there is a fan-out device used to
couple out the multiplexed optical signals. The received
optical signal from Alice’s side is passed through an
optical band pass filter (OBPF) to reduce background
noise. After that, the filtered signal is converted into an
electrical one by APD. The electric current after APD can
be expressed as

ip(t) ="M APO—Z'F[H ms(t)]+ ne(t), (2)

where R and Ma are the responsivity and the gain of
APD, respectively. ng is the receiver’s noise current at
the receiver of Bob. Ry is the peak received power at
Bob’s side. This parameter is calculated as

Porg = PO'eXp[a(Ll +Lo ):" @)

where « is the attenuation coefficient of the fiber and L;
and L, are the optical fiber lengths of MCF 1 and MCF 2,
respectively.

Then, the electric signal after APD is demodulated by
multiplying with local oscillator’s signal, whose
frequency is equal to that of RF subcarrier. The BPSK
demodulated precess is carried out by multiplexing the
received signal with cos(2zfct). The current obtained after
demodulation can be passed to a low-pass filter (LPF) to
remove the high-frequency components (i.e., f. and 2f; ),
the baseband signal obtained from the output of the LPF
is given as

ig = —E“RM AForgM +Npg (t)
r(t): 4 ) (4)

. 1
|1 = +ZERM APoer + an (t)

where io and i1 represent the received signals for bits “0”
and “1”, respectively. The total noise variance is
computed as folows.

When transmitting over the MCF, the optical signal on
each core suffers from inter-core crosstalk (XT) caused by
adjacent cores. For simplicity, we assume MCF is
homogeneous (i.e., all cores have the same size and the
refractive index). Considering a given core (i.e., the core
i), the crosstalk between two cores is the ratio of the
output power of the core i originating from an interfering
core (i.e., core j) to that of the interfering core [14].
Therefore, the inter-core crosstalk between the two cores i
and j in MCF is defined as [15]

fi )
P.

]

XT, =

where Pj; is the power in the core i coupling from core j,
and Pj is the power in the core j.

On the other hand, in multi-core fiber, the coupled
power is determined by the amount of the power that the
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signal being transmitted in one core is transferring to its
adjacent core. The average mode coupling coefficient (Ki)
between two cores can be calculated, when the mode
coupling coefficient from core j to core i is known, as [16]

AB.
Kij = Kjj _Cij ﬁ’ (6)
2
where K is the usual mode coupling coefficient from
core j to core i, AB; = B - B, is the propagation constant
difference with B and g, being mode propagation

constants in core i and core j, respectively. Here, Cjj is the
Cross-power.

Moreover, the expression of the coupled power can be
established as [17]
dP
—=>h@[P@-R®] 7
dz 4%
where P, is the average power in the core i and h; is the

power coupling coefficient from the core j to the core i. In
case of the homogeneous MCF, the average power
coupling coefficient between two adjacent cores i and j is
calculated as [15,18]

1 1

(8
\/a(b+\/£+\/c(b+\/ﬁ ®

3
a=c=1+|—| ,(9)

bd

B;d Y’
b=1-| —— |, (10)
Rbd

Bij :\/(ﬂixi _ﬂjxj)z-‘r(ﬂiyi _ﬂjjj)z ,(1T)
where d is the correlation length, R is the bending

radius, g is the propagation constant while {xi, yi} and

{x;, y;} are the positions of the i-th core and the j-th core,
respectively.

h_ij - ‘/EKi?d

with

Note that, in the homogeneous MCF, it can be
considered that g = S = f, thus, we have Kj = x5 = xand
Bij = BAij, where Ajj is the core pitch (i.e., the distance that
separates core i and core j). Hence, the average of h;j can
be calculated for the case of small bending radius as

2
_ 28Ry (12)

-

j
i
where Ryq is the bending radius.

Furthermore, the crosstalk between two adjacent cores
can be computed as given in [21],

XT; = tanh(hyL) ~hyL XT, = tanh (L)~ by, L. (13)

where L=L;+L, is the total MCF length. Therefore, based
on (12) and (13), the crosstalk can be expressed as
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2
xT, =2 Roa |, (14)
i
In the homogeneous w-core MCF whose cores are
arranged in a ring, e.g., 4-core MCF as shown in Fig. 3,
the total crosstalk in each core is the same and is
calculated as

Pyt —Zpu ZX

J¢| j¢|

ors + (15)

Figure 3. Crosstalk in 4-core MCF.

The optical signal outputting from each core of MCF
is converted to electrical signals. Besides the signal
current, there also noise current appearing at the output of
APDs. Noise current is contributed from several noise
components, which can be modeled as additive Gaussian
noise, including signal dependent shot noise, inter-core
crosstalk-induced shot noise, thermal noise, and also the
optical beat noise caused by the beating between the
desired signal and the crosstalk one. Consequently, the
total noise power after each APD can be calculated as

2 2 2 2 2 2 2 2
O =05 +O0yr +0gg_xr T 0 +O0psg + Ogig_pse TOxr_pse >
(16)
2 2 2 2 H
where o, oy, 04, xr » Oy, are the variance of shot and

dark noise, crosstalk, beat noise, and thermal noise,
respectively. These variances of the noise components can
be expressed as

02 =2qM?F,B(RP, + |, + NP, +RP,.), (17)
oy =(RP)?, (18)

Gs

T =4R°P, P, cos’ AL, (19)

th

Uz:‘“:TBTB,(zo)

L

O‘sﬁg—ASE = ZERZPor [nsp(M _1)hfoBo:|’ (21)

e [ Ny (M =Dhf,B, ], (22)

O-XT ASE = =2%°P

where g is the electronic charge, B is the effective noise
bandwidth, 1, is the dark current, Kgis the Boltzmann
constant, T is the temperature of the receiver, R is the
load resistance. B, , n, , h, f; are the bandwidth of

optical signal, spontaneous emission factor, planks
constant and frequency of light wave respectively. F, is

the excess noise factor of the APD. Here, F, is given by
[19] as below,
FA(MA) = kAMA + (l_kA)(2_1/ MA)v (23)

where Kka is the ionization-coefficient ratio.
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Next, the demodulated signal is passed through a dual-
threshold direct-detection, which decides bits “0", “1", or
“x" as shown in Figure 2.

3.1 Quantum bit error rate

The quantum bit error rate (QBER) is defined as the
ratio between the probability that Bob wrongly detect bits
“0" and “1" (Per) the probability that Bob is able to
detect bits “0" and “1" (Psix) [20]. Accordingly, it can be
expressed as

P
QBER = % , (24)
sift

where, Perr and Psir are calculated as
Parr =Pap(01)+Pag(L0)
Pitt =Pag(0.0)+Pyg(01)+Pag(L0)+Pag(Ll)’

where P, g (i,]) is the joint probability that Alice’s bit “i”

(25)

coincides with Bob’s bit “j”. This probability can be
expressed as  Pag(i,j)=Pa(i)Pga(.j) . where
Pa(i)=1/2 and Rga)(i,J) is the probability that Bob
decides bit “j” while Alice sends bit “i”. We denote do
and d; as the detection thresholds for bits “0" and bit “1",
respectively. They can be selected symmetrically over the

“zero” level. Based on dual-threshold principle, the
closed-form expressions for P a)(i, j) can be expressed

as

B\A 0‘0

d .
I [ ]dy = ;erfc[lo_\%]

F
PB‘A(O\l) J_I

0 . \2
1 (y-io) 1 [d-i
P, (1)0)= jex dy =—erfc| ——=
B‘A( ‘ ) Gn\/Ed p[ 20‘% ] y 2 [O_n\/z
1

dy
PBA(ll):O'n\])Zv[exp[ (y20 ) ]dy_z rrc[:'lnxll%j

To adjust the value of two detection thresholds, we
define the dual-threshold scale coefficient k as follows

do = E[ip ] -kyo?

o, = E[iyJrkyo?

where E[io] and E[i1] are the mean values of ip and is.

,(27)

3.2 Egodic Secret Key Rate

Egodic secret key rate, denoted as SKR, shows the
security level of the proposed system. The secret key rate
is defined as the maximum transmission rate at which
Eve is unable to decode any information, written as

SKR=1(AB)-1(AE), (28)
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where 1(A;B) and I(A;E) are the amount of information
shared between Alice and Bob, and between Alice and
Eve respectively. With assumption that the probabilities
of transmitting bits “0” and “1” are equally likely to
occur, the mutual information between Alice and Bob
could be calculated as [20]

'(AB)=plogy(p)+(1-p=g)log,(1-p~g)
~(1-q)log, (1-q)+1-q ,(29)

where p = Pag(0,0) = Pag(l,1) and q = Pag(0,x) =
PA,B(l,X) =0.5- PA,B(0,0) - PA,B(O,l).

The mutual information between Alice and Eve could
be calculated as [16]

| (A;E):l“' Pe |ng( pe)+(l_ pe)|0g2(1_ pe)' (30)

where pe is the probability that Eve correctly detects the
transmitted bits from Alice, which can be calculated as pe
= 0.5 - Pag (0,1) = 0.5 — Pag (1,0). In addition, Eve’s
error probability (or QBER) is given as

QBERge =Pa g (0,1)+Pyg(10), (31)

where Pag(0,1) and Pag(1,0) are the error probabilities
that Eve falsely decides the received bits from Alice.
Assuming that Eve uses single-threshold detection, which
is often equipped in a typical optical receiver. The error
probabilities can be derived as [21]

Pag(01)=Pa(0)Pey4(10) = %eﬁc[(:f \_/;]
" 62

1 i —d
Pak (1,0)=Py(1)Peya(OfL) = Zerfc| L —E
e (10) = Pa(1)Peja(01) = [ rz]
where de = 0 is the threshold detection at Eve’s receiver.

IV. NUMERICAL RESULTS

In this section, the performance in terms of QBER
and SKR, of the proposed system, based on the
performance analysis in Section 11, will be analyzed as a
function of a number of system parameters including the
optical transmitted power (P:), the D-T scale threshold
coefficient, core pitch, the optical fiber length from Alice
to Bob. In addition, in this study, we also consider the
QBER at Eve (the eavesdropper) to confirm the secure of
the system. The system parameters and the propagation
characteristics are gathered in Table 1.

Table 1. Key System Parameters

Noise figure Fn 5dB
Optical transceiver’s parameters
Modulation index m 0.2 AW
Fiber attenuation o 0.2 dB/km
coefficient
PD responsivity R 0.6 A/W
lonization-coefficient Ka 0.7
ratio
FWHM linewidth of Avm 12.75 MHz
the laser
Coupling coefficient K 0.02
Bending radius Rod 0.1m

The propagation B rad/micromet

constant

Name Symbol Value

Constants and general parameters

Boltzmann’s constant K 1.38x102%
WHz 1K

Electronic charge q 1.6x10°C

Light velocity c 3x108m/s

Load resistance Ru 50 Q

Bit rate R 1 Ghps

Temperature T 300 K

Wavelength A 1550 nm
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The dual-threshold scale coefficient is one of the most
important parameters that network operators need to
consider when they design the system. Therefore, in
figure 4, the quantum QBER and Psi are presented as a
function of the D-T scale coefficient at Bob’s receiver.
Psir should be larger or equal to 102 so that Bob can
receive the sifted-key from Alice at Mbps with the
transmission rates at Gbps. In addition, QBER is kept
lower or equal to 102 so that bit errors are able to be
corrected thanks to error correction codes. As shown in
Figure 4, in order to meet the above-mentioned targets,
the D-T scale threshold should be larger than 3 in case of
using 4 core multicore fiber, and in the range of 3 and 5.2
in case of using 61 core multicore fiber. The difference in
the D-T scale coefficients is because of the large
crosstalk in 61 core MCF.

4 core MCF

QBER and Psift

D-T scale coefficient

Figure 4. QBER and Psift versus D-T scale coefficient with Pt =
-5dB, L =50 km

Next, in order to understand how the optical fiber
length from Alice to Bob, L, effects on the system
performance, we investigate QBER at Bob versus the
optical distance with Py = -5 dBm, Ma = 3, k =5 in Figure
5. It is apperant from this figure that to keep QBER lower
or equal to 103, Bob’s receiver can be located anywhere
when using 4 core MCF, while the location of Bob’s
receiver should be avoid at the distance of 12-15 km or
20-25 km.
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Figure 5. QBER versus the optical distance between Alice and
Bob with Pt =-5dBm, Ma =3, k=5.

In figure 6, we investigate the security level of the
proposed system versus the transmitted optical power
whenk =5, Ly =5 km, L =50 km, Ma = 3. The secret key
rate is defined as the maximum transmission rate at
which Eve is unable to decode any information.
Therefore, the goal of QKD system design is to achieve
high ergodic secret-key rate. The results, as illustrated in
figure 6, indicate that the secret-key rate of the proposed
system is rather high in both cases of MCFs. However,
the maximum secret-key rate of the QKD system using
32 core MCF is only 0.422 bit/s/Hz, while the maximum
rate of the QKD system using 4 core MCF is 0.5 bit/s/Hz.
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Figure 6. Secret key rate versus the transmitted power with L1
=5km,L=50km, Ma=3,k=5.
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Figure 7. Ergodic secret-key rate and Eve’s QBER versus the
distance between Alice and Eve using 4 core MCF with Py = -5
dBm, L =50 km, k =5.

Next, ergodic secret-key rate and Eve’s QBER are
investigated versus the distance between Alice and Eve
using 4 core MCF with Py = -5 dBm, L = 50 km, k = 5. It
is clear that both the ergodic secret-key rate and the Eve’s
QBER fluctuates when the distance between Alice and
Eve increases. The goal of QKD system design is to
achieve high ergodic secret-key rate while keep Eve’s
QBER large enough, i.e., larger than 107?, so that Eve
cannot correct the errors by using the error correction
codes. To obtain this goal, the distance between Alice
and Eve should be smaller than 1 km, or in the range of 4
km and 7 km as can be seen in figure 7. A possible
explanation for these results may be that the beat noise is
a function of cosine of the distance, as shown in equation
(19).

This study also set out with the aim of assessing the
importance of using multicore fiber to provide higher
security level for the system. Figure 8 below compares
the quantum bit error rate at Eve in both using single
mode fiber and using 4 core MCF. It is apparent from this
figure that there is a significant difference in Eve’s
QBER even though the transmitted power from Alice is
lower than -5 dBm. Moreover, if multicore fiber is used,
QBER at Eve could be higher than 102 In other words,
multicore fibers should be used to help QKD systems
safer.

# 4 core MCF ;
& - SMF ]
T
1070 T E
. ud ~ E|
w2 ‘?ﬁz\“*
& T 1
o 107} T e e ey o
L E|
% ®
o N
@m o3
d 10 R i
AN
N\
5
10 \ E
\.
\
N
10° ; A s
15 10 5 0

Transmitted power, F'l (dBm)

Figure 8. QBER at Eve versus the transmitted power with L1 =
5km, Ma=3,k=5.

V. CONCLUSIONS

The main goal of the current study was to propose the
CV-QKD system using MCF for increasing the secret
key rate by transmitting multiple spatial modes
simultaneously and also evaluate the deployment
capability of the system. In this paper, we have
developed a mathematical model of the proposed sysem.
We investigated the quantum bit error rate and ergodic
secret-key rate versus various system’s parameters
including the optical fiber length, D-T scale coefficient,
transmitted power, core pitch of MCF, crosstalk and
receiver noise. The numerical results demonstrated that
the proposed system can achieve the desired security
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targets including QBER that lower than 10 and the
sifted-key at Mbps. Besides, it is possible to obtain high
ergodic secret-key rate of nearly 0.5 while keeping Eve’s
QBER larger than 101. The findings of this study suggest
that the CV-QKD system is an effective solution to
distribute the quantum key with more secure and higher
secret key rate.
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PHAN TiCH HIEU NANG HE THONG CV-QKD SU
DUNG SOl QUANG DA LOI

Tém tit: Trong bai bao nay, ching t6i da dé xudt mot
hé théng phan phdi khoa luong tir (QKD) sir dung soi
quang da 16i (MCF). Sau d6, hiéu ning cta hé théng dé
xuit duoc phén tich v& mat 1y thuyét dudi anh huong cua
nhiéu tham s6 16p vat 1y nhu 1a nhidu va xuyén nhiéu cta
soi MCF. Tinh kha thi cta kién truc dé xuit duoc xac
minh thong qua cac két qua s6. Két qua mé phong ching
minh rang giai phap dé xuat c6 thé nang cao dang ké toc
d6 khoa bi mat. N6 ciing chi ra rﬁng hiéu nang cua hé
thdng phu thudc rat nhiéu vao loai soi quang da 16i MCF.

Tir khéa: Phan phéi khoa luong tir (QKD), Soi quang
da 151 (MCF).
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