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MA MANG AN TOAN DU'A TREN HAI
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Tom tdt: Ma mang 12 mot ki thuat mang, né cho phép
céc nut tao ra cac goi dir liu méi bang cach két hop cac
261 nhan dugc. Ky thuat nay c6 mot s6 loi ich nhu tang
thong lugng, cai thién d6 tin cay va ting do on dinh cua
mang. Tuy nhién, k¥ thuat ma mang thuong khong gan véi
viéc bao mat thong tin truyén trén mang. Bai béo nay trinh
bay ¥ tuéng xay dung mot mé hinh ma mang dua trén hai
hé mat ma khoéa cong khai, nham tao ra mot ma mang an
todn (c6 kha ning bao mat).

Tir khéa: M4 mang, vo tuyén hop téc, hé mat khoa cong
khai, bai toan logarit roi rac, vanh s, truong hitu han.

I. GIOITHIEU

Ngay nay, ma hoa 1a mot phan thiét yéu cua bat ky hé
thong truyén théng nao. Ma héa ngudn dugc sir dung dé
nén thong tin & nguoi giri dé giam bang thong kénh dugc
sir dung, khi nhan thanh céng méy thu cé thé giai nén dix
liéu nhan duoc va lay thong tin ban dau. Ma héa ngudn
duogc goi la end-to-end vi md hoa chi dugc thuc hién tai
ngudn va giai ma chi dwoc thuc hién tai dich.

Bén canh d6, ma hoa kénh lai chén thém cac bit thong
tin vao nham muc dich stra sai khi truyén thong tin (bit) qua
cac moi truong truyén dan khac nhau. Tham chi, ma hoa
kénh ciing dugc coi la end-to-end vi n6 duoc str dyng trén
mot tuyén truyén thong duy nhat giira cac nit giao tiép.

Thoi gian gan day, c6 thém mot loai méa héa nira do 1a
ma mang do Ahlswede dé xuat [1]. Tir quan diém hé théng,
n6 khdng gidi han & mot 16p cu thé, nhung c6 thé dugc coi
& 16p ting dung, mang hoic vat ly. Khac véi ma hda ngudn
va kénh, m& mang khéng phai md hinh end-to-end, n6 cho
phép mi héa ddng thoi tai mdi ndt riéng 1é trong mang
truyén théng. Trong ma hda mang, cac goi khong con dugc
coi 1 thuc thé hat nhan cua cac g6i dit liéu dén va di cua
mot nat, khong nhit thiét phai bang nhau va cac goi riéng
Ié c6 thé duoc két hop va két hop lai tai bat ky diém nao
trong mang. Tinh ning m&i ndy c6 dugc cac lgi thé so véi
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dinh tuyén trong cac mang ludi truyén thong va cho phép
ung dung ma hda mang trong cac linh vuc khac nhau.

Kirchhoff Ma mang
0=11+12 0=f(11,12)

Hinh 1. Sw khac nhau gitra Kirchhoff va m& mang

Mt khéc, ma héa mang can mot cach nhin méi trén cac
mang truyén théng. Hinh 1 cho thay su khac biét gita cach
nhin mét nit mang theo luat Kirchhoff va theo md mang.
Kirchhoff néi rang tit ca chay vao mot nut ciing s& roi khoi
ndt. VGi mang m& mot nit ¢6 kha nang tao mot dau ra magi
tir céc ludng dén. Trong vi du di cho, dau ra c6 thé 1a 11, 12
hozc két hop cuia ca hai dugc cho bai (11, 12). Pidu quan
trong can luu y 1a dung lwong cua dau ra sir dung ma mang
nho hon tong dung lugng ciia dong vao 11 va 12. Do 1a diéu
su khac biét co ban dbi véi cac node mang tiéu chuan theo
node Kirchhoff.

Thay vi chuyén tiép céc goi tin nhan dugc theo cach
truyén théng, trong ma mang cac node ciia mang sé két hop
cac gbi nhan dugc va tao ra cac géi méi. Loi ich caa ma
mang lam giam phién lién lac; t5i thiéu hoa do tré di liéu
tir nguon t6i dich; tang d6 6n dinh cia mang.

Tinh ning giam phién lién lac ciia ma mang c6 thé két
hop véi mot sé he ma cong khai (mat ma khoa bat ddi xing)
dé c6 duoc mot md hinh md mang an toan (c6 bao mat).
Bai b4o nay dé xuit s dung hai hé mat khoa cong khai
Omura-Massey va ElGamal két hop véi ma mang. Sau
phan Giai thiéu Ia: phan 2 gioi thigu hai hé mat khoa cong
khai; phan 3 d& xuat md hinh ma mang an toan; phan 4 1a
két luan.

ll. HE MAT OMURA - MASSEY VA ELGAMAL

A. Bai toan logarit roi rac
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Bai toan logarit roi rac (DLP) la mot trong cac bai toan
mot chiéu dung dé xay dung céc hé mat khoa cong khai.
Phép tinh xudi 13 ham iy thira roi rac, thuong la phép tinh
dé, duoc danh cho cac bén ma hoa va giai ma hop phap.
Con phép tinh nguoc 1a phép tinh logarit roi rac, 1a bai toan
khé, duoc danh cho cac bén tham ma (giai ma) bat hop
phép.

Tom tat bai toan logarit roi rac nhu sau [6]:

Xét mot vanh sb Z,, néu p 1a nguyén t6 thi Z,, 1a mot
trudng (Z, = GF (p)). Tap tat ca cac phan ti khac 0 cua
truong s& tao nén mot nhom nhén cyclic Z,,.

Ly =1, /{0} = {1,2,..,p — 1} (1)

- Cho g € Z;, 1a mét phan tir sinh (nguyén thuy) cua
nhom nhan.

- Cho y € Z;, yéu cau hay tim x (néu ton tai) sao cho:
g* =y, tacla x =logyy.

Nhan xét: Vy € Z,, thi:
- Bai toan ¢ nghiém khi g 1a phan tir nguyén thuay.
- Bai toan c6 thé khong c6 nghiém khi g bét ky.

B. H¢ mat OMURA — MASSEY

Hé mat Omura-Massey (O-M) dugc dé xuit bai James
Massey va Jim. K. Omura lan dau tién vao nim 1982 duoc
xem nhu mot cai thién tich cuc trén giao thirc Shamir [2],

3]

Bén gvi A Bén nhan B
A mé héa ban rd M thanh Ca

D
(b&ing khéa Ka) va glii cho B

M > M

3

M -«

B ma héa Ca thanh Cas
(bdng khéa Kg) va gli lai cho A

A giai M3 Cae thanh Cs N
va gti lai cho B

> M

B gidi ma Cs dé lay
lai ban ré M

Hinh 2. Minh hoa hoat déng cta hé mat O-M

Hoat dong cua hé mat O-M dugc mo ta nhu trong hinh
1. Hai bén lién lac A va B sé tu tao cho minh cac khéa bao
mat riéng (K, K), bén A can gui ban rd M cho bén B, qua
trinh truyén tin thuc hién theo cac budc sau:

Budc 1: A ma hda ban rd M thanh ban mé C, bang khoa
cua A (K,) vagui C4 cho B.

Budc 2: B nhan C, va mé héa tiép bang khéa cua B K
thanh ban méa C,5 va gui lai cho A.

Budc 3: A giai ma C,p dugc Cy rdi gui lai cho B.
Budc 4: B nhan Cp va giai ma dé nhan M.
+ Hé mdt O-M xay dung trén bai todn DLP

* Tago khoa
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Khéa cong khai: chon p 1a mot sb nguyén té l6n.

Khoa riéng cua A: A chon cap sé ngau nhién (m,n)
thoaman: m.n = 1 mod(p — 1).

Khoa riéng cua B: B chon cap s6 ngau nhién (u, v) thoa
man: u.v = 1 mod(p — 1).

Cha y: vi (m,n), (u, v) la cac cap sb nghich dao nén
m,n,u,v € Z;_y, Zy_, 1a nhdm nhan trén vanh s6 Z,,_,.
Nhom nhan nay 1a tap cac phan tir 13 nguyén té cung nhau
V6i (p — 1), céu tric Zy,_; nhu sau:

Zyy g ={i,i<(@-D,gd@ip-D=1 (2
* Qua trinh truyen tin bao mat
Bén A mubn giri mot ban rd M téi bén B.

+ Budc 1: A tinh C, va gui cho B:

Cy = M™mod p 3)
+ Budc 2: B nhan C, vatinh Cyp rdi giri cho A.
Cap = (M™)* modp 4)
+ Buéc 3: Anhan Cyp vatinh:
Cg = (M™)" modp = M*modp (5)

va giri Cg cho bén B.
+ Budc 4: B nhan Cy va giai méa:

(M*)Y modp=M (6)
* Nhgn xét

Dé thu dugc ban rd thi hé mat phai 6 tinh lily dang va
c6 tinh giao hoan. Véi hé mat O-M cac ham ma hoéa va giai
mé déu 12 ham mil, v6i céc s6 mil 1a nghich dao cua nhau
nén théa man.

Viéc tham ma hé mat O-M lién quan t&i bai toan logarit
roi rac day 1a bai toan kho vai s6 p lon.

Vi hé mat O-M khéng co tinh niang xac thuc, nén dé
tranh phép tan cong “Ké dung gitra” (Man in the middle)
c6 thé st dung thém cac phuong phap xéc thuc khéc.

C. Hé mdt ElGamal

Hé mat EIGamal 1a mot hé mat khoa cdng khai dya trén
trao d6i khoa Diffie-Hellman, do Taher ElGamal dua ra
vao nam 1985. M6 ta van tat hé mat nhu sau [3], [5]:

+ Tqo khéa: Bén lién lac A tao cho minh mét cap khéa
cdng khai va bi mat, theo cac budc sau:

Budéc 1: Chon p 1a nguyén t6 lén, g € Z;, 1a phan tur
nguyén thuy.

Budc 2: chon motsd x théaman 1 < x < p — 1 vatinh
g* mod p.

Budc 3: Khda cong khai cua A: (p, g, 9%)
Khoa bi mat cua A la: x

+ M4 hoa: B can giri ban tin m cho A (m < p)
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Budc 1: B nhan khoa cdng khai cia A: (p, g, %)
Budc 2: B chon y ngau nhién (1 < y < p — 1) vatinh:
y =g’ modp ()
6§ =m(g*)Y modp (8)
Budc 3: B gii banma C = (y, ) cho A

+ Giagi m&: A nhan ban ma C va giai ma:

Budc 1: A tinh
Y=g modp
= (g”)P"'"*mod p )
(y* =y?"'"*mod p)

Budc 2: A tinh
S.yP 1 =m. g g Ymodp =m (10)

+ Nhdn xét: Bé giai ma thi tham ma phai biét x (khéa
bi mat) thi phai giai bai toan logarit roi rac, tac la tinh x =
log, g*) voi p 16n khong thé giai dugc, do do hé mat laan
toan.

+ Hiéu qua truyén tin thip, do hé s6 ma rong ban tin
E =2 (Banmi C = (y,8) c6 do dai bang 2 lan do dai ban
réo m).

ll. XAY DUNG MA MANG AN TOAN

A. Mo hinh ma mang don gian

Xét md hinh truyén tin giita hai nit mang 1a A va B.
Néu A va B cach xa nhau, viéc truyén thdng tin tin cay rat
khé thuc hién duoc, ké ca khi ta ding ma kénh.

Trén thyc té, ta c6 thé dam bao viéc truyén tin tin cay
gitta A va B bing cach dung hé théng vo tuyén hop tac
(cooperative radio - CR) sir dung thém nat chuyén tiép C
(nam giira A va B), v6i qué trinh truyén tin duoc thyc hién
nhu hinh 3. Vi md hinh nay, qué trinh truyén tin can trai
qua 4 pha.

xA pha 1‘/_\‘ pha 2 xB
xg pha3 phad x,

Hinh 3. M6 hinh truyén tin vo tuyén hop tac

Dé tiang hiéu qua cua hé thdng CR nay, ma van dam bao
do tin cay can thiét, vao nam 2000 Ahlswede [1] d dua ra
¥ tuong md mang, nhu hinh 4. Theo m6 hinh nay, qua trinh
truyén tin chi con 3 pha.

x, pha 1, —~_pha2 xg
0—0—0
xg  pha 33— pha3 x4

xczxA‘l'xB

Xp =X — X Xqg = Xc — Xp

Hinh 4. M6 hinh truyén tin str dung ma mang
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Cha y: c4c thdng tin x, (cia A) can truyén cho B va x;
(ctia B) can truyén cho A duoc xem 1 cac xau bit (vector
nhi phan n chiéu nam trong khéng gian tuyén tinh n chiéu
).

Trong m6 hinh m& mang hai nit nhu hinh 4, thong tin
truyén trén mang (x,, xz, xc) chua dugc bao mat va xéac
thuc. Bai bao nay dé xuat ap dung hai hé mat khoa cong
khai két hop véi mé hinh ma mang, véi muc dich tan dung
wu diém ctia md mang va c6 thém chirc ning xac thuc va
bao mat thdng tin.

B. M6 hinh ma mang an toan

M6 hinh m& mang an toan dé xuét van dugc xay dung
nhu hinh 4. Gia sir A can gii ban tin x, cho B; Bén B can
giri ban tin x; cho A. Qua trinh truyén tin theo hai giai doan
sau:

Giai doan 1: Xéc thuc va truyén tin bao mat tir A, B d&én
C, dung hé mat ElGamal.

A C B
Giai ma lay lai
ElGamal X4, Xp Va taO Xc- ElGamal
Xg— S XB

Xc = XqXp

(OI’ Xc = Xy + xB)

+ A va B duing khéa cong khai cua C dé ma hoa cac ban
tin x,, Va xp, sau d6 truyén cac ban ma cho C.

+ Bén C nhan cac ban ma va giai ma dé ly lai x,, x5,
sau d6 két hop chiing lai thanh ban tin méi x.

Giai doan 2: Truyén tin bao mat quang bé tir C dén A, B
bang hé mat Omura-Massey.

Bén A Bén C Bén B
Mé héa x bing khéa
ke Co = f(xe, ke)
va phét quang ba
M3 héa C, bing k: Ma héa C, béng kj:

Cep =f(xc, ke, kp)

Cen =f(xc ke b)) J
4——vagliCcpchoC

va gui C¢ 4 cho C=—

Giai ma (go k¢):
€ o= flae k)
Cy = f(xc, k) —

+ Giai ma:
x¢ =f " (xe, ki)
+ Téai tao ban 10 x,

+ Giai ma:

—fF-1
xC _f (xCrk;\)
+ Tai tao ban 10 xp

— -1 — -1
Xp = XcXg X4 = XcXp

Hodc xg = xc — x, Hoacx, = xc — xp

- Buoc 1.

+ Bén C mi héa ban tin x; » C. = E(x¢, ki) bang
khéa k. cia C, roi phat quang ba cho A va B.
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- Buoc 2.

+ Bén A nhan C, mi héa C, — C. 4 bang khoa k va
gui tra C;

Cea = E(Cc,ky) = E(xc, ke, ky) (11)

+Bén B nhan C; ma hoa C; — Ccp bang khé kj, va giri
tra C:

Cep = E(C, kg) = E(xc, k¢, k) (12)
- Buwoc 3.

+Bén Cnhan C. , vagiaima C. , — C, (thdo khda k¢),
va gui C, cho A:

Ca = D(Cea ki) = E(xc, ky) (13)

+ Bén C nhan C.z va gidi mé C;p — Cp (thao khoa
k¢), va gui Cg cho B:

Cs = D(Cep k) = E(xc,kp) (14)
- Buoc 4:
+ Bén A nhan C, va giai ma tai tao ban rd xp:
xc = D(Cy k)
Xp = Xc. x5t (15)
+ Bén A nhan Cg va giai ma tai tao ban rd x,:
x¢c = D(Cg, kg)
X4 = Xc.Xpt (16)
Chay: E(.) va D(.) la cac ham ma hoa va giai ma. bPé
thuc hiffen ma hoa va giai ma khong trleo quy tac "boc banh"
nhu biéu thac (13), (14) (tic 1a co thé thuc hién khéng theo

thur ty) thi phép m& hda va giai ma thuong phai dyua trén
tinh chit lily dang ciia phép tinh liiy thira.

C. M6 hinh md mang an toan xdy dung trén bai toan
logarit roi rac

Hoat dong cua md mang an toan dé xuat xay dung trén
bai toan DLP thyc hién nhu sau:

* Tao khoa

+ Tham sb chung: Cac bén A, B, C chon:

p - 6 nguyén t6 lon;

g- phan tir nguyén thay, g € Z3;

+ Tham s bi mat: cac bén chon sé bi mat nhu sau:
Bén A:

-Songaunhiénk,: (1 <k, <p-—1)

- Cap s6: my,ny: myny = 1mod (p — 1)

Bén B:

- S6 ngau nhién kg: (1 < ky <p —1)

58 02 (CS.01) 2021

TAP CHf KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG

- Cap sb: mg,ng: meyng = 1 mod (p — 1)
Bén C:

- S6 ngiu nhién kc:(1<ke<p-—1); Tinh

g¥¢ mod p va cong khai g*c cho AvaB.
-Cap sb: u,v:uv = 1 mod (p — 1)

Ch thich: cac sb bi mat k, kg, k. sit dung cho hé mat
ElGamal; céc cap s6 (my,ny), (mp,ng), (u,v) st dung
cho hé mat O-M (tuwong ung véi cac khoa ky, kg, k¢ trong
muc I11.B).

* Qua trinh truyén tin:
Giai doan 1.

+ Buwéc 1: Truyén tin bao mat tir A, B d@én C, dung hé
mat ElGamal. Ban rd cua A la x4, va cia B 14 x5.

Bén A tinh (theo (7), (8)):
Ya = g4 modp
5p = x4(g" €)' mod p
va gui Cy = (y4,6,4) cho C.
Bén B tinh:
v = g"F mod p
8p = x5(g"©)*® mod p
va gui Cg = (yg,65) cho C.
Bén C giai ma theo (9), (10):
- Giai ma x,

—kc p—1-k¢

Ya =Va = g_kAkC mod p

—k _
Ya €6y = xA(gkckA)g kake = XA

- Giai md xp
—kc¢ _ . p-1-kc _ _—kgk
Vs =YVs = g B mod p

—k _
Vs ¢ bp = xB(gkaB)g kpkc = Xp

+ Buoc 2: Su dung ky thuat ma mang: Bén C tao ban
tin x. tir viéc két hop cac ban tin x, va x5, c6 thé két hop
theo cac cach khac nhau cia md mang.. Thong thuong, ¢d
thé thuc hién bang phép nhan hoic phép cong.

- theo phép nhén: x, = x,xz mod p a7
- theo phép cong: xc = (x4 + x5) mod p (18)

Giai dogn 2: Truyén tin bao mat quang ba tir C dén A,
B bing hé mat Omura-Massey.

+ Budéc 1: Bén C ma héa ban tin x. (theo (3)) va phéat
quang ba ban ma cho A, B:

Cc =x¢modp
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+ Budc 2:

Bén A nhan C, m& hoa C. - C¢ 4 (theo (4)) bang khoa

riéng cua A va gui C. 4 cho C:

Cen=Ci?modp =x;"4modp (19)

Bén B nhan C, mé hoa C; — C¢ p (theo (4)) bang khoa

riéng cua A va gui C¢ 5 cho C:
Cep =C.Bmodp =x."% modp (20)

+ Buoc 3:

Bén C nhan C¢ 4, gidi ma C; 4 — C, (theo (5)) va gui

lai C, cho A:

uv.my

Co=Cly=x; modp = x.4modp (21)

Bén C nhan C. g, gidi mé C; g — Cp va gui lai Cz cho

Cp=Clg=x;""Pmodp=x.Fmodp (22)

+ Buoc 4.

Bén A nhan C, va giai ma lay lai x. (theo (6))
CiA =x.4"" modp = x¢

tai tao ban rd xp:

- Theo phép nhan: x5 = xx;!

- Theo phép cong: x5 = xc — x4

Bén B nhan C, va giai ma lay lai x. (theo (6))
Cp? =x.B" mod p = x¢

tai tao ban rd x,:

- Theo phép nhan: x, = x-x5!

- Theo phép cong: x4 = xc — x5

Vi du nhé:

* Tao khoa

+ Tham sé chung: Cac bén A, B, C chon:

p = 23 - sb nguyeén to;

g = 5 la phan tir nguyén thiy, g € Zj.;

Bén C: g*c = 5°mod 23 = 11

(ke = 9 1a tham sb bi mat cua C).

+ Tham sé bi mat:

Bén A chon:

- Sé ngau nhién k, = 7: (1 < 7 < 30)

- Cap s6: (my,ny) = (7,19) thoa man:
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7%x19mod 22 =1
Bén B chon:
- S6 ngau nhién kp = 15 : (1 < 15 < 22)
- Cap sb: (mg, ng) = (5,9) thoa man:
5xX9mod22=1
Bén C chon:
- S6 ngau nhién k, = 9: (1 < 9 < 22)

- Tinh g*¢ = 5°mod 23 = 11 va cong khai g*¢ cho A

va B (nhu ¢ trén).

- Cap sb: (u, v) = (13,17) théa man:
13X 19mod 22 =1
Tom lai:
Tham s6 cong khai: p = 23; g = 5, g° = 11
Tham s6 bi mat:

- Bén B: kB = 15, (mB, TlB) = (5,9)
- BénC:k:,=9; (u,v) =(13,17)

* Qua4 trinh truyen tin:

Giai doan 1: Truyén tin bao mat tir A, B dén C, dung

hé mat ElGamal.

GiasrbanrécunaAlax, =3,vaciaBlaxg = 12.
+ Buoc 1.

Bén A tinh:

Y4 = g* =5"mod 23 = 17

84 = x4(g*c)*a = 3.117mod 23 = 21

vagui C, = (17,21) cho C.

Bén B tinh:

yg = g*® = 5% mod 23 = 19
8 = x5(ghc)ke = 12.11%%mod 23 = 5
va gui Cg = (19,5) cho C.

Bén C giai méa:
- Giai md x4, C tinh:
%€ =177° = 1713 mod 23 = 10
¥ € 8, = 10.21 mod 23 = 3 = x,
- Giai md xp
Vo € =198 mod 23 = 7
V5 € 8y = 7.5mod 23 = 12 = xy

Chllj y: )/_kc — yp—l—kc — )/22_9-

24



MA MANG AN TOAN DUA TREN HAI HE MAT OMURA-MASSEY VA ELGAMAL TREN VANH SO

+ Buoc 2: Bén C két hop ban tin theo phép nhan (17):
X = x4xg = 3.12mod 23 =13
Giai doan 2: Truyén tin bao mat két hgp ma mang.

+ Budéc 1: Bén C ma hoa ban tin x. va phat quang ba
ban mé cho A, B:

Cc=x¢modp=13%mod23 =38
+ Buoc 2:

Bén A nhan C; = 8 vama héa C; — C¢ 4, sau do gui
Cc .4 cho C (19):

Cea = Cp4modp = 8" mod 23 = 12

Bén B nhan C¢, méd hoa C; — C¢ 3 sau d6 gui C¢ 5 cho
C (20):

Cep = C. B modp = 8°mod 23 = 16
+ Buoc 3:
Bén C giai ma C¢ 4, — C4 (21) va gt lai C, cho A:
Cya=Cly=12"mod23 =9
Bén C giai ma C. 3 — Cp (22) va gt lai Cp cho B:
Cs = Clg = 16" mod 23 = 4
+ Buoc 4.

Bén A nhan C, va giai ma lay lai x.
C,4 =9 mod 23 =13
tai tao ban rd xp:
xXp = xcx;t =13 * 8 mod 23 = 12
Bén B nhan Cp va giai ma lay lai x.
Cgz® = 4°mod 23 = 13
tai tao ban rd x,:
X4 = xcxgt =13 *2mod 23 =3
~Chay: 3'1m0(§ 23 =8;12"Ymod 23 = 2 1a cdc cap
s0 nghich ddo. B¢ tinh phép liiy thira cac so6 16n theo

modulo, ¢6 thé sir dung thudt toan binh phwong va nhan

(2], 41, [7].

IV. KET LUAN

Bai bao dé xuat mot md hinh ma mang két hop wu diém
ciia md mang véi cac hé mat mé cong khai, dé tao ra mot
m& mang an toan. Cac budc ciia md hinh nay tom tat nhu
sau: Budc 1: xac thuc bao mat dung hé mat ElGamal;
budc 2 giai ma va xac thuc, két hop (che gidu) ban tin bang
mat na cong hozc nhan; budc 3 phat quang ba bang hé mat
O-M.

Uu diém caa mo hinh dé xut do 1a: (1) St dung duoc
wu diém cia ma mang | giam sé phién truyén dan gitra céc
ndt truyén trén mang (tang thong lugng), ting do 6n dinh
cta Viéc truyén tin; (2) thong tin truyén trong mang dugc
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bao mat an toan nho cdc hé mat khoa cong khai. B an toan
cua cac hé mat khoa cong khai dua trén bai todn logarit roi
rac, da dugc chitng minh la bai toan an toan véi truong hop
sb nguyén to 1n.

Tuy nhién, vi str dung hé mat khéa cong khai nén téc
d6 ma hoa sé khéng nhanh dugc nhu cac hé mat khoa bi
mat (ddi xing), do vay md hinh nay chi ph hop cho viéc
truyén cac ban tin ngan (hoac truyén khoa).
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SECURE NETWORK CODING BASED ON TWO
CRYPTOSYSTEMS OMURA-MASSEY AND
ELGAMAL OVER NUMBER RING

Abstract: Network coding is a networking technique
that allows nodes to create new data packets by combining
received packets. This technique has several benefits such
as increased throughput, improved reliability, and
increased network stability. However, network coding
technology is often do not have the security of information
transmitted over the network. This paper presents an idea
of building a network coding model based on two public
key cryptosystems, in order to create a secure network
coding (security capabilities).

Keywords: Network coding, cooperative radio, public key
cryptosystem, discrete logarith problem, number ring, finite
field.
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