Pham Van Hiep, Boan Thi Bich Ngoc, Luu Hong Dung

PHUONG PHAP XAY DUNG LUOC BO
CH{ KY SO DUA TREN TINH KHO CUA
BAI TOAN LOGARIT ROI RAC TREN
VANH Z,

Pham Van Hiep®, Poan Thi Bich Ngoc* Luu Hong Dung*
"Khoa Céng nghé thong tin, Trwdng dai hoc Cong nghiép Ha Noi
*Khoa CNTT, Trwdng dai hoc CNTT & TT - DH Thai Nguyén
* Khoa Céng nghé théng tin, Hoc Vién Ky thuat Quan Sy

Tém tit: Phat trién cac luge do chit ky s6 nham dap tmg
cac nhu cau giao dich, hoat ddng trong xa héi ludn la van
dé duge quan tdm. Tuy nhién, murc d§ an toan cia cac luogc
dd nay ludn phai dugc bao dam. Trong bai bao nay, ching
t6i d¢ xuat mot phuong phap xay dung lugc do chir ky tong
quat dua trén bai toan logarit roi rac trén vanh Z,. Tu
phuong phap duogc d8& xuét c6 thé tao ra mot ho luoc dd chit
ky mdi tuwong tu nhu ho chit ky ElGamal. Tuy nhién, khi
thye hién lua chon cac tham sé phu hop thi cac lwoc dd chi
ky xdy dyng theo phuong phap méi d& xuat c6 do an toan
cao hon cac luge dd ho ElGamal. Dua trén luge dd chit ky
téng quat, ching t6i da dé xuat dwoc ba luoc dd chir ky
m&i. PO an toan cta cac luge dd nay dugc bao dam bai tinh
khé cua viéc giai dong thoi hai bai toan phan tich mot sb
nguyén 16n ra cac thira s6 nguyén t (Bai toan phan tich s6)
va bai toan logarit roi rac trén Zp (DLP). Cac lugc d6 méi
dé xuit phu hop véi cac g dung doi hoi tinh an toan cao
trong thuc té.

Tir khéa: Bai toan logarit roi rac; Bai toan phan tich sd;
Chir ky s0; Lugc do chit ky so; SO nguyén.

I. PAT VANDE

Trong [1] da dé xuit mot luge dd chir ky sé xdy dung
dua trén tinh kho cua viéc giai dong thoi hai bai toan phan
tich s6 va bai toan logarit roi rac trén truong Z, [2]. Uu
diém cua luoc db nay [1] 14 c6 d6 an toan cao hon cac luoc
dd xay dung chi trén mot bai toan khé nhu cac lwge dd ho
ElGamal [3] hay lugc d6 RSA [4] xdy dung trén ba bai toan
nhung chi can giai dugc mot trong ba bai toan nay thi tinh
an toan cia lugc do s& bi pha va.

Phén tich trong [1] cling da chi ra tinh kho cta viéc giai
ddng thoi hai bai toan phén tich sb va bai toan logarit roi
rac trén truong Zp 1a twrong dwong véi tinh kho cta viée giai
bai toan logarit roi rac trén vanh Zn. Trén co s& do, bai bao
dé xudt mot phuong phap xay dung luge dd chit ky cé tinh
tong quat dya trén bai toan logarit roi rac trén vanh Z,. Uu
diém cua phuong phéap dugc dé xudt ¢ day 1a cho phép tao
ra mot ho luoc dd chir ky c6 d6 an toan cao, tir d6 mé rong
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kha nang lua chon dugc thuat toan phu hop véi cac ung
dung thyec té.

Il. BAITOAN LOGARIT ROI RAC TREN VANH Z,

Cho cap céc s6 nguyén duong {n,g} voin la tich hai sb
nguyén t6 p va q sao cho bai toan phan tich s6 1a kho giai
trén Z,, con g 1a mot phan tir cia nhom Zy*. Khi do, bai
toan logarit roi rac trén Z, hay con goi 1a bai toan DLP )
duogc phat biéu nhu sau:

Bai toan DLP(g): Véi moi s6 nguyén dwong y e Z", hdy
tim x thoa man phwong trinh sau:

g*modn=y

Giai thudt cho bai toan DLP(ng) 6 thé dugc viét nhu mot
thuét todn tinh ham DLP(.) v4i bién dau vao la y, con gia
tri ham la x cua phuong trinh sau:

x=DLP (y)

O dang luoc dd chix ky méi duoc dé xuét, mdi thanh vién
cua hé théng tu chon cho minh bd tham sb (n,9), khéa bi
mét X dugc chon thoa man: 1 < x < ¢(n) vatinh khoa cong
khai theo: y=g*modn

Bai todn DLP ) la mot trong ba bai toan co sé xay dung
nén hé mat RSA. Hién tai, bai toan DLP (g van dugc coi
la bai toan kho [2] do chua co gidi thuat thoi gian da thirc
cho bai toan nay va ciing nhur chwa c6 mot cong bd nio cho
thiy hé mat RSA bi pha v trong cac (mg dung thyc té bing
vi€c gidi bai toan nay khi cac tham s6 cua no duoc chon
hop 1y.

I11. XAY DUNG LUQC PO CHU KY SO DUA TREN
BAI TOAN DLP¢)

A. Phuwong phap xdy dung

Phuong phap xdy dung lugc dd chir ky dé xuét & day bao
gdm céac phuong phap hinh thanh cac tham sb hé thong va
khoa, phuong phap hinh thanh chir ky va phuong phap
kiém tra tinh hop 1¢ cuia chu ky. Tir phuong phap nay, biang
cach lya chon cac tham s cu thé s& cho phép tao ra cac
lugce db chit ky s6 khac nhau cho céc g dung thyc té.
1. Phurong phdp hinh thanh tham s6 va khoa

Mbi dbi twong ky trong hé thong hinh thanh cac tham s6
va khda theo cac budc nhu sau:
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Thuit toan 1.1: Hinh thanh tham s6 va khoa.
Input: p, q va Ip, Iq - do dai (tinh theo bit) ciia s6 nguyén
t0.
Output: n,m, g, Y, X1, Xa. )
Budce 1: Chon 1 capsop,q nguyén to vai len(p) = Ip, len(q)
= Ig sao cho bai toan phan tich so trén Z, 1a kho giai.
Buée 2: Tinhn=p.qva (/g(n) =(p - 1D.(q-1)
Buroe 3: Chon py, 01 1a cac sO nguyén t6 thoa man:
Pal(p-1), aul(9-1) va: psAQ-1), a:/p-1)
Buée 4: Tinh: m = ps. e
Budce 5: Chon g 1a phan tir sinh ctia nhém Z," ¢6 bac 1a
m (ordg = m), dugc tinh theo:
g= a% mod n Vva thoa man: ged(g, n)=1, voi:
ae(Ln).
Buée 6: Chon khéa bi mat thir nhat x; trong khoang (1,m).
Buée 7: Tinh khéa cong khai theo:
y=g"modn (1)
Kiém tra néu: y > ¢p(n)hodc: ged(y,¢(n))#1 thi thuc
hién lai tir Budc 6.
Buée 8: Tinh khoa bi méat thir hai theo:
=y~ mod p(n) 2
Bude 9: Chon hash function H: {0,1}" 57, , véi:h<n.

Cha thich:
+ len(.) 1a ham tinh d6 dai (theo bit) ciia mot sb.
+ Khda cong khai la y, khoa bi mat 1a (m, X1, X2).
+ Céc tham sb cong khai 1a n, g; cac tham sb bi mat 1a:
P, G, P, d1Va ¢(n).
2. Phwong phap hinh thanh chir ky
Thuét toan 1.2: Sinh chit ky.
Input: n, g, X1,X2, M.
Output: (e,s).
Bude 1: Chonk:1<k <m. Tinh:

r=g"“modn (3)
Bude 2: Tinh thanh phan thir nhat e:
e=f,(M,r) 4

Buée 3: Thanh phéan tht hai dugc tinh theo mot trong ba
dang sau:
S=X, x (k x f,(M,e) " +x, x fo(M ,e))mod m (5
néu ged( f,(M,e),m) =1 thi quay lai Buége 1.
Hoac:
s=X, xkx(f,(M,e)+x,x f,(M,e))*modm  (6)
néu ged( f,(M,e)+ X, x f3(M,e),m) =1 thi quay lai
Budc 1;
Hodc:
5= () %%, x[kx T,(M,e)* = f,(M,e)Jmodm (7)
néu ged( f,(M,e),m) =1 thi quay lai Buéc 1.
Chu thich:
+1(): ham cua M var cé gia tri trong khoang (1,n).
+1,(), f,(): cdc ham clia M va r hodc e co gia trj trong
khoang (1, p(n)).
3. Phuwong phap kié%n tra chir ky
Thuét toan 1.3: Kiém tra chit ky
Input: n, g, y, M, (&,9).
Output: true/ false
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Buéce 1: Tinh gia tri u:

U=gSf2Mey><y Mef3Men,.0dn (8)
néu s dugc tinh theo (5).

Hoac:
u:gsfz(Me XyngMeyl'Tan )
néu s dugc tinh theo (6).

Hoac:
U= ys. (M,e)" Y % g . f5(Me) mod n (10)

néu s dugc tinh theo (7).
Bucc 2: Tinh gia tri v:

v=f,(M,u) (11)
Buée 3: Kiém tra néu: v = e thi: (e,s) = true, nguoc lai: (e,9)
= false.
Chd thich:
+ (r,8)/(e,s) = true: chit ky hop 1¢, ban tin M dugc cong

nhan vé ngudn gdc va tinh toan ven.
+ (r,9)/(e,s) = false: chir ky gia mao va/hoac M khdng
coOn toan ven.

4. Tinh diing dan ciia phirong phap méi dé xudt

Tinh dung dan cua phuwong phdp méi dé xuat duoc
chimg minh qua cdc ménh dé sau day:
Ménh dé 1:

Véi cac tham sé va khoa dugc hinh thanh boi Thuat
toan 1.1 v6i y =g modn, chir ky (e,s) dugc sinh bai (4)
va (5) cua Thuit toan 1.2, gia tri u, v dugc tao bdi (8) va
(11) ctia Thuit toan 1.3 thi V==¢€.

Chitng minh:

That vay, ta cé'
u= gttty

=0 %9

—g (M ety (k. Fo(Me) M. Fy(M )y « g—xl,fz(M,e). M) modn

_ gk+x1,f2(M,e).fa(M,e)—xl.fz(M,e)‘fa(M

=g“modn
Suy ra: u=g*modn
Tu(3)va(12)suyra:u=r.
Do dé:
v=f,(M,u)=f,(M,r) (13)
Tir (4) va (13) suy ra diéu can chimg minh: v = e.
Ménh @@ 2: ,

Véi cac tham so va khoa dugce hinh thanh boi Thuéit
toan 1.1 v6i y = g™ mod n, chir ky (e,s) dugc sinh bdi (4)
va (6) cua Thuat toan 1.2, gia tri U, v dugc tao boi (9) va
(11) ctia Thuit toan 1.3 thi V=¢€.

MefaMemodn

s.y.f,(M.e) —x.f,(M e).f3(M e)

modn

© modn

(12)

Chirng minh:
That viy, ta c6:
U= gszMe ysfaMeymOdn
_ ng(M,e).xz.k.( f,(M ‘e)+x1.f3(M,e))71.y X gxl.fa(M,e).>(2.k(f2(M,(-3)+><1 fy(M g) ) . mOd n
_ gfZ(M,e).k.(fz(M‘e)+x1.f3(M,e))7 X gxl‘fa(M,e)k(f 2(M ). (M e ) modn
_ g H(M ). fy(M e))(1(M €) 44 F5(M ) mOd 0
=g modn
Suy ra: u=g*“modn (14)

Tu (3) va(14) suyra: u=r.
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Do do:
v=f,(M,u)=f,(M,r) (15)
Tir (4) va (15) ta ¢6 diéu can chig minh: v = e.
Ménh dé 3: ,

Vi cac tham s6 va khoa dugce hinh thanh boi Thuét
toan 1.1 voi y = g* modn, chit ky (e,s) dugc sinh boi (4)
va (7) cua Thuat toan 1.2, gia tri u, v dugc tao bdi (10) va
(11) ctia Thuit toan 1.3 thi V=¢€.

Chirng minh:

That vay, ta co:

u = yS.fZ(M Y9)71-y N g’fZ(M 'e)il'fS(M 'e) mod n
_ gxl..fz(M‘e)’l.XZ‘x’l.(k.fZ(M £)+f3(M ¢g)).y N g—fQ(M,e)’l.fg(M,e) modn
_ f,(M &) (k.F,(M &)+ f5(M ) « g—fz(M‘e)’l.Q(M‘e) modn
_ gk+fz(M,e)’l.fg(M,e)_fz(M e) (M g) modn
=g*modn

Suy ra: u=g"modn (16)

Tu(3)va(l6)suyra:u=r.
Do do:
v=f,(M,u)=f,(M,r) (7)
Tu (4) va (172 suy ra diéu can chimg minh: v = e.
B.‘Mé{ 50 lwgce do chir ky xdy dung theo phuwong phap moi
dé xuat
1. Lugc do chit ky LDH.Z - 01
Luogc do thir nhat - K)’l’hiéu LDH.Z — 01, dugc xay dung
theo phuong phap dé xuat vai cac lya chon:
- Khéa cong khai: y = g™ mod n
- Thanh phan thir nhat e cua chit ky dwoc tinh theo:
e=f(M,e)=r
- Thanh phén th{r hai s cua chit ky duoc tinh theo (5) véi:
f,(M,e)=r va f,(M,e)=H(M)
- Gia tri u trong thudt toan kiém tra dugc tinh theo (8).
*) Thudt toan ky
Input: n, g, X1, X2, M.
Output: (r,s).
[1]. selectk: 1<k <m
[2]. r<g“modn
if ged(r,m)=1goto [1]
[B]. s« x, x(kxr™+x xH(M))modm
[4]. return (r,s)
*) Thudt todn kiém tra
Input: n, g, y, M, (r,s).
Output: (r,s) = true / false .
[1]. ueg*™Y xy™ "™ modn
[2]. if (u=r) then {return true}
else {return false}
*) Tinh diing ddin ciia LDH.Z — 01
Véiy=g™ modn, thay: e=f,(M,e)=r,
f,(M,e)=r, f,(M,e)=H(M) vao (1), (4), (5), (8),
theo Ménh dé 1 ta ¢6 diéu can chimg minh: u=r.
2. Luoc dq‘ chit ky LDH.Z — 02
Luogc do thtr hai - Ky hi¢u LDH.Z — 02, dugc xay dung
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theo phuong phap dé xuét voi cac Iya chon:
- Khéa cong khai: y = g* mod n
- Thanh phan thir nhat e cua chit ky dwoc tinh theo:
e=f,(M,e)=r
- Thanh phan thir hai s cta chit ky tinh theo (9) vdi:
f,(M,e)=r va f,(M,e)=H(M)
- Gid tri u trong thuat toan kiém tra dugc tinh theo (9).
*) Thudt toan ky
Input: n, g, X1, X2, M.
Output: (r,s)
[1]. selectk: 1<k <m
[2]. r < g“modn
[38]. s« x, xkx(r+x, xH(M))" modm
if ged(r +x, x H(M))=1 goto [1]
[4]. return (r,s)
*) Thudt todn kiém tra
Input: n, g,y, M, (r,5)
Output: (r,s) = true / false .
[1]. ue g™ xy"™ modn
[2]. if (u=r) then {return true }
else {return false }
*) Tinh diing ddin ciia LDH.Z — 02
Vi y=g®modn, thay: e=f,(M,e)=r,
f,(M,e)=r va f,(M,e)=H(M) vao (1), (4), (6), (9)
theo Ménh dé 2 ta c6 diéu can chiing minh: u =r.
3. Luoc dé chiv ky LDH.Z—03
Lugc d6 thu 3 - I‘(}'/ hiéu LDH.Z — 03, dugc xdy dung
theo phuong phap dé xuat véi cac lya chon:
- Khoa cong khai: y = g* mod n
- Thanh phan thir nhat e caa chit ky dwoc tinh theo:
e=f,(M,e)=H(M 1)
- Thanh phén thr hai s cua chit ky duoc tinh theo (7) véi:
f,(M,e)=1va f,(M,e)=e
- Gié tri U trong thuat toan kiém tra dugc tinh theo (10).
*) Thudt toan ky
Input: n, g, X1, X2, M.
Output: (e,s).
[1]. selectk: 1<k <m
[2]. reg*modn
[B]. e H(MIN)
[4]. s« (x)"xx,x(k—e)modm
[5]. return (e,s)
*) Thudt todn kiém tra
Input: n, g,y, M, (e,9).
Output: (e,s) = true / false .
[1]. uegexy*Ymodn
2. veHM u)
[3]. if (V=2¢) Then {return true}
else {return false}
*) Tinh diing ddin cia LDH.Z — 03
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Véi: y=g* modn,thay: e=f,(M,e)=H(M ||r),
f,(M,e)=1va f,(M,e)=e vao (1), (4), (7), (10), theo
Ménh dé 3 ta c6 diéu can chirng minh: v = e,
C. Mét 56 danh gid vé cdc lwpe do chiv ky xdy dung theo
phirong phéap méi dé xudt
1. Mirc dé an toan

Mtrc dd an toan cua mdt lugc dd chir ky s6 dugc danh
gia qua céac kha nang sau:

- Chéng tan cong lam 19 khoa mat.
- Chdng tan cong gia mao chir ky.
1.1. Tan céng khéa bi mat

O phuong phap méi dé xuat, khéa bi mat ciia mot ddi
tuong ky 1a cdp (M, X1, X2), tinh an toan cua luge db s& bi
pha v& hoan toan khi cip khéa nay co thé tinh duoc boi
mdt hay cac ddi twong khong mong mubn. Tir Thuit toin
1.1 cho théy, dé tim duge X2 can phai tinh dugc tham $6
¢(n), nghia 14 phai giai duoc bai toan phan tich s6, con dé
tinh dugc X1 can phai giai dugc DLP gy Nhu da chi ra trong
[1], viéc giai dugc DLP(g) 1a kho tuwong duong voi viée
giai dong thoi hai bai toan phan tich sb va logarit roi rac
trén Z,. Vi thé, tinh an toan vé khéa cia cac luge do xay
dung theo phuong phap méi dé xuit duge dam bao bai tinh
khé ciia viéc giai dong thoi hai bai toan phan tich sb va
logarit roi rac trén Zp.

Ngoai ra, tham sb m - bac ctia phan tir sinh g, ciing duoc
st dung véi vai tro khoa bi mat trong thuat toan ky. Nhu
véy, ¢ pha v& tinh an toan cua luge do, ké tin cong con
phai giai dugc bai toan tim bac cua g.

1.2. Tan céng gid mao chir ky

Kha ning chdng tin cong gia mao phu thudc vao timg
lwoc dd chit ky cu thé. O day s& phan tich ba luge dd
LDH.Z — 01, LDH.Z — 02 va LDH.Z — 03 ¢ tinh chit dai
dién cho ba dang lugc d6 khac nhau xay dung theo phuong
phap d& xuat.

Vi luge dd thir nhat, mot cap (r,5) bat ky s& dugc cong
nhan 1a chit ky hop 1¢ trong g v&i ban tin M do Iugc do sinh
ra néu théa mén:

r=g°" xy™"™ modn (18)

Khi ké tan cong khong biét khoa bi mat thi cach t6t nhat

1a chon truée r rdi tinh s. Khi d6 (18) sé& ¢6 dang:
A=g°*modn (19)

V6i A 1a hing sd, thi viéc tim s tir (19) thuc chat 14 giai
bai todn DLP,g).

Hoan toan twong tu, mot cap (r,s) bat ky ciing s& dugc
cong nhan la chir ky hop 1€ tuong Gmg vai ban tin M do
luge dd thir hai sinh ra néu thoa man diéu kién:

r=g"" xy*"™ modn (20)

Dé tim cdp (r,S) thoa mén (20) khi khong biét khoa bi mét
thi ké tAn cong ciing chi ¢6 cach chon trude r rdi tinh s. Khi
do (20) sé tro thanh:

B=g°*modn (21)

R& rang 1a dé tim s tir (21), ké tan cong khong c6 cach
nao khéc la phai gidi dugc bai toan DLPn,g).

O luge dd thir ba, mot cip (e,) sé 1a chit ky hop 18 véi
ban tin M néu théa mén:

e=H(M [|(g° x y** mod n)) (22)

Néu H(.) duoc chon 1a ham bam khang va cham manh

(nhu SHA-256/512,...) thi viéc chon nglu nhién (e,s) dé
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thoa mén (22) 14 bat kha thi. Truong hop nay, ké tin cong
¢6 thé chon trudc gia tri U rdi tinh thanh phan thir nhat cua
chir ky: e = H(M||u), rdi tinh thanh phén tht hai cua chit ky
dua vao diéu kién:
u=g°xy* modn (23)

Tim s tir (23) thuc cht ciing 1a giai bai toan DLP g khi

d6 co dang:
C=g°modn (24)

Nhu vy, & ca ba dang lugc do xay dung theo phuong
phap méi dé xuét, dé gia mao thanh cong thi ké tin cong
budc phai gidi dugc bai todn DLPg). N6i cach khac, kha
ning chong tin cong gia mao cua cac luge do xdy dung
theo phuong phap dé xuat ¢ diy dugc bao dam bang tinh
khoé cua viée giai dong thoi bai toan phan tich sd va bai toan
logarit roi rac trén Zp.
2. Hiéu qua thyc hién thudt toan

Tinh hiéu qua cua lugc dd chit ky c6 thé danh gia qua
chi phi thuc hién cua cac thuat toan ky, kiém tra chir ky va
kich thudc chit ky ma luge d sinh ra. C6 thé thdy rang, dé
nang cao d6 an toan cho cac luge d6 xay dung theo phuorng
phap méi dé xuét thi cac thuat toan hinh thanh tham sé va
khoa, thudt toan ky va thuat toan kiém tra c6 do phuc tap
cao hon céac luge 6 DSA, RSA trong chuédn chir ky DSS
[5] khi kich thudc cac bo tham sé duoc lua chon tuong
duong nhau, tir d6 chi phi thyc hién cac lroc dd theo
phuong phap méi dé xuat s& cao hon (dong nghia véi hiéu
qua thue hién thuat toan thap hon) so véi cac luoc db trong
DSS.

IV. KET LUAN

Bai bao d& xuit mot phuong phap xdy dung luge do chir
ky s6 dua trén tinh khé cta viéc giéi bai toan 10garit roi rac
trén vanh Z,. Tt phuong phap da dé xuét c6 thé xay dung
duge mot ho luge dd chit ky s6 mai, ma d6 an toan cia cac
lugc d6 xay dung theo phuong phap nay duge bao dam
bang tinh kho cua viéc giai dong thoi hai bai toan phan tich
s0 va logarit roi rac trén Z, phu hop voi cac ing dung doi
hoi ¢o tinh an toan cao trong thuc té.
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THE METHOD OF CONSTRUCTING THE DIGITAL
SIGNATURE SCHEME BASED ON THE
DIFFICULTY OF THE DISCRETE LOGARITHMIC
PROBLEM ON THE RING Zn

Abstract: Developing digital signature schemes to meet
the needs of transactions and activities in society is always
a matter of concern. However, the security of these
schemes must always be guaranteed. In this paper, we
propose a method to build a general signature scheme
based on the discrete logarithmic problem on Z, rings.
From the proposed method, it is possible to create a new
signature schema family similar to the EIGamal signature
family. However, when making the selection of the
appropriate parameters, the proposed new method
signature schemas have a higher degree of security than the
ElGamal family schemas. Based on the general signature
scheme, we have proposed three new signature schemes.
The safety of these schemas is ensured by the difficulty of
solving two problems simultaneously analyzing a large
integer to prime factors (the numerical analysis problem)
and the discrete logarithm problem on Z, (DLP). The
proposed new schemas are suitable for practical
applications requiring high security.

Keywords: Dicrete logarithm problem; factorization
problem; digital signature; digital signature schema;
integer factoring problem.
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