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Tém tir: Trong bai bdo nay, ching t6i nghién ciru
phuong phap bao méat 16p vat ly (Physical-Layer
Security) cho mang vo tuyén nhin thic dang nén
(Underlay Cognitive Radio Network) st dung ma
Fountain. Trong m6 hinh nghién ciru, nguon thr cép va
nut chuyen tiép thtr cAp hiéu chinh cong suat phat dé dam
bao chét lugng dich vu ciia mang so cap khong bi anh
huong. Sir dung mé Fountain, nit ngudn lién tuc gii cac
g6i ma hoa dén nut dich, va nat dich c6 thé khoi phuc lai
dir liéu cua ngudn néu nit nay nhan du mot lugng t6i
thiéu cac goi ma hoa. Hon nira, néu nut chuyén tiép c6
thé tich luy du s6 luong gbi ma hod dé giai ma dir liéu
ngudn trude nut dich, nut chuyén tiép s& thay nit nguon
guri cac goi ma hoa dén nut dich. Trong mang thtr cép,
mdt nit nghe 1én xuét hién, va cb géng dat duoc dir liéu
ctia ntt ngudn. Néu nat nghe 1én c6 thé nhan du s6 luong
goi ma hoa, nit ndy ciing co thé giai ma thanh cong dir
lidu ngudn, va trong truong hop nay, viée truyén dir liéu
xem nhu bi mat bao mat. Do d6, hiéu ning cia mo hinh
nghién ctru dugc danh gia thong qua hai thong sb quan
trong: i) xdc suat dimg (OP: Outage Probablhty) la xac
suat ma nat dich khong thé nhan du s0 luong gdi mé hoa
dé giai ma thanh cong dir liéu ngudn; ii) xac sudt mat bao
mat (IP: Insecure Probability) 13 x4c suat ma niit nghe 1én
nhan du s6 lugng godi ma hoa dé giai ma dir liéu ngudn.
Chung t6i dua ra cac cong thirc danh gia chinh xac hiéu
nang OP va IP cia mang thtr cp trén kénh truyén fading
Rayleigh, dudi sy anh hudng cia giao thoa dong kénh
dén tir mang so cap. Cac cong thirc toan hoc déu duoc
kiém ching su chinh xac thong qua mé phong Monte
Carlo. Cac két qua cho thdy co su danh doi gitra bio mat
va d¢ tin cdy trong viéc truyén dir liéu. Hon nita, mo6 hinh
nghién ciru cé thé dat dugc cac hiéu nang t5t hon khi so
sanh voi md hinh truyén tryc tiép giita ngudn thir cip va
dich thi cip.

Tir khéa: Ma Fountain, vo myén nhén thirc dang nén,
bao mat 16p vét ly, xac suat dirng, xac suat mat bao mat,
truyén thong cong tac.

l. GIOITHIEU

Gén day, bao mat 16p vat 1y (Physical-layer security)
[1]-[3] dang nhan dugc su quan tdm dac bi¢t cia cac nha
nghién ctru trong va ngoai nuge. Trong phuong phap bao
mat tiém nang nay, cac yéu té nhu kénh truyén, khoang
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cach va nhidu dugc sir dung dé bao vé sy truyén-nhan
thong tin giita cac thiét bi thu-phat, truée sy nghe 1én ctia
cac thiét bi thu khong hop phép. Trong bao méat 16p vét
ly, cac nha nghién ctru dinh nghia thong s6 dung lugng
bao mat (secrecy capa01ty) bang hiéu gitta dung luong
cua kénh dir li¢u va dung luong cta kénh nghe 1én. Hon
nita, dung lwgng bao mat 1a mét dai luong khdng am. Do
d6, dé nang cao dung luong bao mat hay nang cao hiéu
nang bao mat, hé thong can tang cuong dung lugng cla
kénh dir li¢u va/hodc giam dung luong cua kénh nghe 1én.
Trong cac cong trinh [4]-[6], cac m& hinh thu-phat phan
tap MIMO (Multiple Input Multiple Output) dugc dé xuat
dé nang cao chét luong kénh dit lidu, va do d6 cung nang
cao dung lugng bao mét. Trong truong hop céc thiét bi
khong thé trang bi nhiéu anten, chuyen tiép cong tac [7]
thuong duge ap dung, trong d6 cac nut don anten s€ chia
s& anten cua minh dé tao thanh hé thong MIMO ao.
Trong céc tai liéu [8]-[9], cac tac gia dé xuat nhimg mo
hinh chuyén tlep cong tac hiéu qua nhim nang cao hiéu
nang bdo mat cua mang. Céc cong trinh [10]-[11] két hop
gitra chuyen tiép va chon Iya nit chuyén tiép dé nang cao
hon nira chit lugng cua kénh dir liéu. Trong bao mét 16p
vat 1y, tao nhiéu 1én cac thiét bi nghe 1én ciing 1a mot
phuong phép hiu qua dé bao mat thong tin. Trong ky
thuat nay, nat gy nhiéu (jammer) s& phat nhiéu 1én cac
thiét bj nghe 1én, dong thoi phbi hop voi cac thiét bi thu
hop phéap trong mang dé khir nhidu gay ra [12]-[13]. Mic
du cac mo hinh sir dung tao nhiéu dat duoc hiéu niang bao
mat cao hon khi so sanh vé&i cac mé hinh khong su dung
tao nhiéu, tuy nhién viéc trién khai k¥ thuat nay rét phirc
tap vi yéu cau sy dong b cao giita niit tao nhidu, nat phat
va nat thu. Khac vai cac cong trinh [4]-[13], cac tac gia
trong [14]-[15] danh gia hi¢u nang cua cac m6 hinh bdo
mat 16p vat ly thong qua xac suat ding (OP) tai nut thu
hop phap va xac suat chan (Intercept Probability) tai nut
nghe 1én. Cac cong trinh [14] va [15] cling phéan tich sy
danh d6i gitra bao mat thong tin va do tin cay cua viéc
truyen thong tin thdong qua sy tuong quan cua hai thong
s0 hi¢u nang OP va IP.

V6 tuyén nhan thuc (CR: Cognitive Radio) ra doi
nham giai quyét bai toan khan hiém phd tan, va ciing la
giai phap sir dung phd tan hiéu qua hon [16]. Trong vo
tuyén nhan thic, ngudi ding so cap (Primary User) sé
dugc cap phép sir dung phd tan bét cr luc nao, trong khi
ngudi dung thir cdp (Secondary User) chi duoc sir dung
phd tan khi chat lugng dich vu ctia mang so cép khong bi
anh huong Théng thuong, nguoi dung thtr cap phai tham
do sy xuat hién ctia nguoi dung so cap dé sir dung nhimng
bang tin khong dang bi chiém giit. Tuy nhién, mot khi
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nguoi dung so cip trd lai st dung bang tin, nguoi ding
thir cAp phai lap tirc chuyén sang sir dung bang tan tréng
khac. Do d(’) nhuoc diém phu(mg phap tham do nguoi
dung so cép 1a phue tap, ddng bo cao, kha ning thim do
chinh xac, su chuyén ddi kénh truyén nhanh chong va
khong dam bao tinh lién tuc cho mang thir cap. Cac tac
gia trong cong bd [17] d& xuat mé hinh vé tuyén nhén
thirc dang nén (Underlay CR), trong d6 nguoi ding thu
cép duoc phép str dung cung béng tan v6i nguoi dung so
cap Tuy nhién, nguoi dung thar cap phai hiéu chinh cong
sudt phat & dam bao chit lugng dich vu ctia mang so cap
khéng bi anh huong. Trong cac cong trinh [17]-[18],
cong sudt phat cua thiét bi phat thir cap phai duoc hiéu
chinh theo thong tin trang thai kénh truyén (CSI: Channel
State Informatlon) tic thoi giita thiét bi nay véi nguol
dung so cip sao cho giao thoa gy 1én ngudi ding so cap
khong duoc vugt qua mdt ngudng quy dinh trude. Tuy
nhién, viéc udc luorng chinh xac CSI tirc thoi kho dat
duo’c trong thuc te vi can sy phdi hop giita hai mang so
cip va thir cap, cin nhiéu thoi gian dé ude luorng, cling
nhu can dap Gmg nhanh chéng véi sy thay ddi cua kénh
fading [19]. Trong tai li€u [20], cac tac gia gidi thiéu
phuong phap hiéu chinh cong suat phat don gian hon cho
cac thiét bi phat thir cAp, do 1a hiéu chinh theo gia tri
trung binh cua d6 loi kénh dén nguoi ding so cép. Cu
thé, cong suét phat cia nut phat thir cdp s& duoc tinh toan
sao cho xéc sut dimng tai nguoi dung so cép ludn nho
hon mot ngudng xac dinh trude.

M4 Rateless hay ma Fountain [21]-[22] dang dugc
nghién ctru trong thoi gian gan day boi sy don gian trong
thiét ké va kha nang thich mg véi cac diéu kién kénh
truyén ma khong can biét CSI tai thiét bi phat. Trong ma
Fountain, dit liéu gbc ctia ngudn s& dugc chia thanh cac
g6i nho, va ngudn s& tao ra cac gbi ma hoa bang cach
XOR mét vai cac goi nho nay. Sau do, ngudn sé lién tuc
glri cac goi ma hoa dén dich, cho dén khi dich nhan du
mot s6 luong goi ma hod tdi thiéu dé khoéi phuc lai dir
lidu ngudn. Tuy nhién, bao mat ciing 1a mot van dé quan
trong trong viéc sir dung mi Fountain béi vi cac thiét bi
nghe 1én c¢6 thé nhan dwoc cac géi ma hod va tién hanh
giai ma dé dat duoc dir liéu cuia ngudn. Trong cic cong
trinh [23]-[26], céac tac gia dé xuat cic mo hinh bao mat
16p vat 1y cho cac hé thong truyén thong vo tuyén sir
dung ma Fountain. Nhu da duorc dé cap trong cac cong
trinh [23]- [24] dir liéu nguon ¢ thé duoc bao mat néu
nut dich co thé dat duoc du s6 g01 ma hod trude nlt nghe
1én. Cu thé, sau khi nhan du s6 g01 ma hoa nut dich lap
tirc giri thong bao dén nit ngudn dé yéu cau nat ngudn
dung viéc gui cac gdi ma hod. Béi vi nit dich da nhan du
sO gbi mi hoa nén nut nay c6 thé giai ma thanh cong dir
liéu gdc, trong khi nat nghe 1én khong thé khoi phuc
duogc do chua nhan di s6 gbi yéu cau. Tai liu [25] dua ra
mo hinh chuyén tiép hop tac sir dung mot nut tao nhidu
dé lam giam chét luong tin hi¢u dat dugc tai nat nghe 1én.
Tuy nhién, nhu di dé cap & trén, viéc trién khai k¥ thuat
tao nhiéu rat phuc tap bédi can mot su déng bd cao gilra
tat ca cac nit.

Trong bai b4o nay, chung toi dé xuat mé hinh bao mat
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16p vat 1y st dung ma Fountain cho mang chuyén tiép
cong tac trong moi truong vo tuyén nhan thic dang nén.
Sau khi hi¢u chinh cong suat phat nhim dam bao xac suét
dimg ciia mang so cdp luén thap hon hodc bing mot
ngudng xéac dinh trude, nat ngudn thir cap giri cac goi ma
hoa dén nit dich thir cap. Cung lac d6, nit chuyén tiép
thir cap ciing s& nhan cac géi ma hoa tir nut ngudn. Ngay
khi niit dich nhan du s6 lugng gbi ma hod, nut nay sé yéu
cau nut nguon (hodc nit chuyén tiép) dimg viéc truyén,
r0i tién hanh khéi phuc dit ligu gdc. Trong trudng hop,
nut chuyén tiép c6 thé nhan du sé luong goi trude nut
dich, nut chuyén tiép s& thay nat ngudn giri cac goéi ma
hoa dén nut dich. Ciing xuat hién trong mang thir cép, nut
nghe 1én ciing ¢d ging nhan cac gdi ma hoa dé dat dugc
dir liéu ctia ngudn. Véi sy rang budc thoi gian tré tdi da,
tong sd 1an truyén cic géi md hoa tai ngudn va nut
chuyén tiép khong dugc vuot qua mot gia tri cho trude.
Vi véy, sau sb lan truyén t6i da nay, néu nut dich khong
thé nhan du sb géi ma hoa thi xem nhu nut dich bj dimg
(khong thé gidi ma thanh cong dir li¢u nguon). Hon nita,
trong qua trinh truyén dit lidu, néu nat nghe 1én c6 thé
nhan di s6 luong g6i ma hoa, thi du liéu ngudn xem nhu
bi mat bao mat. Do d6, hai thong sb hiéu niang xac sut
dimg (OP) va xac suat mat bao mat (IP) s& duoc danh gia
ddng thoi trong bai bao nay.

Sau day, chung t6i trinh bay nhitng cong trinh chinh
lien quan dén chu dé cia bai bao. Hon nira, nhimg diém
moi va diém khac biét giita bai bao nay va nhiing cong
bd trude diy s& dwoc phan tich k§. Dau tién, cac cong
trinh lién quan [23]- [24 chi nghién ctru cac moé hinh
truyén truc tlep glua ngudn va dich, va khong nghién ciru
mo hinh chuyén tiép. Tuong tu nhu Vay, cic cong bd
[26]-[28] ciing nghién ctru hé thdng truyén thong truc
tiép gitra ngudn va dich, sir dung cac ky thuat phan tap
thu-phat MIMO. Céc tac gia trong cong trinh [25] da dé
xuit mé hinh chuyén t1ep cong tac, trong d6 nit chuyén
tlep s& gitip d& nut ngudn chuyén tiép timg godi ma hoa
dén nut dich. Khac voi cong trinh [25], niit chuyén tiép
trong bai bao nay dong vai tro chuyén tiép dir liéu cua
ngudn khi nat nay tich luy dii goi ma hoa trude nit dich.
Hon thé nita, mé hinh trong cong trinh [25] ciing khong
nghién ciru vé& mang vo tuyén nhan thirc. Tai liéu [29]
nghién ctru m6 hinh bao mat sir dung ma Fountain trong
mang vo tuyén nhén thirc dang nén dudi su tac dong cua
khiém khuyét phan cimg va nhiu tir mang so cip. Khac
v6i [29], bai bao nay xét dén mang chuyén tiép, trong khi
cong trinh [29] nghién ctru md hinh truyén tryc tiép giira
ngudn va dich.

Tiép dén, nhitng dong g(’)p va nhirng két qua dat dugc
trong bai bao s& dugc tom tit. Pong gop dau tién 1a viec
dé xuat mo hinh chuyen tiép cong tac nham nang cao do
tin cdy cta sy truyén dir liéu trong mang vo tuyén nhén
thirc dang nén. Péng gop thtr hai cia bai bao 13 dua ra
biéu thirc tinh chinh xac xac suat dimg (OP) va xac suat
mat bao mat (IP) cua mang thtr cip trén kénh truyén
fading Rayleigh. Hon nira, cac cong thirc toan hoc déu
dugc kiém ching sy chinh xac thong qua md phong
Monte Carlo. Ké tiép, cac két qua dat dugc cho thay mo
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hinh dé xuit dat dugc hi¢u nang xac suét dung tdt hon
han mé hinh truyén truc tiép gitra ngudn va dich. Déi véi
hiéu nang IP, m6 hinh dé xudt co thé dat duoc gia tri IP
thap hon (hodc 16n hon khong dang ké) khi so sanh voi
md hinh truyén tryc tiép. Cudi cung, su anh huong cia
cac tham sb hé thong (nhu tong s0 lan truyén goi ma hoa
t6i da va vi tri ctia nut chuyén tiép) ciing s& dugc nghién
ctru k¥ trong bai bao nay.

Phén con lai cta bai bao dugce td chuc nhu sau: Phin
II trinh bay nguyén 1y hoat dong ciia mo hinh d& xuét.
Trong phan III, bai bio danh gia cac hiéu ning OP va IP
ctia md hinh dé xuét bang cac cong cu toan hoc. Phan IV
dua ra cac két qua phan tich 1y thuyét dugc kiém chimg
bang md phong. Cudi clng, cac két luan va hudng phat
trién dugc thao luan trong phan V.

Il. MO HINH HE THONG

<
<

Hinh 1. M6 hinh nghién ctwu.

M6 hinh de XUAt duoc mo ta trong Hinh 1, trong do
hai mang so cap va thir cip sir dung cling bang tan, va do
do, gy giao thoa dong kénh [én nhau. Trong mang so
cp, thiét bi phat (T) dang truyén dir ligu dén thiét bi thu
(U). Trong mang thu’qcap,’ nat nguon (S) dang giri cac goi
ma hoa dén nit chuyén tiép (R) va nut dich (D), trong khi
nut nghe 1én (E) dang nghe 1én dit ligu dugc gui di. Gia
su rang tat ca cac niit deu chi c6 01 anten, va hoat dong ¢
ché do ban song cong (half duplex).

Nut nguon S chia dir liéu gbc thanh céc g01 nho co
kich thuéc bang nhau. Sau do, mot s6 lwong cac gbi nho
nay s€ duoc chon mot cach ngau nhién, va XOR lai véi
nhau dé tao thanh nhimng goi ma hoa. Trong cac gbi ma
hoa, cac thanh phan mao dau (Overhead) va cac bit kiém
tra c6 thé dugc thém vao dé phuc vu cho viée giai ma tai
cac thiét bi thu nhu R va D. Cac goi ma hod sé& lién tuc
duoc gui dén R va D, va cing bi nghe 1én boi E. Gia su,
su truyen dir li¢u giltra ngudn va dich bi giéi han vé thoi
gian tré, cu thé sb lan truyen cac goi ma hoa t6i da khong
duoc vuot qua N, . Didu nay co6 nghia 1a sau N rex lan

truyen céc g01 ma hod thi S va R khong duoc gul thém
1an nao nita vi da qua thoi gian tré quy dinh. Dé giai ma
thanh cong dir liéu cua ngudn, cac nut R, D va E phai tich
luy it nhat H g6i ma hoa, H <N__ .Hon nita, ngay khi
dich D nhan du H go6i ma hod, ntt nay s€ gui thong dlep
ACK dén nguon S dé thong bao, va ngudn S sé& dimg viéc
truyén cac goi ma hoa. Trong trudng hop, nut R nhan du
H gbi ma hoa trude nat dich, R cling giri thong bao ACK

SO 04A (CS.01) 2020

dén S. Ké tlep, R s¢€ thay S truyen cac g01 ma ho4 dén D.
Viéc nat chuyén tlep thay thé nat nguon ¢6 nhitng diém
lgi sau day: thir nhat, nit chuyen t1ep chia s€ tai véi nut
nguon thtr hai, nat chuyen tiep ¢ gan nat dich hon nén
viéc truyen dir liéu dén dich s& tot hon. Clng vay, nat
dich ti€p tuc tich luy cac g01 ma hoa cho dén khi nhéan du
s6 luong, va ciing sé giri ACK dén nut chuyen tiép dé
thong bdo. Trong truong hop, dich D khong thé nhan du
H g6i ma hoa sau N, lan truyén thi D xem nhu bi
dung. Trong trudng hop nit nghe lén E ¢6 the dat duogc it
nhit H géi ma hoa trong suot qué trinh truyén dit liéu thi
xem nhu dit li¢u cua ngudn bi mat bao mat.

Gia sir kénh truyén giita hai nat X va Y 1a kénh fading
Rayleigh, véi (X,Y)e{S,R,D,T,U}. Ta ciing gia sir kénh
truyén gif{ra hai nat nay khong thay dbi trong sudt qua
trinh truyén mot géi ma hod. Ta ky hiéu p,. 1a d6 loi
kénh giita X va Y, va 7,, s& 1a mot bién ngﬁu nhién co6
phéan ph01 mi [7]-[10] v6i ham mat d xac suat va ham
phan bd tich luy lan luot 1a

m( ) ﬂxvexp( /lxyx)y
F,.. (X)=1-exp(=2X),

& day, f,(.) va R, (.) 1an luot 1a ham mat do xc sudt va

@

ham phan b tich luy cua bién ngau nhién U, A, 1a tham
sO dac trung cta yy, , va duoc biéu dién bang cong thic
sau (xem [7]-[9]):

j*xY :(dxv )ﬂ’ )

& day, d,, 1a khoang cach giita X va Y, va /8 1a hé s6
suy hao dudng truyén c6 gia tri tir 2 dén 8.

Xét sy truyen dir liu gitra hai nat so cap TvaU; neu
mang the cap cling dang st dung phé tan thi ty s tin
hiéu trén giao thoa va nhidu (SINR: Signal-to-

Interference-plus-Noise Ratio) dat duoc tai U dugc bicu
dién bang cong thirc sau:

Pry
D, = L VA 1S (3)
PaYau + 00

Trong cong thirc (3), P 14 cong sut phat ciia niit phét
so cap T, P, 1a cong suat phat ciia nit phat thir cap A
(A€{SR}), va o¢ 1a phuong sai cta nhi€u Gauss tring
cong tinh tai mat thu U (gla sir nhidu Gauss trang cong
tinh tai cac thiét bi thu déu c6 gia tri trung binh bang 0 va
phuong sai bang 0'0 ). Cling trong (3), P,7a, 12 giao thoa

ddng kénh do nat A gay 1én nut U.
Xac suat dung clia mang so cip dugc dinh nghia 1a xac

sudt ma ty sb SINR dat dwoc tai nut U nhé h0’n mot
ngudng ¥, cho trudc. Tur cong thuc (3), xac sudt ding

duoc viét nhu sau:

Py
OP =Pr(d.. <y, )=Pr| — /v
(Ory <) (Pmuwé l//pj

i P ) 4)
= J F. [ATWP)H@J f. (x)dx.
0 T T
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Két hop véi cong thic (1), xac suit dung trong cong
thire (4) dugce tinh chinh xac nhu sau:

AnuPr exp(_ AryOo¥e ] )
ApPr + Ary¥p Pa P

Tiép dén, nit phat thir cip A phai hiéu chinh cong suét
phat ( ) dé chat lugng dich vu ciia mang so cip khong

OP=1-

bi anh huéng, cu thé: OP <&, [20], v6i &op 1A gid tri
dugc quy dinh boi mang so cap. Bang cach giai phuong
trinh OP =&, , ta dat dugce nghiém sau déy:

1 o A
P, = ( exp [— ez J—l} AP (6)
1-¢x Pr ArgWe

Ba&i vi cong suat phat la dai lugng khong am, nén tu
cong thie (6), cong suat phat 16n nhit cia S va R 1an luot
dugc dua ra bang cac biéu thirc sau:

PS:lI 1 exp[_ﬂ'ruo'gv/rv] jﬂsu P}
1-¢0p Pr AroWe

PRZI:[ 1 exp[_ﬂ'TUGgl//Pj_lj j“RU PT:|
160 Pr AryWp

Trong

cong thttc (7), ta sa dung ham
[X]+ —max(x 0) Ta cling luu y rang viéc hiéu chinh
cong suét phét cua nat S va nat R dugc thyc hign trude
khi sy truyén dir lidu bét dau.

Xét sy truyén cia mot géi ma hod tir nat phat thir cap

A (Ae {S,R}); ty s& SINR dat dwoc nit thu thi cp B,
(B € {R,D,E}) , dugc tinh nhu sau:

_ Pune

Dre P71s +0p . ©

Trong cong thic (8), Py la thanh phan giao thoa
dépg kénl} do nat so cip T gy lén nut thu thir cép B.
Néu ty so SINR ®,; nhdé hon mdt ngudng xac dinh
trudc s, ta gia st rang nat thu thir cap B khong thé giai
m’é thanh cong g6i ma hoa nhan dugce tir A. Nguoc lai,
neu @, >y, thi goi ma hod dugc gidi ma thanh céng
Tuf(mg tu cac cong thirc (4) va (5), ta tinh duoc xéac sut

ma mot goi ma hoa gui di tir A va khong thé giai ma
thanh cong bdi B la:

2
e (Bt e e
’ ©)
Py exp[_ﬂmws}
ﬂ”TB PA +ﬂ’AB I':)TE[/S PA

Va xac suét mot gbéi ma hod duge gui tr A va duge
gidi ma thanh cong tai B sé€ la:

— P
Pre =1=ppg = AroFa exp [_ Al j (10)
ArgPa + AagPrs Pa
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l1l. PHAN TiCH HIEU NANG HE THONG

Trong muc nay, bai bdo s€ phan tich hi¢u nang OP va
IP cia mo hinh dé xuét (ky hi¢u CT: Cooperative
Transmission), va so sanh v4i md hinh truyén truc ti€p

(ky hiéu DT: Direct Transmission). Ta ky hiéu ng, Ny
va n. lan luot 1a s6 g6i ma hoa nhan dugc tai R, D va E
sau khi qua trinh truyén cac géi ma hoa két thuc, va ng Ia
s6 g6i md hoa ma ngudn S da gii di.

A. OP cua md hinh CT

Trong md hinh d& xuat CT, dich D s& bi ding trong
ba truong hop sau:

- Truong hop I: nat nguon S giri tat ca N, goi ma hoa
tuy nhién nat dich D khong thé nhan da M géi dé khoi
phuc dit liéu gbc. Trong truong hop nay, xac suat dimg
dugc viét nhu sau:

OP, =Pr(ng=N

max !

Ny <H.,ng <H). (12)

Trong cdng thic (11), s6 lugng goi ma hod dat duoc
tai nat chuyen tlep R ciing khong dugc vuot qua H. Néu
s6 lugng goi ma hod nhan dugc tai R 1 bang H thi goi md
hoa thanh cong thir H cua nit R phdi nhan tai lan phat
cudi cing ciia ndt ngudn S. Tir lap luan trén, xac suat
dung OP, duoc tinh chinh xac boi:

ZC”D (psD>nD (pSD) e

C max—l (pSR ) (pSR )

+Z Cn:ax (P_SR)HR (pSR )NW_HR .

=0

Nipax —H (12)

X

~ Trong cong thire (12), bdi vi dich D khong dat dﬁ'it
nhat H go6i ma hod, nén gia tri ctia Ny chi di tr 0 dén
H -1, cu thé: 0<n, <H -1. Hon nira, trong N, lin
truyén dir liéu cua nguén S, sb cach chon Np lan nat dich

nhan goi ma hoa thanh cong la C

thue (12), CHilfl(p_SR)H (Pse) ™"

chuyén tiép R dat duoc H goi md hog, va goi ma hoa thir
H nhan thanh cdng & lan truyén cudi cting caa ngudn S.

. Cling trong cong

la x4c sudt ma nut

- Truong hop 2: nut chuyen tiép R dat duoc H goi ma hoa
trude nat chuyén tiép D. Trong truong hop nay, sé lan
truyen tdi da ma nut R c6 thé thuc hién la N, —Ns- Goi

5 14 s6 goi ma hoa ma nut dich D can phai tich luy
them dé dat dwoc da H géi. Xéac suat dimg cia trudng
hop 2 nay dugc dwa ra bang cong thirc sau:

H<n,<N,,,ns=H,
OP, =Pr . (13)
np<H,my >N, —

Cong thue (13) c6 nghia rang nat dich khong thé
nhan du H gdéi ma hoa vi so luong g01 can phai nhan
thém tir R 1a M, trong khi s6 1an truyén t6i da cua R lai

nhé hon m,. Trong truong hop niy, nat R khong cin
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thlet guri tiép cac gbi ma hoa dén nut D nita. Do d6, xac
sudt dimg duogc tinh chinh xac nhu sau:

OP, =
- C:lil (/)_SR)H (pSR )nS_H

ns=H | X Z CH Mo (pSD)H_mD (pSD)ns—H+mD '

Mp =N ppax —Ns+1

N

(14)

Trong cong thue (14), s6 go6i ma hoa ma dich D da
nhan thanh coéng tir ngudn S sau khi ngudn dimg viée
truyén dir liéu la H —m,.

- Trueong hop 3: nat chuyén tiép R dat duoc H g6i ma hoa
trudc nit chuyén tiép D va my <N, —ns. Tuy nhién,
nat D khong thé nhan da M, géi ma hoa tir nat chuyén
tlép R sau khi ntt R st dung hét nhimg l1an truyén dir lidu

con lai. Xéc sudt dimg trong truong hop nay dwoc dua ra
béng cong thirc sau:

H<ns <N,k =H,
. (15)
My < N, —Ns, Ny <H

Do d6, OP, dugc tinh chinh x4c nhu sau:

OP, = Pr(

OPR, =
CH 1 (pSR ) (:DSR )HYH
5 [ E e (o) ™ e || 00
ng=H [ x mDi
x i:C No -1 (pRD )qD (pRD )Nm_ns_qD
o= 4

Trong cong thirc (16), 0y 1a s6 goi ma hoa ma nut
dich D ¢6 thé dat duoc tir nut chuyén tiép R. Béi vi,
0<(, <My nén nit dich D s& khong thé dat du H goi
ma hoa.

Két hop cac cong thirc (12), (14) va (16), tong xéac
sudt ding ciia mé hinh CT dugc tinh nhu sau:

OP.; =0OP, +OP, +OP,. (17)

B. IP cuamé hinh CT

Xéac suét m?%t bédo mat ctia mod hinh dé xuit CT s&
dugc tinh trong bon truong hop nhu bén dudi:
- Truwong hop I: nit ngudn S gui tit ca N goi ma hoé
va nat nghe 1én E ¢c6 thé nhan it nhat H g6i ma hoa. Do
d6, xac sudt mat bao mat la:

IP,=Pr(ng=N_,.Np <HN, <HN >H).  (18)

max 1

Trong cong thire (18), bt ké nat dich D ¢6 nhan du H
261 ma hoa hay khong thi dir liéu ctia nguon cling mat
bao mat boi vi Nz = H . Trong trudng hop nit D hodc nit
R nhan da H go6i ma hoa thi géi ma hoé thir H phai nhan
& lan truyén cudi cung cta nguodn S. Tir d6, IP, dugc tinh
chinh xac nhu sau:
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CH N (PSD)H (pSD)Nmax_H

 (Pe)” (P)"™ "
CH_l_l (p_SR)H (pSR )NmMH
X (19)

+Z Cin.. (/g) ) (pSR )Nmax_nR

ng=0

X 2 C:JEW (IO_SE)H (pSE)NMMH '

- Truong hop 2: nit dich D ¢6 thé nhan duge du H goi
ma hod trudc khi ngudn S giri hét N 1an. Didu nay co
nghia 1a niit ngudn S s& dimg viéc truyén ma khong can
sir dung N, 1an truyén. Hon nira, s6 luong goi ma hoa
nhén duogc tai nut chuyen tiép cung khong thé vuot qua H
g01 Cung vay, dir liéu cia nguon s€ mat bao mat néu nhu

> H . Do do, IP trong trudng hop nay sé la:

IP, =Pr(H <ng <N,,,n; <H,n,=H,n. >H). (20)

max !

Tiép dén, IP, dugc tinh chinh xac nhu sau:

C'(pw) (0)™ "

N4 CH_l (PSR ) (pSR )HS_H

P,= 3 ix Wl @

ns=H + Z Cr (pSR) pSR )ns "

X Z:; CrTSE (p_sE)nE (pSE )ns_nE

- Truong hop 3: nit chuyén tiép R dat dugc H goi ma hoa
truée nut dich D, trong khi nat dich van chua nhan duH
goi, va nut E da nhén it nhit H g6i ma hoa tir ngudn S.
Do d6, x4c suat mat bao mat trong trudng hop nay 1a:

IP,=Pr(H <ng<N,.ng=H,n, <H,n.>H). (22)

Tur cong thic (22), ta c¢6 cong thuc (23) nhu sau:

CH 1 (pSR )H (pSR )ns

XZC (pSD) pSD)nSﬁnD' (23)

ng=H np=0

< Cx (o) (P ™

L ne=H

-H

- Truong hop 4: nat chuyén tiép R dat dugc H goi ma hoa
truge nit dich D, nat dich D va nit nghe 1én E van chua
nhén du H goi mé hoa. Trong trucmg hop nay, dé nit
chuyén tiép R tiép tuc giri cac goi ma hoa dén dich D thi
my <N, —Ns. Do d6, nat E tiép tuc nghe 1én cac gbi ma
hoa tur nut R va dat ’duqc du H géi’sau }(hi su truyén dir
liéu gitra R va D két thic. Xac suat mat bao mat trong
truong hop nay dugc viét dudi dang sau:
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H<n; <N, ng=H,
IP, =Pr . (24)
my <N, —N, Pe <H,N. >H

Trong cong thirc (24), pe 1a s6 goi ma hoa ma nat E
nhan dugc tir ngudn S. Tiép dén, ta tinh chinh xéac IP,
nhu trong cong thic (25) & dau trang ké tiép. Trong cong
thirc nay, t, 1a s6 lan truyén goi dir liéu cta nit R.

T cac cong thirc (19), (21), (23) va (25), xéac suét
mat bao mat cia md hinh CT dwoc dua ra nhu sau:

IP.; =IP, +IP, +IP, +IP,. (26)

C. OPva P cia md hinh DT

Trong m6 hinh DT, nit nguon S s& giri tat ca cac goi
ma hod dén dich D ma khong can sy tro gitp cua nut
chuyen tiép. Cung vy, mot khi niit dich D nhan du H goi
m4 hoa thi nguon S s& dung viée truyen dir ligu. Tuong tu
v6i cac phan tich ¢ trén, xac suat dimg ctia mo hinh DT
duoc tinh chinh x4c nhu sau:

= n —\™o Nimax—Np
OPDT = ZUCNI;” (pSD) (pSD) . (27)

Dbi véi xac suat mat bao mat, ta xét hai trudng hop:
i) nit dich D khong thé nhan da H goi sau N, lan
truyén ctia ngudn nhung nut nghe 1én E da nhan it nhat H
goi; ii) nat dich D nhan du H goi va nit nghe Ién E ciing
dé nhén it nhat H g01 Do d6, ta c6 thé biéu dién xéc suat
mét bao mat trong md hinh DT nhu sau:

IPyr =Pr(ng=N_,.,np<H,n. = H) 28
+Pr(ng <N, Np=H,n. > H). @8)
Tu cong thirc (28), ta co:
H-1 o "
1Py = Z Cr:[,;ax (pSD) (IOSD)Nmax
np=0
% Ng Npnax =N
f (pSE) (pSE) e
H
(29)

fﬁ (o) (0s0)™ "
2 CnE (pSE) (pSE )nYnE-

Ne=

IV. KET QUA MO PHONG VA LY THUYET

Trong muc nay, m6 phong Monte Carlo dugc thuc
hién dé kiém chung céc cong thirc da dua ra trong muyc
I1I. Mbi truong mod phong 1a mat phing hai chidu Oxy,

trong d6 cac nit dugc dat & cac vi tri sau: S(0,0),
R(XR,O), D(l,O) , T(O.5,l.5) va U(O.5,0.75), voi
O<X, <1 . Trong cac két qua md phong (Sim:
Simulation) va 1y thuyét (The: Theory), dé tap trung phan
tich xu hudng hi€u nang cua cac md hinh nghién curu,

mot s tham sé hé théng dwoc cb dinh nhu sau:
£=3 w,=1va &, =005 Ta cing lvu y ring, céc

biéu thirc dat dugc trong bai bdo dugc dua ra dudi dang
tuong minh va dugc biéu dién bang cac cong thirc dang
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chit. Do do, cac cong thirc dat dugc c6 thé duogc str dyng
cho tat ca céc gia tri khac nhau cua cac tham s6 hé thong
trong thuc té.

Hinh 2 v& xé4c sudt dimg (OP) va x4c sudt mat bao
mat (IP) theo ty s& SNR phat A (dB) (A=P/o7) véi
H=4, N, =6, wg=01 va x; =0.5. Quan sat ti

Hinh 2, ta thay mo hinh CT dat duoc g1a tri OP va IP
thap hon mo hinh DT. Cé nghla rang mo hinh chuyen
tlep cong tac dat duge hi¢u qua bdo mat va dg tin cdy cua
viéc truyén dir liéu tot hon mé hinh truyén truc tiép. Hinh
2 ciing cho thdy rang khi ting A thi OP ciia ca hai mo
hinh déu giam, tuy nhién IP lai ting. Béi vi khi ting A
thi cong suat phét P, ciing ting, din dén SNR dat duoc
tai nut chuyen tlep nut dich va nut nghe 1én déu ting. Do
do, OP cua h¢ thong giam nhung IP cua hé thong lai tang.
bé thay dugc vu diém ctia md hinh CT, ta xét vi du sau:
trong mé hinh DT, dé dat dugc OP < 0.2 thi A=17.5dB,
va gia tri IP & muc gf?ln 0.5. Tuy nhién, dé dat dugc OP <
0.2, thi mé hinh CT chi can A ~14 dB, va IP vao khoang
0.38. Do d6, cong suat phat P, can dugc hiéu chinh dé c6
the dat dugc OP mong mudn, cling nhu giam gia tri IP
xudng mirc thap nhit c6 thé.

Hinh 3 va 4 lan luot thé hién xac suét dung (OP) va
x4c sudt mét bao mat (IP) ciia mé hinh CT va DT theo
N v6i A=20 (dB), H=4 va y;,=0.25. Quan sat tir
Hinh 3, ta thiy rang khi ting gia trj N, , xac suit ding
ctia hai m6 hinh CT va DT déu giam. D6 1a vi véi N,
16n, thi xac suat nat dich tich luy du H g01 ma hoa s& tang
1én, va vi vdy, x4c suit dimg tai D s& giam. Hinh 3 ciing
cho ta thiy OP ctia mé hinh CT giam nhanh hon mé hinh
DT khi gia tri N, tdng. Cling quan sat tir Hinh 3, khi
tang N, , OP ctia md hinh CT giam nhanh hon OP cta
md hinh DT. Hon nira, ta cling quan sat duogc réng vi tri
clia nut chuyen tiép cling anh huong dang ké dén gla tri
OP ctia m6 hinh CT. Nhu ta c6 thé thay, OP ctia m6 hinh
CT c6 gia tri 16n khi dit nat chuyén tiép ¢ vi tri
Xz =0.3. Mat khac, trong truong hgp X; =05 va
Xg =0.7, cac gia tri OP tai dich D chénh 1éch khong
nhiéu.

Dbi vai gia tri IP trong Hinh 4, ta cling thiy ring gia
tri nay tang khi N, tdng. Nhu d3 giai thich & trén, gia
tri N
s6 goi ma hod, va do d6, xac suat mit bao mat ciing ting.
Hon nita, N, cang 16n thi thoi gian tré cling sé& ting. Ta

tang s& lam ting x4c suat nit nghe 1én nhan du

ciing thay tir Hinh 4 rang, vi tri cta nat chuyén tiép ciing
anh huong dén kha nang nghe 1én cua nut E. Vi du: khi
Nyw =5, IP thip nhat khi X, =0.3, tuy nhién khi
N, =7 thi IP thip nhat khi X, =0.7 . Hinh 4 ciing cho
ta thiy IP ciia mo hinh CT c6 thé dat gla tri thap hon khi
s0 sanh v6i mo hinh DT. Mic du, gia tri IP bién thién

theo sy thay doi cia X, va N, , tuy nhién su chénh
1éch hiéu nang gitra mo hinh CT va DT 1a khong qua lon.
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Hinh 2. OPvaIP vé theo A (dB)véi H=4, N, =6,
ws=0.1va x; =0.5.
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Hinh 3. OP vé theo Nmax véi A=20 (dB), H=4va
=0.25.

Hinh 5 va 6 khao sat su anh huong vi tri nat chuyén
tiép 1én cac gia tri OP va IP cia md hinh CT kh1 A=20

(dB), H=5 va y, =0.1. Hinh 5 cho ta thdy rang vi tri

nat R anh hudng dang ké 1én gia tri OP cua md hinh CT,
va xéc suat dimg cta mo hinh CT luén thdp hon mo hinh
DT. Nhu ta quan sat, ton tai vi tri cua nat R dé OP trong
md hinh CT dat gi4 tri nho nhat. Vi du: khi N, =10 thi

vi tri tdi wu cta nat R trong Hinh 51 x, =0.7.
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max ~Ns ~Gp ><CnE Pe

(o) (o)™ <€ (e (o)

CH o (p_sD)HimD (pSD )nVH e

(25)

—\"ePe Nimax =N =N + Pg
E () (Pro)

_ Hinh 6 cling cho ta thdy rang vi tri nat R anh huong
dén kha nang nghe 1én cua nat E trong md hinh CT. Véi
N..x =10, ta quan sat rang su bién thién cua IP theo X
la kha phurc tap. Mac khéc, khi N,
CT luodn tang khi x; tang tir 0.1 1én 0.9.

=6, IP cua md hinh
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Hinh 6. IP vé theo Xy v&i A=20 (dB), H=5va
v, =0.1.
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Nhimng Hinh 2-6 cho ta thiy két _qua md phong va ly
thuyet trung v6i nhau, diéu nay kiém chung tinh chinh
xac cuia cac két qua phan tich.
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V. KET LUAN

Bai bao dé xuat mo hinh chuyén tiép cong tac dé nang
cao d9 tin cay va kha nang bao mat cia mang tho cﬁp, su
dyng ma Fountain, khi so sanh véi m6 hinh truyén truc
t1ep giita ngudn va dich. Cac két qua ciing cho thay rang
c6 mot sy danh dbi giita bao mat thong tin va d¢ tin cdy
clia viéc truyén tin. Do do, trong qua trinh thiét ke hé
thong, céc tham sb quan trong nhu cong suét phat, so lan
truy€n goi ma hod t6i da hay vi tri nat chuyén tiép can
dugc thiét ké mot cach t6i .

_Trong tuong lai, chung t6i s€ phat trién mo hinh dé
xuit theo huorng nhiéu nat chuyén tiép cong tac, cling
nhu dé xuit cac phuong phap chon lya nut chuyen tiep
hidu qua dé nang cao hon nita hi¢u nang OP cua h¢
thong. Ngoai ta, k¥ thuat tao nhidu Ién thiét bj _nghe Ién
cling s€ dugc nghién ctru dp dung dé bao vé tét hon dir
lidu ngudn.
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Nguyén V&n Hién, Tran Trung Duy, Tran Dinh Thuén

PERFORMANCE EVALUATION OF SECURE
COOPERATIVE COMMUNICATION PROTOCOL
IN UNDERLAY COGNITIVE RADIO NETWORKS

USING FOUNTAIN CODES

Abstract: In this paper, we evaluate performance of a
secure cooperative communication protocol in underlay
cognitive radio network using Fountain codes. In the
proposed protocol, a secondary source and a secondary
relay have to adjust their transmit power to guarantee
quality of service of a primary network. Employing
Fountain codes, the source sends encoded packets to the
relay and destination. If the destination can receive a
sufficient number of the encoded packets, it will recover
the source data correctly. Moreover, if the relay can
obtain enough number of the encoded packet before the
destination, it (instead of the source) will send the
encoded packets to the destination. In the secondary
network, an eavesdropper attempts to decode the source
data illegally. Also, if the eavesdropper obtains enough
number of the encoded packets, the data transmission is
insecure. For performance evaluation, we focus on two
important metrics: i) OP (Outage Probability) is
probability that the destination cannot receive enough
number of the encoded packets for the data recovery; ii)
IP (Insecure Probability) is probability that the source
data is intercepted by the eavesdropper or the probability
that the eavesdropper can accumulate encoded packets
sufficiently. We derive exact closed-form expressions of
OP and IP for the secondary network over Rayleigh
fading channel, under impact of co-channel interference
from the primary network. All the derived formulas are
verified by computer simulations using Monte Carlo
method. The obtained results present that there is a trade-
off between OP and IP. In addition, the proposed protocol
can obtain better OP and IP performance as compared
with the direct transmission protocol that does not
employ cooperative communication.

Keywords: Fountain codes, underlay cognitive radio,
physical-layer security, outage probability, intercept
probability, cooperative communication.
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