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Abstract— The paper proposes a deniable encryption
probability pseudo-block ciphers method based on the
improvement of the deniable encryption block ciphers
method proposed in [11] [13], and presents the proof of
the correctness, security and deniability of the proposed
method. The proposed method is based on a combination
of block ciphers that are standardized and widely used
today with a system of linear congruence equations.
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I. MOTIVATION

Deniable encryption (DE) is a special cryptographic
technique that is intended to defend against coercive
attack. The scenario of a coercive attack is when a coercer
has the ciphertext on a public channel, then coercing the
sender or receiver or both parties to present the plaintext,
secret key, encryption algorithm or decryption algorithm.
The main purpose of denial encryption is to make it
impossible for a coercer to find the secret message
without the proper encryption key (or proper decryption
algorithm). The most important feature of deniable
encryption is when decrypting a ciphertext yields two
different plausible plaintext [1].

Several deniable encryption schemas have been
theoretically studied based on public key cryptosystems
[5], [6], [8-10] and secret key system [2-4], [7].
However, most of the research on deniable encryption is
theoretical or encrypting algorithms implemented by bit
only illustrate the proposed method without having any
practical application.

The classification of deniable encryption schemas is
based on: encryption key used, the encryption algorithm
used by the parties, the location of the party being forced
by the coercive, the denial characteristics, including:
Shared-key deniable encryption schema and public-key
deniable encryption schema; Sender-deniable encryption
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schema, Receiver-deniable encryption schema, Sender or
receiver deniable encryption schema, Bi-deniable
encryption schema and, Off-the-record deniable
encryption schema; Plan-ahead deniable encryption
schema and Ad-hoc deniable encryption schema; Fully-
deniable encryption schema and Flexible- deniable
encryption schema [1].

In the papers [11], [13] have proposed a deniable
encryption method base on block ciphers, the method has
two encryption phases that combine block ciphers and
algorithm to solve the system of congruent equations. the
proposed method has proved the correctness, security, and
deniability.

This paper proposes a deniable encryption probability
pseudo-block ciphers method based on the improvement
of the deniable encryption block ciphers method proposed
in [11], [13]. The proposed method ensures
computationally indistinguishable between the ciphertext
generated from the probabilistic block ciphers and the
pseudo probabilistic block ciphers deniable encryption.

In the paper, Part Il describes the communication
model and attack scenario. Part 1ll introduces the
proposed method in detail. Part 1V proof the properties of
the proposed method. Part \V conclusion.

II. COMMUNICATION MODEL AND ATTACK
SCENARIO

It is assumed that after ciphertext has been sent the
adversary has possibility to force both the sender and the
receiver to open the following:

1. The plaintext corresponding to the ciphertext;

2. Encryption and decryption algorithms;

3. The encryption key with which encryption of the
opened message Yields all bits of the ciphertext.

Thus, in the considered model of the coercive attack
the sender and the receiver are coerced to open
parameters and algorithm of the ciphering procedure with
which each bit of the sent ciphertext has been produced
depending on the opened message (plaintext).

Security against the described attack can be provided
using the symmetric deniable encryption algorithm that
produces the ciphertext like cryptogram produced as
result of probabilistic encryption of the fake message with
fake key. This idea leads to an encryption method that can
be called pseudo-probabilistic encryption.
Correspondingly, the ciphers performing pseudo-
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probabilistic  encryption can be
probabilistic ciphers.

To have the above properties, for constructing
symmetric pseudo-probabilistic ciphers we have used the
following design criteria:

- symmetric deniable encryption should be performed
as simultaneous encryption of two messages, secret one
and fake one, using secret and fake keys (which are
shared by sender and receiver);

- a probabilistic encryption algorithm should be
associated with the symmetric deniable encryption
algorithm;

- the associated probabilistic encryption algorithm
should transform the fake message with the fake key into
the same ciphertext that is produced by the symmetric
deniable encryption algorithm;

- using the fixed-size shared keys should provide
performing secure symmetric deniable encryption of
messages having arbitrary length.

The use of pseudo-probabilistic encryption is attractive
to provide security of the communication session to
coercive attacks, since the parties of secure
communication protocol can chart plausible that they use
the probabilistic encryption to get higher resistance to
potential cryptographic attacks.

called pseudo-

I11. DENIABLE ENCRYPTION METHOD BASE
ON PROBABILISTIC BLOCK ENCRYPTION

Probabilistic encryption is the use of randomness in an
encryption algorithm, so that when encrypting the same
message several times it will, in general, yield different
ciphertexts. The term “probabilistic encryption” is
typically used in reference to public key encryption
algorithms. To be semantically secure, that is, to hide
even partial information about the plaintext, an encryption
algorithm must be probabilistic.

A commonly used technique for probabilistic encryption
is the addition of a random element R with the message
M as input to the encryption process. The input message

of encryption process is (M,R), when encrypting the
same message M with different random R several times
it will, in general, yield different ciphertexts C=E(M,R).
R is intentionally replaced by an encryption function
T: fk(T) (where fk (T) isa cryptographic function with

a random probability distribution), fk(T) will act as the
random parameter R set to hide the secret message T.
With M is a fake message to take the input of the
encoding process is (M, fk(T))- If the probability

distribution of the ciphertext Ek(M,fk(I')) and the

probability distribution of the ciphertext Ek(M,R) are

computationally indistinguishable, then the probabilistic
encryption method becomes a pseudo-probabilistic
encryption. And now, pseudo-probabilistic encryption
method becomes a deniable encryption method, where,
depending on each case, the communicating parties
decrypt the secret message T or the fake message M.
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The necessary and sufficient conditions to implement the
deniable encryption based on probabilistic encryption are:

1. The parties install and recover exactly secret messages
T from the random parameters R in the probabilistic
encryption protocol.

2. Probability distributions of functions f (T) and R
are computability indistinguishable, makes the probability
distribution of set of ciphertexts E (M, f,(T)) and set of

ciphertexts E.(M,R) are

indistinguishable.

The deniable encryption method proposed by the paper is
based on two algorithms:

- The first algorithm is “pseudo-probabilistic deniable
encryption block ciphers algorithm”, this is a secret
algorithm and use for secret mode. Algorithm uses a
system of two-unknown congruence equations to combine
two pairs of data blocks, each pair consists of a half-block
of secret message T and a half-block of fake message
M, creating two intermediate cipher blocks. Then two
intermediate blocks are chained back to form a block and
put into the block cipher to encryp create an output block
C.

- The second algorithm is “probabilistic block ciphers
algorithm”, it is a fake algorithm and uses for deniable
mode. It is used to present to the coercer when under a
coercive attack, with a fake message M and random R
as inputs.

computationally

3.1 Pseudo-probabilistic deniable encryption block
ciphers algorithm (secret algorithm)

To increase the randomness of the output ciphertext of the
probabilistic block ciphers while ensuring that the output
ciphertext space of the probabilistic block ciphers method
is equal to the ciphertext space of the pseudo-probabilistic
block ciphers. The deniable encryption method in [11],
[13] is proposed to improve in detail as shown in Figure
1.Pc below:
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Figure 1.Pc Pseudo-probabilistic

Figure 1.Pt Probabilistic block ciphers deniable encryption block ciphers

Figure 1. Probabilistic block ciphers and Pseudo-
probabilistic deniable encrytion block ciphers
A and B need to transmit a secret message T,

camouflaged by a fake message M with the same 2v -bits
size, the detailed encrypting process is as follows:
Step 1:
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First, separate the secret message block T and the fake
message block M into two equal parts of Vhit size:

(Tl’TZ) and (Ml’MZ);
Then, use the secret values p and g to combine two bit
block pairs (Ml,Tl),(Mz,Tz) into the output intermediate

cipher blocks (I.,13), where (I, 1) is the solution of
the following two systems of congruent equations:

{:L f-:yll mod p (@) )

L= mOdq (b)

{:Rf_llylzm()dp (a) @)
R= 12 mOdq (b)

where p,q satisfy: p isaprime v+1 bit number, and g

is a v+1 bit random integer. Then output (I ,15) in the

general case is in 2v+2 bit. According to the Chinese
congruent theorem, the solutions of the systems (1), (2)
are:

I, =F,,(M,,T,)=[M,q(q " mod p) +T,p(p" modq)]mod pg  (3)
e = F,(M,.T,) = [Moq(q™ mod p) +T,p(p™ modg)]mod pg ~ (4)

where (q‘l mod p) is the inverse element of g modulo p,

(p™ modq) is the inverse element of p modulo .

Step 2:

Using block cipher E with encrypt key P, to encrypt the
message block | =(1_||15) (where | is the symbol that
join trwo bit strings) produces a output cipher bock
av+4 bit size: C=E(1). Block cipher E5() is used
with the following assumption 1:

Assumption 1: Ep() is a secure block cipher and the

output ciphertext of Ep() has a uniform random

distribution.

This assumption is acceptable and practical, because the
most commonly used block ciphers now satisfy the
standard of random distribution of the output ciphertext
[14].

The key of the encryption and decryption process is (p,q)
for the congruent system of equations and the key P for

the block cipher E. Where (p, P) is fixed, q changes

after each communication, (q is randomly chosen and

distributed. advance to the two sides and act as session

key).

Algorithms of the encrypting process and decrypting

process are as follows:

The encryption process:

Algorithm Enc_Pc

probabilistic  deniable
algorithm (in secret mode)

Pseudo-
ciphers

Encrypting in
encryption  block

1. M, « Left(M,v);

. M, « Right(M,v);

T, « Left(T,v);

4. T, « Right(T,v);

5. I, «[M,q(q™ mod p)+T,p(p~ mod )] mod p;

w N

. I < [M,q(q mod p)+T,p(p™ modg)]mod pa;
7l |

8. C«—E,(I);

9. return C.

[op}

The decryption process:

Pseudo-
ciphers

Algorithm  Dec_Pc
probabilistic  deniable
algorithm (in secret mode)

Decrypting in
encryption  block

INPUT: C,P, p,q
OUTPUT: M
1. 1 «<E'(C);

2. |, « Left(l,2v+2),
3. | < Right(l,2v+2);
4. T, <1 _modg;

5. T, < 1, modg;

6. T<T|T,
7.return T.

INPUT: M,T,P, p,q
OUTPUT: C
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3.2 Probabilistic block ciphers algorithm (fake algorithm)

The probabilistic block ciphers agorithm (fake algorithm)
used to present to the coercer (firgure.Pr) is similar.

Step 1:

The algorithm is explained to the coerver that, because
the block cipher E does not guarantee semantic security
in some cases (eg: ECB block ciphers mode), and in order
to counteract the potential risks of type "trapdoor" in
block cipher E, the algorithm adds random bit-blocks

R,R,<2' R and a random integer 2’ <r<2'"™*, then the

intermediate cipher blocks are computed against the
congruence systems:

I, =M, mod p (a) (5)
I, =R modr (9)]

{IIR f:;/lz mod p (a) 6)
r =R, modr (b)

According to the Chinese congruent theorem, the
solutions of the systems (5), (6) are:

I, =F,, (M, R) =[M,r(r™ mod p) + R,p(p™ modr)]mod pr (7)
Iy =y (M, R,) = [M,r(r™ mod p) + R, p(p™ modr)]mod pr  (8)
Step 2:
the intermediate cipher block | =1, 15 is encrypted
using block cipher E: C= E, ().
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The added random values (R,r) are not stored in the

computer's memory during the probabilistic encrypting
process, they are added under the following assumption 2:

Assumption 2: The random values (R,r) add to the

probabilistic block ciphers agorithm, are generated
during each encryption execution and are not stored in
the computer's memory.

Algorithms of the encrypting process and decrypting
process are as follows:

The encryption process:

Algorithm Enc_Pr Encrypting in Probabilistic block
ciphers algorithm (in deniable mode)

(This is a fake algorithm presented when under a
coercive attack, the two sides keep secret parameter q )

INPUT: M,R,P, p,r
OUTPUT: C
1. M, « Left(M,v);

2. M, «Right(M,v);

3. R « Left(R,v);

4. R, «Right(R,v);

5. 1, «[M,r(r*mod p)+R,p(p~ modr)]mod pr;
6. | < [M,r(r"mod p)+R,p(p™ modr)]mod pr;
711

8. C<E,(I);

9. return C.

The decryption process:

Algorithm Dec_Pt Decrypting in Probabilistic
block ciphers algorithm (in deniable mode)

(This is a fake algorithm presented when under a
coercive attack, the two sides keep secret parameter q )

INPUT: C,P, p,r
OUTPUT: M
1. 1 «<E'(C);

2. |, « Left(l,2v+2);
3. |, < Right(l,2v+2);
4. M, «1_mod p;

5. M, < I, mod p;

6. MM, [M,;
7.return M.

How to defend against coercive attack: When the
parties are coercived, the parties will present to the
coercer: the fake algorithm Probabilistic block ciphers

algorithm and parameters: (P, p,r), and they are

completely consistent with the ciphertext C in the hands
of the coercer (where C is the ciphertext encrypted by A
using the secret algorithm Pseudo-probabilistic deniable
encryption block ciphers algorithm and sent to B).
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IV. CORRECTNESS, SECURITY AND
DENIABILITY OF PROPOSED METHOD

4.1 Definition share-key flexible bi-deniable encryption

The method of performing encryption can be denied as
described in section Il using pre-shared key sharing and
using two algorithms, one actually uses (the one that is
dishonest with the coercer), a fake algorithm that exposes
when under a coercive attack (the algorithm is honest
with the coercer). From the concepts of Canetti et al. In
[1], the proposed method takes the form of a share-key
flexible bi-deniable encryption method.

Based on the definitions in [1], including definition 4 of a
share-key sender-deniable encryption protocol, definition
3 of a public key flexible-sender-deniable encryption
protocol, definition 10 public key bi-deniable encryption
protocol. The definition of share-key flexible bi-deniable
encryption stated as [1], [13]:

With symbols:

- M, is the secret transmitted message, M, is the fake

massage, k is the share-key, Iy is the sender A’s

random input, I is the receiver B’s random input, C is a
transcript 0 the conversation between A and B for
transmitting 1My, faking algorithm ¢ used inputs: secret

massage M, fake massage M,, ciphertext ¢ and

randoms input Iy, I3 to recreate fake randoms input and
fake share-key: (K,7,) =@, (m,k,r,,c,m,),

(IZ’FB):¢B(m1’k'rB’C’m2)'
- COM”(P,m,k,rA,rB) denote the communication

between A and B for transmit M, when A has random

input I, and B has random input I3, with share-key k
and preserve-bit P.
- COM,_ (P,mk) denote the random variable

description COM_ (P, m,k,r,,r;) when T, and I3 are

uniformly and independently chosen.
Definition 1: share-key flexible bi-deniable encryption
protocol

A protocol 7 with sender A and receiver B, binary
Preserve parameter P (with two values PT,PC) is ashare-

key flexible bi-deniable encryption protocol if:
Correctness: The receiver always decrypts and
recovers the plaintext from the sender and transmits it

Security: For any M;,M, of plaintext space M and

for anny PE{PT,PC} and random share-key k , we
have:
COM”(P,ml,k) o~ COM”(P,mZ,k)

(encryption  of m,m, are

independent of P)
Deniability: There exits two efficients “faking”

algorithm @,,4; having the following property with

indistinguisable

respect to any M, M, € M. Let K, I, 15,1, 15 be uniformly
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chosen random input of A and B, respectively let
c=COM_(P.,m k,r,,15), and

(E, rA) = ¢A(ml’ k, e mz)a (R, rB) = ¢B (ml’ k, e mz)v
Then, the random variables:

(mzvlz’ Fas rB’C) = (m21kx I‘,;, r,;,COM”(PT,mz,k, r/lxl ré))-
(where =°: is the computationally indistinguishable sign
of the two probability distributions).

4.2 Proof the correctness, security and deniability of
proposed method

Clause 1: The pseudo-probabilistic deniable encryption
block ciphers method described in Section Il is a share-
key flexible bi-deniable encryption protocol as described
in Definition 1.

Proof:

We have:

- When P =P, :the algorithm that the two sides use
at this time is the algorithm that is dishonest to the
coercer, that is, the two sides use “pseudo-probabilistic
deniable encryption block ciphers algorithm” (the
encryption algorithm is Enc_Pc, the algorithm decoded is
DEC_Pc).

- When P =P, the algorithm both sides use now is
the algorithm that is honest with the coercer, that is, the
two sides use “probabilistic block ciphers algorithm”
(the encryption algorithm is Enc_Pr, the decryption
algorithm is Dec_Pr).

* Correctness:

With ciphertext C generated from the Enc_Pc
encryption algorithm:

+ In secret mode, B uses the Dec Pc secret
algorithm, which correctly recovers the secret message

T using key (P,0Q).
The decrypting process Dec_Pc is in secret mode:
EXC) 1, [[1; > (1, modg) || 1, modg) T, || T, »>T
+ In deniable mode, B uses the Dec_ Pr fake
algorithm, which correctly recovers the fake message M

using key (P, p).
The decrypting process Dec_Pr is in deniable mode:
EZ(C) 1.1z — (1, mod p) || I, mod p) —M, | M, ->M
* Security:
Apply the parameters according to Definition 1,
m=(M,T),m, =(M,R).k=(P, p).

The encryption process:
The process of forming the output ciphertext
according to Figure 1 is illustrated:

+When P = PT, in deniable mode:
COMH(PT'mllk) :[M - Fp.r(Ml’Tl) ” Fp,r(MZ'TZ) - EP(Fp,r(MllTl) H Fp‘r(MZ’TZ))]
= EP(Fp‘r(Ml’Tl) ” Fp,r(MZ'TZ))

COMn(PT'mZ’k) :[M - |:p‘r(Ml’ Rl) ” Fp‘r(MZ’ RZ) - EP(Fp‘r(Ml’ Rl) ” Fp‘r(MZ’ RZ))]

£, (M,R)IF, M, R)

+When P = PC, in secret mode:
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COM, (R, K)=[M > F, (M, T)[[F, (M, Ty) = B (F, (ML T) [ F, (M, T,)]
B (Fy (ML) IF,y (M, T,))

COM, (R.,m, k) =[M - Fp,q(Ml' R)I Fp,q(MZ’ R)- EP(Fp,q(Ml' R)I Fp‘q(MZ’ R
(R (ML R)IF, (M, R))

With:
F,. (M, T,) =[M,r(r* mod p)+T,p(p™" modq)]mod pr

F, (M, T,) =[M,r(r*"mod p)+T,p(p™" mod g)]mod pr
F,,(M,R)= [M,r(r*mod p)+R, p(p™ modq)]mod pr
F,.(M,,R,) = [M,r(r™"mod p)+R,p(p™ modq)]mod pr
F,q(M.,T,) =[M,q(q* mod p)+T,p(p™ modq)]mod pq
F,o(M,.T,) =[M,q(q™ mod p)+T,p(p* modg)]mod pq
F,o(M;,R) =[M,q(q™ mod p)+ R, p(p™ mod g)]mod pq
F,.(M;,R,) =[M,q(q™ mod p)+ R, p(p™ mod g)]mod pq

We have: according to Assumption 1, the output of
the encryption process is the output of the block cipher

E, with a uniformly distributed, thus:

The probability distribution of
COM;[(PT!mi’k)vaCOM;r(PTlmzlk) is uniformly
random;

The probability distribution of
COM_(R,,m, k)vaCOM _(P,,m,,k)  is  uniformly
random.

The decryption process:

Since the way of retrieving the spoof M message in
the two algorithms (the secret algorithm and the fake
algorithm) is identical, the decryption process is in the
opposite sequence to the encryption process shown in
Figure 1 described as:

+When P =P, in deniable mode:
COM. (R m, k) =COM._ (R, m, k) =
=[E(C) =1, 11, = (1, mod p)| I, mod p) - M, | M, > M =M
+When P =F., in secret mode:
COM_(P.,m,k)=COM_(P.,m, k)=
=[E;1(C) =1 [[1; = (1, mod p) [ 1 mod p) > M, [ M, > M]=M
therefoce:
COM_ (P, m, k) =" COM__ (R, m,, K);
COM,_ (P.,m,k) =" COM _(P.,m,,k)
* Deniability:
+ Apply the parameters according to Definition 1:

m, =(M.T);m, =(M,R);
k=k=p;

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 27



A PROPOSAL TO IMPROVE DENIABLE ENCRYPTION METHOD BASE ON PROBABILISTIC BLOCK CIPHERS

A encrypt message T with the secret algorithm
Enc_Pc (Figure 1.Pc), the process of forming the output

ciphertext of the E, encryption is described:
COMM(PC’ml’ k' rA’ rB) = [M - Fp,q (Ml'Tl) ” Fp,q (MZ’TZ) - EP(Fp‘q (Ml’Tl) ” Fp‘q(MZ'TZ))]
:EP(Fp,q(MllTl) ” Fp,q (MZlTZ))

A encrypt message M with the fake algorithm
Enc_P+r (Figure 1.P7), the process of forming the output

ciphertext of the E encryption is described:
COMK(PF'mZ’k’ r;\'ré) :[M - Fp‘r(Mll Rl) ” Fp‘r(MZ’ RZ) - EP(Fp‘r(Ml'Ri) ” Fp‘r(MZ’ RZ))]

(R, (ML R)[F, (M R))
According to Assumption 1, the output of the encryption
process is the output of the block cipher Ep with a
uniformly distributed and by choosing the parameters

(p, q, r) , we have the probability distribution of:

(m,,K,f,,f5,COM_(P;,m;,k,r,, 1)) and

(M, K, Ty, 15, COM (B, my K, 1y, 1))

is uniformly random, therefore the two probability
distributions are computationally indistinguishable.

Comment

The cryptographic security of the Pseudo-probabilistic
deniable encryption block ciphers method depends on the
security of the block cipher functions E used to encrypt
input blocks of data. The most efficient and easy to
execute is the use of standard block ciphers (standard
block ciphers) that have been tested for safety in practice.
The paper proposes to use TripleDES block ciphers
algorithm with data block size 4v+4=64 bits [12], or
AES block ciphers algorithm with data block size
4v+4 =128 bits [12].
In the general case, two encrypted messages are divided
into Z blocks of data of equal size 2v-hit:

M=(M,M,,...M,) and T=(T,T,....T,), then the
(M, T))  are

consecutively with the same set of session keys (P, p.q).

corresponding  pairs  of encrypted

V. CONCLUSION

The proposed method in the paper uses the algorithm to
solve the system of congruent equations, chaining the two
halves of the secret message and the two halves of the
fake message block into two intermediate cipher blocks,
then two intermediate cipher blocks are chained and input
to a block ciphers (standardized and widely used) to
encrypt an output cipher block. The proposed method
ensures the correctness in encrypting and decrypting, it is
a bi- deniable encryption method. With fake messages
being generated right after encryption, the proposed
method is a plan ahead-deniable encryption method. The
output ciphertexts of the pseudo-probabilistic deniable
encryption block ciphers algorithm to have a random
probability distribution same to that of the ciphertext
generated by the probabilistic deniable encryption block
ciphers algorithm on the same space of the ciphertext.
With the use of the secret message as an additional
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random source of probabilistic block ciphers, the
proposed method is implemented as a pseudo-
probabilistic block ciphers method.
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MOT DPE XUAT CAI TIEN PHUONG PHAP MA
HOA CO THE CHOI TU DUA TREN MA KHOI

XAC SUAT

Tom tat— Bai bao dé xuat mot phuong phap ma khoi
gia xéac suat c6 thé chdi tir dua trén cai tién phwong phap
ma hoa theo khdi c6 thé chdi tir da duge dé xuat trong
[11][13], ddng thoi trinh bay cac chimg minh Ve tinh dung
dan, an toan va chdi tir cia phuwong phap dé xuat. Phuong
phap dé xudt dya trén sy két hop cua cac ma khéi da dugc
chuan hoa va s dung rong rdi hién nay véi hé phuong

trinh dong du tuyén tinh

Tir khéa—M3 hoéa c6 thé chdi tir, ma hoa theo khdi xéac

suat, ma hoa theo khoi gia xac suat.
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