SO 04A (CS.01) 2020

Giang Ngoc Dan, Ta Minh Thanh

GIAI PHAP BAO VE BAN QUYEN ANH
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Tom tdt—Bai bao dé xuit mot giai phap bao vé
ban quyén anh sb s dung két hop hai ky thuat
dang dudc quan tim, dé la ky thuét thuy van va
ky thuit ma hod truc quan. Trong giai phap cta
chiing tdi, thong tin ban quyén (logo ban quyén)
s€ dugc phan tan thanh n manh st dung luge do
phén tan k — out — of — n, con goi 1a lwge do phan
tan (k,n). Mot trong s6 cic manh thong tin phan
tan sé duge sit dung dé nhing vao anh s6 d€ minh
chitng ban quyén cta nguoi dung; n— 1 manh phan
tan con lai sé dugc st dung dé ding ky véi Cuc ban
quyén tdc gia. Khi xdc nhian ban quyén thudc vé
ngudi dung, nha xdc minh chi can trich rit thong
tin thuy van tir anh s6, két hgp véi k£ — 1 manh
phén tan bit ky da dudc ding ky tir n» — 1 manh
phén tan dé phuc héi thong tin ban quyén. Két qua
thi nghiém ctia phueng phap dé xuét so sanh véi
phueng phap chi ding thuy van s cho thiy phuong
phép ciia chiing tdi c6 hiéu qua thuc té hon trong
itng dung bao vé ban quyén san phiam sb.

Tit khéa—Thity van anh k§ thuat s6, Ma hoa
truc quan, Bao vé ban quyén hinh anh, Bién ddi
séng con roi rac (DWT), Bién ddi Cosine roi rac
(DCT), Xac thuc ban quyén tic gia.

I. G161 THIEU

Cudc cach mang cong nghiép 4.0 da dem lai
nhitng thay di sau sic trong xa hdi va trong cudc
séng. Su ra ddi ctia nhitng phan mém c¢6 tinh ning
rit manh, cic thiét bi m6i nhu mdy anh ky thuat
s6, may quét chit luong cao, mdy in, may ghi am
ky thuat s6, v.v... di véi téi thé gi6i tiéu dung
rong 16n dé€ sang tao, xd ly va thudng thic cic
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di liéu da phuong ti€n (multimedia data). Mang
Internet toan cau da bién thanh mot “xa hoi 40”
ndi dién ra qud trinh trao d6i thong tin trong moi
linh vuc nhu: chinh tri, quan su, qudc phong, kinh
té, thuong mai. Chinh trong méi trudng md va tién
nghi nhu thé da xuét hién nhiing van nan, tiéu cuc
nhu nan in cip ban quyén, nan xuyén tac thong
tin, truy cdp thong tin trai phép. Mot giai phap
bio vé dudc sin phim sd, bio toan thong tin va
bdo vé ban quyén tic gia cho cdc san phim sb
dang dudc yéu cau mot cach cip thiét. Trong céc
giai phdp hién nay, thuy van sb 1a giai phdp dang
dudc nhiéu chuyén gia ting hd cho van dé bio vé
ban quyén san phim da phuong tién.

D& mot phuong phap thiy van ky thuat sb c6
hiéu qua thi tinh 4n va tinh bén viing trudc céc
thao tac hinh anh pho bién nhu: nén, loc, xoay,
cat xén theo ty 1&, cic cudc tin cong thong dong
trong s6 nhiéu hoat dong xi ly tin hiéu ky thuat
s6 khic can dugc ddm bao. Céc ky thuat thiy van
anh ky thuat s6 hién nay c6 thé nhém lai thanh hai
nhém chinh: ky thuat thiiy vin mién khong gian
va ky thuat thily van mién tan s6. So vdi ky thuat
thdy van mién khong gian, ky thuat thiy van mién
tan s6 ching minh sy hi€u qua hon trong viéc dat
dudc céc yéu cAu vé tinh 4n va tinh bén viing cla
thuat to4n thiy van k§ thuat sb.

Céc bién d6i mién tan sb thuong dudc st dung
bao gom: Bién ddi séng con rdi rac (Discrete
Wavelet Transform - DWT), Bién ddi Cosine roi
rac (Discrete Consine Tranform - DCT) va Bién
dé6i Fourier roi rac (Discrete Fourier Transform
- DFT). Nhiing dé xuit st dung nhiing bién ddi
mién tan sd da dugc dé cap rat nhiéu trong nhiting
nghién ctiu gan day nhu d& xuét k¥ thuat thuy van
trén mién tan s6 DCT [1]-[4], trén mién tan sd
DWT [5]-[8]l, va trén mién tan s6 DFT [9], [10].
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Nhiing phuong phap dé xuit nay da chi rd dugc
uu di€ém ciia viéc gidu thong tin trén mién tan sd
dé€ tao ra cic gidi phdp thuy van bén viing, phu
hop cho céc dng dung bdo vé ban quyén san phdm
s6. Céc ky thuat thuy van trén mién tan sd thudng
dugc lua chon cho thich hgp véi nhiing dbi tugng
chiu tac dong cda cac ky thuit nhu nén s€ dugc
ap dung cho gidi phap thuy van trén mién tan s
DCT, cii tién chit lugng 4nh sau khi nhiing thuy
van s€ dugc ap dung cho giai phap thuy van trén
mién tan s6 DWT, ... Tuy nhién, DWT dudc st
dung trong thlly van anh k¥ thuat sé thudng xuyén
hon do déc tinh dinh vi khong gian va da d phan
gidi clia né, tuong tu nhu md hinh ly thuyét ctia
hé théng thi gidc con ngudi. Cac cai tién hiéu
ning t6t hon trong cdc thuit toan thiy van 4nh
ky thuat sé dua trén DWT c6 thé dat dudc bing
nhiéu cach cho phi hdp véi nhitng d6i tuong sin
phdm s6 khac nhau nhu nhac s6, phim s6, va anh
s6.

D€ can bang viéc cdi tién chat lugng anh sb sau
khi nhing thuy van va tinh bén viing cla thong
tin thuy van, nhiing nghién cu trén mién tan s
md rong nhu ¢-DCT [11], ¢-DWT [12], hay ¢ -
SVD [13] ciing dudc dé xuit nhim cin bing hai
muc tiéu trén. Tuy nhién, viéc diéu chinh gid tri
tham s6 ¢ d€ thod man diéu kién can bing ca hai
tiéu chi 1a kho dat duge. Cac tac gia da phai thuc
hién buéc danh gia khao sat tiéu chi chit luong
anh sau khi nhiing va do bén viing cda thuy van
dé chon ra gi4 tri thich hdp nhéit cho tham sb gq.

Mot k§y thuat khac nham bio vé ban quyén anh
s6 1a ky thuat thuy van rong, trong d6, thong tin
thuy van sé khong nhiing truc tiép vao anh s ma
cdc dic trung bén viing clia anh s6 sé dugc trich
chon d€ ma ho4 véi thong tin ban quyén dé tao ra
thong tin ding ky véi Cuc ban quyén tac gia [14].
Tuy nhién, thuy van rong phu thudc nhiéu vio tinh
chit va dic trung cla anh sb. P6i v6i nhiing dnh
c6 do “phtc tap” 16n thi dac trung dudc trich rut
s& bén viing v6i nhitng tn cong 4nh.

Trong bai b4o nay, dé€ lam phong phu tinh ting
dung trong st dung mién tin s6 DWT, ching
t6i dé xuét thuit todn thdy vAn 4nh k§ thuat sb
dua trén viéc két hop ky thudt mat ma truc quan
(Visual Secret Sharing) va phép bién ddi séng con
r0i rac DWT. Diém néi bat clia thuat toan la thiy
van, con goi 1 thong tin ban quyén, dudc chia
thanh cdac manh chia sé bi mat (shares) bang ky
thuat mat ma truc quan, sau dé dugc nhuing vao
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cac bang con DWT da dudc lua chon cta anh chua
thong tin. Viéc x4c dinh ban quyén san phim sb
dugc thuc hién trong viéc trich thong tin tu anh
s6, dong thoi phai két hop véi gidi ma trong mat
ma tryc quan dé phuc hoi lai thong tin ban quyén.
Chinh vi viy, tinh bdo mat thong tin ban quyén
tac gia ciing dugc cai thién va ddm bao an toan
cho ngudi st dung.

Trong bai bdo nay, ching t6i t6 chiic ndi dung
nhu sau: Cac kién thic lién quan dudc trinh bay
trong muc Trong muc kién tric va chi
tiét md td vé md hinh dé xuit duoc dua ra. Thi
nghiém va danh gid dugc trinh bay trong phan
Két luan, du kién ndi dung cai thién va xu hudng
nghién ctu dugc dua ra trong muc [V]

II. CAC KY THUAT LIEN QUAN

Phép bién d6i DWT da dudc st dung rong rii
trong nhiéu dng dung x{ 1y tin hiéu ky thuat sb.
Trong khi d6, ky thudt mat ma trgc quan la mot
ky thudt ma héa ma & dé thong tin truc quan (hinh
anh, van ban,...) dugc ma hdéa sao cho viéc giai
ma c6 thé dudc thuc hién bdi hé thdng thi gidc
clia con ngudi. Trong phan ndy, ching toi gidi
thiéu ngan gon hai k§ thuat trén va phac hoa lién
quan ctia ching ddi véi viéc trién khai ky thuat
thily van trén anh ky thuat sb.

A. Bién dé6i DWT

Bién d6i DWT: Séng con la ciac ham dic biét
G dang tuong ty nhu hinh sin va cosin trong phan
tich Fourier, dudc st dung nhu céc ham co s§ dé
biéu dién tin hiéu [21]-[24].

Do nhu cau tinh todn va xi ly cdc dit kién thuc
trén may tinh, Daubechies (1990) dua ra mot mot
ho Wavelet quan trong dudc dung d€ tinh bién ddi
Wavelet roi rac (DWT). Theo cach tiép can nay,
ting v6i ham Wavelet W(z), ngudi ta dua ra mot
ham s6 ti 1& ®(x) dugc dung d€ tinh ¥(z) . Mbi
quan hé gitta ham ti 1€ va ham wavelet dugc cho
bdi cong thic (1) va (2):

N-1
= (2w —k (1)
k=0
N-—1
Fer. @2z +k—N+1) (2)
k::O
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V6i @(x) 1a ham ti 1€, U(x) la ham Wavelet, N la
mot s6 chin va k € Z.

Céc phép loc dudc tién hanh v6i nhiéu ting
(level) khac nhau va d€ khdi lugng tinh toan
khong ting, khi qua mdi bo loc, tin hiéu dugc
lay miu xudng 2.

Ung véi mdi tang, tin hidu c6 do phan gidi
khac nhau. Do d6, phép bién ddi séng con rdi
rac dugc goi la phén tich da phan giai (MRA -
Multiresolution Analysis).

Tai mbi tang loc, biéu thic cta phép loc dudc
cho bdi cong thic (3) va (@):

Yhigh(n) = Y S(n).g(2k —n), (3

Yow(n) =) S(n).h(2k —n), (4

trong do, S(n) la tin hiéu, h(n) la dap ing xung
clia cdc bd loc thong thip tuong tng véi ham
va g(n) la dap tUng xung ctia cac bd loc thong
cao tuong ung véi ham (2). Hai bo loc nay lién
hé nhau theo hé thic (3):

hN —1—n)=(=1)"g(n), (5)

trong d6, N la s6 mau trong tin hiéu.

Tin hiéu S(n) c6 thé dugc tdi tao theo céc
budc ngugc lai goi 1a phép bién d6i séng con
roi rac nghich (IDWT, inverse discrete wavelet
transform).

Share 1

Share 2

] Anh khi xép chong
VAN |
- -

Mau den (1) -
Mau trang (0) |:|

Hinh 1: Hé thong thi gidc clia con ngudi c6 chic
nang nhu mot phép OR
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share 1 :'

+ _ |
share 2 |

Hinh 2: Vi du cho lugc d6 chia sé bi mat cua
Shamir

B. Mdt mad truc quan - Visual Secret Sharing

Mait ma tryc quan la mdt ky thuat ma héa ma
trong d6, thong tin truc quan (hinh anh, van ban...)
dudc ma hoa theo ciach ma viéc gidi ma c6 thé
dugc thuc hién thong qua hé théng thi gidc cla
con ngudi (Hinh 1)) ma khong cin dén sy trg gitip
ctia mdy tinh [15]].

Y tudng ctia chia sé bi mat dugc dé xuit bdi
Adi Shamir va G.Blakley vao nam 1979.
Bé6n nim sau d6, vao nim 1983, mdt phuong phap
chia sé bi mat khic dugc d€ xuét bdi Asmuth va
Bloom . Theo d6, lugc d6 ctia Shamir dua trén
phép noi suy da thiic; luge dd ctia Blakley dua trén
hinh hoc siéu phang va ludc dd ciia Asmuth va
Bloom dua trén dinh ly sé du Trung Quéc.

Trong s6 nhitng lugc dd chia sé bi mat dudc
dé xuét, lugc dd chia sé bi mat ctia Shamir dudc
xem 2 tiém ning nhit cho viéc bio vé ban quyén
hinh anh. Nén tang cta lugc do nay 1a chia hinh
anh thanh cac manh chia sé bi mat (shares hay
shadows). D€ thu dugc hinh anh gbc, ching ta
chi can két hop cac shadows nay lai v6i nhau nhu
Hinh 2

Trong bai bao nay, chiing t6i sit dung phuong
phéap tao ciac manh chia sé bi mat ti hinh anh
gbc (Original Image) bing "Chudi ngiu nhién" -
RandomSequence . Véi luge d6 k — out —
of —n, gia st, ta c6 mot tap P clia n phan ti,
mot hinh dnh bi mat S dudc ma hoéa trong n phan
ti nay dudgc goi la cdc manh chia sé bi mat. Vé6i
moi mot thanh phan trong tip P sé nhan mot manh
chia sé, v6i bat ky k£ manh chia sé hodic nhiéu hon
dugc xép chong 1én nhau thi thong diép (hinh anh)
sé dudc hién thi. Nhung néu c6 it hon k& manh chia
sé hoiic cb gang phan tich bang mot phuong phap
khéc thi thong diép d6 van dudc ma hoa.

Déi véi lude dd k—out —of —n st dung Chudi
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nC(k-1) chudi ngiu nhién
) et

001 101
Origi- n=4 I 11 00 0
nal Image k=3 1 00 01 1

Chon chubi thit 4

/
_ f"/& - /Z
S

Hinh 3: Chudi ngiu nhién

ngdu nhién - Random Sequence, mot chudi ngiu
nhién dudc ciu thanh tt (n — k + 1) gid tri “1”
va (k — 1) gid tri “0”. Trong lugc do nay, chiing
ta sé c6 sb luong chudi ngdu nhién (ns) 1a t& hop
chip (k — 1) cia n (ns = nC(k - 1)).

Khi tién hanh tao cdc manh chia sé bi mit,
trudc tién, ching tdi khéi tao toan bd cac bit cda
n manh chia sé bi mat bing “0”, sau d6 chuyén
gia tri clia tAt cd cic diém anh trén dnh gbc [
thanh cac bit nhi phan. Tai mdi di€ém anh trén I,
xdc dinh vi tri clia cc bit c6 gia tri bang “1”.
Néu bit & vi tri da xdc dinh c¢6 gid tri bang “1”
thi cling tai vi tri bit d6 trén (n — k + 1) manh
chia sé bi mat cua tdp hgp n manh chia sé cling
phai dugc gan gia tri “1” va ciing & vi tri d6 trén
(k — 1) manh chia sé con lai sé mang gia tri “0”.
Néu nhin tf mot phia khi xép chong cic méanh
chia sé v6i nhau thi chudi bit & vi tri dudc xdc
dinh s&€ c6 (n —k+1) s6 “1” va (k — 1) sb “0”.
Diéu nay dugc mo ta truc quan nhu Hinh

Céc budc tién hanh tao cdc manh chia sé bi mat
bang chudi ngu nhién Random Sequence nhu sau:

Budc 1: Pua vao 4nh gbc logo I, s6 manh chia
sé can tao (n) va s6 manh chia sé t6i thi€u dé tai
tao lai anh gbc (k).

Budc 2: Tinh s6 luong chudi ngiu nhién (ns).
V6i ns = nC(k-1) va khéi tao cdc chudi ngiu
nhién: Sqi1, Sqo, ..., Sqns-

Buéc 3: Gi st cic manh chia sé clia anh gdc
(I) dugc ky hiéu la Sq, So, ..., Sy, va dugc tao ra
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bdi logic sau:

+ Khdi tao tt ca cdc bit cta S; 1a gid tri “0”,
véi (1 <t <n).

+ Néu bit thii i cia mot diém anh trén I mang
gia tri “1” thi:

Tao mot sé ngdu nhién r trong khodng tir 1 dén
ns.

Tién hanh phép tinh todn OR giita bit thit i ciia
S (Véi 1 < j < n) vdi bit thit j ciia chuoi Sqy,
voi 1 <r <mns.

Céc budc tién hanh tai tao hinh anh ban dau:

Budce 1: Chon s manh chia sé (v6i s > k)
trong s6 n manh chia sé bi mat dudc tao ra trudc
do.

Budce 2: Tién hanh phép OR giita céc bit thi j
cuia cac manh chia sé v6i nhau. V6i 1 < j < wx*h
dé phuc hdi hinh 4nh logo I véi kich thude w x h.

V6i viéc ap dung thuit toan cua VSS nhu trén,
chiing t6i c6 thé phan tan anh logo la thong tin
ban quyén dé c6 thé cai thién tinh bdo mat thong
tin tdc gia khi nhing thong tin ban quyén vao san
pham sb.

C. Mét s6 ky thudt bdo vé bdn quyén dnh sé

Pé bao vé dudc ban quyén tic gid clia cac san
phidm sd, cic ky thuit bao vé phai dam bio dudc
san phim d6 mang nhiing thong tin dic biét, nhu
thong tin tdc gia, ngay sinh, ... nham chiing minh
dugc véi moi ngudi sin phidm d6 thudc quyén sé
hitu cia ngudi tao ra san pham sb.

Dua trén yéu cau d6, mot s6 giai phap bao vé
ban quyén 4nh sb di dugc dé xuat nhu:

Thiiy vin sé: Dy khong phai 1a mot ky thuat
méi, phuong phdp thdy van dau tién dugc tién
hanh trén gidy v6i muc dich truyén tin mat. D6
12 mot thong tin nhé dugce nhing chim trong gidy
d€ thé hién ban gbc clia miu tin.

Dbi v6i thiy van trén anh s6, k§ thuat nhing
mot lugng thdng tin vao blic anh va thdng tin
d6 sé gan lién véi bic anh. Diéu d6 c6 nghia Ia,
thong tin sau khi dugc nhing vao bic anh né s€
tré thanh mot thanh phan cla bic anh d6. Chinh
vi yéu t6 nay ma thdy van trén anh s6 dudc 4p
dung rét phd bién cho muc dich bo vé ban quyén
anh sd.

Ma héa: Céc ky thuit ma héa dbi véi van dé
bdo vé& ban quyén anh s6, 12 hoan toan khic so
v6i thily van. Ma héa cung cip phuong thiic bao
mat thong qua viéc ma hoa va giai ma. Tuy nhién,
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| Bién d6i DWT 2 mikc va nhiing vao kénh Red ciia anh géc

. n Shares. b .
]

=z
O |«
I

T

‘ Kéthgp K share + key AES ‘

DWT
| Bién d6i DWT 2 mirc va nhang vao kénh Green ciia anh géc
DWT
| Bién d6i DWT 2 miic va nhling vao kénh Blue ciia dnh géc
o ‘ =
IDWT IDWT IDWT 4
» PSNR =
-
Anh da ?“’99 nhdng oWT o
thiy van [
DWT >

Share di nhiing vao anh géc
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Hinh 4: So dd

ma héa khong thé cung cip kha ning gidm sit va
bdo vé ndi dung thong tin sau khi giai ma.

Ngoai ra, viéc tin cong trén hé théng mi héa
va hé thong thiiy van ciing c6 nhiéu khic biét.
DPéi v6i ma hoéa, khi k& tin cong gidi ma dugc
thong diép bi mat ciing tiic 12 hé théng ma héa
da bi pha v3. Nhung d€ pha vé mot hé thong thiy
van can hai giai doan la: ké tin cong phai phat
hién dugc ky thuét thiy van dang dudc st dung,
hai 13, ké tin cong phai doc, stia d6i hoic loai bd
dugc thiy van da dugc nhing.

Nhu vdy, ky thuat thiy van va ma héa, ca hai
déu c6 nhitng uu va nhuge diém riéng, do do,
trong nhiéu trudng hop nén st dung két hop ca
hai k¥ thuét nay. O phan tiép theo clia bai bdo nay,
chiing t6i s& d& xuit mot gidi phap két hop giita
thity van va ma héa nhiam ddm bao ca hai yéu t6
b4o mat thong tin va bao vé dudc ban quyén tic
gia cho 4nh sb.
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mo ta thuit toan

III. PE XUAT THUAT TOAN BAO VE BAN
QUYEN ANH $O KET HOP THUY VAN VA VSS

Trong bai bao nay, chung toi tdp trung nghién
ctiu vé& thuit toan nhdng va trich thiy van dbi
véi &nh mau (color image) st dung phép bién ddi
séng con DWT. Dit liéu dau vao cda thuit toan
la: 01 4nh mau d€ 1am &nh chia thity van (Cover
Image) va 01 anh mau khdc dé€ lam logo (Secret
Image). P€ ting miic do bao mat cho thiy van,
chiing t6i st dung ky thudt mat ma truc quan dé
chia anh thiy van thanh n manh chia sé bi mat.
Mot trong s n manh chia sé¢ bi mat dudc tao
ra s& dugc chon lam anh thdy van (Watermark)
va dugc nhing vao anh chida thay van. Ky thuat
nhiing thuy van cda bai bdo sé dugc trién khai
trén ca ba kénh mau R, G, B ctia anh gbc sau khi
bién ddi tan s6 DWT.

Pé xdc minh ban quyén tdc gia clia anh sd, sau
khi trich xuit thiiy van (manh chia sé bi mat da
dugc nhing vao anh chia), tiép tuc 4p dung ky
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thuat mat ma tryc quan dé tdng hop cidc manh
chia sé dé thu dugc logo ban dau.

So dd quy trinh hoat dong ctia thuit toan dugc
mo té trong Hinh [

A. Thudt todn nhiing thuy vdn

Hinh [5| mo6 t4 hé thdng dé xuit cta ching toi
két hop ky thuat mat mi truc quan vao qua trinh
nhung thuy véan. Thuét todn nhung thiy van dya
trén phuong phap bién ddi song con rdi rac ddi véi
dnh mau két hop v6i ky thuat mat ma truc quan
gitp nang cao nhiéu kha niing Gng dung mdi trong
linh vuc bao vé ban quyén tic gia.

Sau khi 4p dung ky thuit mit ma truc quan dé
tao n manh chia sé bi mat tu anh logo, chon mot
hoiic mot s manh chia sé va nhing vao anh chifa.
Qua trinh nhiing thily van vao anh chia duge mo
td nhu Hinh [6l

Budc 1: Tién hanh tich dnh gbc va anh logo
thanh cidc kénh mau riéng biét Red (R), Green
(G), Blue (B).

Buéce 2: Ap dung DWT dé€ phén tich dnh gbc
thanh bdn bang con: LL1, HL1, LH1 va HHI.
Tiép tuc bién d6i DWT cho bing con HL1 dé c¢6
bdn cdc bing con nhé hon va chon bing con LL2.

Budce 3: Thuc hién nhing thiy van trén ting

M3 hoa AES

Tao manh s s
L e Gia tri cda
«——————  chiasé bi ;

kvan

mat

Chon mét manh chia
s& @é lam thly van

Thuéat toan N
.\ 1Y
= I%

Anh d3 nhting
thiy van

Anh gdc

Hinh 5: Mo ta viéc ung dung mat ma truc quan
vao thuit toan
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azs mas

DWT DWT DWT ‘ DWT ‘ DWT DWT ‘

l \ | |
-

Thuit todn nhiing thiyy van

|

IDWT ‘ IDWT ‘

||

’ Két hgp 3 kénh mau R G B ‘

IDWT

Hinh 6: Thuét toan nhing thiy van st dung DWT

kénh mau theo cong thic sau:
Watermarked; ; = V; j + oW, ;, (6)

trong dé:
Vi, 7 1a bing con v6i hé sb tuong tng.
« la cuong do nhing trén ting kénh mau.

Budc 4: Thuc hién phép bién d6i IDWT 2 miic
va két hop cac kénh mau dé€ thu dugc anh da
nhing thiy van.

B. Thudt todn trich xudt thity vin

Qua trinh trich rat thong tin thuc hién ngudc
lai so v6i quy trinh nhing thdéng tin, dugc mé ta
trong Hinh

Budc 1: Tién hanh phan tich dnh gbc va anh
da thiy van thanh cac kénh mau riéng biét Red
(R), Green (G), Blue (B).

Budce 2: Thuc hién phép bién ddi DWT 2 miic
cho anh chifa thity van va anh géc.
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Anh chira
thiy van

L TY

DWT ‘ DWT DWT DWT ‘

\ \ | ‘

DWT DWT

Thuét toan trich thiy van

|

owr |

| 1 |

‘ Két hop 3 kénh mau R G B ‘

IDWT IDWT

Hinh 7: Thuét toan trich rdt thiy van sG dung
DWT

Budc 3: Tién hanh trich xuit thiiy van theo
cong thic sau:

Ezxtracted; j = (W;; — Vij)/a, (7

trong d6, W;; va Vi; la thanh phin LL2 cla
énh da gidu thuy van va anh gbc. Extracted; ;
1a thanh phan ctia thuy vén trich rit.

Budc 4: Tai tao 4nh logo ban dau bang cach két
hop thly van vira trich xuit dugc véi cac manh
chia sé bi mat thu dudc & phan mat ma truc quan.

IV. KET QUA THUC NGHIEM VA KHAO SAT

O muc nay, chiing t6i st dung hinh anh Lena,
Pepper, Couple, Mandrill, Parrots kich thudc
256 x 256 d€ 1am &nh chia thily van va anh logo
cta Hoc vién Ky thuat quan su d€ 1am thdy vén,
nhiam danh gia hiéu ning ctia thuit todn thiy van
trén mién tan s6 DWT két hop ky thuat mat ma
truc quan dé€ danh gid va thi nghiém mo hinh dé
Xuét.

Hiéu qua cda thuat toan thuong dugc danh gia
bdi hai dic trung 1a: tinh khong thé nhan biét dugc
va tinh bén viing.
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PSNR = 34.7672

NC =0.9747

Hinh 8: Anh gbc (a), Logo gbc (b), Watermarked
Image (c), Thity van trich xuat dudc (d)

Bang I: Két qua PSNR va NC trén cc anh chia
khac nhau

Anh tht nghiém | PSNR NC
Lena 34.7672 | 0.974729
Pepper 34.7935 | 0.975822
Couple 34.8068 | 0.975416
Mandrill 34.8077 | 0.976204
Parrots 34.9288 | 0.973707

A. Tinh khong thé nhdn biét dugc

DPudc dinh nghia 14 chit lugng cAm nhan cla
hinh 4nh mang tin khong dugc 1am bién dang bdi
su hién dién ctia 4nh thiy van. D€ d4nh gid chét
Iugng cuia hinh anh c¢6 chifa thiy vén, st dung ty
s6 tin hiéu cuc dai trén nhiéu (Peak signal to noise
ratio - PSNR). PSNR tinh bang don vi decibel
(dB) dudc dua ra trong cong thiic duéi day:

MAX(I)
VMSE'’
trong d6, MAX(I) = 255 va gia tri cia MSE
dudc tinh bdi cong thic (9):

MSE = piq DD (G0d) ~ L0 9)

i=1 j=1

B. Tinh bén viing

Tinh bén viing la thudc do kha ning mién
nhiém cda thiy van trudc cic loai tn cong khic
nhau. D€ danh gi4 tinh bén viing cla thiy van
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Gaussian Poisson

Salt&pepper equadlization

Median

sharpening Blur JPEG

Hinh 9: Két qua trich xuét thily van sau khi thir
nghiém tin cong

Bang II: Gia tri NC khi st dung phuong phap
dugc dé xuit trén anh chia Lena trong diéu kién
bi tin cong

Loai tan cong NC
salt and pepper | 0.92044
gaussian 0.82326
poisson 0.91805
equalization 0.70237
median 0.9567
sharpening 0.95019
blur 0.8814
JPEG 0.78889

trong diéu kién bi tin cong, ching toi st dung hé
s6 tuong quan chéo chuin héa NC (Normalization
Cross - Correlation), dugc tinh bdi cong thic dudi
day:

SN S W (i, 5). WG )

NC =
it 3 W (i )2

(10)

trong d6, W (i, ), W' (i, ) 1a gia tri cia cac phan
tl ctia logo gdc va logo sau khi phuc hoi. Hé sb
tuong quan chéo chuin héa NC, c6 gid tri trong
khoang tir 0 dén 1. Gia tri cia NC cang gan véi 1,
tinh bén viing cta giai phap thuy van cang tot. Tuy
nhién, véi NC 16n hon hoic bang 0.75 1a ngudng
c6 thé chip nhan dugc.
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PSNR(a,b) = 25.94 dB
PSNR(a,c) = 34.77 dB

NC(d,e) = 0.989
NC(d.f) = 0.974

Hinh 10: Anh gbc (a), Watermarked khong phan
tan (b) va phan tan (c), Thiy vin gbc (d), thiy
van khong phan tan (e) va phan tan (f)

C. Cdc phép tin cong dnh

Dua vao nhiing bién ddi c6 chii dich hay khong
¢6 cha dich déi vé6i hé thiiy van ma ta ¢6 thé phan
biét thanh mot s6 loai tin cong sau:

- Bién d6i tin hiéu: lam sic nét, thay ddi do
tuong phan, mau, gamma.

- Nhiéu cdng, nhiéu nhan.

- Loc tuyén tinh.

- Nén mét thong tin.

- Giam dit liéu: cropping, sta histogram.

- Thity van nhiéu lan.

Trong bai bdo nay, ching toi sé tién hanh thir
nghiém tin cong trén anh da nhing thuy van va
danh gid két qua vé hiéu qua ctia thut todn trudc
mot sd loai tn cong nhu: nhiéu salt and pepper,
lam md anh, loc trung binh va thay d6i do tuong
phan, ...

D. Két qud thuc hién

Ching t6i thyc hién thudt todn mat ma truc
quan cho hinh "logo" nhu da dé cip & phan trudc
dé thu dudc cdc manh chia sé bi mat, sau khi dugc
ma héa qua ky thuat mat ma truc quan thiy van
dugc goi la thiy van phéan tan, sau d6 ap dung
phép bién ddi séng con rdi rac DWT 2 miic cho
5 4nh mau va chon mot manh chia sé bi mat dé
nhiing vao biang con LL2 ctia mbi anh.
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Bang III: Péanh gia két qua NC giita phuong phap thiy van dugc dé xuit va phuong phap thiy van
khong phan tan trong diéu kién bi tin cong

Loai
tin Lena Pepper Couple Mandrill Parrots
cong
KhAong pé KhAong pé KhAong pi KhAong pi Khﬂong pi
phan 2 phéan % phéan % phéan % phéan %
. xuat . xuat p xuat p xuat . xuat
tan tan tan tan tan
Salt
and 0.90158 | 0.92044 || 0.94793 | 0.95103 || 0.9316 0.99298 || 0.93381 | 0.95273 || 0.93565 | 0.94549
pepper
Nhiéu
Gaus- 0.85641 | 0.82326 || 0.77968 | 0.82737 || 0.61476 | 0.79696 || 0.83546 | 0.98768 || 0.83709 | 0.88191
sian
E:ilsesl:)n 0.87501 | 0.91805 || 0.94305 | 0.95751 || 0.95824 | 0.97769 || 0.93233 | 0.94267 || 0.93043 | 0.94571
ft‘ilc‘)‘;‘hz 0.06346 | 0.70237 || 0.72598 | 0.7627 || 0.58557 | 0.50587 || 0.56728 | 0.84345 || 0.71602 | 0.78542
IIC/E)e(:dian 0.95222 | 0.9567 0.96127 | 0.9734 0.96353 | 0.97186 || 0.93928 | 0.9477 0.96776 | 0.97002
Sharpenn|
ing 0.87414 | 0.95019 || 0.90326 | 0.93317 || 0.93011 | 0.95518 || 0.91084 | 0.92884 || 0.94194 | 0.95003
Lam
mo 0.49682 | 0.8814 0.61922 | 0.88519 || 0.64215 | 0.89293 || 0.60383 | 0.90287 || 0.68032 | 0.90587
(Blur)
?EEG 0.71298 | 0.78889 || 0.69397 | 0.84741 || 0.74213 | 0.86872 || 0.72753 | 0.841 0.74494 | 0.84613

Salt & Pepper Gaussian Poisson Equalization Median Sharpening Blur JPEG

Anh bi tdn céng

Thay van khéng
phén tdn

NC =0.90158 NC=0.85641 NC = 0.87501

Phuong phap
dugc dé xuat

L ¥ i o e # " . P i
ol 5 rect B kG P GReE

NC = 0.82326 NC = 0.91805

ki (iR Rg L&
NC = 0.9502 NC =0.8814 NC = 0.78889

NC =0.92044

Hinh 11: So sanh, ddnh gi4 gifta thiy van khong phan tin va thiiy van phin tin dugc dé xuét trén
anh chida Lena

1) Tinh khéng thé nhdn biét duoc: Ching téi  hanh do gid tri NC gifta thly van gdc va thiy van
da danh gid tinh chit nay cta anh sau khi dugc sau khi trich xuét.
nhing thiy van bang thuat toan két hgp mat ma
truc quan va DWT bang cach do PSNR giita anh Két qua ctia qua trinh nhiing va trich xuét thdy
gbc va anh da dudc nhing thity van ciing nhu tién  van cta anh Lena dugc thé hién trong Hinh 8] Két
qua sau khi nhing anh phan tdn logo Hinh [§(b)
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Salt&Pepper Gaussian Poisson Equalization Median Sharpenning Blur JPEG

Anh bj tdn cong

Thay van khéng
phan tan

Phuong phap
dugc dé xudt

NC=0.951003 NC = 0.827365 NC=0.957508 NC =0.762725 NC=0.973411

Hinh 12: So sanh, ddnh gia giita thiy van khong phan tdn va thiy van phan tin dudc dé xuat trén
anh chua Pepper

Salt&Pepper Gaussian Poisson Equalization Median Sharpenning Blur JPEG

e

Anh bj tan cong

Thay van khéng
phan tan

NC=0.930116

NC=0.931603 NC=0.614759 NC=0.958237 NC =0.585571 NC=0.642151

i ll ||

NC=0.962978 NC=0.796967 NC=0.977687 NC =0.50587 NC=0.971867 NC=0.955187

]

Phuong phap
dugc dé xudt

NC =0.892936 NC =0.868721

Hinh 13: So sanh, danh gia giita thity vin khong phan tdn va thdy van phan tin dugc dé xuit trén
anh chua Couple

vao anh gbc & Hinh a), ta thu dugc anh nhing Hinh anh logo sau khi trich rit dudc thé hién trong
thong tin Hinh§](c) véi gid tri PSNR = 34.7672dB.  Hinh [§(d).
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Salt&Pepper Gaussian Poisson Equalization Median Sharpenning Blur JPEG

Anh bj tan cong

Thay van khéng

phan tan !
[e8 %"M{lb : aagant®, = LT
NC = 0.939288 NC=0.910843 NC=0.60383
Phuong phap
dugc dé xuat

ol

NC = 0.952739 NC=0.917683 NC =0.942674 NC=0.843451 NC=0.947701 NC = 0.928842 NC = 0.902879 NC = 0.841004

Hinh 14: So sanh, ddnh gia giita thiy van khong phan tdn va thiy van phan tin dudc dé& xuit trén
anh chita Mandrill

Salt&Pepper Gaussian Poisson Equalization Median Sharpenning Blur JPEG

Anh bj tan cong

Thay van khéng

Ny P
phan tan
B i B
NC = 0.837092 NC = 0.744943
Phuong phap
dugc dé xust

NC = 0.945493 NC = 0.881919 NC=0.945711 NC=0.785425 NC =0.970026 NC =0.846138

Hinh 15: So sanh, danh gia giita thity vin khong phan tdn va thdy van phan tian dugc dé xuit trén
anh chua Parrots

Chiing t6i cling thit nghiém trén mot s anh  Bang [Il Tt két qua nay cho thiy gidi phdp thuy
chifa thiy van khic va thu dudc két qui nhu van dé xuét tuong dbi hiéu qua v6i 5 anh mau ma
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chiing t6i da lua chon dé thuc nghiém.

2) Tinh bén vitng: Hinh[9]cho thiy két qua thi
nghiém trich xuét thily van tif ddi LL2 cda 4nh
chita Lena sau khi chiu cic cudc tan cong khic
nhau. Ta thiy dudc rd rang, véi nhiing tn cong
4nh hudng nhiéu dén chét lugng anh chia thuy
van, thong tin ban quyén ctia dnh van c6 thé dam
bdo dudc xac thuc rd nét véi hinh anh cia logo
dugc nhing trong anh thuy van.

Bang [I| thé hién gia tri NC giita thiiy van gbc
va thiy van dudc trich xuét tif bing con LL2 cta
4nh Lena chiia thong tin ban quyén sau khi chiu
su 4nh hudng cla cic loai tin cong khac nhau.

E. Két qud thi nghiém va so sdnh

Tai phan nay, chiing tdi tiép tuc thit nghiém trén
anh Lena v6i thily van khong phén tan va so sanh
v6i két qua thi nghiém & phan trudc dé danh gid
hiéu qua cuda thuit toan.

Hinh [10[ so sdanh két qui nhiing va trich thdy
véan khi st dung thiy van khong phan tan va thuy
van phan tan. Tir két qua nay ta thiy dudc néu
nhung logo khoéng phén tan thi dung lugng logo
nhing vao trong anh gbc sé rat 16n, din dén chét
Iugng anh sau khi nhing thong tin sé bi anh hudng
rit nhidu. Pidu nay chi ra ring phucng an dé xuét
cta ching tdi sé dat uu diém hon so v6i phuong
an nhdng thuy van khong phan tan.

Thit nghiém thuat toan khi st dung thuy van
khong phan tin trong diéu kién dnh dugc nhing
thiy van chiu anh hudng ctia mot s6 loai tin cong.
Két qua dudc thé hién trong Bang [IIIl Tur két qua
tht nghiém cda Bang ta thiy dugc phuong dn
dé xuit c6 vu diém t6t hon so v6i phuong 4n chi
st dung thuy van trén mién tan s6 DWT.

So sanh cac gia tri NC gitta 2 phuong phap thuy
van dugc 13y tir Bang [ITI| va két qua truc quan trén
cdc Hinh va [15] cho théy khi anh
thuy van khong phan tan bi tin cong dudi nhiing
phép bién d6i anh manh, tinh bén viing clia logo
khong dugc dam bao nhu anh thuy van phan tan.
Pic biét, mot sd tin cong nhu equalization, blur,
nén JPEG da lam bién ddi hoan toan thong tin
logo da dudc nhing vao trong anh gbc ban dau.

V. KET LUAN
Bai bdo cia ching ti da d& xuit mot giai phap
bdo vé ban quyén anh s6 dua trén phuong phdp
két hop thuy van s6 v6i hé mat ma truc quan dé
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tao ra dudc mot phuong phap bén viing va hiéu
qua hon trong dng dung bio vé ban quyén sin
phim sd.

Tir cac két qua thu dudc qua cdc thii nghiém
khac nhau véi thuat toan khi st dung ca thiy van
phan tan va khong phan tan. Chiing toi nhan thiy
rang, khi st dung thiiy van khong phan tdn, chit
Iugng anh sau khi nhiing thiy van kém hon so véi
st dung thly van phan tdn. Tuy nhién, chét luong
thdy van sau khi trich xuét ctia thdy van khong
phan tan lai tot hon.

Déi véi cac thit nghiém trong diéu kién c6 anh
huéng cia cic cudc tin cong cho thiy ring: viéc
st dung thdy van phan tan sé dam bdo tinh bén
viing cua thuy van hon so v6i st dung thiy van
khong phan tan.

Nhu viy, trong bai bao nay chung t6i da chi ra
rang: véi viéc ap dung ky thuit mat ma truc quan
dé phan tan thiy van, dong thdi két hop thuét todn
thdy van dua trén phép bién ddi séng con rdi rac
DWT, da gép phan nang cao tinh khong thé nhan
biét dugc ciing nhu tinh bén viing ctia thiy van
trudc cdc phép tAn cong thong thudng.
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A PROPOSAL OF IMAGE COPYRIGHT
PROTECTION TECHNIQUE BASED ON THE
COMBINATION OF WATERMARKING WITH
VISUAL SECRET SHARING

Tom tat—This paper proposes a solution for digital
image copyright protection technique using the
combination of watermarking and visual encryption
technique. In our solution, the copyright informa-
tion (copyright logo) is distributed into n shares
using k£ — out — of — n distributed algorithm, also
called (k,n) visual secret sharing method. One of
the shares is randomly selected to embed into the
original image to prove the user’s copyright. The
remaining n — 1 shares is used to register with
Vietnamese Copyright Office. When claiming the
copyright belongs to the user, the verifier only
needs to extract the watermark information from
the watermarked image, then decodes with any reg-
istered k£ — 1 shares from n — 1 shares for restoring
copyright information. Experimental results of the
proposed method compared with the method using
only digital watermark show that our method has
more practical effectiveness in the application of
digital product copyright protection.

Tir khoa—Digital watermarking, visual secret
sharing - VSS, Copyright Protection, Discrete
Wavelet Transform (DWT), Discrete Cosine Trans-
form (DCT), Copyright authority.
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