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Tom tit: Cong nghé xé4c thuc van tay dang dugc tng
dung rong rai trong hau khép céc linh vyc cua doi séng -
kinh té - x& hoi. Hi¢n nay cac hé thong sir dung van tay
lam cong cu xac thuc nhan dang nguoi dung da kha phd
bién. Cac hé thong nay vé co ban gom phan mém quan ly
van tay va thiét bi phan cung thu nhan van tay. Hé thdng
6 kha ning xac thuc theo diéu kién don gian bang cach
so sanh mot van tay cta nguoi dung véi co sé dir liéu
(CSDL) vén tay duoc luu trit trén thiét bi, néu van tay
cua nguoi dung trung khap véi van tay c6 trong CSDL
van tay trén thiét bi, thi diéu kién xac thuc dwoc cho la
hop 16. Nhu vay, hé thong nay khong cho phép thiét lap
didu kién xac thuc két hop, nhu két hop nhiéu nguoi
ding véi nhiéu vai tro dong thoi trong mot phién xac
thyc. Cling nhu khong du bao ddam diéu kién an ninh, bao
mat trong moi trudng két ndi mang dién rong va yéu cau
doi hoi phai c6 sy xac nhan cua nhiéu van tay cho phién
xé&c thuc d6. Bai viét nay dé xuat ing dung cong nghé
xac thuc bao mat da vai tro str dung van tay trong quan ly
gido duc, trén co s& ké thira két qua nghién ctu khoa hoc
“Phat trién, tng dung hé thdng xac thuc bao mat da vai
trd sir dung vén tay trong linh vyuc an ninh, ngan hang”,
ma s 01/2018/CNC-HPKHCN, thudc Chuong trinh phat
trién mot s nganh céng nghiép cong nghé cao cua Bo
Cong thuong [1].

Tir khoa: van tay, xac thyc van tay, nhan dang van
tay, co s& dit liéu van tay, xac thuc van tay da vai tro,
diéu kién x4c thyc, so sanh van tay, phién xéc thuc.

l. MO DAU

Nhing nam gan day, cong ngh¢ sinh trac hoc da giai
quyét dugc cac van dé 16n nhu chi phi, cadch thirc van
hanh va kha nang truy cép, tir d6 tao ra kha nang chinh
Xac cao trong cac giai phap xac thuc. Phuorng phap xac
thuc sinh tric hoc (Biometric) la mot L cong nghe sir dung
nhitng thugc tinh vat ly hodc cac mau hanh vi, cac dac
diém sinh hoc ddc trung cta con ngum dé nhan dién nhu
du van tay, mau mong mat, glong noi, khudn mat, dang
di, ... Twong tu nhu bat ky cdng nghé bao mat nao, sinh
trac hoc 'khdng co giai phap hoan hao. Nhung c6 mot didu
chic chin rang sinh trac hoc dang tré nén hién hitu ngay
nay. Trong cac phuong phdp nhan di¢n bang dic diém
sinh tric hoc, nhan dang bing van tay di va dang duoc str
dung phd bién trong nhiéu linh vyuc caa doi sdng - kinh té
- x& hoi.
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Boi vi dang di con ngudi, guong mat, hoac chir ky cd
thé thay doi véi thoi gian va co thé dugc lam gia hodc mo
phong theo, nhung van tay la duong van trén da & dau cac
ngon tay va long ban tay ngum c6 dac trung duy nhat
hoan hao theo tirng ca thé, 6n dinh khong thay doi theo
thoi gian, dé luu trir. VAan tay cua m01 ngudi ¢o nhung nét
riéng bi¢t duoc gitt nguyen ven, ¢b dinh tir khi méi sinh ra
dén khi chét. Tinh riéng biét nay d3 minh ching rang nhan
dang van tay la chinh xac va hiéu qua hon cac phuong
phap nhan dang khac. Hon nia, van tay co thé duoc chup
anh, duoc s6 hoa bang thiét bi gia thanh thip va nén hiéu
qua, nén chi can mot dung lwong nho dé luu trir mot lugng
16n dix liéu thdng tin van tay.

Theo két qua nghién ctu cua Dy an ung dung cong
nghé cao “Phat trién, ung dung hé thong xac thuc bao mat
da vai tro st dung van tay trong linh vyc an ninh, ngén
hang”, ma so 01/2018/CNC-HDKHCN, thujc Chuong
trinh phat trién mot sé nganh cong nghlep cdng nghé cao
cua By Cong thuong [1], hé thong nay da dat dugc cac
yéu cau da dang nhu:

i) I§|em soat tuan thu quy trinh: Khi cé‘n truy cap mot
dia diém phai c6 xac thuc dong thoi nhiéu van tay cua
nh&ng ngudi cd trach nhiém trong quy trinh thi xé&c thuc
méi hop 1¢. Vi duy, theo quy dinh cua quy trinh quan ly
tién mat, gidy to co gia, tai san quy trong hé thdng Ngan
hang/Kho bac Nha nudéc, van dé dam bao an toan cho céc
loai tai san co gia tri nay duoc dic biét quan tam. Do vay,
moi Ian vao/ra kho cét git, timg ngu'orl pha| ky xac nhan
vao “S6 theo ddi vao-ra". Trugc khi vao va sau khi ra, cac
thanh vién gitr chia khoa phai cé mat day du dé chung
kién viéc mo/déng cira kho. Thanh vién gitr chia khoa
phai tu bao vé bi mat ma sb, chia khoa cta kho khi
mo/dong cura. Nhu’ng khi str dung h¢ thong truy cap da vai
trd bang van tay, co thé kiém soét tuan thu quy trinh
vaolra kho bang xéac thuc van tay dong thoi cua ting
ngu’ol c6 trach nhiém lién quan (tha kho, thu quy, ké ton,
nguoi phu tréch, ...).

ii) Xac thyc van tay st dyng thiét bi di dong/cém tay:
theo d6 khi can xac dinh/nhan dang mot nguoi nao do
dang khong ¢ mot dia diém c6 dinh (dang di chuyén), thi
c6 thé xac dinh nhanh nhan dang cia nguorl do thong qua
thiét bj cAm tay/di dong dé thu nhan, xac thuc van tay va
thong qua két ndi mang 3G/4G dé xac thuc véi hé thong
trung tam.

iii) Xac thyc van tay thay cho ma khoa s6: Vi moi
khéa s6 c6 thé yéu cau nhiéu nguoi ciing mé khéa véi cac
ma khéa khac nhau nham bao dam an ninh, bdo mat.
Nhung di kém véi mé khoa so chinh la phai nhé méat
khau, ma hién nay mat khau da c6 nhiéu phuong phéap bi
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tan cong va danh cap kha dé dang. Cac mat khau dai, phirc
tap dam bao do an toan cao, nhu’ng lai khién nguoi ding
kho nhé. Do vay, khi dir dung van tay thay cho ma khéa
s6, mdi thanh vién tham gia mo khoa sir dung van tay cua
minh dé mo khéa thay cho mat khau (twong ing voi moi
chia khoa dé mor) va két hop véi sir dung mdi lan cho
nhiéu hon mot van tay dé xac thyc truy nhap (tuong tng
vé6i nhidu ma khéa sé khac nhau).

Trong linh vyc gi4o duc, chang han dé quan ly cac thi
sinh tham dy thi, hién dang sir dung hé théng thé/phiéu dy
thi ¢ anh cua thi sinh kem theo. Vloc nhan dang thi sinh
phu thugc hoan toan vao giam thi va gan nhu chua c6 h¢
thong giam sat, kiém soat du tin cay. Gan day mot so
nghién ctru dang dé xuét sir dung “thé¢ thong minh - Smart
card” ¢6 gan dinh danh cia doi tuong két hop véi camera
nhan dién khuon mat dé quan ly dbi twgng. Mic du ung
dung nay dang trong giai doan nghién ctu, thir nghi¢m,
nhung néu nhu c6 thé trién khai dugc thi ciing s& kha
phutc tap trong khau phat hanh the, hé thong doc thé va
Iru trir, h¢ thong nhan dign khudn mat, ... ciing doi hoi
phai ddng bo. Piéu nay chac chan s& rat phuc tap va ton
kém chi phi. Ngoai ra, néu sir dung hé thong nhan dang
van tay théng dung hién cé trén thi truong dé quan ly thi
sinh dy thi, thi sy don gian, kém bdo mét ciing nhu do tin
cay khong cao cua h¢ thong s& kho co thé cho phép dap
ung duoc yéu cau quan ly. Boi cac san pham nhan dang
van tay hién c6 déu dya trén kha nang xac thuc “don van
tay” theo diéu kién don gian, bang cach so sénh van tay
cia mét nguoi dung/th| sinh véi CSDL van tay trén may
chu CSDL, néu van tay cua thi sinh tring khép voi van
tay c6 trong CSDL van tay trén thiét bi, thi diéu kién xéac
thuc dugc cho la hop 1¢. Nhung khi ma sO luong thi sinh
tham dy réat I6n, tap trung trong thoi gian ngan thi h¢
thong kho c6 thé dam bao dap wng yéu cau.

Do vay, néu &p dung hé thdng xac thuc da vai tro sir
dung van tay trong quan ly d{')i tuong/thi sinh tham dy ky
thi, thi viéc nhan dang co thé str dung van tay (thay cho
thé/phiéu dy thi), hon nira c6 thé sir dung nhiéu van tay
cta thi sinh (co thé xac thyc Ién téi 10 van tay). Truong
horp can bao dam an ninh, an toan hon c6 thé két hop véi
X&c nhan cua nhimg ngudi quan 1y lién quan dé nhan dang
dung chinh x4c thi sinh cua truong, Iorp, dia phuorng, khi
ndy can co xac nhan thém nhu: cia Cac gido vién chu
nhi¢m, giao vién phy trach by mon, giam higu, truong,
nguoi giém ho (néu co), ... Viéc xac nhan nay thdng qua
st dung xac thuc van tay Cua nhlmg ngudi 0 trach nhi¢m
lién quan, d6 chinh 13 yéu t6 da vai trd trong quan ly dbi
tuong/thi sinh.

Il. KHAI QUAT HE THONG XAC THUC VAN TAY
DA VAITRO

. Thiét ké kién tric hé théng xé4c thuc van tay da vai trd
gom hai phan nhu Hinh 1 [1]:

Phin mém trung tim quén Iy h¢ théng diéu
Kkhién truy cap da vai trd bing van tay
Giao dién két ni
mang truyén thong

Phin cing quan ly hé théng diéu khién
truy cap da vai tro b?mg van tay

Hinh 1. Kién tric hé théng xac thuc da vai trd bang van tay
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Hinh 2. Thiét bj xéc thuc vén tay da vai tro UCS-MFA-Fix

Phan cing thiét bi nhan dang van tay (Hinh 2): Vi
thanh phén cdt I6i la phan mém nhing ung dung (phan
mém sun) nap trong chip vi diéu khién; bén canh d6 con
c6 céc thanh phén khic nhu: bo mach chu xur ly voi cac
chip vi diéu khién va cac vi mach IC phu tro; dau doc van
tay cam bién quang; man hinh hién thi; loa, ban phim; cac
cong diéu khién vao ra; cac cong giao di¢n mang truyen
thong; v.v.. Ngoal ra, phan ctng hé thong cung c6 thé bao
gom hé thong may chu trung tdm dugc cai dat ng dung
giao dién web, truyen théng qua mang véi bo mach cha
Xt Iy dé giam sét, cu hinh tir xa bo mach chu va cac thiét
bi phan cting khéc. Viéc truyén théng glua may chu trung
tam va bo mach chu xtr ly thong qua cac phuong ti¢n
truyén thong c6 day/hitu tuyén hoac khong day/vo tuyén,
qua mang IP (vi duy, _mang Ethernet, LAN, WLAN,
3G/4G, ...), hodc két ndi truc tlep Phan cting cho phép
cau hinh nhleu nguoi ding véi nhiéu vai trd khéc nhau.
Truy cap h¢ thong dugc xem nhu hop 1& khi dong thoi
nhi€u nguoi dung v6i day du céc vai tro cung truy cap xac
thuc bang van tay trong mét khoang thoi gian xac dinh,
duoc ciu hinh boi nha quan tri. Céac truy cap hé thong
kh()ng hop 1€ khi nhtrng nguoi dUng xac thuc khong du
cac vai tro, hodc qua thoi han xac thuc. Khi truy cap hé
thong khong hop ¢, phan cting s& gui canh bao thong qua
két ndi mang den phan mém trung tam quan ly (Su dung
giao thic truyén théng chuan). Phan mém nhdng cé4c tng
dung tuy chinh dong chuyén biét gébm: xac thuc bao mat
da vai tro; canh bao cuc b va trung tam; ghi thong tin
theo ddi cyc bo; hd tro 10 van tay cho mdi nguoi dung; hd
tro t6i thiéu 50 nguoi dung (vai thiét bi don 1é tai chd);
thém, stra, x6a, gan vai tro nguoi dung; dang ky lién tyc
trong mot phién dang ky; bao mat bang mat khiu; cau
hinh thong qua giao di¢n Web; huy phién xac thuc; bao
toan dir liéu khi mat ngUon hién thi thong tin; kiém tra
tinh trang két ndi mang; Xac thuc hop I¢ khi dong thoi
nhiéu nguoi dung, véi nhiéu vai tro dong thoi duoc xac
thuc bang van tay; bat hop 1é phién xac thyc sau mot
khoang thoi gian.

Phin mém Trung tdm quan ly hé théng diéu khién
truy cap da vai tro bang van tay thuc hién chirc nang: quan
1y nhém nguoi ding (c6 kha niang ma rong Ién hang trigu
ngu’o‘l dang); Phan quyen st dung cho nguoi dung; nhap
va lya chon uu tién tirng vai tro (thanh phan) trong nhom
x&c thuc; glam sat, canh bao tac thoi vé thanh phan truy
cap, thoi gian thuc hién xac thuc truy cap; tao cac béo cao
dir liéu truy cap, canh bao (theo thoi gian va ma truy cap);
loc dit liéu theo thoi gian va chiét xuat File luu trir dui
dang “.pdf” co hién thi ngay, gio chiét xuat File tir hé
thong, luu tri dir liéu trong thoi gian 1 ndm (12 thang);
cau hinh thiét bi xac thuc van tay tur xa qua | két ndi mang
Internet; kha ning quan ly tdi thiéu 300 thiét bi xéac thyc
bao mat van tay da vai tro.
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lIl. DE XUAT I’NG DUNG CONG NGHE XAC
THYC DA VAI TRO SU DUNG VAN TAY
TRONG QUAN LY GIAO DUC

1. M@ hinh hé théng xac thyec sinh trdc hoc tong
quat
Mot hé théng xac thuc sinh tric hoc tong quat dugc
chia thanh 5 phan hé dua trén cac chirc nang ctia n6 nhu
thé hién trén Hinh 3: 1) Tap hop dit ligu; 2) Truyén phat
dir liéu; 3) Xu ly dir liéu; 4) Quyét dinh; 5) Luu trir dir
lieu [2].

O muc co ban nhat, cdng nghé sinh tric la hé thdng
nhan dang mau, & d6 hoac la sir dung thiét bi thu thap
hinh anh (nhu may quét hodc may anh trong truong hop
cong nghé nhan dang véan tay hoic méng mat), hoic l1a
thiét bi thu nhan am thanh/chuyén dong (nhu micrdé hoic
dia trong truong hop cdng nghé nhan dang giong ndi/chi
ky) dé thu thap cac mau hogc dic diém sinh tric hoc. Dic
diém cua cac mau thu dugc xem nhu khac biét nhat gitra
nhitng ngudi ding va on dinh nhat dbi véi méi nguoi
dung da duoc trich xuat, ma hoa thanh mot tham chiéu
hodc mau sinh tric hoc biéu dién toan hoc dic trung sinh
tric hoc mot ngudi. Cac mau nay dwoc luu trir trong
CSDL, hoac trén thé théng minh, hoac thé xé&c thuc khac
va duoc sur dung dé so sanh khi bio dam an toan nhan
dang. Hé thong sinh trac hoc dugc ty dong hda boi phan
cing va phan mém, cho phép dua ra quyét dinh nhanh
chéng, theo thoi gian thuc.

Hinh 3. M6 hinh hé théng sinh tréc hoc téng quat

2. Mb hinh Hé théng nhdn dang van tay tw déng
(AFIS)

M6 hinh Hé théng nhén dang van tay tu dong (AFIS)
nhu Hinh 4 thé hién 3 budc chinh cia AFIS, budc (1)
“K¥y thudt nang cao anh van tay”, budc 2 “Ky thuat rat
trich dac trung”, budc 3 “Ky thuat so khdp dac trung” [3].

1) Budc 1 “K¥ thuat nang cao anh van tay”: Chup anh
déu van tay bang thiét bi cam bién, c6 thé cho chat lwong
hinh anh khac nhau tiy thudc vao loai thiét bi cam bién
hodc nhidu ciia méi truong. Do d6, myc tiéu co ban cta
k¥ thuat nang cao anh 1a cai thién chat lugng hinh anh va
loai bo nhiéu, sir dung hai ky thuat: i) “K¥ thuat loc
Gabor ¢ dién” gom 6 budc dé cho chét lugng anh tot
hon gdm chuan héa, loc bién doi Fourier nhanh (FFT),
phan doan, hudéng ranh van tay, tan s6 van tay, bd loc
Gabor; ii) “K§ thudt loc bién di Fourier nhanh”.

2) Budc 2 “Ky thuat rat trich dac trung”: Mot anh van
tay dugc nang cao, cic dic trung van tay c6 thé duge rut
trich va biéu dién theo cac diém anh va duong van. Ky
thuat ndy cé 3 budc chinh la nhi phan héa, lam mong, rut
trich cac diém dic trung.
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3) Budce 3 “K¥ thuat so khdp dac trung”: Ky thuét nay
1a budc cubi cung trong AFIS va duoc st dung dé quyét
dinh xem hai d4u van tay c6 khop hay khong bang cach
so sanh cac dac trung cua no.
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Hinh 4. M6 hinh hé théng nhan dang van tay tw dong
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3. Pé xudt xay dung kién tric AFIS trong quan Iy
giao duc

Kién trac AFIS trong quan 1y gido duc & cip do Qudc
gia duoc dé¢ xuét trén hai khia canh: tuong tc giita cac
Truong dao tao v6i Hé théng tap trung Qudc gia (BO
Gi4o dyc va Pao tao) va t6 chirc quan 1y ndi bd cua chinh
hé théng AFIS. Cac lya chon tiém nang cho kién trac kha
thi cac chirc niang AFIS dua trén cac yéu t6 sau [4]:

- Kién triic cia AFIS gdm mot hé thdng tap trung xir
1y 20% truy van chung va truy van tir xa ctia cac Trudng
dao tao khong c6 ban sao dir liéu tai chd. 80% truy van
ctia cac Truong dao tao con lai khong ¢ quyén truy cap
tryc tiép vao hé thong tap trung, do cac Trudng dao tao
nay van cé ban sao dit liéu cuc bo. Do vy, can phai cé
AFIS tai hé thong tap trung, dé cung cdp chirc ning truy
van tir xa cho nhitng Trudng dao tao khong c6 ban sao dir
liéu cuc b va cho cac Truong cb thé bi xay ra sy cd ky
thuat tam thoi véi ban sao dit liéu cuc bo.

- Tt ca cac Truong dao tao st dung hé thdng tap
trung dé tao, cap nhat va x6a (CUD) canh bao. Viéc dua
ra mot canh bao s€ yéu clu, chéng han nhu mot van dé
nhit quan, kiém tra chat lugng tai hé thong tap trung do
AFIS van hanh. Bét ky xir Iy mot canh bao nao déu dugc
giri dén hé thong tap trung, sau d6 s& truyén phat ti cac
ban sao dir liéu cuc bd hién co.

- Viéc tim kiém trong ban sao dir liéu cuc bd tao ra
két qua twong dwong vai két qua tim kiém trong CSDL
tap trung. AFIS hoat dong trén ban sao dir liéu cuc b sé&
phai cung cép cung mot Kkét qua nhan dang (d6 chinh xac,
hanh vi) nhu trén hé théng CSDL tap trung.

1) Pé xuit 1 “Chi duy nhit AFIS hoat dong trén Hé
thong thong tin nhan dang van tay tap trung Qudc gia
(MAFIS)” nhu Hinh 5.
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Hinh 5. M6 hinh AFIS hoat géng trén hé thé'ng tap trung
Quéc gia (MAFIS)
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Trong dé xudt nay du kién chi duy nhat chirc ning
MAFIS dugc cung cip bai Hé thong thong tin van tay tap
trung (CFIS). V6i Truong dao tao B c6 ban sao dir licu
clia hé thong thong tin vén tay tap trung (CCFIS), s& thyc
hién truy van vao Hé thong MAFIS bét cir khi ndo cin
nhan dang van tay thong qua Hé théng thong tin van tay
cuc bo (LFIS). Tuy nhién, khi s dung chuyén gia dé xéac
nhan két qua thu cong, thi anh van tay dugc luu trit trong
CCFIS ciing ¢6 thé dugc sir dung dé giam bot luu luong
truy cap toi hé thong MAFIS. Véi Truong dao tao A chi
¢6 ban sao dit liéu chit va sd, hodc Trudng dao tao C
tham chi khong c6 ban sao dit liéu, s€ hoan toan dya vao
hé¢ théng MAFIS thong qua hé thdng truy nhap LFIS.
CCFIS chi chita anh van tay, con h¢ théng trung tim
MAFIS sé& luu trit toan bd mau van tay (van tay da ma
hoa) cua tat ca cac Truong dao tao.

2) Pé xuét 2 “AFIS hoat dong trén h¢ thong thong tin
nhan dang van tay tip trung Qudc gia (MAFIS) va ban
sao CSDL hé thdng thong tin nhan dang vén tay tuy dong
tap trung (CMAFIS)”: Nhu Hinh 6, trong dé xuat nay du
kién ciing chi duy nhat chirc ning MAFIS dugc cung cip
boi Hé thdng CFIS. Véi Truong dio tao B di ¢ ban sao
CSDL diy du cua Hé théng MAFIS, khi cdn nhan dang
van tay sé truy van vao CMAFIS théng qua Hé thong
LFIS, ma khong can phai truy nhap vao hé thng MAFIS.
Tuong ty nhu trén, véi Truong dao tao A chi c¢6 ban sao
dit liéu chit va sb, hodc véi Truong dao tao C khong co
ban sao dir liéu, s€ hoan toan dua vao hé théng MAFIS
thong qua hé thong LFIS.
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Hinh 6. M6 hinh AFIS hoat déng trén hé thdng tap frung
Quéc gia (MAFIS) va ban sao CSDL hé théng tap
trung (CMAFIS)

3) Pé xuit 3 “Kién trac Hé thong xac thuc van tay (mg
dung trong quan 1y gido duc”: Hinh 7 mé ta kién tric hé
thdng xac thyc van tay ing dung trong quan 1y gido duc.
Hé théng dwoc thyc hién dudi hai hinh thire, xac thuc van
tay c¢b dinh (tai diém tap trung Qudc gia, truong, dia
phuong, ...) va xac thyc van tay di dong (tai diém thi c6
chtrc nang xac thyc). Truong hop xéac thuc vén tay cb
dinh, néu trong CSDL hé théng thong tin nhan dang van
tay tu dong cuc b (ctia Truong dao tao) da c6 chura ban
sao diu vén tay day dii cua thi sinh, thi hé thong s& kiém
tra chat lugng dau van tay tu dong voi cac dang vén tay
tiém an (14 nhing hinh anh van tay vo tinh dé lai do ngoén
tay dé lai trén bé mat vat the) va dang vén tay phang (1a
nhitng hinh anh van tay dé lai do ngén tay an xudng bé
mat phang), van tay cudn dé tu dong dinh danh thi sinh.
Néu trong CSDL hé théng cua Truong dao tao khong
chira ban sao déu vén tay ddy du, hodc ¢6 nhung khong
ddy du, hodc phai truy vin tir CSDL hé théng thong tin
nhan dang van tay ty dong Quéc gia (cua B6 Gido duc va
Dao tao), thi hé thong s& kiém tra chat lwong déu vén tay
thii cong voi cac dang van tay tiém 4n va dang van tay
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phing théng qua tham van chuyén gia dé dinh danh thi
sinh. Trudng hop xéac thuc van tay di dong, hé théng s&
kiém tra chit luong du van tay ty dong véi dang van tay
phang dudi sy kiém soat/tham vén cta chuyén gia dé
dinh danh thi sinh

[ Xac thyc van tay &8 dinh
: %@%—( Dau doc vantay ) (Piu doivz‘m tay )«@j}%

({)mh danh van la)) (Tham vén van lay)
[ o
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| _tiém én hiing + cuén tiém an hin
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Anh)
CSDL H¢ théng thong tin
nhin dang van tay ty dong|

D Piém chat lugng cuc by

T x T— \ tap g y
D biém chat lugng Quéc gia ta trun( e ‘“j

Hinh 7. Kién tric Hé théng déng ky vén tay tmg dung trong
quan ly gido duc

4) Bé xuit 4 “Két hop hé thdng xac thuc van tay voi
hé thdng nhan dién khudn mat tmg dung trong quan 1y
giao duc”: Theo do, ngoai viéc st dung hé théng xac thuc
van tay dang theo cac d& xuét & trén, s& két hop/tich hop
voi hé théng camera nhan dién khuon mat dé tang cuong
thém d¢ chinh xac, an toan cua hoat dong xac thuc va bao
mat déi voi thi sinh.

IV. KET LUAN

Hé thdng xac thyuc véan tay da vai tro da dwoc nghién
ctru va hoan thién trén co so két qua ciia Dy 4n mg dung
cong nghé cao “Phat trién, ing dung hé théng xac thuc
bao mat da vai trd sir dung van tay trong linh vuc an ninh,
ngan hang”, mi s6 01/2018/CNC-HPKHCN, thudc
Chuong trinh phat trién mot sé nganh cong nghiép cong
ngh¢ cao cua Bo Cong thuong [1]. Tur két qua nghién ciru
da dat dugc, nhom thuc hién dé tai dé xuit mo hinh va
kién trac ung dung cong nghé xac thyc, bao mat da vai
trd st dung véan tay trong quan 1y gido duc. Cu thé la
trong quan 1y thi sinh du thi, nhim thay thé viéc ching
nhan va xac thyc thi sinh bang hé thdng thé/phiéu dy thi
c6 anh cua thi sinh kém theo thong qua gidm thi, vira
phuec tap, ton kém vira chua du do tin cay. Khi str dung hé
thdng xac thuc da vai tro sir dung van tay, s& cho phép thi
sinh du thi chi can dang ky du vén tay (thay cho dang ky
liy phiéu/thé¢ du thi), khi tham du thi, thi sinh s& sir dung
van tay cuia minh dé xac thyc dinh danh vao phong thi
(thay cho xuét trinh thé/phiéu du thi dé giam thi kiém tra
cho vao phong thi). Dong thoi, co thé két hop véi viée
xac nhan/ching thyc cua nha treong thong qua xac thuc
da vai tro st dyng van tay cua gido vién chi nhiém, hodc
Ban giam hiéu, hodc nguoi giam hg, ... (tranh dugc gian
lan trong dang ky du thi). Diéu nay vira don gian, it ton
kém chi phi to chire dy thi, vira c6 kha nang bao mat, luu
trir dir liéu “dudi dang s6” va nhat 1a tranh phién phirc
cho thi sinh trong viéc bi quén hodc lam mét thé/phiéu du
thi. Hon nira, néu hé théng xac thuc quan 1y thi sinh duoc
lién két v&i hé théng CSDL quan 1y dan cu (d3 luu trit
san dinh danh cia thi sinh trén 14 tudi), thi s& rat thuén
tién va don gian hoa thu tuc dang ky duy thi.
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MULTI-ROLE FINGERPRINT
AUTHENTICATION TECHNOLOGY APPLYING
TO EDUCATION MANAGEMENT

Abstract: Fingerprint authentication technology is
being widely applied in almost all fields of life -
economy - society. Currently, systems using fingerprints
as tools to authenticate users' identification are quite
popular. These systems are basically two parts as
fingerprint management software and hardware device to
recognize/authentication fingerprint with the ability to
authenticate under simple conditions by comparing a
pattern of user's fingerprint with the fingerprint database
(database) stored on the device, if the user's fingerprint
matches the one in the fingerprint database on the device,
then authentication condition is considered valid. As
such, this system does not allow to set up association
authentication conditions such as combining multiple
users with many concurrent roles in one authentication
session. Also inadequate to ensure security and
confidentiality in a wide area network connection
environment and requires  multiple  fingerprint
authentication for that authentication session. This article
proposes the application of multi-role fingerprint security
authentication technology in educational management, on
the basis of inheriting scientific research results
“Development and application of multi-role security
authentication system using fingerprints in the security
and banking sector”, code No. 01/2018/CNC-HDBKHCN,
under the Program on developing a number of high-tech
industries of the Ministry of Industry and Trade.

Keywords: fingerprint, fingerprint authentication,
fingerprint identification, fingerprint database, multi-role
fingerprint authentication, authentication conditions,
fingerprint comparison, session authentication.
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