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Abstract: DTRU, a new variant of NTRU public
- key cryptosystem, has some advantages in
comparison with original NTRU at the same
security levels. However, in DTRU, the cipher-text
is at least three time longer than the plain-text i.e.,
message-expansion factor of DTRU is higher than
that of other well-known public-key cryptosystems.
By modifying encryption procedure, in this
paper, we propose a new variant of DTRU, called
M-DTRU, that has not only smaller message-
expansion factor but also larger message-security
than original cryptosystem.
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I. INTRODUCTION

NTRU [2], proposed by J. Hoffstein, J. Pipher and
J.H. Silverman in 1996, is a probabilistic public
key cryptosystem runs on a N - th degree truncated
polynomial ring R = Z[x]/(x" — 1). NTRU is known
as one of the fastest public-key encryption schemes
and is standardized in 2008 by IEEE in standard
P.1363.1. Because of the speed of the NTRU and its
low memory use, it can be used in applications such
as mobile devices and smart-cards. In April 2011,
NTRU was accepted as a X9.98 Standard, for use
in the financial services industry. For those reasons,
NTRU is attractive cryptosystem to use in constrained
environments such as embedded systems.

Beside standard NTRU, there are some interesting
variants of NTRU proposed over the last two
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decades in [3], [4], [5], [6], [7], [8] and [9].
Recently, by exploiting two special class of binary
truncated polynomial ring, a newest variants of
NTRU, called DTRU [1] was introduced with the
same complexity and security but smaller keys in
comparison with original NTRU.

However, as in NTRU, the message-expansion
factor in DTRU is a disadvantage of this
cryptosystem. Depending on two integers S and L,
with the proposed constrain of L > 38, the message-
expansion factor of DTRU is larger than 3, a rather
large value in comparison with other well-known
public key cryptosystems. This issue impacts
much on the encrypting performance and prevent
applying DTRU in practical uses.

By observing the structure of encrypting function
in DTRU, we realize that the random polynomial
¢, which is used for blinding the plain-text m, can
be exploited to store the extra plain-text while still
ensuring the security purpose.

For convenience, the brief introduction about
DTRU is provided in section II. In section 111, we
give a simple but important lemma for recovering
from ¢ product ¢ x (x*+ 1) in R, [x] thereby propose
a modification of DTRU, called M-DTRU, that has
not only smaller message-expansion factor but also
larger message-security. The conclusion and future
works are mentioned in section I'V.

Il. DTRU CRYPTOYSTEM

DTRU is a new variant of NTRU cryptosystem
that operates on dual polynomial rings with some
advantages in comparison with standard NTRU.
The trap-doors of DTRU is a polynomial which is
invertible in two different polynomial rings.
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A. Definition and notation

Definition 1: The set of integers n such that
N-1
x"+1=(1+x).T where T :Z x' is irreducible

i=0
polynomial in GF(2) is denote as N,

Definition 2: The set of n = 2" where k is a arbitrary
positive integer is denote as N«

B. Key generation

Bob chooses two arbitrary positive integers
S,LeZ"|L>S,gcd(S,L)=1 and use two rings
R [x] and R,[x] to construct DTRU.

Bob chooses an arbitrary polynomial f € R([x]
invertible in both R¢[x] and R,[x] and computes

two polynomials F € R;[x] and F, € R,[x] such
that

F, * f =1mod(x" +1)
and F,*f=1mod (x°+1)

Bob chooses a non-zero g € R¢[x] and computes
L —bit public key

h=g*F, *(x*+1). (1)

Bob keeps (f, F)) (f,F) as two private keys (F,
can be discarded) and sends S, L and % to Alice

C. Encryption
To encrypt S — bit plain-text message m, Alice selects

a non-zero arbitrary ¢ € R;[x] and computes
e=¢*xh+m 2
and send L — bit cipher-text message e to Bob.
D. Decryption
When receiving e, Bob computes
a= f*emod(x" +1) 3)
and then recovers
m = F, * amod(x® +1). “
E. Decryption criteria

The requirement for correct decryption in DTRU
is that a = ¢ * g *(x* +1)+ f *m does not change

L
under modulo x” +1 therefore we must ensure

Table . Underlying algebraic structures of equivalent parameters of NTRU and DTRU

Parameters NTRU DTRU
N,p.q N,p,geZ" |q>> p,gcd(p,q) =1 S,LeZ" |ged(S,L)=1

L ﬁ(df’df ‘1) Is[x]
Eg ﬁ(dg’dg) Rg[x]
L, L(d,d) Ry[x]
L, meR|m, e[—(p-1)/2,(p-1)/2] me Ry[x]|degm <S5 —1
F, F,* f =1 (mod p) Fy* f =1 (mod(x® +1))
F, F,* f =1 (modgq) F, * f =1 (mod(x" +1))
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Table Il Theoretical performance and security of DTRU in comparison with NTRU where S € N. ,c and LeN o

DTRU NTRU
Public Key (bits) L M =N.log, q
Private Key (bits) 28 2N.log, p
Cipher-text block (bits) L N.log, q
Plain-text block (bits) S-1 N.log, p
Encryption (bit operations) O((log, L)*) O((log, M)*)
Decryption (bit operations) O((log, L)*) O((log, M)*)
pmeoien | Lis=Dno-d oz, 4101
Decryption criteria L>35-1 |f *m+ pg* gLO <q

1[N L[N

Message-security, Key-security 252 ’ 252 Tl (N——Zd)' @ (N——2dg)!

Table lll. Comparison in moderate security mode of NTRU

Moderate security NTRU DTRU
Basic parameters (N, p,q)=(107,3,64) (S,L)=(53,256)
Message security 2265 23!
Key security 230 231
Public key (bits) 642 256
Private key (bits) 340 106
Message-expansion factor 3.78 4.92

Table IV. Comparison in high security mode of NTRU
High security NTRU DTRU

Basic parameters (N, p,q)=(167,3,128) (S,L)=(83,256)
Message security 2775 981
Key security 2829 28
Public key (bits) 1169 256
Private key (bits) 530 166
Message-expansion factor 4.23 3.16
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Table V. Comparison in highest security mode of NTRU

Highest security NTRU DTRU
Basic parameters (N, p,q) =(502,3,256) (S,L)=(293,1024)
Message security 5170 9291
Key security 2285 2%1
Public key (bits) 4024 1024
Private key (bits) 1595 586
Message-expansion factor 5.05 3.51

degd+degg+S<L

Since deg¢@,degg,deg f,degm < S, by choosing
L>3S (5)

we can make sure that decryption is always success.
F. DTRU in comparison with NTRU

The comparison underlying algebraic structures of
DTRU in comparison with NTRU are described in
Table 1.

Table II shows the theoretical performance of
DTRU in comparison with NTRU. It is clear that
DTRU is as fast as NTRU.

The comparison in three proposed security cases of
NTRU and DTRU in [2] is given in table III, table
IV and table V.

The theoretical results show that, at nearly the
same security levels, DTRU always uses much
smaller keys. At the security levels equivalent
to high and highest security cases of NTRU, the
massage expansion factor of DTRU is smaller than
that of NTRU.

lll. M-DTRU, PROPOSED VARIANT OF DTRU

In this section, we point out that the polynomial ¢
can be exploited to store the extra plain-text and
propose a variant of DTRU, named M-DTRU, with
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lower message-expansion factor and higher mes-
sage-security in comparison with DTRU summa-
rized above

A. Definition and notation

Definition 3: The Hamming weight of arbitrary
polynomial f € R, [x] is denoted as w(f)

Definition 4: A polynomial feR[x] is

invertible if there exists geR [x] satistfying
g* f=1(mod(x" +1))
Definition 5: The set of polynomials having odd

Hamming weight in R [x] is denoted as / [x]
It is clear that |In [x]| =2

Definition 6: In R [x], the ratio of number
of invertible element over the total number of

polynomials in ring is denoted as X,

Since invertible polynomials always have odd
Hamming weight, by Definition 5, we can see that
max(K,) =|1,[x]//|R,[x]=1/2

For easy comparison between NTRU and DTRU
we reuse some notations in NTRU including

parameters f,g,p,m,h,e,a andfoursets L, L,
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Ly, L, aswellas truncatedring R = Z[x]/x" -1
. We use * to denote the polynomial multiplication

in Ry[x]

Because DTRU runs on two binary truncated
polynomial rings, R, [x] is larger than Rg[x], we
denote two inverse of private key f in those rings

as F; and Fg, respectively.
B. A supplement lemma

In this sub-section we proof a lemma allowing

M-DTRU to decrypt the ¢ polynomial from
cipher-text successfully.

Lemma 3.1: With two positive integers S and L
where L >2§, suppose that f is a polynomial of
deg f <S—1 inpolynomial ring R, [x].

L-1 . S-1 )
if g=Zgl.x’ = f*(x* +1) then f=2gix’

i=0 i=0

Proof: Since deg f < S —1 then

f =2 S 11 €GF@)

therefore we have

5-1 S-1 < o
g:Zfixi +x5 *Zfl_xi :Zfixi _l_Zfix(HS)modL.
i=0 pary par par

Since i+ S < L, By replacing i = j —.§, we have

S-1

25-1 28-1
(i+S)modL __ Jj+S _ i+S
Efl.x —E fx = E Jx™ and
j=S i=S

i=0

28-1

S—1
i i+S
g=D S+ fix"
i=0 i=S

S-1
thereby f, =g,|i<€[0,S—1] or f=Zgl.xi.[

i=0

S6 2 (CS.01) 2016

C. Key generation

Firstly, Bob chooses two positive
S,LeZ"|L>S,gcd(S,L)=1 and use two rings

R[x] and R,[x] to construct DTRU.

integers

Bob chooses an arbitrary polynomial f € R [x]
invertible in both R;[x] and R,[x] and computes

two polynomials Fy € R,[x] and F, € R,[x] such
that

F, * f=1mod(x" +1) and F; * f =1mod(x* +1)

Bob chooses an arbitrary g e R [x] which is
invertible in R,[x] and computes its inverse
G, € R,[x] such that G, * g = Imod(x" +1).
Finally, Bob computes L —bit public key

h=g+*F, *(x’+1). (6)
Bob keeps (f,F,G,) as two three keys (F, can
be discarded) and sends S, L and / to Alice.

D. Encryption

To encrypt 28 —bit plain-text ¢, Alice divides
it into S —bit message m and S —bit ¢ where

¢ =mx*" + ¢ and computes

e=¢*h+m 7
and send L —bit cipher-text message e to Bob.
E. Decryption
When receiving e, Bob computes

a= f*emod(x" +1) @)
and then obtains S — bit

m=F, *amod(x® +1). ©9)
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After that, Bob computes

d=f*G, *(e+m)mod(x* +1) (10)
and then, by Lemma 3.1, gets S — bit
s-1
p=> dx (1)

Finally, Bob recovers 2§ — bit plain-text

l=mx*"+¢ .

F. Proof of Decryption
By replacing (7) into (8) we have

a=f*emod(x’ +1)= f *(¢*h+m)mod(x" +1)
a=(fxpxgrF,*(x* +1)+k*m)mod(x’ +1)
a=(¢*g*(x*+1)+ f*m)mod(x" +1)

Therefore,
F, #amod(x® +1)= F, * f *mmod(x® +1) = mmod(x® +1)

or m=F, *amod(x® +1)

In addition, since m+e=¢*hmod(x" +1) we
have
d=f*G, *(e+m)mod(x" +1)= [ *G, *(¢*h)mod(x" +1)
=f*G, *¢*(g*FL #(x* +l))mod(xL +1)
=g (x* +)ymod(x" +1).
s-1
and, by Lemma 3.1, we get ¢ = Zdix’
i=0
28 - bit

thereby we can recover plain-text

l=mx*"+¢.0
G. Theoretical message-security of M-DTRU

Since the size of plain-text message in M-DTRU
is now double longer than that of DTRU, the
message-security value of M-DTRU is thus two
times larger and is 25! while the DTRU’s one is
252,

24, | 7 o/t KHOA HOC CONG NGHE
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H. Decryption criterion

The requirement for correct decryption in M-DTRU
is the same as in DTRU and is

L>3S (12)

I Examples

Bob chooses §=5,L=16 and uses R.[x] and

R, [x] to construct cryptosystem.

Key generation:

Bob chooses f=x*+ x> + 1 and computes its two
inverses

Fy=x"+x+1and

F, =X x4+ e x +x
Bob chooses g = x* + x* + 1 and computes its in-
verse in R [x]

G, =x"+x" +x" + x4 2+ x X+t 41
Finally, Bob computes public key

h=x" +x* x4 X+ 4+ x4+ 4
and sends S, L and 4 to Alice.

Encryption:

In order to encrypt 10-bit
£=(0010111100), or £ =x" +x" +x* +x° +x°

in polynomial form, Alice divides it into

message

5 — bit m = (00101) and 5 — bit ¢ = (11100) or
m=x*+1and ¢ =x*+ x>+ x* in polynomial form

After that, by using (7), Alice computes

e=(x' 0 )R (x4 T 2+ (2 +1) mod(x® +1)

= e a7 1) mod(x' +1)

and sends 16 — bit cipher-text e to Bob.
Decryption:

When receiving e from Alice, by using (8), Bob
computes

$6 2 (CS.01) 2016
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a=(+x7 + D) xR x E  +x  x +]) mod (2" +1)

=420+ 7 20+ + X7+ x) mod(x' +1)

and by (9) obtains

m="+x7+D*(x"” + x5 +x° +x7 +x° +x° + x> +x) mod(x’ +1)
=(x* +1) mod(x’ +1).

In the next step, by (10), Bob computes

d=0"+x*+x" +x* +x + x)mod(x"” +1)
=(x* +x° +x7)*(x° +)mod(x" +1)

and, by Lemma 3.1, get ¢= x4+ +x7
Finally, Bob reconstructs 10 — bit

l=m*x’+¢=(x"+1)*x" +(x* +x +x%)
=x"+x +x'+x7+x°
or £{=(0010111100) in binary form.

J. Comparison with DTRU

By making use of ¢, M-DTRU can encrypt max-
imally 2§ bit plain-text message at once there-
fore the message-expansion of M-DTRU is twice
smaller than that of DTRU. Consequently, the mes-
sage-security value is increased by factor of 2 in
comparison with DTRU.

However, the drawback of M-DTRU is that it uses

03 private keys f,F,,G, with totally 2S5+ L
while this value of DTRU is only 2S5 .

The theoretical performance and security of

M-DTRU and DTRU are compared in Table VI.

The comparison in three proposed security cases
of NTRU, DTRU in [1] and M-DTRU is given in
table VII, table VIII and table IX

Atnearly the same security levels, M-DTRU always
has much smaller message-expansion factor and
larger message-security than NTRU and DTRU
does. Especially, in table IX, the message-expan-
sion factor of DTRU is only 1.75, nearly three time
smaller equivalent value of NTRU (5.05).

At all three security levels, the total size of private
keys in M-DTRU is nearly the same as that of
NTRU but larger than DTRU’s one.

IV. CONCLUSION

By exploiting the random polynomial in encrypting
procedure, the M-DTRU scheme obtains lower
message-expansion factor and higher message-
security in comparison with original DTRU.
This variant also provides another choice for
constructing DTRU. However, similar to DTRU,
this proposal needed more cryptanalysis under
various attacks to ensure about its security.
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Table VI. Theoretical performance and security of M-DTRU modification in comparison with DTRU

DTRU M-DTRU
Public Key (bits) L L
Private Key (bits) 28 28+ L
Cipher-text block (bits) L L
Plain-text block (bits) S-1 28
Encryption (bit operations) O((log, L)*) O((log, L)*)
Decryption (bit operations) O((log, L)% O((log, L))
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DTRU M-DTRU
Message-expansion factor L/(S-1)-to-1 L/28—to-1
Decryption criteria L>35-1 L>35-1
Message-security 2572 25!
Key-security 2572 252
Table VIl. Comparison in moderate security mode of NTRU and DTRU
Moderate security NTRU DTRU M-DTRU
Basic parameters (N, p,q) =(107,3,64) (§,L)=(53,256) (S,L)=(53,256)
Message security 2263 2! 2%
Key security 230 251 951
Public key (bits) 642 256 256
Private key (bits) 340 106 309
Message-expansion factor 3.78 4.92 2.42
Table Vill. Comparison in high security mode of NTRU and DTRU
High security NTRU DTRU M-DTRU
Basic parameters (N, p,q) =(167,3,128) (S,L)=(83,256) (S,L)=(83,256)
Message security 2773 281 282
Key security 2829 281 281
Public key (bits) 1169 256 256
Private key (bits) 530 166 422
Message-expansion factor 4.23 3.16 1.54
Table IX. Comparison in highest security mode of NTRU and DTRU
Highest security NTRU DTRU M-DTRU
Basic parameters (N, p,q) =(502,3,256) (S,L)=1(293,1024) (S,L)=1(293,1024)
Message security 2170 221 2292
Key Security 2285 2291 2291
Public key (bits) 4024 1024 1024
Private key (bits) 1595 586 1610
Message-expansion factor 5.05 3.51 1.75
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