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Tém tit: Hiu hét cac mé hinh phat hi¢n xAm nhap
hi¢n dai déu wng dung hoc may dé cho ra két qua
phat hi¢n va phin loai tin cong xim nhip véi do
chinh xic cao. Nghién ciru nay dé xuit mé hinh két
hop mang no-ron nhiéu 16p véi huén luyén nhiéu giai
doan DSD dé cai tién ddng thoi cac tiéu chi lién quan
dén hiéu qua thue thi cia cic hé thong phat hién xam
nhap trén tap dir licu UNSW-NBI15, l1a tip dwgc cap
nhit thwong xuyén cic dic trung dir liéu véi nhiéu
hinh thirc tin céng méi. Chiing tdi tién hanh thuc
nghiém trén 3 mo hinh mang no-ron RNN, LSTM, va
GRU dé danh gia hiéu qua két hop véi tirng mé hinh
théng qua nhiéu tiéu chi nhw d chinh xdc, ty 1¢ phat
hién, ty 1€ canh bao gia, Precision va F1-Score.

Tir khéa: an ninh mang, hoc mdy, hoc sdu, IDS,
mgng no-ron.

I. GIOITHIEU

Hé théng phat hi¢gn xam nhéap (Intrusion Detection
System - IDS) la hé thong giam sat luu thong mang, cé
kha nang nhan biét nhiing hoat dong kha nghi hay nhitng
hanh dong xam nhép trai phép trén h¢ thdng mang trong
tién trinh tan cong, tir do cung cap thdng tin nhan biét va
dua ra canh bao cho h¢ thong va nha quan tri. Su phat
trién Cua ma doc (malware) dit ra mét thach thic quan
trong d6i vai viéc thiét ké cac hé thong phét hién xam
nhap (IDS) Céc cudc tan cong bang ma doc da tro nén
tinh vi va nhiéu thach thirc hon. Nhirng ké tao ra ma doc
c6 kha nang sir dung nhiéu k§ thuat khac nhau dé che giau
hanh vi va ngan chan sy phét hién cua IDS, tir d6 ching
dé dang lay cap dix ligu quan trong cling nhu pha hoai hoat
dong san xuit kinh doanh va cung cép dich vy cuaa nhiéu
c& nhan t6 chirc.

IDS hoat dong theo ba phuong thtc chinh gdém
Signature-base, Abnormaly-base, va Stateful
Protocol Analysis. Signature-base IDS so sinh cic dau
hiéu cua d6i tuong quan sat vdi cac dau hiéu cua cac mbi
nguy hai di biét. Abnormaly-base IDS so sanh dinh nghia
cua nhu’ng hoat dong binh thuong va db6i twong quan sat
nham xac dinh cac do léch dé dua ra canh bao. Stateful
Protocol Analys1s IDS so sanh cac proﬁle dinh trudc vé
hoat dong ctia mdi giao thirc duoc coi 1a binh thuong véi
dbi tuong quan sat tir d6 xac dinh do léch. Ngoal trir
phuong thue Signature-base, hai phuong thirc con lai rat
can pha1 hoc dé nhan biét cac dau higu bét thuorng Vi
vay ma trong vai thap ky qua, hoc may da dugc st dung
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dé cai thién phat hién xam nhap.

Hi¢u qua cua cac IDS duoc danh gid dua trén higu
suét thyc thi ctia ching trong viée xac dinh cac cudc tan
cong. Diéu nay doi hoi mot tap dir liéu hoan chinh vai
day du cac hanh vi binh thuong va bat thuong. Cac tap
dir liéu chudn trude day nhu KDDCUP 99 [1] va
NSLKDD [2] da duoc ap dung rong rdi d¢é danh gia kha
ndng thye thi cta cac IDS. Mac du hi¢u qua cta cac tép
di liéu nay da duogc ghi nhan trong nhicu nghlen cliiu
true do, viée danh gia IDS bang cach str dung céc tap dir
liéu nay khong phan anh dung hiéu suat dau ra thyc té do
mot vai Iy do. Ly do dau tién 1a tap dir lieu KDDCUP 99
chira mot s6 lugng 16n cac ban ghi du thira trong tap huin
luyen Cac ban ghi du thira anh hudng dén ket qua cua
cac do léch bias trong phat hién xdm nhép d6i véi cac ban
ghi thuong xuyén. Thu hai, nhiéu ban ghi bj thiéu 1a mot
yéu t thay doi ban chat cua dir liéu. Thir ba, tap dir liéu
NSLKDD la phién ban cai t1en cia KDDCUP 99, n6 g1a1
quyét mot sd van dé nhu mét can bang dir liéu glua cac
ban ghi binh thudng va bat thudng ciing nhu cac gia tri bi
thiéu [3].Tuy nhién, tap dir liu nay khong phai la dai
dién toan dién cho moi truong tan cong thyc té hién dai.
Tap dir ligu chuidn UNSW-NBI15 [4] duoc tao ra nhim
giai quyét cac han ché cua cac tap dir lidu trude do, dic
bi¢t la cap nhat thuong xuyén cac dic trung dit ligu va
bam sat cac hinh thire tan cong moi.

Di c6 nhidu phuong phap hoc may va mé hinh mang
no-ron ap dung vao phat hién xam nhap mang nhu RNN,
LSTM, GRU. Viéc chon mo6 hinh phu hop véi b dir heu
UNSW-NBI15 dé cai thién két qua danh gia ciing 1a van
dé dang dugc quan tam [5]. Bén canh d6, mot trong
nhitng nghién ciru gan day dé cai tién chit luong huin
luyén [6], mé hinh huin luyén DSD (Dense Sparse
Dense) da duogc ap dung hi€u qua vao mot so bai toan xur
1y hinh anh, nhan dang giong ndi. Trong nghién ciru nay,
chl'mg toi tdp trung vao viéc danh gia hiéu qua phat hién
x4m nhap mang dya trén cac mo hinh mang no-ron sau
nhu RNN, LSTM, GRU bang cach dé xuit mo hinh két
hop phwong phap huin luyén DSD vao ting md hinh
mang no-ron nay dé cai tién hiéu qua thyc thi cho cac hé
thong phat hién xam nhap mang.

Bai viét nay co 6 phan, cac phan con lai dugc trinh
bay nhu sau. Phan II trinh bay cac nghién cau lién quan
gom mo hinh hoc sau va phuong phéap huan luyén DSD.
Phan III trinh bay mé hinh két hop dé xuit. Phan IV va V
trinh bay thyc nghiém, két qua va danh g1a cac mo hinh
dé xuét. Phan VI s& két luan cho nghién ctru nay.

Il. CAC NGHIEN CLPU LIEN QUAN

Trong phan nay, ching toi trinh bay cdc md hinh hoc
sau lién quan va phuong phap hudn luyén DSD.
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A. Mang no-ron héi quy — Recurrent Neural Network
(RNN)

RNN 17 ] 1a mot phan mo rong cua mang no-ron
chuyén tiep thiang, duoc thiét ké dé nhan dang cdc mau
trong chudi dir liéu. Cac mang no-ron duoc goi 1a hdi quy
vi ching thyc hién cung mét nhiém vy cho moi thanh
phan cia chudi voi dau ra phu thudc vao cic tinh toan
trude do [8].

Unfold I I I
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Hinh 1. Kién tric RNN don gidn

H w

C6 thé xem RNN 1a mot cach dé chia sé trong sd theo
thoi gian, nhu dugce minh hoa trong Hinh 1. Cac phuong
trinh (1) va (2) sau dung dé tinh toan trang thai h,va dau
ra an O, theo RNN:

hy = oc(W;he(—q + Ux; + by) @)
0¢ = T(W,he) @

Trong d6 o va t tuong tng la ham kich hoat sigmoid
va softmax, x; la mot vecto dau vao tai thoi diém t, h la
vecto trang thai 4n ¢ thoi dlem t, Wi la ma tran trong sO
dau vao, U la ma tran trong 50 gura cac 16p an, W, 1a ma
tran trong s6 dau ra va by 1a hé s6 bias.

Mb hinh RNN ¢6 mot nhuoc diém 16n, d6 13 tai mdi
thoi diém trong qué trinh huan luyén, cac trong sb tuong
tu nhau dugc sir dung dé tinh toan dau ra O,, didu nay
khién cho két qua tao ra khdng con chinh xac. M6 hinh
Long Short-Term Memory (LSTM) va Gated Recurrent
Unit (GRU) da duoc dé xuat dé giai quyét van dé nay.

B. Mang Long Short-Term Memory (LSTM)

Mang bd nhé dai- ngan LSTM (Long Short Term
Memory) [7] 1a mot bién thé ciia mang no-ron hoi quy
duogc d€ xuat nhu mot trong nhung ky thuat may hoc dé
giai quyet nhiéu van de dir liéu tuan ty. LSTM gitp duy
tri 15i co thé lan truyen ngugc qua cac 16p theo thoi gian.
LSTM dugc dung dé ting do chinh xac cua két qua dau
ra, cting nhu lam cho RNN tr¢ nén hitu ich hon dya trén
cac tac vu bo nhd dai han. Klen tric LSTM nhu duoc
minh hoa trong Hinh 2, bao gom bbn thanh phan chinh;
cong du vao (i), cong quén (f), cong dau ra (0) va 6 nhé
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Hinh 2. Kién tric 16i cda khéi LSTM [7]

Khdi LSTM dua ra quyét dinh vé viéc luu trir, doc va
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ghi thong qua cac cong mo hodc dong, va m01 khdi bd
nh¢ tuong Gmg véi mot thoi diém cu thé. Cac cong truyen
thong tin dya trén mot tap céc trong sO. Mot s6 trong sd,
nhu trang thai dau vao va an, duoc diéu chinh trong qua
trinh hgc. Céc phuong trinh tr (3) dén (8) ding dé biéu
dién mdi quan hé gitra dau vao va dau ra tai thoi diém t
trong kién truc khdi LSTM:

fe = o(Wrlheo1, %] + by) ©)]
iy = o(W;[he_q, x¢] + by) (4)
Jje = o(Wjlhe—y, x¢] + b)) (5)
¢t = fi X Ce_q + it X j¢ (6)
ze = o(Wjlhe—1, %] + b)) (7
he = z; X w(ct) (8)

Trong d6 ¢ va o tuong tng la ham kich hoat sigmoid
VE:i tanh, x¢ 1a mot vecto dau vao tai thoi diém t, ht 1a vecto
dau ra ¢ thoi diem t, W va b 1an luot 1a 1a ma tran trong
sO va hé sd bias, f; 1a ham quén dung dé loc bo cac thong
tin khong can thlet it va ji dung dé chén thong tin mai
vao 6 nhd, z xudt ra thong tin lién quan.

C. Mang Gated Recurrent Unit (GRU)

GRU la mét blen thé cia LSTM duoc glm thi¢u boi
K.Cho [8]. GRU ve co ban 1a LSTM khong c6 cong dau
ra, do d6 n6 ghi tit ca ndi dung tir bo nhd vao mang 16n
hon ¢ ting thoi dlem Tuy nhién né dugc tinh chinh bang
cach sir dung mot cong cap nhét duoc bd sung vao trong
cau tric khoi GRU. Cong cap nhat 1a su két hop gilta
cong dau vao va cong quén. M6 hinh GRU dugc de xuat
dé don gian héa kién trac cia mé hinh LSTM. Céu triic
ctia GRU dugc thé hién trong Hinh 3 va cac phuo‘ng trinh
tir (9) dén (12) thé hién mdi quan hé gitra ddu vao va két
qua du doan.
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Hinh 3. Kién tric 16i cda khéi GRU [7]

tanh

ve = oc(Wplog—1, xc] + x1) ©)

s¢ = o(Wylop—1, x¢]) (10)

o't = w(Wplse X 0p—1,%c]) (11)
0p =1 —v) X0gq +vp X0'; (12)

Trong d6 khong gian dic trung (ddu vao) dwoc dai
dién boi X va du doan duoc dai dién boi 0, Vi 1a ham cap
nhat. W 13 trong sé duoc tdi wu hoa trong qua trinh huan
luyén. 6 va o twong tng 1 ham kich hoat sigmoid va
tanh dé gitr cho thong tin di qua GRU trong mot pham vi
cu thé.

D. M6 hinh hudn luyén Dense Sparse Dense (DSD)

Céc md hinh no-ron nhiéu 16p phirc tap cho két qua
t6t va c6 thé thu duge cac quan hé phi tuyén cao giita cac
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dir liéu dac trung va dau ra. Nhuoc diém ciia cac mo hinh mo ta trong cac Bang |, 11 va lll.
1on nay la chiing d& bi nhiéu trong tap dir liéu huan luyen .
Vﬁec nay dan de(rrl1 t11[11h trang qI;a[]lflll]op (over-fitting) [9] va L&p dau vao ‘:1']3'?3?3
phuong sai cao (high variance s
RNN/LSTM/GRU Lopdaura
Bang . Cau hinh ciia mé hinh RNN dé xuét P
Lép (Kiéu) Dang diu ra # tham sb Tén cong '
RNN/LSTM/GRU N 7
rnn_1 (SimpleRNN) (None, None, 128) 21.888 -
drop_out_1 (Dropout) | (None, None, 128) 0 L
A [ ] Binh thurdng
rnn_2 (SimpleRNN) (None, None, 128) 32.896
drop_out_2 (Dropout) | (None, None, 128) 0 ENNLSTMIGRU
rnn_3 (SimpleRNN) | (None, None, 128) 32.896 S . .
Hinh 4. Kién trac RNN/LSTM/GRU goéc véi 4 [6p an
drop_out_3 (Dropout) | (None, None, 128) 0
mn_4 (SimpleRNN) (None, 128) 32 896 Bang II. C4u hinh cda m6 hinh LSTM dé xuét
drop_out_4 (Dropout) (None, 128) 0 L6p (Kiéu) Dang diu ra # tham s
dense_1 (Dense) (None, 1) 129 Istm_1 (LSTM) (None, None, 128) 87.552
activation_1(Activatio (None, 1) 0 drop_out_1 (Dropout) | (None, None, 128) 0
n Istm_2 (LSTM) (None, None, 128) 131.584
Tong s tham s0 120.705 drop_out_2 (Dropout) | (None, None, 128) 0
Tuy nhién, néu dua m hinh trg vé dang it phuec tap sé Istm_3 (LSTM) (None, None, 128) | 131.584
khién h¢ thong may hoc ¢ thé bo 15 cac quan hé lién
quan gifra cac dic trung va dau ra, din dén van de under- drop_out_3 (Dropout) | (None, None, 128) 0
flttlng [9] va bias cao (hlgh blaS) [10] Day la VaIl de vO Istm_4 (LSTM) (None, 128) 131.584
cung thach thirc vi dg 1&ch bias va phuong sai rat kho dé
t6i vu hoa cing mot llc. drop_out_4 (Dropout) (None, 128) 0
Trong nghién ciru [6], Song va cac dong sy gidi thi¢u dense_1 (Dense) (None, 1) 129
DSD, m¢t mé hinh huan luyén “day déc — thua thét — day o ot
activation_1(Activation None, 1 0
dac” bang cach lya chon cac két ndi dé loai bo va phuc 1 — ) ’( )
hoi cac két ndi khac sau d6. Nhom tac gia da thur ngh1em Tong so tham so 482.433

md hinh DSD cua minh v6i GoogleNet, VGGNet va
ResNet trén tap dir liéu ImageNet NeuralTalk BLEU trén
tap dir ligu Flickr-8K, va DeepSpeech-1&2 trén tap dir
lieu WSJ’93. Két qua thyc nghiém cho thay mé hinh
huin luyén DSD da mang lai hiéu qua dang ké trén cac
tap dit liéu xr Iy anh va nhan dang giong ndéi dugc ap
dung trén cic mang ro-ron sau.

Ill. MO HINH MANG NO-RON KET HOP

Nhéan théy réng cic mang no-ron héi quy
(RNN/LSTM/GRU) c6 thé hoc hiéu qua de tao ra cac
quan hé phi tuyén cao gitra cac dac trung déu vao va dau
ra, nghién cuu nay dé xuat mot md hinh két hop
RNN/LSTM/GRU véi phuong phap hudn luyén 3 giai
doan DSD dé nang cao hiu qua phat hién xam nhap
mang. Chung t6i dat s0 lugng no-ron cua tat ca cac 16p
an 1a 128. M6 hinh dé xuét gom:

- Mo hinh mang no-ron RNN/LSTM/GRU géc 4
16p an duoc thé hién trong Hinh 4;

- M& hinh huin luyén lai DSD-RNN/DSD-
LSTM/DSD-GRU sur dung mot qua trinh ba giai
doan: day dac (Dense - D), thua thdt (Sparse - S),
tai day dac (reDense - D) dugc ap dung trén mo
hinh mang no-ron goc 4 16p an. Céc giai doan
dugc minh hoa trong Hinh 5;

Céu hinh d& nghi cia cdc md hinh tuong tng duoc
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Huin luyén thua thdt chuan hoa mo hinh va huin
luyén day déc sau cung khéi phuc céac trong s6 da duge
cit tia (mau do), gitp tang hi€u suat m6 hinh ma khong bi
overfitting. Ngoai ra, dé danh gia dang hiéu qua cia viéc
két hop, chung t6i ap dung k¥ thuat Cross Validation [11]
cho tirng mo hinh trén tap dit liéu UNSW-NB15.

Bang lll. C4u hinh cdia mé hinh GRU dé xuét

Lép (Kiéu) Dang du ra # th?m
SO
gru_1 (GRU) (None, None, 128) 65.644
drop_out_1 (Dropout) (None, None, 128) 0
gru_2 (GRU) (None, None, 128) 98.688
drop_out_2 (Dropout) (None, None, 128) 0
gru_3 (GRU) (None, None, 128) 98.688
drop_out_3 (Dropout) (None, None, 128) 0
gru_4 (GRU) (None, 128) 98.688
drop_out_4 (Dropout) (None, 128) 0
dense_1 (Dense) (None, 1) 129
activation_1(Activation) (None, 1) 0
Téng s6 tham sb 361.857
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IV. THPC NGHIEM

A. M0 ta tdgp dir liéu

Dé danh gia dugc hidu qua ciia cac IDS can co mot bo
dir liéu xam nhép chuan. Cac b dir liéu nay rat quan
trong dé thir nghiém va danh gia cac phuong phap phat
hién xam nhap. Chat 1u0’ng cua dir liéu thu thap anh
huong dén hiéu qua cia cac k¥ thuat phat hién bat
thuong Mot trong sb tap dir lidu chuan dugce dung rong
réi la KDD Cup 1999 [1] va NLS-KDD [2]. Tuy nhién,
ching van ton tai mot s6 han ché nhat dinh. Tap dir liéu
chuin UNSW-NB15 [4] duoc tao ra nhiam giai quyét cac
thach thirc trén. Cac goi mang thé cua tip dir liéu
UNSW-NB15 duoc tao bdi cong cu IXIA PerfectStorm
trong Phong thi nghiém Cyber Range cua Trung tdm An
ninh mang Uc (ACCS) dé tao ra mot hon hop céac hoat
dong binh thuong thuc sy va cac hanh vi tan cong tong
hop hién dai. Tap dir liéu ddy du chta tong cong

2.540.044 ban ghi.

Dense /Day

Sparse/Thwa

Dense /[Day

Tai day dac
——— 5
Ting hicu
qua mé hinh

Hinh 5. M6 hinh huén luyén lai DSD-RNN/DSD-LSTM
/IDSD-GRU véi 3 giai doan

Tép dir liéu duge rdt gon duge mod ta trong Bang IV
chi ¢6 44 dic trung kem theo nhan phén 16p, loai bo 6
ddc trung (dstip, srcip, sport, dsport, Ltime va Stime)
khoi tap dir liéu day du.

Trong Bang 1V, dur 13 thong tin vé tong thoi gian;
proto 1a giao thurc; service 1a la loai dich vu (http, ftp,
smtp, ssh,...); state biéu thi trang thai glao thire; spkts la
) g01 tir ngudn den dich; dpkts 1a so géi tir dich den
nguon; shytes 1a sb byte tur nguon t6i dich; dbytes 1a )
bytes tir dich dén ngudn; sttl 1a gia tri TTL tir nguon t6i
dich; dttl la gia tri TTL tu dich toi nguon sload Ia so bit
nguon dload 1a s bit dich; sloss 1a cac goi nguon duoc
truyen lai hodc bi loai bo; dloss 1a cic goi dich duge
truyen lai hodc bi loai bo (mili gidy); sinpkt la thoi g1an
dén glu’a cac g01 ngudn (mili gidy); dinpkt la thoi gian
dén giita cac goi dich; sjit 1a jitter nguon (mili gidy); djit
la jitter dich (mili glay) swin la gia tri cua kich thudce
TCP quang ba nguon; stcpb 1a s6 thtr tu cua TCP ngudn;
is_sm_ips_ports cho biét néu dia chi IP ngudn va dich
bang nhau va sb cng ngudn va dich bang nhau thi bién
nay nhan gia tri 1 nguoc lai bién nay nhan gia tri 0; dtcpb
1a s6 tht ty ciia TCP dich; dwin 1a g1a tri cua kich thudc
TCP quang b dich; teprtt 1a thoi gian khu hoi thiét lap
két ndi TCP, 1a tong cla synack va ackdat; synack la thoi
gian thiét 1ap két ndi TCP gilra g01 SYN va SYN_ACK;
ackdat 1a thoi glan thiét 1ap két ndi TCP, 1a thoi gian giira
SYN_ACK va cac goi ACK; smean la gié tri trung binh
kich thude goi ludng dugce tmyen boi src; dmean la gia tri
trung binh kich thudc goi luong duoc truyen bdi dst;
trans_depth dai dién cho chleu sau lién két trong két ndi
cua giao dich yeu cau/phan h01 http; response_body len
1a kich thude ndi dung thue té khong nén cua dir ligu
duoc truyen tor dich vu http may chu; ct_srv_src la so
lugng ket ndi chira cung mdt dich vu va dia chi nguon
trong 100 két ndi gan day nhat; ct_state_ttl 1a s6 cho mdi
trang thai theo pham vi gid tri cy thé cho TTL
ngudn/dich; ct_dst_Itm 1a s két ndi co cung dia chi dich
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trong 100 ket nbi theo lan gan day nhat ct_src_dport_Itm
la s6 két n01 c6 cung dia chi ngudn va cong dich trong
100 ket nbi theo lan cudi cung, ct_dst Sport Itm 1a 1a so
ket ndi co cung dia chi dich va cong nguon trong 100 két
nbi theo 1an cudi ciing; is_ftp Iogln cho biét néu phién ftp
dugc truy cip boi ngudi dung va mat khau thi nhan vao
gid tri 1, nguoc lai thi nhan gia tri 0; ct_ftp_cmd la so
luong ¢6 lénh trong phién ftp; ct_flw_http_mthd 1a s6
ludng c6 cac phudng thire nhu Get va Post trong dich vy
http; ct_src_Itm 1a so ket nbi co cung dia chi nguon trong
100 ket ndi theo lan gan day nhét; ct_srv_dst 1a s6 luo’ng
két ndi co cung dich vu va dia chi dich trong 100 két noi
theo 1an gan day nhat; attack_cat 13 tén cua ting loai tin
cong. Trong dir liéu nay, tap hop chin loai; label nhan gia
tri 0 cho binh thuong va 1 cho cac ban ghi tin cong.

Bang IV. M6 ta déc trung tap di liéu rat gon UNSWNB-15

# Pic Kiéu # Pic Kiéu
trung trung
1 dur float 23 dtcpb integer
2 proto nominal | 24 dwin integer
3 service | nominal | 25 teprtt float
4 state nominal | 26 synack float
5 spkts integer | 27 ackdat float
6 dpkts integer | 28 smean integer
7 sbytes integer | 29 dmean integer
8 dbytes integer | 30 trans_depth integer
9 rate float 31 | response_bod | integer
y_len
10 sttl integer | 32 ct_srv_src integer
11 dttl integer | 33 ct_state_ttl integer
12 sload float 34 ct_dst_Itm integer
13 dload float 35 | ct_src_dport_| | integer
tm
14 sloss integer | 36 | ct_dst_sport_| | integer
tm
15 dloss integer | 37 | ct_dst_src_Itm | integer
16 sinpkt float 38 is_ftp_login binary
17 | dinpkt float 39 ct_ftp_cmd integer
18 sjit float 40 | ct_flw_http_m | integer
thd
19 djit float 41 ct_src_Itm integer
20 Swin integer | 42 ct_srv_dst integer
21 stcpb integer | 43 attack_cat nonimal
22 | is_sm_i binary | 44 label binary
ps_ports

Mot phan cua tap dir ligu day du dugc chia thanh tap
huin luyén va tap kiém thi, cu thé i
UNSW_NB15_training-set.csv va UNSW_NB15_testing-
set.csv. Tap dit liéu hudn luyén bao gdm 175.341 ban ghi
trong khi tap dir liéu kiém thir chira 82.332 ban ghl So
lwong dic trung trong tap dir lidu rat gon khac véi sd
luong dic trung trong tap dir liéu day du.
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B. Tién xu ly da liéu

1) Chuyén doi dic trung nominal thanh dang sé
Qué trinh chuyén d6i ddc trung nominal thanh dang
sO con goi 1a Numericalization. Trong bg di liéu rit gon
UNSW-NB15 c6 40 dac tnrng dang numeric va 4 dac
trung nominal. Vi gla tri ddu vao cia RNN, LSTM, GRU
pha1 la mot ma trdn s6 nén chung t6i phai chuyen d6i mot
s0 dac trung nomlnal chang han nhu cdc dac trung
"proto”, "service" "state" thanh dang s6. Chang toi
chuyén cic bo sb nay bang thu vién scikit-sklearn
LabelEncoder [12]. Chang han, ddc trung proto trong tap
dir liéu c6 cac gia tri khong trung gom tcp, udp, rdp thi sé
dugc ma héa nhan tuong ung thanh s61,2,3.

Tap dir liéu rat gon chia 10 loai, mot loai la normal
va 9 loai tan cong gom: generic, exploits, fuzzers, DoS,
reconnaissance, analysis, backdoor, shellcode va worms.
Bang V cho thay chi tiét phan loai 16p cua tap dir lidu rut
gon UNSW-NB15.

2) Chudn héa di ligu Min-Max

Chuan hoa 13 mét ky thuat chia ty 1€ trong d6 cac gia
trj dugc dich chuyén va dinh c& lai sao cho chung két
thuc trong khoang tir 0 dén 1. Chuan hoa doi hoi Chung ta
phai biét hodc co thé wéc tinh chinh xac cac gia tri tbi
thiéu va t6i da c6 thé quan sat duoc.

Do pham vi g1a tri ctia dir liéu tho rat rong va khac
nhau, trong mét so thuat todn hoc may, cic ham muc tiéu
s€ khong hoat dong dung néu khong dugc chuin hoa.
Mot 1y do khac cho viéc chuan hoa dic trung duoc ap
dung 1a d¢ chinh xac du doén s€ tang 1én so voi khong c6
chuan hoa [13].

Bang V. Phan loai t4n cong trong tap di liéu rat gon

UNSW-NB15
Phén loai Tap dit liéu huAn |  Tép dit ligu
luyén kiém thw
UNSW_N B_trai UNSW_NB_tes
ning-set ting-set
Normal 56.000 37.000
Generic 40.000 18.871
Exploits 33.393 11.132
Fuzzers 18.184 6.062
DoS 12.264 4.089
Reconnaissance 10.491 3.496
Analysis 2.000 677
Backdoor 1.746 583
Shellcode 1.133 378
Worms 130 44
Téng cong 175.341 82.332

Trong thue nghiém nay, ching tdi sir dung chuin hoa
Min-Max dugc cho boi phuong trinh (13):

, . x= min(x)
= max(x) — min(x) (13)
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3) Cdc phuong phdp danh gid

_Chung t6i str dung 5 metric pho bién dé danh gia hi¢u
suat phat hién xdm nhap bao gom dd chinh xac
(Accuracy), t}"/ 1€ phat hién (Detection Rate), Precision, ty
1¢ canh bao gia (False Alarm Rate) va F1-score. Bang VI
thé hién ma tran nham 13n bao gom duong tinh that (TP)
am tinh that (TN), duong tinh gia (FP) va am tinh gia
(FN). TP va TN chi ra rang trang thai bi tn cong va trang
théi binh thuong dugc phan loai chinh x&c. FP chi ra rang
mot ban ghi binh thuong duge du doan khong chinh xac,
nghia 1a IDS canh bdo mot cudc tan cong khong dung
thuc té. FN chi ra rang mot ban ghi tan cong dugc phan
loai khdng chinh x&c, nghia la IDS khong canh bao gi ma
ghi nhan day van 1a ban ghi binh thuong.

Bang VI. Ma trdn nhdm |4n

Dy doan - Dy doén -
Tan cong Binh thuong
Thue té - T4n cong TP FN
Thuec té - Binh thuong FP TN

P§ chinh xac (Accuracy) 1a muc d6 gan cua cac
phép do véi mot gia tri cy thé, thé hién so lugng cac
truong hop dit liéu dugc phan loai chinh xéc trén tong so
dy doan. DY chinh xéc co thé khong phai la thudc do t6t
néu tap dir liéu khong duge can bang (ca hai 16p 4m va
dwong c6 sb lugng dit liéu khac nhau). Cong thire tinh do
chinh xac dugc dinh nghia trong cong thuc (14).

| ~ TP+ TN
CoUracY = TP I TN + FP + FN

(14)

Ty 1€ canh bao gia (False Alarm Rate - FAR) - con
dugc goi l1a False Positive Rate (ty 1¢ duong tinh gia).
Thu6e do nay dugce tinh theo cong thie (15). Ty 1€ Iy
tuong cho thudc do nay cang thap cang tot, tirc 1a sb phén
loai nham mot phén loai binh thuong sang dy doan tan
cong (FP) cang thap cang tot.

FP
= 15
FAR FP+TN (15)
P§ chinh xac phep do (PreCISIOn) — la mue do gan
clia cac phép do, €0 gia tri gan voi 1 khi ket qua la mot
tdp phén loai t6t. Precision 12 1 chi khi tir s va méu sb
bang nhau (TP = TP + FP), didu nay ciing c6 nghia la FP
bang 0. Khi FP tang gla tri dan dén mau sé 16n hon tir s6
va gia tri chinh xac giam. Cong thuc tinh Precision dwoc
dinh nghia trong cong thuc (16).
TP
isi = 16

Precision TP+ FP (16)
Ty 1¢ phat hi¢n (Detectlon Rate — DR hay Recall) -
Gia tri DR cang gan voi 1 s€ cho mét phén loai tt. DR la
1 chi khi tr s6 va mau sb bang nhau (TP = TP + FN)
diéu nay cung co nghia 1a FN bang 0. Khi FN tang gia tri
dan dén mau s6 16n hon tir s6 va gia tri DR glam Chi s6
ndy nham danh gia mirc do téng quat hoa mé hinh tim

duoc va duge x&c dinh theo cong thic (17).

TP

[ = — 17
Detection Rate TPLFN a7
Chlng ta ludn mong mudn ca Precision va DR deu
t6t, nghia 1a mot trong hai gia tri FP va FN phai gn bang
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0 cang t6t. Do d6, chung ta cin mot tham sé do c6 tinh
dén ca Precision va DR, d6 chinh 1a F1-Score, duoc xéac
dinh theo cong thirc (18).

F1-Score duogc g(_)i la mot trung binh diéu hoa
(harmonic mean) clia cdc tiéu chi Precision va DR. NO c6
xu hudng ldy gia tri gan véi gia tri nao nho hon gitra 2
gi4 tri Precision va DR va dong thdi n6 c6 gid tri 1n néu
ca 2 gia tri Precision va DR déu 16n. Chinh vi thé F1-
Score thé hién dwoc mot cach khach quan hon hiéu qua
cia mot md hinh hoc may. So v&i do chinh xéc
(Accuracy), F1-Score phu hgp hon dé danh gia hiéu suét
phat hién ctia cic mau dir liéu khong can bang.

2(Precision X DR)
F1-S = 18
core Precision + DR (18)
2TP

T 2TP + FP + FN

V. KET QUA VA PANH GIA

Trong pham vi nghién cttu ndy, md hinh phén loai nhi
phén dua trén mang RNN, LSTM, GRU duoc lya chon.
Mo hinh nay duoc huén luyén trén bo dir liu rat gon
UNSW-NB15. Thuét toan dugc xay dung trén ngdn ngit
Python va thu vién Keras, Sklearn, chay trén nén tang
Tensorflow va moéi trudng ciia Anaconda.

Thu nghiém dugc thyc hién trén laptop Acer Nitro5,
¢6 cau hinh CPU Intel Core i5-9300 2.4 GHz, bd nhé 16
GB va GPU 3 Gibytes. Thuc nghlem da duoc thiét ké dé
nghién ctru hiéu suat giira 3 mo hinh mang no-ron RNN,
LSTM va GRU trong phén loai nhi phan (binh thuong,
bét thuong).

Cd ba mé hinh RNN, LSTM, GRU déu dugc huén
luyén véi s6 epoch la 100, trong qué trinh compile mé
hinh véi théng sb ham optimize 1a Adam véi learning
rate theo mac dinh (0.001), batch_size la 256, ham loss
la binary_crossentropy, tiéu chi tdi wu 1a theo d6 chinh
xac (accuracy).

Cac m6 hinh RNN, LSTM, GRU co bin glong nhau,
chi khéac nhau vé kién trac 18i cua no-ron, cu thé:

e Cac 16p RNN/LSTM/GRU g6m 128 don vi
no-ron;

e Cac 16p Dropout voi hé s6 12 0.1;
e Lép Dense voi ham kich hoat 1a sigmoid.
Trong do, 16p Dropout gitp tranh tinh trang

overfitting, 16p Dense cuoi cing la I6p dau ra dé danh gia
dau ra 1a 1 hay 0, tirc 1a bat thuong hay binh thuong.

Mdi pha déu ap dung DSD cho ca 3 md hinh DSD-
RNN/DSD-LSTM/DSD-GRU. Tuy nhién & pha cubi
cung 1a pha tai day dic khoi phuc két ndi thi ty 1& hoc
duogc giam xudng con 0.0001.

A. Két qud

Thtr nghi¢m mo hinh huén luyén dugc thyc hién voi 2
truong hop sau:

Trwong hop 1: M6 hinh RNN, LSTM, GRU trén tap
dir liéu rat gon UNSW-NB15.

Truong hep 2: M6 hinh RNN, LSTM, GRU trén tap
dir liéu rat gon UNSW-NB15 két hop véi mé hinh huan
luyén DSD.
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Cac truong hop trén déu dugc huén luyén véi Cross
validation [11]. Két qua danh gia dugc trinh bay trong
Bang VII (truong hop 1) va Bang VI (truong hop 2).

Bang VII. Danh gia M6 hinh RNN, LSTM, GRU trén bé d&
liéu rat gon UNSW-NB15

FAR% | Acc% | Prec% | DR% | F1-S%
RNN 34.17 8354 | 77.87 | 98.01 86.78
LSTM 33.37 83.70 | 78.23 | 97.95 86.85
GRU 34.22 82.90 | 77.67 | 96.88 86.19

Két qua thyc nghiém ba mé hinh RNN, LSTM va
GRU nhu trong Bang VII cho thay mo hinh mang no-ron
LSTM c6 két qua t6t nhat voi Accuracy, Precision, F1
Score ¢6 chi s6 cao nhat ty 1€ duong tinh gida FAR thap
nhét, chi c6 thong s6 DR 1a thap hon RNN khong dang
ké. M6 hinh cho két qua xdu nhat trong thyc nghiém la
mod hinh mang no-ron GRU véi tat ca cac thong 50
Accuracy, Precision, F1 Score déu c¢6 két qua thap nhét
va ty 1¢ duong tinh gia FAR cao.

Béng VIII. Panh gid mé hinh hudn luyén DSD-RNN, DSD-
LSTM, DSD-GRU trén bé di# liéu rdt gon UNSW-NB15

FAR% | Acc% | Preco | DR% | F1-5%
Do | sa62 | 8427 | 7888 | 9806 | 8736
I_DSSTD,\'A 3310 | 8421 | 7867 | 9835 | 87.35
o0 | 3263 | 8416 | 7880 | 9787 | 8725

Két qua thyc nghiém ba m6 hinh DSD-RNN, DSD-
LSTM va DSD-GRU nhu trong Bang VIII cho thay mo
hinh két hop DSD-RNN cho két qua t6t nhat véi
Accuracy, Precision, F1-Score c6 chi s cao nhat ty 1€
duong tinh gia FAR thép nhét, chi c6 thong s6 DR 1a thap
hon mo hinh ket hop DSD-LSTM. M6 hinh két hop cho
két qua x4u nhat trong thuc nghiém 1a DSD-GRU véi tat
ca cac thong s6 Accuracy, Precision, F1-Score déu c¢6 két
qua thap nhat va ty 1¢ duong tinh gia FAR cao.

Qua thyc nghiém, so sanh hiu qua gitta mo hinh
mang no-ron RNN, LSTM, GRU v6i m6 hinh két hop
huin luyén 3 giai doan DSD-RNN, DSD-LSTM, DSD-
GRU nhu trong Bang X, Bang X va Bang XI déu gitp
ting hiéu qua md hinh véi cac théng sb Accuracy,
Precision, DR, F1 Score déu ting va ty 1& dwong tinh gia
FAR giam.

B. Panh gida

Gifta ba mé hinh mang no-ron RNN, LSTM, GRU ¢6
két qua kha trong ddng nhau. RNN cho két qua t6t nhat
v0i ti€u chi ty 1€ phat hién 98.01%. LSTM cho két qua tot
nhit v6i ty 18 canh béo gia (FAR) 33.37%, do chinh xéc
83.70%, Precision 78.23% va F1 Score 86.85%. GRU
khong c6 két qua nao la tot nhat trong thur nghiém nay.

Tuong ty, ching toi cung so sanh gitta 3 m6 hinh
DSD-RNN, DSD-LSTM va DSD-GRU. Két qua giita ba
mo hinh nay tuong dong nhau. DSD-RNN cho ty 1€ canh
bao gia tot nhat v&i 32.62%, d6 chinh xac 84.27%,
Precision 78.88%, F1-Score 87.36%. DSD-LSTM cho
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két qua tt nhit voi ty 1¢ phat hién 98.35%. DSD-GRU
khong c¢6 két qua nao 1a tot nhat trong thir nghiém nay.

Bang IX. Panh gia mé hinh huén luyén DSD-RNN va
RNN trén bé di? liéu rat gon UNSW-NB15

FAR% | Acc% | Prec% | DR% F1-S%
DSD-
RNN 32.62 84.27 78.88 98.06 87.36
RNN 34.17 83.54 | 77.87 98.01 86.78

Bang X. Dénh gié mé hinh hudn luyén DSD-LSTM va
LSTM trén bo diz liéu rat gon UNSW-NB15

FAR% | Acc% | Prec% | DR% | F1-S%
DSD-
LSTM 33.10 84.21 78.67 98.35 87.35
LSTM 33.37 83.70 | 78.23 | 97.95 86.85

Bang XI. Panh gié mé hinh huan luyén DSD-GRU va
GRU trén bé di¥ liéu rat gon UNSW-NB15

FAR% | Acc% | Prec% | DR% | F1-S%
DSD-
GRU 32.63 | 84.16 | 78.80 | 97.87 87.25
GRU 3422 | 8290 | 77.67 | 96.88 86.19

RNN c6 van dé vé “vanishing gradient” (gradient
duoc st dung dé cap nhat gia tri ctia weight matrix trong
RNN va n6 co gia tri nhd dan theo timg layer khi thuc
hién back propagation). Khi gradient tr¢ nén rat nho (co
gia tri gan bang 0) thi gia tri ctia weight matrix s€ khong
duoc cdp nhat thém va do d6 mang no-ron s€ dung viéc
hoc tai 16p nay. Tuy nhién khi ding DSD, mang RNN s&
dugc cat tia trong s6 va duoc huan luyén lai lan nita.
Diéu nay gilp khoi phuc trong s6, khic phuc dugc van dé
“vanishing gradient” va lam tdng hi¢u qua huén luyén &
pha Dense cu6i cung. Trong khi d6, LSTM va GRU da
thém cac cong (cong quén, cong cip nhat va ham tanh)
dé khéc phuc van dé “vanishing gradient”, vi vay cai tién
hi¢u qua phat hi¢n xam nhap cia LSTM va GRU bang
huan luyén DSD khong bang khi ap dung DSD vao RNN.

Ngoai ra, qua thuc nghiém ciing cho thay khi &p dung
mé hinh huan luyén DSD vao 3 mang no-ron RNN,
LSTM, GRU déu cho két qua kha quan hon. Bang XII
minh hoa két qua cia md hinh huidn luyén DSD-
(RNN/LSTM/GRU) so  vsi md hinh  gbc
RNN/LSTM/GRU. Vi tiéu chi FAR, “-” 1a t6t hon va
cac tiéu chi con lai thi “+ 1a tot hon.

Béng XII. Bang dénh gia mé hinh huén luyén DSD (DSD-
RNN, DSD-LSTM, DSD-GRU) so v6i mé hinh mang no-
ron goc (RNN, LSTM, GRU)

FAR Acc Prec DR F1-S
(%) (%) (%) (%) (%)
DSD- - + + + +
RNN 1.556 | 0.7249 1.0044 0.0463 0.5760
DSD- - + + + +
LSTM 0.270 | 0.5123 0.4422 0.3944 0.5009
DSD- - + + + +
GRU 1.595 1.2646 1.1272 0.9949 1.0612
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VI. KET LUAN

Tir két qua thuc nghiém cho thiy cd 3 mé hinh mang
no-ron RNN, LSTM, GRU déu cho két qua tot trén tap
dir liéu rat gon UNSW-NB15. M6 hinh ©mang no-ron
LSTM cho théy hiéu qua tot nhat. Viéc dua md hinh huan
luy¢n DSD vao mang no-ron RNN, LSTM, GRU glup cai
thién hiéu suat voi hau hét cac tiéu chi. Trong d6 mo hinh
mang no-ron RNN dugc cai thién hiéu qua nhat sau khi
ap dung md hinh huén luyen DSD. Trong pham vi thuc
nghiém cua nghlen ctru nay, chiing t6i dung do cit tia la
25%. Huong tiép can trong tuong lai, chung t61 s€ nghién
clru vige thay doi do cét tia bao nhiéu 1a phu horp trén tap
dir liéu day du UNSW-NBI5 va ap dung md hinh huan
luyén vao cac mang no-ron khéc voi thiét ké chi tiét hon
nham danh gia day du hon nita vé hiéu qua cta sy két

hop nay.
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ENHANCING NETWORK INTRUSION
DETECTION EFFICIENCY USING DSD

Abstract: Most modern intrusion detection models are
applying machine learning to produce intrusion detection
and classification results with high accuracy. This study
proposes a model combining multi-layered neural
networks with DSD multi-stage training method to
simultaneously improve many criteria related to the
performance of intrusion detection systems on the UNSW
- NB15 dataset which is regularly updated for the features
and follows new attack patterns. We conduct experiments
on 3 neural network models RNN, LSTM, and GRU to
evaluate the efficiency associated with each model
through many criteria such as accuracy, detection rate,
false alarm rate, precision and F1-Score.

Keywords: network security, machine learning, deep
learning, IDS, neural network.
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