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Tém tit: Giam sat va danh gia an toan 13 hai nhiém vy
tuy c6 vé tach biét song lai co mdi quan hé mat thiét véi
nhau. Hau hét cac giai phap da biét t6i nay thuong chi
tap trung vao mot trong hai nhi€ém vy trén. Mat khac,
chua c6 giai phap nao theo mét tiéu chuan di cong bb.
Bai bao nay dé xudt mot giai phap két hop giam st tap
trung va danh gid an toan cho cong thong tin dién tur theo
chuan, cu thé 14 chudn ISO 15408. Y tuéng cua g1a1 phap
la dwa ra mot kién trac hé thong xuyén sudt qué trinh
giam sat, thu thap dir liéu, danh gia muc do an toan cho
mang giam sat c¢d 1on theo phuong thice tap trung. Giai
phép st dung dit liu thu thap cho ca nhiém vu phat hién
nguy co tin cong va danh gia an toan. Phuong phap thi
bac phan tich duoc ap dung dé tinh trong s6 cho cac 16p
chirc ning an toan theo ISO 15408 va dua ra két qua
danh gia dinh lwong mirc d6 an toan cho cong thong tin
dién tir. Thir nghiém da dugc thuc hién véi gﬁn 200 cong
TTDT.

Tir khéa: Giam sét an toan, an toan ung dung Web,
danh gia an toan tmg dung Web.
l. MOPAU

Cong thong tin dién tur (TTDT) la mot trang Web dac
biét tap hop noi dung thong tin va dich vu Web vao mét
b6 khung thong nhat ¢ cung cp cho nguoi dung dudi
mot tén mien chung. Cho t6i nay, Cong TTPT da tré
thanh mot thanh phan khong thé thiéu trong hoat dong
cia moi co quan, to chirc, doanh _nghigp. Do chtra mot
lugng thong tin 16n va da dang, cong TTDT luén 1a mot
muc tiéu tin cong hap dan cua tin tic. Vi vay, giam sat va
danh gia an toan cho cong TTDT luén 4 mot chu dé dugc

quan tdm nhiéu va c6 nhiéu thach thic ki thuat dwoc dat
ra.

Giam sat va danh gla an toan 1a hai nhi¢m vu tuy co
vé tach biét song lai c6 m0| quan hé mat thiét véi nhau.
Giam sét an toan cho cong TTDT 1a mot pham tri cua
linh virc giam sat an toan thong tin, la vi¢c theo ddi hoat
dong cua cong TTDT nham phét hién va dua ra canh bao
V€ cdc nguy co tin cbng. Gidm sat an toan bao gom cic
thanh phan téi thiéu 1a: thu thap dit liéu, xir ly phan tich,
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phat hign va canh bio. Danh gia an toan cong TTDT la
xéc dinh mirc d6 bao dam an toan cua COng bao gém viéc
kiém tra cac 15 hong bao mat tiém an gay ra nguy co tan
cong, xac dinh mire do phu hop cua cac bién phap bao vé.
Danh gia an toan gdom cac thanh phan toi thiéu la: thu
thap dir liéu, xir Iy phan tich va danh gla murc d6 bao dam
an toan. Nhu Vay, ca hai nhlem Vu gidm sat va danh gia
an toan déu co chung mét s6 thanh phan va déu nham
theo ddi, kiém tra, xac dinh mirc 6 bao ¢am an toan cho
Cong TTDT.

Tuy nhién, hau hét cac giai phap da biét téi nay
thuong chi tap trung vao mot trong hai nhiém vu trén.
Cac giai phap giém sat an toan da trai qua cac giai doan
phaét trién tir cac hé thong giam sat mang don I¢ [1], cho
t6i cac hé théng giam sat dién rong [2], cac hé thong
giam sat phan tan trén dam may [3, 4, 5], nham giai quyet
nhiing van dé ton tai cia cac hé thong giam sét truyen
thdng, vi du dbi véi cac tai san thong tin trén .dam may.
Nhiing giai phap mei, vi du [5, 6, 7], chu yéu dé xuat
khic phuc han ché vé s6 luong diém giam sat (tinh mo
rong) [5], khéng st dung agent [6] hay van d& xir ly thoi
gian thyc [7]. Mot s6 gidi phap giam sit an toan dic thu
cho cac ng dung Web ciing da duoc daé Xuat dién hinh
nhu [8, 9, 10, 11]. Tuy nhién c6 thé thy, Van chua c6 giai
phap giam sat an toan nao tan dung ngu0n dix liéu thu
thap duogc dé két hop véi nhiém vu danh gia mac d6 an
toan Cong TTDT.

Mit khac, da c6 nhiéu giai phap riéng cho danh gia
mirc d6 an toan, cu thé 1a cho céc ting dung Web. Song
van chua co g1a1 phép déanh gia an toan nao két hop Véi
mot hé thong gidm sét an toan. Dién hinh cho cac giai
phép dénh gid an toan (ng dung Web la phuong phap
tinh diém an toan ang dung Web theo tiéu chi chung
(CCWAPSS-  Common  Criteria  Web  Application
Security Scoring) [12] mo hinh danh gid theo chuan 1SO
15408 [13]. Mt s6 giai phap dé xuit phuong phap danh
gi& cho ting thanh phan tng dung Web khong theo chuan
nhu [14, 15, 16, 17, 18].Theo khao sat cua cac tac gia,
van chua c6 mé hinh dnh gia dinh luong phu hop chudn
cho mirc do an toan cho tng dung Web ndi chung va
cong TTDT ndi riéng.

Viéc ket hop hai nhiém vu gidm sat va danh gid an
toan la can thiét déi voi Cong TTDT, vi ca hai nhiém vy
déu c6 muc tiéu chung la xac dinh mirc d6 an toan, phéat
hién cac nguy co sy ¢6 va mac do phi hop cua cac bién
phép bao vé. Sy két hop nay mang lai hiéu qua va loi ich
do tan dung dugc nguodn di liéu thu thap dugc, cho phép
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sir dung két qua gidm sat va danh gia dé so sanh mirc do
an toan gitra cac cong TTDT. Ngoai ra, giai phap dua ra
két qua danh gia dinh lwong theo chuan 1SO 15408 va ket
hop v&i phuong phap thir bac phan tich de tinh trong s6
cho cac 16p chirc nang an toan theo chuan. b6 1a nhing
dong gop chinh cua bai bao nay. Y tuo‘ﬂg Xuyen sudt cua
giai phap dé xuat trong bai 1a mot mé hinh két hop giam
sat, thu thap dir liéu, phan tich, danh gia an toan cho mot
pham vi c& I6n cac cong TTDT theo phuong thirc tap
trung.

Phan tiép theo cua bai bao nhu sau:Phan 11 trinh bay
cac nghién cau lién quan giam sat va danh gid an toan
cong TTDT, phan III dé xuat giai phap két hop gidm sat
tdp trung va danh gid an toan cong TTDT theo chuan,
phan IV 1a két luan cua bai.

[l. CAC NGHIEN CUPU LIEN QUAN
A. Khai quat cac gidgi phap giam sat an toan

Qua khao sat, co thé khai quat cac nhém giai phap
gidm sat an toan theo cac giai doan phat trién nhu sau.

e Nhom gidi phap cho céc hé thong don Ié

Day 1a nhom giai phap truyen thdng phat trién tir cac
hé théng quan tri mang nham giam sat truy nhap, theo ddi
hoat dong, canh bao su ch [2, 19]. He thong giam sat sir
dung mot sb cong cu phan mem don 1¢ nham phat hién
tan cong, nguy co su ¢o. Dién hinh 1a cac cong cu Nmap,
Nagios... Nhom gidi phap nay khong phuc vu riéng cho
cong TTDT cling nhu cdc ing dung Web, ma cha yéu
gidm sat dich vu mang va hé théng mang.

e Nhém gidi phéap tich hop hé thong

bac trung ctia nhém glal phéap nay la cé su tich hop
céc cong cu, hé thdng con vao chung mot hé théng giam
sat. Céc hé thong con dién hinh dwoc tich hop nhu tuong
lta, phat hién xam nhap (IDS- Intrusion Detection
System), ngan chan xam nhap (IPS- Intrusion Prevention
System), cac bay nhir Honeypots, Honeynet [1, 3]. Viée
két hop nhiéu hé théng con thuong gap nhiéu kho khan
do tinh phtc tap cao, kha nang tuong thich kém, han ché
vé kha nang linh hoat, mém déo va kha niang mé rong.
e Nhom gigi phap quan ly tdp trung dién réng

Nhém giai phap nay c6 uu dieém so voi cac nhom giai
phap da néu trén la c6 sy tich hop cac cong ngh¢ méi
trong gidm sét, phét hién tan cong [1, 20, 21]. Kién tric
tap trung khic phuc dwoc nhiéu han ché trong CAc giai
phép truéc do, cho phép tich hop nhiéu loai cong nghé
vao mot hé thong chung, thich tng vai viéc maé rong
pham vi gidm sat, Cap nhat cong nghé kip thoi. Tuy
nhién, cac hé thdng giam sat I6n thuong kho kiém soat,

khé tao duoc su lién ket gitra cac hé thdng con khi ma
rong, chi phi thuong rat cao.

o NhOm gidi phdp gidm sat dac thu

Nhom gidi phdp nay duoc phat trién nham dap ung su
bung nd cua dir ligu I6n, dién todn dém may, tinh toan
phan tan, sy phét trién cua cac thlet bi di dong va thlet bi
thong minh [3 4, 23, 24]. Mot s6 nghién ctru méi vé cac
giai phap giam sat dac thu dién hinh nhu [8, 11, 5, 6, 7].
Cac giai phap gidm sat ddc thu da tré thanh xu hucng kha
pho bién.

Song song Vvéi cac nghién ctu da cong bd la cac hé
théng gidm sat an toan duoc phat trién dudi dang san
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pham thuong mai déng kin, dién hinh nhu: Complete
Website Security (CWS) cua Symantec, Web Security
Appliance (WSA) cua Cisco, QRadar cua IBM, PRTG
Network Monitor cua Paessler, SecureSphere cua
Impeva. Ngoai ra, con c6 cac gidi phap phan mém ngudn
mg, dién hinh nhu  Observium (http://www.
observium.org),  Nagios  (https://www.nagios.org/),
OpenNMS (https://www.opennms.org) va kha nhiéu phan
mém giam sat don |é khic nhu: N-Stalker Web
Application Security Scanner (WASS) cua N-Stalker
(https://www.nstalker.com), Site 24x7  (https://www.
site24x7.com/), ParosPro (www.milescan.com), hay
Dynatrace (https://www.dynatrace.com).

Mic du ¢6 nhiéu gidi phap va san pham hé thong
gidm sat kha da dang, van chua c6 glal phép hay hé thong
nao dé cap, dén kha nang két hop giam sat va danh gid an
toan cho cong TTDT.

B. Khai quat cac gidi phdp dinh gid an toan

. Danh gid an toan dugc quan tam tr nam 1993 véi viéc
dé xuat cac tiéu chi danh gia chung (Common Criteria)
[12, 25]. Mot mo hinh danh gia chung va b tiéu chi
chung cho dénh gid an toan da dugc dua ra trong ti€u
chuan 1SO 15408 [13] Tuy nhién, md hinh va bg tiéu chi
nay khéng danh riéng cho ung dung Web, khong c6 két
qua dinh luong trong danh gia. Biéu dién két qua danh
gi4 chi 1a dinh tinh dat hoc khong dat tiéu chuan.

Di c6 mét sb cong trinh nghién ctru theo huéng dinh
luong hoa két qua danh gid theo tiéu chuan dién hinh
nhu [26, 27, 28]. C4c giai phéap nay sip xép cac yéu cau
an toan vao 11 16p chirc ning an toan theo chuan 1SO
15408. M&i yéu cau duoc biéu dién bang ba thanh phan
co ban la tinh bi mat (C Confidenciality), tinh toan ven (1

- Integrity), tinh san sang (A Avallablllty) C6 téng s6 33
phan tir cho 11 16p dwoc gén gia tri 1a <0 hodc “1” thé
hién mirc d6 an toan. Tuy nhién, cac tac gia chua dua ra
cach tinh cac gi tri “0” va “1”” nhu thé ndo. Cac mé hinh
con co do phic tap cao, khong kha thi, khdng ap dung
dugc cho cong TTDT.

Du an nghién ciru OWASP [29] dua ra mot mé hinh
danh gia cac tng dung Web s dung mot bo tiéu chi
chung goi la CCWAPSS (Common Criteria Web
Application Securlty Scoring) [12]. M6 hinh dénh gla
don g1an héa viéc trién khai thong qua viéc Sap xép cac
Yeu cau an toan vao cac nhom. Ket qua danh gia theo h¢
thdng diém sb tir 1 dén 10 (10 la tot nhat) Mdi tiéu chi
déanh gid twong Gng véi mot nhom 156 héng bao mat ung
dung Web. Viéc danh gia chu yéu duya trén quan sat cac
diém yeu dién hinh cua cac ung dung Web. Mic du mo
hinh nay cho két qua dinh luong tuong dbi qua glem s6,
cach trién khai don gian, song két qua danh gia van mang
tinh chu quan, phu thugc vao chuyén gia danh gia.

Mot s6 cong trinh nghién ctru khac khong theo huéng
&p dung tiéu chuan, d& xuat mo hinh danh gia cho ting
thanh phan cu thé cua g dung Web, vi du trong [14, 16,
17, 30-33] duoc néu cy thé dudi day.

Cac tac gia trong [14] phat trién mot cong cu tu dong
tao ra cac tin cong vao 16 hong bao mat Web va klem tra
kha nang bao Vvé. Nghlen ctu trong [16] de Xuat mot
phuong phép sir dung cac tap hd so dung sin tuong tu
chuan ISO 15408 dé phan tich mirc d6 an toan cua may
chu Web. Cac tac gia trong [17] x&y dung mot md hinh
kiém thur thu dong cho cac dich vu Web.Nghién ciu
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trong [30, 31] tap trung vao kiém tra viéc nhap dir liéu Io|
bang cach két hop phan tich déng voi klem thir truyén
thong Trong [32], mot cong cu kiém thir tan cong ma
Xuyén trang truc tuyén (online XSS- Cross Site Scrlptlng)
dugc phat trién, thuc hién cac budc gia lap mét tan cong
XSS va Vklem tra kha nang bao vé¢ ung dung Web. Phuong
phép kiém thir dang nhap mét lan (SSO- Single Sign On)
vao ung dung Web duoc nghién cau trong [33] voi viéc
sir dung mét cdng cu quét SSO dé kiém tra thanh phan
x&c thyc.

Mot s giai phap danh gia an toan da duoc phat trién
dudi dang san pham thuong mai dong kin hodc san pham
ngu0n md. Cac san pham thuong mai dién hinh nhu:
phan  mém  Acunetix  (https://www.acunetix.com),
Security  AppScan cia IBM  (https://www.ibm.
com/software/products/en/appscan),  Metasploit  cua
Rapid7 (https://www.metasploit.com/), Burp Suite cua
Port5W|gger (https://portswigger.net/ burp). Mot sb san
pham ma nguon mo dién hinh nhu:  Grabber
(https://github.com/neuroo/grabber), Wapiti
(http://wapiti.sourceforge.net/), W3af (http://w3af.org/),
hay OpenVas (www.openvas.org).

Mot két qua khao st thuc hién trong [18] cho thay,
chwa c6 mot mo hinh pht hop cho danh gia an toan tmg
dyng Web kha thi trong thuc tién. Mac du da co nhiéu
gidi phéap theo huong chuan hoac khong ap dung tiéu
chuan, vin chua c6 giai phap hay hé thong nao cé sy
quan tam day du dén kha nang danh gia dinh lwong khach
quan. Két qua khao sat cua chling toi cung cho thay, chwa
cb giai phap hay hé thong nao dé cap dén kha niang ket
hop dénh gia an toan véi giam sat an toan cho COng
TTDT. Ngoai ra, xu huéng chuan héa ciing 1a can thiét,
song chwa duoc dé cap trong nhiéu giai phap hién co.

lll. GIAI PHAP KET HQ'P GIAM SAT VA DANH GIA
AN TOAN CONG TTBT THEO CHUAN

A. Mb hinh kién trac hé théng
Hinh 1 1a m hinh kién trac hé théng két hop giam sat
tap trung va danh gia an toan cong TTDT.

Bén trai Hinh 1 1a cac cong TTDT can giam st va

- Khéi tong hop dir liéu: 1am sach dir liéu, chuan héa
dir ligu, gan nhan va chia tach cac tap hop dir li¢u
phuc vu tim kiém, truy xuat dir liéu dé xu ly tiép.

- Khdi theo ddi, giam sat: c6 nhiém vy phan tich dix
ligu, so khop mau dau hiéu theo cac tap luat dinh san
dé phat hién nguy co tan cong. Két qua theo d@i, giam
sat dugc hién thi voi cac canh bao nguy co tan cong.

- Khéi danh gia mirc d6 an toan: thyc hién phan tich dir
liéu, tinh toan dinh lwong gié tri thé hién muc do an
toan theo chuan 1SO 15408 va hién thi két qua danh
gia mirc d6 an toan.

Théng ké khao sat cua Splunk (http: /Isplunk-
sizing.appspot.com) cho thay, s6 sy kién thu thap tumol
trang thong tin dién tr ¢ thé dat trung binh tir 3 den 20
sy klen/glay (EPS Events per Second). Néu 50 cong
TTDT can glam sat la 500, thi tong s6 sy kién Ecan xir ly
tai trung tam giam sat s& co thé Ién tai:

= 20 EPS~500 = 10.000 EPS (1)

Neu thlet ké khéi thu thap dit liéu nhan mai ban tin su
kién gom tdi da 300 Bytes, thi luong dir ligu Dthu thap
dugc tir 500 cong TTOT trong 1 gidy sé la:

= 300Bytes « 10000 = 3 Mbytes/s(2)

Tir d6, ¢ thé tinh dwgc dung luong dia cimg Scan
dung dé Iuu trir cac sy kién tai trung tam giam sat trong
mot ngay (24 gio - 60 phdt « 60 giay) la:

S=D+ 246060 = 86.4 GBytes 3)

Néu dung Backup di licu, ta s& can dung luong luu
trit khoang 172.8 GBytes. Neu luwu trir nhiéu ngay, vi du
theo thang, ta c6 thé tinh ra tong dung luong dia cimg can
luru trix cho hé théng.

Nhiing con s6 néu trén mai chi 1 tinh toan tuong ddi,
song co thé cho ta wdc tinh so by nang luc xir ly cua hé
thong trung tam giam sat. Cing theo Splunk
(http://splunk-sizing. appspot. com), thiét bi phan cing pho
bién cho mot hé thong giam sat néu trén chi can 01 may
chu Intel Xeon chuan Dual Core, téc do CPU tir 2.5 GHz
tro 18n, RAM tdi thiéu 128 GB, 6 dia cimg c6 dung luong

Hién thj canh bao

Theo dbi, giam sat P
nguy co' tan cong

i

Khéi thu thap
di lieu

Khéi téng hop
dir lieu

B
e

y

Panh gia mc d6 an toan

Hién thi mirc do
danh gia an toan

Hinh 1. M6 hinh két hop giém sét tap trung va danh gié an toan céng TTDT

danh gia an toan. Bén phal la cac khdi chirc nang chinh
trong h¢ thong két hop gidm sat va danh gia an toan, cu
thé gom:

- Khéi thu thap dir liéu: thuc hién thu thap dir licu tu
céc Cong TTDT phuc vu cho nhiém vu giam sat tap
trung va danh gia an toan theo chuan.
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t6i thiéu 200 GBytes. Day ciing la cau hinh may chu
thong dung, khong yéu cau qua cao Vvé Cau hinh. Néu sb
diém can giam sat nhiéu hon 500, ta co thé sir dung may
chit manh hon, hoic dung cAu tric phan cum may chu.
Trong khudn khé bai bao, chiing t6i khong di sau thém
vao noi dung nay.

B. Nguén di ligu tir céng TTDT
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Nguon dit liéu thu thap tir cac c()ng TTDT c6 the rat
da dang, tiy thudc vao muc tiéu va pham vi cia moi hé
thong gidm sat va phuong phap thu thap thong tin. Ve
nguyén tic, nguon dir liéu chinh cé the 1a: nhat ky hoat
dong ghi duoc tai may chu Web cai cong TTOT,dir ligu
trang thai hoat dong ctia cong TTDT va dit liéu luu luong
Web.

Theo [34] cong TTDT c6 thé dbi mat véi 10 nhom
nguy co tan cong chinh. Trong pham vi giai phap dé xuat
cua bai bao va theo huéng Chuan hoa, ta quan tam dén 10
nhom dir liéu vé nguy co tan cong ddi véi cong TTDT
nhu da néu trong [34] nhu sau:

e Nguy co tan cdng chén ma (Injection): Nguy co khi
nhap dir liéu, vi du cac tan cong SQL injection, OS
injection, LDAP injection... Dir li¢u nhap sai léch co
the bi ké tan cong dua vao clng véi cac bién dir licu
dau vao nhu mot phan cua lénh hay cau truy van
Web. Nguy co tan cong kiéu nay c6 thé tao kha ning
truy cap cac dir liéu cong TTDT mot cach bt hop

phap.

e Nguy co tdn congvao phan xac thuc (Broken
Authentication): Xac thuc hay quan ly phién bi 15i.
Nguy co ké tan cong c6 thé chiém doat mat khau,
phién lam viéc, dinh danh nguoi dung.

e Nguy co tan cong khi 1 dir liéu nhay cam (Sensitive
Data Exposure): Nguy co 1o dir liéu nhay cam nhu
thong tin dinh danh, tai khoan nguoi ding... do
khong dwoc bao V¢, luu trit an toan. Vi du, dit li¢u
nhay cam thiéu ma héa.

e Nguy co tham chiéu dén doi fuwong bén ngoai XML
(XML External Entltles) Web c6 thé chip nhan mot
yéu cau truy van khong an toan trong XML, tham
chiéu khong an toan dén cac di twrong bén trong may
cha vi du nhu céc tép tin, thu muc, co s¢ dit ligu. Vi
du, nguy co thyc thi ma Iénh tir xa, nguy co tao tan
cong tir chéi dich vu.

e Nguy co thiéu kiém soéat truy nhdp (Broken Access
Control): Nguy co khong c6 kiém soat, han ché phan
quyen truy nhap. Ké tan cong co thé Chlem quyen,
thay d6i dir liéu nguoi ding, thay ddi quyén truy
nhap...

e Nguy co cau hinh bao mdat khong an toan (Securlty
Mlsconflguratlon) Su ¢b xay ra véi cau hinh sai, tiéu
dé& HTTP sai, bo nhé viing 1am viéc khong dugc bao
VE..

e Nguyco tan cong xuyén trang (Cross-Site Scrlptlng)
Su co do thiéu kiém soét dir liéu nhap vao cau truy
van Web. Dit liéu bat hop phap dwoc gui dén Web ma
khéng dugc xac thuc. Didu nay cho phép ke tan cong
thuc thi cic doan ma Script lam thay d6i noi dung
phan hoi tr may chiu Web, 1am chuyen hudng téi
trang khéc do tin tac thiét 1ap, c6 thé co chira ma doc.

e Nguy co gidi tuan tw khong an toan (Insecure
Desialization): Nguy co nay twong ty chuyén hudéng,
chuyén tiép khong hop 1é trong phlen ban OWASP
Top 10 cli. Nguy co xay ra khi may chi Web cho
phep thue thi doan ma Script tir xa, cho phép trao dol
cac tham sb HTML Forms hoc trao ddi giita cAc tién
trinh ndi bo khong duoc xac thuc.
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e Nguy co sir dung céc thanh phan c6 16 hong tiém dn
(Using Known Vulnerable Components): Cac thu
vién, cac tep tin co chira 156 hong bao mat tim thay
trong phan hoi truy Van Web. Day la nguy co tan
cong khai thac 16 hong tiém an.

e Khong ghi dwoc nhgt ky va giam sat (Insuff|C|ent
Loggmg & Monitoring): Hé thong thiéu co ché giam
sat va ghi lai su kién hoat dong khi co 13i xay ra, thiéu
bién phép bao vé, canh bao can thiét.

C. Khgi thu thap di liu
C6 hai kha nang thu thap di liéu tir cac cong TTDT
la: st dung Agent vakhdng dung Agent.

1) Phuong dn su dung Agent

Agent la mot phan mém cai dat tai may chu chua
cong TTDT, lam nhi¢m vu thu thap dit li¢u ve hoat dong
va nguy co sy cb cua cong TTDT. Agent c6 thé thu thap
nhiéu loai dir liéu khéc nhau, bao gom cac tép nhat ky
quan trong cia may chu Web nhu nhat ky truy nhap
(Access Logs), nhat ky 15i (Error Logs), nhat ky hé thdng
(System Logs). Agent ciing ¢6 thé thu thap dir liéu luu
luong Web (request, response), trang thai hoat dong cua
Cong TTDT. Nhitng dit ligu thu thap s& dugc so khép voi
céc tap mau dau hi¢u dé phat hién cac nguy co tan
congvao Cong TTDT.

2) Phuong an khong dung Agent

Phuong dn nay ¢6 uu dlem la khdng can cai dit phan
mém tai may chu chia Cong TTPT dé thu thap dir liéu.
Dit liéu vé nguy co tan Cong Cong TTPT dugc thu thap
theo hinh thuc giri cc cau truy van tir hé thong giam sat
déra quet kiém tra va nhan phan hoi tir cong TTDT vé
cac yéu cau trén. Cac cau truy van dugc thict ké dé thu
thap dir liéu theo 10 nhém nguy co tan cong nhu da néu &
muc B. Luong dir li¢u thu thap co thé khong day du vé
hoat d6ng cia may chu va cong TTDT, song van c6 thé
dung cho theo d&i hoat dong, phan tich va phat hi¢n cac
nguy co tin cong dién hinh nhét d6i voi cong TTDT theo
10 nhém néu trén.

Do uu dlem trén, phuong an khong str dung Agent
duoc dé xuat trong giai phap ket hop giam sat va danh gia
an toan. Mot cong cu phan mém co tén 1a EpScan duoc
phét trién nham muc dich thu thap dir liéu theo 10 nhém
nguy co, phuc vu giam sat tap trung va déanh gia an toan
cong TTDT. Luu db kh0| cua phan mém EpScan biéu thi
trén Hinh 2. Phian mém EpScan gom céc budc chinh nhu
Sau:

- Buéc 1: Lap cAu trdc danh muc can quét kiém tra cho
cong TTOT, lap danh muc ndt dir liéu, dat thoi gian
quét.

- Budc 2: Thuc hién cac cau truy van doc noi dung
phan hi, trang thai va cic doan ma Script co thé bi
cai trén cong TTDT. Chudn hoa dinh dang dir liéu
theo cac truong tin: 1d, dia chi URL, ni dung ban tin
tra vé va ma 16i xay ra. Sir dung cac biéu thirc chinh
tic RegEx (Regular Expression) de kiém tra phan tach
truong tin va phét hién nguy co tin cong.

- Budc 3: Tao lap ban ghi nguy co tan cong theo cac
treong tin da chuan hoa.

- Buéc 4 Két thic ra quét kiém tra khi da quét hét cu
tric cong TTOT theo danh myc di 1ap & budc 1 hodc
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khi hét thoi gian quét da 1ap (nhanh y) hoac lap lai
budce 2 néu chua két thuc (nhanh n).

- Budc 5: Chuyen tiép dit liéu vé khéi téng hop dir liéu
cho viéc xu ly tiép theo.

Lap céu hinh @

ra quét kiém tra

A

4

Ra quét kiém tra céong TTDT

v

Lap ban ghi nguy co

Két thuc kiém tra

@ © @ ©

Chuyén di lieu vé khéi tdng
hop

Hinh 2. Luu d6 phéan mém EpScan

D. Khéi tong hep diz liéu

Dir liéu chuyén vé khdi nay duoc chia tach vao cac
nit co so dir liéu tai trung tam. Mdi nat co so dir ligu co
thé dat kich thudc 12 1 GBytes. Qué trinh tong hop dit
ligu c6 thém budc lam sach dir ligu nham loai bo nhung
dix liéu c6 18i va dir lidu khong can thiét cho qua trinh
phan tich, phat hi¢n va dénh gid an toan. Vi dy, co thé
loai bo cac ban ghi dir ligu phan hdi tir cong TTDT voi
ma trang thai 14 200 OK c6 ddng thoi ky hiéu “-” trong
truong tin uri- query-node Céc thu nghlem cho thay Xac
Suit c6 chaa hanh vi tan cong trong cac ban ghl kiéu nay
hau nhu bang khong, nén cd thé loai bo bét cac ban ghi
nay.

Dix liéu téng ‘hop duoc chuan hdava gan nhan véi tiéu
de dinh danh d danh chi s6 va phan than di liéu bao
gom 300 bytes. Mot doan ma Script dugc dung dé chuyén
cac ban tin sy Kién c6 danh nhan vao cic nit co s¢ dit
liéu. Giai phap co thé dung ¢ day 1a phan mém nguon mé
Elasticsearch  (https://www.elastic.co/elastic  search/)
hoac L‘ogstash (https://www.elastic.co/logs—tash) hoac
don thuan 1a cac nit co s¢ dir ligu tao 1ap véi MongoDB
(https://www.mongodb.com). Day la cac phan meéem
nguon mé cho phep két hop va thao tac nhiéu kleu tim
kiém dir liéu theo cAc tiéu chi mong mudn véi te do xu
ly nhanh theo thoi gian thuc (xem vi du [35]).
Elasticsearch la mot c6 may tim kiém phan tan Kkieu
RESTful, cho phép tim kiém phan tan vai toc do cao qua
céc giao dién API. Logstash 1a mot phan mém ngudn mé
cho phep xur Iy cac ban tin sy ki¢n qua UNIX pipeline,
tap hop dit liéu ddng thoi tir nhiéu nguon, chuyén doi dir
lieu va cho phép tim kiém di liéu véi toc do cao. Luu trix
VGi cac nat co so dir lieu MongoDB ciing 1a moét giai
phap don gian, kha thi.

E. Khdi theo ddi, giam sat

Khéi nay c6 nhi¢gm vu so khép cac dir ligu tong hop
da thu dwoc véi cac mau dit ligu dau hiéu sén c6 dé phat
hi¢n nguy co tan cong. CAc tap mau dau hiéu va co ché

phat hién déu sir dung chuan bleu thirc chinh tic RegEx
(Regular Expression). CAc tap mau diu hiéu c6 thé tai vé
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tr cac nguon 6 sin, dién  hinh  nhw:
https://rules.emergingthreats.net, hay
https://github.com/emposha/ PHP-Shell-Detector. Day la
nhitng tap luat nguon mo, c6 cap nhat thuong xuyén cho
cac nguy co tan cong mai.

Tap mau dau hiéu c6 sin duge ding dé so khép co thé
phat hién cac 15i twong tng véi 10 nhém nguy co tan
cong da néu ¢ myc B, cu thé nhu cac nguy co tan cong
dién hinh sau:

- Injection: SQL Injection, XML Injection, PHP
Injection, LDAP Injection,...

- XSS attack.

- Data leakage

- Config file access

- Remote code execution
- Directory traversal

- Web scan

- Web shell

Vi dy vé mot cau trac RegEx dung dé kiém tra phat
hién nguy co tan cong duoc biéu thi trén Hinh 3.

SUSPICIOUS_HﬂTP_REQUEST_REGEXES = (

(“potential sql injection",
r*information_schema|sysdatabases|sysusers|floor\(rand\(|ORI
\d+| \bUNION\s+(ALL\s+)?SELECT\b|\b(UPDATEXML | EXTRACTVALUE )\
ERT\( | VARCHAR\ ( | \bCOUNT\{(\*\) | \b(pg_) ?sleep\( | \bSELECT\b.*\|
\w+ | \b(AND|OR|SELECT)\b.*/\*.*\* /| /\*.*\*/ . *\b(AND|OR | SELEC’
1?\d+|ODBC; DRIVER | \bINTO\s+{OUT |DUMP)FILE"),

("potential xml injection™, r"/text\(\)='"),

("potential- php injection", r"<\?php"),

("potential ldap injection”, r"\(\|\(\w+=\*"),

("potential xss injection",

r"<script.*?>|\balert\ (| (alert|confirm|prompt)\((\d+|documer
us)=[~&;\n]+\("),
("potential xxe injection",
("potential data leakage",

r“\[<!ENTITY"),

r"im[es]i=\d{15}|(mac|sid)=([@-9a-F]{2}:){5}[@-9a-Ff]{2}|sim:

("config file access", r"\.ht(access|passwd)|\bwp-config\.phj
("potential remote code execution”,
r"\$_(REQUEST|GET|POST)\[ | xp_cmdshell|\bping(\.exe)? -[nc]
/tmp/ | cmd\.exe|/bin/bash|2>&1|\b(cat|1s) /|chmeod [0©-7]{3,4}
(allow_url_include|safe_mode|auto_prepend_file)"),
("potential directory traversal”,

P (N2, /\\1+) {3, }| Jete/ (passwd | shadow| issue | hostname) | [/

)

Hinh 3. Vi du vé cdu tric RegEx trong HTTP request

Vi du cho hai ban ghi dir ligu phan hdi tir cong TTDT
¢6 nguy co tin cong XSS nhu sau:

203.162.165.173 - - [12/Mar/2019:22:31:12
-0500]"GET /f00.jsp?<SCRIPT>foo</SCRIPT>.jsp
HTTP/1.1" 200 578 "-" "Mozilla/4.75 [en] (X11, U;
Nessus)"

203.162.165.173 - - [12/Mar/2019:23:37:17 -0500]
"GET /cgi- bin/cvslog.cgi?file=<SCRIPT>window. alert
</SCRIPT > HTTP/1.1" 403 302 "-" "Mozilla/4.75 [en]
(X11, U; Nessus)"

Hinh 4. Vi du vé hai bén ghi nguy co tén cong

C4 hai ban ghi déu c6 yéu cau truy nhap chéo sang
trang Nessus. O ban ghi thtr nhat mé trang thai phan hoi
cua cong TTOT 1a 200 OK. Piéu d6 nghia la doan ma
Script foo.jsp da thuc hign. O ban ghi thr 2, ta thay COng
TTDT tir chdi vé6i phan hdi 403 Forbidden, nghia 1a cong
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TTDT da ngin chin duoc nguy co tan cdng chuyén sang
trang ma doc.

Hinh 5 1a vi du vé hai ban ghi dir liéu c6 nguy co tan
cong cheén noi dung ma doc. Ban ghi thir nhat 1a nhom
nguy co thir 6 (xem muc B) vé cu hinh bao mat khong
an toan véi mirc do nguy co cao (Severity=3). Ban ghi
thtr 2 la nhom nguy co thir 4 (xem muc B) ve tham chiéu
dén ddi twong bén ngoai khong an toan gom 3 nguy co
véi mue d6 cao (Severity = 3).

{'severity 3, 'type" 40601, 'samples" |
{ ‘url®"nttp: fwww Slemn/vn/', ‘extra’: ‘caching explicitly permitied on
aw27Set-Cookie\x27 response’, 'sid’ ‘0", 'dir' " i0/0'}]

)
{'severity 3, 'type": 40201, 'samples’ |
{"url. Dt www Nmmeyn/vn/', 'extra’. ‘hitps fimylivechat.comfchatinline.aspx?hccid=95095943',
'sid: 0", 'dir:"_i1/0'},
{"url:'hitp:[7www.hanu.vn/vn/’, 'extra’; ‘hitp:/fajax.aspnetcdn.com/ajax/jquery.uil1.8. 9query-ui s’
'sid 0", dir:"_i1/1'),
{url"; "nttp: fwww Al vn/vn/', 'extra’; 'hitp:/fajax. aspnetcdn.com/ajaxfjquery.uilt.8. 9/themes/
blitzerfjquery-ui.css', 'sid ‘0, dirt '_i1/2'}]
B

Hinh 5. Vi du vé hai ban ghi dé liéu nguy co tén céng
chén néi dung ma déc

F. Khéi dinh gid mirc dp an toan

Theo mé hinh trong chuan 1SO 15408 [13],dich danh
gla (TOE - Target Of Evaluatlon) la COng TTDT céan danh
gla TOE dugc mo ta bang cac yéu cau an toan. Tap cac
y&u cau an toan dugc Xy dung thanh mot hd so bao vé
(PP - Protection Proflle) chtra cac yéu cau an toan cho cac
loai cong TTDT néi chung. Pich an toan (ST - Security
Target) duoc xay dung cho mot TOE cu thé dua theo cac
yéu cau an toan liét ké trong tap PP va trong moi truong
hoat dong cu the bac trung cta md hinh la ¢6 11 16p
chira cac yéu cau chirc ning an toan (SFR- Security
Function Requirement). MOi lép dic trung cho mét nhom
yéu cau an toan cho mét chirc niang cu thé, dién hinh nhu
Iop bao v¢ dir li¢u nguoi dung, 16p ma hoa dir ligu, 16p
xéc thuc dinh danh, v.v. Tap cac y8u cau chirc ning an
toan dugc coi la cac tiéu chi chung (Common Criteria).

Pé danh gia mirc do an toan cho cong TTDT, khdi
danh gia mtrc do an toan thyc hi¢n truy XUt dir lidu da
lru trong khéi tong hop dit liéu, anh xa vao mot tap dich
an toan (Security Target) duoc tao theo mau caa hd so
bao vé (Protection Profile).Tiép do, hé thong s& tinh diém
cho tung 16p chirc ndng an toan dua theo tap mau cua hd
so bao v¢. Mirc do an toan cua Cong TTDT dugc tinh
bing téng diém c6 trong s6 cua cac 16p chirc ning an
toan. Sau déy la mo ta cach tao hé so bao vé theo chuan,
cach xac dinh trong sb cho cac 16p va cach danh giadinh
luwong mic do an toan.

1) Tao hé so béo vé theo chudn

Cong TTDT duoc danh gia dinh luong mirc d6 an
toan dua theo dit liéu v& 10 nhém nguy co da thu thap
dugc twong ung vai CCWAPSS [12] va bo tiéu chi chung
trong 1SO 15408 [13].

Dé thyc hién danh gia theo chuan budc dau tién can
tao mot hd so bao vé (PP) cho cong TTOT. Cin cir vao
10 nhom nguy co da mé ta & muc B va 11 I6p chire nang
an toan cua chuan, ta lap dwoc hd so bao vé la mot ma
tran gom 82 hang va 73 cot. Cac hang tuong tng voi 82
tap hop cac nguy co co thé kiém tra dugc véi cong cu
phan mém EpScan di néu & myc C, trong d6, mdi tap hop
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¢0 thé gom nhicu nguy co. Hinh 6 la mot vi du vé mot tap
hop nguy co tan cong XSS thu thap duoc véi 2 nguy co.

1wl "ty gt edu. v, 'dir*_11/0'},

HTTP/1.1200 0K

Date: Thu, 17 Oct 2019 16:16:33 GMT

Server: Apache2.4.10 (Win32) OpenSSL/1.0.1h PHP/5 431

X-Powered-By: PHP/5 431

Set-Cookte: PHPSESSID=c4vprjav46mein0gkheq8kTsho; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Link: <http:/ juglimgiet edu vo/wp-json’>; rel="https://apt w.org"

{ "url: "t/ gt edu.vn/?75=1", 'extn/ %=1, "extra” ", 'sid' 'Oras ", "sad2 0, it 111" ),
HTTP/1.1 200 0K

Date: Thu, 17 Oct 2019 16:19:35 GMT

Server: Apache/2.4.10 (Win32) OpenSSL/1.0.1h PHP/5.4.31

X-Powered-By: PHP/5 431

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

X-Pingback: http:// k. edu vvxmlrpe php

Link: <http:/ S eduv.vn/wp-json’>; rel="https://apL.w.org"

Link: <htp: e edu.vn/2p=10479>; rel=shorflink

Hinh 6. Vi du vé mét tdp hop nguy co tan cong XSS véi
hai nguy co

Cac cot cua ma tran hd so bao vé biéu thi cac thanh
phan cua 11 16p chire nang an toan theo 1SO 15408 [13],
cu thé nhu sau (con s trong dau ngodc 1a sé thanh phan
ctia mdi ho trong maot 16p):

- Lép kiém toan (FAU- Function Audit) c6 6 ho la
ARP(1), GEN(2), SAA(2), SAR(3), SEL(1), STG(L).

- Lép truyén théng (FCO-Function Communi-cation)
€6 2 ho la NRO(3), NRR(3).

-L6p hd trg mat ma (FCS-Function Cryptogprahy
Support) ¢6 2 ho la CKM(2), COP(1).

- Lop bao vé dir liéu (FDP-Function Data Protection)
c6 11 ho la ACC(1), ACF(3), DAU(2), ETC(2), IFC(2),
IFF(4), ITC(2), ITT(1), SDI(1), UCT(1), UIT(2).

-Lop xac thuc dinh  danh  (FIA-Function
Identification Authentication) c¢6 4 ho la AFL(1),
ATD(1), UAU(2), UID(1).

-Lop quan ly an toan (FMT-Function Security
Management) cé 6 ho la MOF(1), MSA(2), MTD(1),
SAE(1), SMF(1), SMR(1).

- Lép riéng tu (FPR-Function Privacy) c6 3 ho la
ANO(1), UNL(1), UNO(1).

- Lép bao vé chirc nang an toan TOE (FPT-Function
TSF protection) ¢6 7 ho la FLS(1), ITA(L), ITC(1),
ITI(1), ITT(1), PHP(1), RCV(1).

- Lép sur dung tai nguyén (FRU- Function Resource
Utilisation) c6 2 ho 1a FLT(1), RSA(L).

- L6p truy nhap TOE (FTA- Function TOE Access)
€6 4 ho la LSA(1), MCS(1), SSL(1), TSE(1).

- L6p tuyén tin cay (FTP- Function Trusted Path) c6 2
ho 12 ITC(3), TRP(3).

Hb so bao V¢ tao thanh mot tap mau ding cho danh
gia an toan, mdi 6 dugc gan gia tri “0” hodc “1” tuy theo
tac dong cuia nguy co t6i cac thanh phan cua lop. Gia tri
“0” thé hién nguy co khéng anh huong dén thanh phan

15



Hoang Bang Hai, Pham Thiéu Nga

tuong ung cua lép. Nguoc lai, gia tri “1” thé hién nguy co
c6 tac dong dén thanh phan cua I6p tuong ung.

Cac tap hop nguy co dugc sap xép vao 5 nhém: cu thé
la: rat nghiém trong (highcritical), nghiém trong
(critical), trung binh (medium), cinh bao (warning) va
can luu y (alert). M&i nhom dwgc gan mot hé so khac
nhau thé hién mirc d6 nghiém trong cua tung nhém nguy
co. Céac hé sb cu thé 13 hy, hy, hy, ha, hs, v&i h1> hy> h3>
hs> hs. Trong d6, hy tng voi nhom rét _nghiém trong, hs
ng véi nhom it nghiém trong nhat. Ket qua di liéu thu
thap tu Cong TTDT cho moi 16p yéu cau chic nang an
toan c6 thé bao gom mot vai hogc ca 5 nhom néu trén.
Trong hé thong két hop giam sat va danh gia da dé xuat,
ta dt cac h¢ so nhu sau: hy=1.5, h,=1.4, h,=1.3, hy=1.2,
hs=1.1dwa vao két qua thir nghiém véi gan 200 cong
TTDT.

2) Xdc dinh trong sé cho cdc Iop chivc ning an toan

Céac lop chirc nang an toan co thé co mic d§ quan
trong khéac nhau. Do do, co thé dit cac trong sb dé phan
anh cac mirc d6 do trong ket qua danh gia chung cho
Cong TTPT. Vi du, dbi véi cong TTDT, 16p FDP dugc
coi quan trong hon 16p FCO, I6p FAU quan trong hon
I6p FTP, v.v. Ta c6 thé sir dung céc trong s6 wi dé géan
cho mdi I6p i ciia 11 16p chirc nang an toan.

Céc trong s6 la can thiét, song viéc xac dinh trong s6
phu hgp c6 anh hudng dang ke dén két qua danh gia. Vi
vay, ta chon phuong phap tién trinh thir bac phan tich
(AHP- Analytic Hierarchy Process) [36] dé tinh toén cac
trong s6 Wi Tién trinh AHP bao gém 4 buéc chinh nhu
Sau:

1- Xay dung cay phan cap AHP va ma tran so sénh
tiéu chi

2- Tinh toan cac trong sb

3- Kiém tra tinh nhat quan

4- Téng hop két qua trong sb

Sau day la chi tiét cac budc.
Burée 1. Xay ding cdy phan cdp AHP va ma trdn so séanh
tiéu chi

Tir két qua khao st véi gan 200 cong TTDT va dé
gidm do phirc tap tinh toan, ta chon ra 6 tiéu chi Xi,Xz,

X3,Xa4,Xs,Xscho phan cip AHP tng véi cac 16p chirc ning
an toan da néu & muc F.1) nhu sau.

Tiéu chi X; cho l6p FDP
Tiéu chi X, cho céc l6p FAU, FMT, FPT
Tiéu chi X3 cho lop FTA
Tiéu chi X4 cho céac l6p FCO, FTP, FIA
Tiéu chi Xs cho cac 16p FRU, FPR
Tiéu chi Xs cho 16p FCS

Hinh 7. Lua chon 6 tiéu chi cho AHP

Ma tran so sanh cho 6 tiéu chi dugc xay dung nhu
sau:

A= (aij)6x6
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1 a;; a3014 Qs Qe
a1 1 ap3Q4 Qs Qg

R N A

dg1 Qgz QAgzl64 Qgs 1

Mbi phan tir &; thé hign mic d6 quan trong cua tiéu
chi hang i so véi tiéu chi COtJ Mtre d6 quan trong tuong
dbi cua tiéu chi i so vai j duoc tinh véi k (k =1, 3, 5, 7,
9), nguoc lai caa tiéu chi j so véi i duoc tinh vai 1k
(nghia la 1, 1/3, 1/5, 1/7, 1/9).

Nhu vy, ma tran so sanh gém cé4c phan tir: a;> 0, a;
=1/ ajj Va aji = a= 1.

Thang diém so sénh mirc d6 quan trong cua cac tiéu
chi theo phuwong phap AHP nhu sau.

Hétséc R&tit itquan itquan Nny Quan  Quan  RAt  Hétstc
ituan quan  tong  trong phau  tong  trong  quan  quan
trong trong  hon nhiéuhon hon nhieuhon trong  trong

19 1 115 13 1 3 5 7 9
|
\

Hinh 8. Thang diém murc dé quan trong

Tir thang diém trén, ta lap duoc ma tran so sanh AHP
theo 6 tiéu chi X1,X2, X3,X4,Xs,Xsnhu sau.

Bang 1. Ma trén so sanh

X1 Xz X3 X4 X5 XG

X1 1 3 5 7 7 9

X2 1/3 1 3 5 5 7

X3 15 | 1/3 1 3 5 7

X4 U7 | 1/5 1/3 1 3 5

Xs U7 | 1/5 1/5 1/3 1 3

Xe 19 | 17 1/7 1/5 1/3 1
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Bueée 2. Tinh toan cac trong sé

Thuyc hién cac budc tinh toan theo phuwong phap AHP,
cu thé la:

- Tinh tong C4c cot ctia ma tran so snh: Sumj, voi jla
chisb cot,j=1...6.

- Chuéan héa trong sé theo cong thuc:
Cij = aij/ Sumj (5)
- Tinh trong sb trung binh theo cong thic:

Yoicij
Wi = T(6)

Thuyc hién cac budc trén, ta tinh duoc két qua cho cac
trong s6 nhu sau:

w; = 0.3984 wy =0.2151
ws = 0.0762 ws = 0.0450
Bueéc 3. Kiém tra tinh nhat quan

wsz =0.1371
ws = 0.0248
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Theo [36], tinh nhét quan cua céc trong sé dugc kiém
tra véi cac gid tri Lambda max (Ama:), chi s nhat quan Cl
(Consistency Index), ty so6 nhat quan CR (Consistency
Ratio). Gi4 tri Amax dugc tinh nhu sau.

e = HEL )
Tur gid tri Sum; va wj, ta tinh duoc: Amax = 6.1574

Theo AHP [36], chi s nhit quan Cl (Consistency
Index) duoc tinh theo cdng thuc:

_ Amax—n
Cl = Teg (8)
Trong d6 n 1a s tiéu chi.

6.1574 -6

Amax—6 —
6—1

Ty s6 nhat quan CR (Consistency Ratio) duoc tinh
theo cong thure [36]:

CR=CI/RI (10)
Trong d6 RI 1a chi s6 ngau nhién (Random Index).

> (= =0.0315 (9)

Vi 6 tiéu chi, ta co thé s dyng bang tham sé trong
[36] dé chon RI = 1.24

Ty s6 CR s& la:
CR =0.0315/ 1.24 = 0.0254 (11)

Két qua CR = 0.0254 nhé hon 0.1.Do vy, theo
phuong phap AHP [36] ta c6 thé két luan Ia c4c trong sb
da tinh duoc 1a phu hop, chip nhan dugc.

Bueée 4. Tong hop két qud trong so

Trong sé cho céc I6p chirc niang an toan duoc tong
hop trong Bang 2 nhu sau.

Bang 2. Trong sé cho céac 16p

L&p chirc nang an toan Trong sé
FAU w2 = 0.2151
FCO ws = 0.0762
FCS we = 0.0248
FDP wi = 0.3984
FIA ws = 0.0762
FMT w2z = 0.2151
FPR ws = 0.0450
FPT w2z = 0.2151
FRU ws = 0.0450
FTA wsz =0.1371
FTP ws = 0.0762

3) Xdc dinh mirc d¢ an toan cho céng TTPT

Nhu da néu ¢ phan dau muc F, cac budc tao hé so
bdo vé theo chuan va xac dinh trong s6 cho cac 1op chi
can thuc hién mét lan ban dau khi thiét 1ap hé thng danh

gia.
Quad trinh danh gia mirc d6 an toan cho céng TTDT
bao gom cac budc chinh nhu sau.

SO 01 (CS.01) 2020
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- Budc 1: Truy Xuat tap dir liéu da thu thap luu trong co
so dir lieu (khoi tong hop dir ligu), anh xa dir lidu vao
mot tap dich an toan (ST- Security Target) duoc tao
theo mau cua ho so bao vé (Protection Profile). Mdi
tap dir ligu twong ung voi mot lan quét kiém tra cong
TTDT do khéi thu thap dit liéu cung cap.

- Buéc 2: Tur bang dit li¢u cua tap dich an toan ST, thuc
hién tinh diém danh gia cho ting 16p chic nang an
toanFitheo cong thire (12), cu thé nhu sau.

= hy XL, TME P (12)

2 M,
+hzz Py

n=1 i=1

N3 My
+h3z P

n=1 i=1

Ny My
+h4z  Pu
+hsz . Plk

Fk 1a diém danh gia cho 16p k

Pix la gia tri d1em ciia mdi thanh phan i thudc 16p k
da gan trong ho so bao V&, voi k= 1...11

My 12 s6 thanh phan c6 trong mai 16p k

Trong do:

nla timg nguy co tan congda kiém tra duoc va ghi
trong tép dich an toan ST.

Nk 1a tong s6 nguy co tin congtrong mdi tap hop
nhom nguy co.

CAc gia trihy, hy, hy, ha, hs, 1a hé sé cua cac tap hop
nhom nguy co trong ung.

- Buéc 3: Véi cac trong s6 cho cac 1op chirc ning an
toan da thiét lap (Xem phan F.2 & trén), ta tinh duoc
téng diém danh gia cho cong TTDT nhu sau.

F =Ykt wiFe (13)

Trong d6,F 1a diém dénh gia (mirc do an toan) cua
cong TTDT,w 1a trong s6 cua lop Fxvoi k= 1...11.

Tir c4c trong sb trong Bang 2, ta c6:
F =w;Fppp + Wy (Fray + Frur + Frur)
+ W3Fpry
+ Wy (Frco + Frrp + Fria)
+ ws (Fpry + Frpr)

+ WeFrcs

Trong d6, cac gia tri Frop, Frau, Frur, Frer, Frra,
Feco, Ferp, Fria, Frru, Fepr, Fros 1a diém dénh gia cua
tung I6pnhur 1iét ké trong Bang 2.

Cac tac gia bai bao da thyc hién thir nghiém giai phap
cho gan 200 céng TTDT. Két qua thir nghlem cho thiy
giai phap két hop giam sat va danh gia la kha thi, cho
phép xac dinh mic d6 an toan cho tung céng TTDT, dac
biét 1a cho phép so sanh muc d§ an toan gitta cac cong
TTDT.
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Dé minh hoa két qua danh gia, chung t6i chon ra hai
cong TTDT (ky hiéu la cong TTDT A va cong TTDT B).
Tur tap dit ligu thu thap duoc tir cac cong TTDT di luu
trong khéi tong horp dit liu cho lan quet kiém tra, hé
théng tinh dugc cac diém danh gla cho cac 16p chirc nang
an toan cua hai cong TTDT A va cong TTPT B nhu biéu
thi trong Bang 3.V¢i cac trong s6 cho cac 1op da xac dinh
& phan trén, ta tinh dugc diém danh gia cho cac cong
TTDT Ava Cong TTDT B la;

Fa =69.84, Fg = 62.36

Hinh 9 va Hinh 10 la ket qua thtr nghiém danh gia
muc d6 an toan cho hai cong TTDT di chon. Gia tri Fa
va Fg dugc biéu thi bang cot mau dam ngoal cung bén
trai cac hinh (biéu thi bang F) Céc cot con lai 1a diém
danh gia cho ting 16p cua mdicong TTHT.

D6 thi duoc biéu dlen trén thang diém 100. Gi4 tri
100% la tét nhat. Véi Cong TTDT A, gia tri FDP 14 an
toan nhat (89. 50%) gi4 tri FCO la kém an toan nhit
(7.00%). Déi voi cong TTPT B, gia tri FDP la an toan
nhat (72.30%), gia tri FPR 1a kém an toan nhat (14.30%).

Nhu da néu, bén canh kha néng danh gia mure df an
toan cho timg 16p chirc nang va cho toan bo cong TTDT,

62.36.
Béng 3. Két qua diém danh gia cho hai céng TTPT A va
cong TTOT B
Lép chirc nang Piém cho Piém cho
an toan cdng TTBTA cong TTDT B
FDP 38.30 32.50
FCO 7.00 44.80
FCS 12.00 18.20
FDP 89.50 72.30
FIA 7.20 25.30
FMT 45.40 32.80
FPR 11.00 14.30
FPT 54.00 34.80
FRU 8.10 32.70
FTA 11.00 18.20
FTP 11.00 22.50
54.00
45.40
liﬂ 8.10 1i0 1i0
FMT FPR FPT I:J FTA FTP

Hinh 9. Biém danh gia cac I6p chirc ndng an toan cta céng TTOT A

100
89.50
90
80
69.84
70
60
50
40 38.30
30
20
12.00
10 7.00 I 7.20
0 H |
F FAU FCO FCS FDP FIA
100

90

80
72.30

70
62.36
60
50 44.80
40
32.50

30 25.30
20 13 .20
10

0

F FAU FIA

ta con c6 thé so sanh mirc do an toan gitra cac cong
TTDT. Nhu trong vi du da néu, céng TTDT A duoc danh
gia 13 an toan hon cong TTDT B, do Fa = 69.84 > Fg =

s0O 01 (CS.01) 2020

32.80

34.80 32.70

22.50
18 20
14 30

Hinh 10. Biém danh gié céc I6p chirc ndng an toan cta céng TTET B

IV.KET LUAN

TAP CHi KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG
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Giam sat va danh gia an toan cho cong TTDT la hai
nhiém vu thu’o‘ng khong tach roi khi xem xét mire 6 an
toan cua cong TTDT, song t6i nay van chua co giai phap
nao quan tam dong thorl dén diéu nay. Bai bao dé xuat
mot giai phap két hop giam sat tap trung va danh gla an
toan cho cong TTDT. Nguon dir liéu thu thap cho giam
sat va danh gia dugc thi€t ke phu hop voi 10 nhém nguy
co da duge cong bd trong chuan OWASP Top 10, dong
thoi twong thich voi 11 10p chirc ning an toan ciia chuén
ISO 15408. Viéc két hop nay mang lai hi¢u qua va loi
ich vi tdn dung duwgc nguon dir liéu gidm sat thu thap
dugc, cho phép st dung dir liéu thu thap duoc dé danh
gia mirc d6 an toan va so sanh mirc d6 an toan giira cac
cong TTDT.

Mt khéc, hau hét cac giai phap danh gia hién co van
chu yeu 1a dinh tinh, chua theo tiéu chuén, con phy thude
vao chu quan cua chuyén gla danh gia. Do do, bai bao da
dé xuat giai phap danh gia dinh luong theo chuan ISO
15408. Phuong thirc AHP da dugc ap dung dé xac dinh
cac trong s6 phu hop cho céac 16p chirc ndng an toan theo
chuan. Su dung ngudn dit liéu thu thap dugc tir cong
TTDT, h¢ thdng thuc hién anh xa vao tép dich an toan
theo chuan dwa theo mot tap mau ho so bao vé thiét 1ap
ban diu. Trén co s do, hé thong tinh diém danh gia cho
tung 16p, tinh diém tong cac 10p theo trong s6 dd xac
dinh dé dua ra mirc dénh gid an toan cho cong TTDT.
Két qua danh gia cho thay tinh kha thi cta giai phap, dwa
ra muc d0 an toan dinh lugng, khach quan va dap u’ng
nhu ciu so sanh mitc do bao dam an toan giita cic cong
TTDT.
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COMBINED SOLUTION FOR SECURITY
MONITORING AND EVALUATION OF WEB-
PORTALS USING STANDARDIZATION

Abstract: Security monitoring and security evaluation
are two tasks that seam to be separate, but have a close
relationship with each other. Most of the known
solutions often focus on either one of these two tasks. On
the other hand, there is still no solution to this problem
using a published standard. This paper proposes a
combined solution for security monitoring and security
evaluation of Web-Portals using starndardization,
namely the standard 1SO 15408. The idea of this solution
is to provide a seamless system architecture across
various processes such as monitoring, collecting data,
security evaluating in a centralized large scale
monitoring network. Our system uses collected data for
both attack threats detection and security evaluation. The
Analytic Hierarchy Process (AHP) is applied to calculate
the weights for security function classes according to the
standard ISO 15408 and to provide a quantitative
evaluation of the security level for Web-Portals. Tests
were conducted with nearly 200 Web-Portals to show the
feasibility of our solution.

Keywords: Security Monitoring, Web application
security, Web application security evaluation.
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