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Abstract— Thuat todn ma hdéa Advanced Encryption
Standard (AES) Ia chuan ma hoa dit liéu rat pho bién, duoc
st dung rong réi trén thé gisi va dugc chinh phu My su
dung dé bao vé cac dir liéu tuyét mat. Tuy nhién, hién nay
thuat toan AES da xuat hién 16 hong dé bi tin cong va
nhitng ké tan céng bang nhiéu phwong phap khac nhau
dang tin cong, khai thac 15 hong d6. Trong bai bao nay s&
gidi thiéu phuong phép tan cong 13i vi sai (DFA) trén thuat
toan ma héa AES-128. Muc dich cua bai bao la nghién ciu
phuong phép tiém 15i vao qué trinh ma héa thiét bi, tir do
c6 thé xay dung thuat toan trich xuat khéa K va lam vé hiéu
hoa hé thong an toan cua thiét bi.

Keywords— Thuit toan ma hoa AES, tan cong kénh ké,
tan cong tiém 15i, phan tich 15i vi sai.

I. MOPAU

Thuat toan ma hoéa Advanced Encryption Standard
(AES) 1a chudn ma h6a dit liéu rat phd bién, dwoc sir dung
rong rai trén thé giGi va duoc chinh phi My sir dung dé bao
vé€ céc dir liéu tuyét mat [1, 2].

AES duoc phat trién tir cubi nhitng nam 90s dé thay thé
cho chudn ma héa true d6 1a Data Encryption Standard
(DES) do IBM tao ra ddu nhitng nam 70s nham khéc phuc
nhing khuyét diém cua thuat toan ma héa d6. Tuy nhién,
hién nay thuét toan AES dé xuét hién 15 hong d& bi tAn cong
va nhiing ké tin cong bang nhiéu phwong phap khac nhau
dang tan cong, khai thac 15 hong d6. Mot trong nhiing
phuong phép tin cong phd bién nhét hién nay 1a tin cong
tiém 18i — Fault Injection Attack (FIA), mot loai tin cong
kénh bén rat manh hién nay [3]. Céc cudc tan cong FIA 1a
mdi de doa s6 mot cho bat ky hé thong nhung, chip IC an
toan nao trén thé gidi. FIA 1a nhiing cudc tan cong vat Iy
logic véi muc dich bo qua cac co ché khai dong an toan,
trich xuat khéa bi mat, pha vd bo dém chuong trinh va trich
xuét chuong trinh co so hoidc thao tung bét ky tai nguyén
bao mat nao bén trong IC. Céc cudc tan cong nhu vy kho
thuc hién hon nhitng cude tan cong khac, nhung dbi lai, n6
cho phép bd qua cac phuong phap bao vé hoan toan, voi
tac dong nghiém trong dén cac nha cung cip va nguoi
dung.

C6 rat nhiéu phwong phap tin cong str dung FIA nhu:
su c¢b ngudn (Glitch power); su c¢b xung clock (Glitch
clock); thay doi dot ngot nhiét d6 moi truong (Varying the
environmental temperature); st dung anh sdng hodac lasers;
tan cong 161 vi sai (Different Fault Attack), ... [4]. Ban chat
clia cac cudc tin cong FIA néu trén déu 1a gidng nhau, va
1a tiém 131 vao trong thiét bi ma hoa trong qua trinh tinh
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toan. Qua trinh tiém 156i phdi duoc tinh toan ky ludng vi
phuong phéap tiém 16i ¢6 thé anh huong dén thiét bi hodc
lam hu hong thiét bi. Vi du néu tiém 11 bang cach ting dot
ngot dién ap qua mirc hodc ép xung qua cao, tur trudng va
dién truong qua manh vugt qua gidi han cua cac linh kién
dién tir bén trong thiét bi s& dan dén hu hong cac linh kién
d6 va lam cho thiét bi ngung hoat dong. Trong bai bao nay
s& gi6i thidu phuwong phap tin cong 18i vi sai (DFA) trén
thuat toan ma héa AES-128. Muc dich cua bai bao la
nghién ctru phuong phép tiém 18i vao qua trinh ma hoa thiét
bi, tir d6 c6 thé xay dung thuat toan trich xuét khoa K va
lam vo6 hiéu hoa hé théng an toan cua thiét bi.

Il. TONG QUAN VE THUAT TOAN MAT MA AES

AES la mot thuat toan ma héa khdi thay thé hoan vi.
Dau vao cua né va dau ra bao gdm cac chudi 128 bit, trong
khi khoa mat ma caa nd 1a mot chudi 128, 192 hoic 256
bit, tly thuoc vao mirc d6 bao mat can thiét. Bbi véi mai
chiéu dai khda, s& ¢ 10, 12 hoic 14 vong (twong ng voi
khoa 128, 192 va 256-bit), mdi vong chung duoc tham s6
hoa bang khoa vong (Round key) 128 bit duoc cung cap
boi 1ap lich khéa (Key scheduling) [5, 6]. Tai mdi thoi
diém, két qua tam thoi ¢6 thé dugc biéu dién duéi dang ma
tran 4 x 4 byte, goi la trang théi (State). Sé vong lap ky hiéu
[a N,., phu thudc vao hai dai lugng N, va Ni. Vi N,, trong
AES c6 gia tri ¢ dinh bang 4 nén N,. chi phu thudc vao Nj,.
Gi4 tri cua N, twong (tng Vi ba gié tri cua Ny 1a N, = 10,
12, 14. Cu thé, gia tri N, dugc xac dinh bai:

Type AES | Key length Number of Ny
rounds (N,.)
AES-128 128 10 4
AES-192 192 12 6
AES-256 256 14 8

Bdn byte trén mdi cot trong mang trang théi state tao
thanh 1 tir 32 bit, trong d6 s6 thir tw cia hang r (0 < r <
3) cho biét chi s6 cua bdn byte trong mdi tir. Tir dinh nghia
state & trén cd thé coi state 1a mang mot chiéu chira cc tir
32 bit:
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Thuat toan ma hoa AES tuong dbi phuc tap, dugc md
ta khai quat thanh 3 budc nhu sau:

e 1vong khai tao chi bao gdm phép Addroundkey;

e N, —1vong lip gdm 4 phép bién doi lan luot Ia:
SubBytes, ShiftRows, MixColumns, AddRoundKey;

e 1vong cudi gdm cac phép bién doi gidng vong lap
va khong c6 phép MixColumns.
Trong giai doan khai tao AES, chi cd mét bude duoc thuc
hién: AddRoundKey. Ké tiép, thuat toan s& chuyén sang
vong hoat dong dau tién va thuc hién budc dau tién:
SubBytes.

Trong budc Final Round s& khéng c6 phép
MixColumns ma chi c6 cac phép: SubBytes, ShiftRows,

AddRoundKey [7, 8].
Plaintext
A —KO—> AddRoundKey
L .

Sub Bytes

- Ki —»{ AddRoundKey

vm
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Last
Round
(No MixColumns)
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Ciphertext

a) Qua trinh ma hoa

Thuat toan giai ma AES kha gidng vai thuat toan ma

hoa AES vé mit cau triic nhung 4 ham st dung 1a 4 ham
ngugc cua qua trinh ma héa.
Mot diém khac biét nira trong hai ciu tric giai ma nguoc
va giai ma xubi d6 la: Trong giai ma nguoc khda vong giai
ma chinh la khoa vong ma hoéa véi thir tu dao ngugc. Con
trong giai ma xudi thi khda giai ma ngoai viéc dao nguoc
the tu khéa vong md hda con phai thuc hién phép
InvMixColumns d6i véi cac khoa vong cua vong lap giai
ma [9]. So dd khéi cua thuat todn ma hoa va giai ma hoa
AES — 128 duoc biéu dién & hinh 1.
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Hinh 1. Sor do khéi thugt toan ma hoa va giai ma hda AES — 128

Key scheduling xay dung khda vong K trong thuat toan
AES bing céch sir dung 2 chic ning: khoa vong (Key
Expansion) va lya chon phim vong (Round Key Selection).
Thuat toan key AES scheduling dwgc m6 ta & thuat toan 1.

Thuat todn 1. AES key Scheduling

Input K: secret key,

L: key length in words,
N,:number of rounds;
Output W: array containing round keys
Begin
fori=lto4-(N,+1)—1 do
ifi = 0mod [ then
WIi]l = W[i — l]®SubByte[W[i —
1] «< 8]€BRcon[%];
elsif | = 8 and i = 4 mod [ then
Wil = W[i - lJ@S[W[i — 1]];

else
Wil =WI[i— ewl[i - 1];
return W;
End

Chitre ning khéa vong: Chirc niang nay tinh toan tu

khoa AES, khéa vong co do dai bang chiéu dai khdi tin

SO 03 (CS.01) 2020

TAP CHI KHOA HQOC CONG NGHE THONG TIN VA TRUYEN THONG

nhin nhan véi s6 vong cong véi 1, tac 1a N, + 1. Khoa
vong 13 mot mang tuyén tinh gdm céc tir 4 byte va duoc ky
hiéu la EK[4 - (N, + 1)]. Khoa vong dugc md ta ¢ thuat
toén 2.

Thuat todn 2: KeyExpansion

Input: Ny, N,;

Output EK: array containing round key;

Begin

EK « temp;
fori=0to N, —1do
EK[i] = (K[4-i],K[4-i+ 1], K[4-i+
2,K[4-i+3]);
i=i++;
fori= N, to4-(N,+1)do
temp = EK[i — 1];
if i mod N, = 0then
temp =
SubWord(RotWord(temp)) @ Rcon[i/N,];
elsif (N, > 6) and (i mod N,, = 4))
temp = SubWord(temp);
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EK[i] = EK[i — N,] @ temp;
i=i++;

return EK;

End

Trong do:

- SubWord() Ia mot ham &p dung S-box trong thuat toan
ma hoa AES & mdi byte cia 4 byte ddu vao dé tao ra mot
tir dau ra;

- RotWord () 1a mét phép quay tuan hoan sao cho dau
vao 4 byte (a, b, ¢,d) tao ra dau ra 4 byte (b, ¢, d, a);

- Reon[i] = (x=1,{00}, {00}, {00}) v&i x~t la gisi
han cua X trong truong Fs.

Chire niing lwa chon khéa vong: chic ndng nay trich
xuat cac khoa vong 128 bit tir Khoa duoc mé rong.

Vi du vé Key scheduling trong thuat todn ma héa AES-
128:

AES Key: | K |
Expanded Key: | EK|EK; |EK, |ER | EK | EKS| EK | EK|
Round Key: | Round Kev 0 | Rowund Key [ |

I1l. TAN CONG DFA TREN THUAT TOAN MA
HOA AES-128

Céc cudc tan cong pha khoa ma hoa di dwoc gidi thiéu
trong [10] dwa trén cac 13i c6 thé duoc tao ra trén cac thiét
bi thé thdng minh trong qua trinh tinh todn thuat toan ma
héa, tir &6 nhiéu nghién ctru da duoc tién hanh va duoc thuc
hién nghiém tac hon. Trong [11] da thanh céng trong viéc
phé v& ma héa RSA CRT vai mot chir ky bi 16i trong cling
mot tin nhan. Sau d6 [12] da cai tién thuat toan pha khoa
bang cach chi tim mét trong cac yéu té cua module khoa
cdng khai chi sir dung mét chix ky bi 16i trong mét tin nhin
d3 biét. Cac cudc tan cong nay la tién dé cho cudc tn cong
DFA sau nay.
DFA 12 mot loai tan cong kénh bén trong linh vuc mat mé,
cu thé 1a phan tich mat ma. Nguyén tic cua cudc tan cong

Kj

DFA 4 tao ra céc 18i vi du nhu 18i dién ap, diéu kién moi
truong khdng mong muén... Céc 15i nay duoc thyc hién
trong qua trinh trién khai mat ma, diéu nay s& giup tiét 16
trang thai bén trong cua ching.

Vi du thé théng minh chtra bo xir Iy nhing c6 thé phai
chiu nhiét d6 qué cao, dién ap hoic dong dién cung cép
khong dugc hd trg, ép xung qua cao, dién truong hoic tir
truong manh cé thé anh huong dén hoat dong cua bo xir ly.
Bo xtt ly c6 thé bat dau xuat ra cac két qua khong chinh xéac
do 16i dir liéu vat 1y, didu nay c6 thé gilp ké tan cong suy
ra dugc cac 1énh ma bo xir Iy dang chay hodc trang thai di
liéu bén trong caa no [13].

DFA duoc dung dé kiém tra tinh bao mat cia thuat toan
mé hda DES. Tuy nhién, ngay nay thuat toan AES da dugc
thay thé cho DES trong cac thuat toan ma hda. That khong
may, cac cudc tan cong DFA hién c6 trén céc hé thdng mat
mi ddi xang khdng hoat dong trén AES. Pay 1a 1y do tai
sao ching tdi nghién ctu, phat trién dé tim cach tan céng
AES bing céch sir dung DFA.

Trong phan nay, ching tdi s& thuc hién mot cudc tan
cong DFA véi quy mo trén 1 bit caa két qua ban ma tam
thoi trude khi két thic vong cudi. Tir d6 c¢6 thé truy xuét
dugc toan bo khda vong cudi cung tic 13 khoa K trén thuat
todn ma hoa AES-128.

Néu maot 18i gay ra trong mot byte caa ma tran trang
thai, sau d6 duoc dua vao vong thar 8, thi hoat dong cua
MixColumn & vong cudi s& truyén 18i nay dén toan bo cot
clia ma tran trang thai sau d6. Hoat dong ShiftRow & dau
vong sau s& chuyén cac byte I3i ndy sang céc cot khac nhau
cua ma tran trang thai. Va sau do, hoat dong MixColumn
sé& lan truyén 16i dén cac byte con lai.

Qua trinh nay dwoc mo ta & hinh 2, trong d6 hién thi su
khuéch tan caa mot 15i byte gay ra & dau vao cua vong thir
8. Két qua cua thuat toan XOR vi sai ma tran trang thai s&
cho ra hai gia tri, mot 1a dung, hai la sai. Ttr 6 ching ta co
thé xac dinh dwoc co sé cho mot phan tich 13i vi sai.

MC SB

SH

Hinh 2. So' do sy khuéch tan 15i vi sai trén ma tran trang thai

Dé thuan lgi cho qua trinh theo ddi va tinh toan, chuing
t0i s& dua ra mot so ky hiéu sau:

1. S—ban rd twong ung véi nd 1a khoa K trén AES;

2. S'—Dban r tam thoi lugt thir i va S;* — byte thu j trén
ban rd S*;

3. K'-—khoa AES tam thoi luot thir i va K;' — byte thir
j trén khda AES K;

4. T —ban ma chinh xac va T; — byte tha j cua ban ma
chinh xac T;

5. F—ban md 15i va F; — byte tht j cua ban ma 16i F.

Theo dinh nghia, ta co:

T = ShiftRows(SubBytes(S°))®K® (1)
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Ciing theo dinh nghia, ta c6 thé biéu thi SubByte(S})
la két qua cua phép bién doi byte S/ boi phép
ShiftRows(j) tai vi tri tha j trén ban rd tam thoi. nhu vay
ta cé:

Tsniferow(j) = SubByte(SP)®Knirerow ).
vj €{0,..,15} (2)

Néu ching ta thuc hi¢n cugc tan cong DFA e; trén 1 bit
thi j ciia ban rg tam thoi S° ngay trudc vong cudi ciia thuat
toan, chilng ta sé thu duoc ban méa 16i F:

Fshiferow(jy = SubByte(S?@e) DKy rerow(j) (3)

Va:

Fshiferow(iy = SubByte(SP)®Kgy: rrrow iy
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i€ {0,..
Tu (2) va (4) ching ta co:
Tsniftrow (i) D Fsniftrowy = 0,1 € {0, ...
Tu (2) va (3) ta dugc:
TShiftRow(j)GBFShiftRow(j) =
SubByte(S)®SubByte (S} ®e;) (6)
Tir nhitng cong thirc trén, chiing ta ¢ thé xay dung mot
thuat toan day du dé truy xuit ra dwoc khéa K cua thuat
todn m& hoa AES-128.
Thuét toan 3. Tim khoa K cua thuat todn mé hoa AES-
128.
Input T,S°, F: array containing value
Output K: array containing key AES — 128

A5} (4)
ASNGY ()

Begin
Fori=0to 15do
Get DFA « e;;
Get S @ej;
if S7@e; # 0then
1=K
Save S7;
i=i++;
Get S?;

Get K*° from equation (1);
Get K using applying the inverse AES key
Scheduling K'°;

return K;

End

Tan cong DFA hoat dong doc lap trén mdi bit, vi vay
néu chlng ta thanh céng trong viéc tao ra chi mot 13i trén
mot vai byte cta ban rd tam thoi S, chling ta s& giam dugc
s6 lwong ban ma bi 13i can thiét dé co dugc khéa K cua
thuat toAn ma héa AES-128.

Thuat toan tan cong DFA nay ciing 4p dung duoc trén
thuat todn mé hda AES-192 va AES-256. Trong cac trudng
hop nhu vay, muc d6 bao mat cua thuat toan AES-192 sé
giam tir 24 byte xudng 8 byte va AES-256 s& giam tir 32
byte xudng 16 byte.

Tan cong DFA nay rit manh nhung doi hoi phai gay ra
15i chi 1 bit ding thoi diém 1a vong cudi cting cua thuat
toan ma hoa AES. Do d6 sé€ kho khan trong viéc thuc hién.

IV. PANH GIA THU'C NGHIEM

Trong phan nay, ching toi sé thuc hién céc thi nghiém
dé danh gia do chinh xac cua thuat toan di vai kiéu tan
cdng phan tich 13i vi sai trén thuat toan ma hoa AES-128.
Thuc nghiém dugc thuc hién trén SoC Kirin 620. So dd
thuc nghiém dugc mo ta & hinh 3.

Hinininin

Target
uC

1000

LTOIOIOI

Hinh 3. So do thyc nghiém tan cdng phan tich 13i vi sai
trén AES-128

1) Mot Iénh duoc gui tir may tinh dén thiét bi bi tin
cong thong qua giao tiép ndi tiép bao hiéu cho nd chay
budc AddRoundKey va SubBytes d6i v6i gid tri ban 1o da
biét. Cac budc AddRoundKey va SubBytes duoc chay 10
1an cho mdi gia tri ban rd riéng 1é. Didu nay cho phép
oscilloscope co duoc két qua trung binh, do d6 gitp giam
nhiéu nén va tang d¢ chinh xéac cho két qua.

2) Oscilloscope dugc thiét 1ap dé ghi lai timg traces
bang cach st dung ham trung binh (Average function) sao
cho gié tri cua 10 traces duoc tinh cho mdi budc duy nhat
cia AddRoundKey va SubBytes.

3) Khi 10 dau Vét da duoc ghi lai bang oscilloscope,
may tinh sé& truy xuét va lru két qua trung binh dudi nhiéu
dinh dang khac nhau trong 0 cing. Qua trinh 1 dén 3 duoc
lap lai cho mdi gia tri van ban goc tir 00 dén FF.

4) Sau khi thu thap dir liéu gia tri trung binh cta 256
traces cua ban 1o, duoc thuc hién & cac budc
AddRoundKey va SubBytes trén thiét bi bi tin cong,
chwong trinh ¢6 thé phan tich, tinh toan két qua bang
phuong phép phén tich ngoai tuyén. Cac két qua nay c6 thé
du doan chinh xac bang cach sir dung Means vi sai.

Sau day la két qua thu duoc tir thuc nghiém.

Word 0 - Scores

o 2500 5000 7500

ol DA A A g |

Words Overview

L]
sample amplitude

10000 12500 15000

o 500 5000 7500

=
sample ampiituge

10000 12500 15000

Hinh 4. Phat hién ro ri diz liéu trén ban rd
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Hinh 4 mo ta cac traces duoc phat hién ¢ du vao céc
bytes cua ban rd. Biéu ndy chung té ban rd da duoc tai vao
thanh ghi hoac RAM ctia may tinh. Tuong ty nhu vay,

chung ta ciing c6 thé tim thiy ro ri & ban ma nhu trong hinh
5. Chi khéc 1 cac traces duoc phat hién & diu ra cac bytes
cua ban ma.

Word 0 - Scores
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Words Overview
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Hinh 5. Phat hién ro r7 diz liéu trén ban ma

Hinh 6 m6 ta cac Means trace va Variance trace cua

chinh xac vao dung vi tri, thoi diém va thu dugc minimum

ting buéc AddRoundKey, SubBytes, ShiftRows, cac gia tri ban I6i can thiét dé truy xuat ra khéa K.
MixColumns trong qué trinh m& hoa. Ttr d6 ¢o thé tan cong
Mean trace Mean trace - Zoom Rounds 9 & 10
0 501
o
roundl | —50 -50 {
round2
round3
round4 =100 =100 1 :\dfsnund;ey 9
rounds 0 5000 10000 15000 20000 25000 30000 35000 20000 32500 33000 33500 34000 500 35000 35500 36000 ixCalumns 3
round6 WVariance trace w0 Variance trace - Zoom Rounds 9 & 10 o X 10
round? 1300 SubBytes 0w
roundg
munds | 1000 400 |
round® 00 0]
600
200 {
00
200 100 {
]

5000 10000 15000 20000 25000 30000

35000

o
40000 32500 33000 33500 34000 34500 35000 35500 36000

Hinh 6. Means trace va Variance trace cua thudt toan ma héa AES-128

Str dung thuat toan da trinh bay ¢ trén, ching ta thu dugc
khoa K ban dau.

# First retrieve the found key corresponding to the lost round
Foundkd = A.scores.argmax(@).squeeze()

# Then recover the moster key
Masterkey = scared.aes.inv_key_scheduls(FoundK18.astype('uintd'))[8, 8]

print("The recovered key is: ", Masterkey)
print("The secret key 1s: ", ths.key[@])

The recovered key is: [143
The secret key is: [143

IB1122 36162 B8 18 19 43218 5945 99 78 1)
JBI1E 0162 68 19 19 43218 59245 99 78 19]

V. KET LUAN

Trong bai béo nay da gidi thiéu mot phuong phéap tin cong
DFA trén thuat todn ma héa AES-128. Trong bai bao nay
cling chi ra phuong phap dé c6 thé truy xuit dwoc khoa K
cua thuat todn ma héa AES-128 bing céch sur dung cac
thuat toan da néu & trén. Vi cudc tan cong nay rit manh, su
dung it ban 15i dé c6 thé lay duoc khoa K nén tiéu ton it
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thoi gian dé thuc hién. Nhugc diém cia phuong phap nay
la cach thyc hién tan cong. Cudc tan cong phai ding thoi
diém va dang vi tri, tir d6 méi 6 thé thu dugc nhitng ban
15i chinh xéac, phu hop, 1am dir liéu dé phan tich tim khoa
K.

Trong tuong lai, ching tdi s& phan tich va 4p dung dé xuat
ctia bai bao nay dé 1am co s& dé téi wu hoa ky thuat tan
cong kénh ké bang phuong phap phan tich 13i vi sai, tir d6
c6 thé phat trién mot chuong trinh truy xuét ra khoa K cua
thuat toan ma héa AES-128 va hon nira trén AES-192 va
AES-256.
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THE FAULT INJECTION ATTACK ON THE AES-
128 BY THE METHOD OF DIFERENCE FAULT
ATTACK

Abstract: Andvanced Encryption Standard is the
popular data standardization, used globally and the US
government uses to secure extreme data. However, the
algorithm of AES currently provides holes for hackers to
attack and exploit with different methods. This article will
introduce the DFA based on the encryption algorithm AES-
128. Its purpose is to analyze the method of injecting errors
in the device encryption process in order to build the K
extraction algorithm and disable device's security system.

Keywords— AES encryption algorithm, Side-channel
attack, Fault injection attack, Differential analysis.
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