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GIAI PHAP PHAN PHOI KHOA LUQONG TU
KHONG DAY LAI GHEP FSO VA MMW

Pham Anh Thw, Pang Thé Ngoc
Hoc vién Cong nghé Bwu chinh Vién thong

Tém tidt—Trong bai bao nay, chung toi dé& xudt mot
giai phap phan phéi khoa lugng tir khong day lai ghép
FSO va MMW. Khoa lugng tir tir bén guri (Alice) duogc
truyén qua kénh FSO t6i tram gbc (BS) va sau do duoc
chuyén tiép t6i cac tram di dong (Bob) qua kénh vo tuyén.
Giao thirc QKD duoc thuc hién duwa trén diéu ché cuong
d6 song mang con (SIM) st dung khoa dich pha nhi phan
(BPSK) dé ma héa va bo thu hai ngudng dé giai ma. Hiéu
ning cua hé thong QKD dé xuét duge phan tich thong qua
tham sb ti 1¢ 15i bit lwong tr (QBER) dudi anh hudng cia
cac tham sb 16p vat 1y dén tir bo thu, kénh FSO va kénh
v6 tuyén MMW. Céc két qua tinh toan sé da khang dinh
tinh kha thi trong viéc trién khai hé thong QKD da dé
xuat.

Tir khéa— Phan phéi khoa lugng tr (QKD), truyén
thdng quang qua khong gian (FSO- Free Space Optlcs)
diéu ché cuong do séng mang con (SIM), ti 1& 15i bit
lugng tir (QBER).

I. GIOI THIEU CHUNG

Viéc bao mat thong tin ngay cang dugc quan tadm, dac
biét 12 nhitng thong tin dugc truyén qua co sé ha ting
mang Internet khong dugc bao mat. Phuong phap bao mét
phé bién nhét 12 str dung khoa mat ma héa bi mat dya trén
cac thuat toan mat ma. Trong phuong phap nay, bén guri
hop phap (Alice) va bén nhén hop phap (Bob) phai chia
sé khoa bi mat qua kénh cong khai khong an toan [1]. Tuy
nhién, van d& ndm trong viéc phan phdi khoa nghia 1a lam
sao hai bén guri va nhan phai thong bao mot cach bdo mat
cho nhau vé khoa bi mat dugc st dung dé ma hoa thong
tin. D& giai quyét duoc van dé nay, rit nhidu giao thirc
phan phdi khéa da duoc d& xuit. Mot trong nhiing giao
thirc phan phdi khéa nhan dwoc nhiéu sy quan tim hién
nay 1a giao thirc phan phéi khoa luong tir (QKD), trong
d6 hai bén guri va nhan co thé trao ddi khoa bi mat qua
kénh lugng tr, tham chi cé khi c6 mat ctua bén nghe trdm
thr ba (Eve) [2],[3].

Hai kénh dugc sir dung trong hé théng QKD bao gom:
kénh luong tir va kénh cdng khai. Kénh luong tir dugc sur
dung dé truyén thong tin vé khoa bi mat, duogc
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goi la cac bit lugng tir (qubit). Sau do, xac nhan khoa sé
dugc trao d6i qua mot kénh khac dé thong nhat vé khéa bi
mat dung chung.

Giao thirc QKD dau tién dwgc dé xudt boi Bennett va
Brassard vao nam 1984, con dugc goi la giao thirc BB84
[2]. Vao nam 1991, giao thire QKD khac dugc dé xuat boi
Artur Ekert, d6 1a giao thirc E91 [4]. Céc giao thirc phan
phéi khoa nay dua trén viéc ma hoa thong tin 1én cac bién
roi rac (DV) nhu pha hay phan cuc cua photon. Nhuogc
diém cia cac giao thirc nay 1a tbc d6 va hiéu qua cua viéc
tach song timg photon tai phia thu bi han ché. Nguoc lai,
giao thirc QKD ciling cho phép méa hda théng tin khoa trén
cac bién lién tuc nhu bién do hay pha ciia xung anh séng
dugc didu ché (CV QKD) [5]. Giao thac CV-QKD da
nhan duoc rat nhiéu sy quan tim tir cac nha nghién ctru
trén thé gisi do tinh twong thich véi cac mang thong tin
quang va toc do trao d6i khoa kha cao.

Pé phan phdi khoéa bi mat str dung giao thire DV/CV-
QKD glu’a Alice va Bob, cac mdi truong truyén dan khac
nhau gdm mang truyén thong soi quang [6], [7] truyén
thong quang qua khong gian (FSO) dudi mat dat [8],[9]
va FSO dya trén v¢ tinh [10],[11] da dugc nghién cliru mot
cach rong rai. Trong khi, phuong phap phan phéi khoa
lwong tir dyua trén soi quang dd duoc nghién ctru va rat
nhiéu tmg dung di duoc trién khai, nhung day chi la
phuong phap sir dung cho cac dau cubi co dinh. Tuy
nhlen ¢6 rat nhidu tng dung thuc té, bao gdm ca trong
dO’l song hang ngay hay trong quan doi, ma trong d6 dau
cudi str dung 1a cac thiét bi di dong, vi du nhu cac mang
xe cd, doi hoi cac giai phap QKD vo tuyén. Trong bdi
canh d6, FSO, mot h¢ thong dé thyc thi va co chi phi hop
Iy, co thé duge sir dung dé truyén khoa lugng tir t6i cac
tram di dong [12]. Két qua 13, hé théng QKD dua trén
FSO da nhan duoc rat nhidu sy quan tam gan day, bao
gdm ca hé théng mat dat [13]-[15] va hé théng vé tinh
[16]-[18].

Ciing nhu cac hé théng FSO khac, hé théng QKD dua
trén FSO chiju rat nhiéu anh huéng cia méi trudng khi
quyén nhu hip thy, tin xa,... lam han ché khoang céach
truyén dan [13]. Do Vay, st dung tram chuyén tiép 1a mot
giai phap di dugc dé xuit dé mo rong khoang cach hoat
dong cia cac hé thong nay [19]. Mat khac, viéc st dung
kénh FSO yéu cau sir dung céac k§ thuat phic tap cho viée
cin chinh va bAm dé duy tri két ndi tim nhin thang (LOS)
giita bén phét va bén thu. Trong khi d6, két ndi khong day
6 bang tan vo tuyén (RF) c6 thé phuc vu cac tram di dong
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tdt hon. Nhung vin dé dat ra la viéc thyc thi giao thic
QKD trén h¢ thong v6 tuyén RF ciing 1a mot thach thirc
[2].

Trong bai b4o ndy, md hinh hé théng phan phbi khéa
luong tir khong day lai ghép FSO va MMW duoc dé xuat.
Uu diém cua kién trac dé xuét nay 1a c6 thé cung cap tbc
d6 truyén dan cao hon, mém déo hon va c¢6 kha ning mo
rong. Hé théng phan phdi khoa QKD dé xuét co thé duoc
tmg dung cho cic mang di dong trong viéc phan phdi
khoa bi mat tur cac tram trung tdm (CS) tdi cac nut di
dong (MN) trong d6 BS s& dong vai trd 1a node chuyén
tiép. Lién két FSO trong mé hinh nay duoc str dung dé két
nbi CS va BS trong khi giita BS va MN 1 cac lién két vo
tuyén RF ¢ bang song MMW (Hinh 1). Do giao thirc
QKD ma hoa thong tin khoéa trén photon hodc xung anh
sang khong thé dwoc thyc thi trén lién két RF, chung toi
dé xuit str dung diéu ché cuong do song mang con (SIM)
v6i ky thuat didu ché BPSK cho phan lién két FSO.
Thong tin khoa s€ dugc mang bdi song mang con RF qua
lién két FSO (RoFSO). Hiéu ning vé ti 1¢ 13i bit lwong tir
(QBER) cua hé théng QKD d& xuat dugc phan tich dudi
anh huong cta rat nhiéu cac tham sé 16p vat 1y dén tir bd
thu, lién két FSO va kénh vo tuyén.

Lién ket FSO
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Hinh 1. Mb hinh hé théng QKD khéng day lai ghép
FSO va MMW.

Phan con lai cua bai bao duoc bd cuc nhu sau. M6 hinh
hé théng d& xuat dugc gidi thidu trong phan 2. Trong
phan 3, chung t6i s& xdy dung cong thirc phan tich hiéu
nang cua hé théng vé mat ti 18 15i bit luong tur va tbe do
khoa bi mat. Phan 4 trinh bay cac két qua tinh toan sb va
cac danh gia vé cac két qua nay. Cudi cung, phan 5 sé& 1a
phan két luan cua bai bao.

Il. MO HINH HE THONG

Giao thirc QKD duogc thuc hién trong hé théng dé xuit
dugc dua trén SIM sur dung khoa dich pha nhi phan (SIM-
BPSK), day 1a mé hinh didu ché di duoc st dung thanh
cong cho hé thong FSO [9]. So d6 khdi ciia hé thong
RoFSO/QKD dé xuét duoc chi ra trong hinh 2. Hé thong
dé xuit bao gdm ba phan chinh, tram trung tdm phan phdi
khoa, tram chuyén tiép tai BS, va thiét bi di dong 1a noi
nhan khoa.

Tai tram trung tdm (b phat cua Alice), cac bit nhi phan
ctia khoa dugc chuyén sang ham dang xung chit nhét
(g(t)) va dugc diéu ché 1én song mang con RF sir dung
diéu ché BPSK, trong d6 bit “0” va “1” dugc biéu dién
bang hai phai cach nhau 180 do. Tiép theo, tin hiéu
BPSK, bao gf“)m ca gia tri am va duong, dugc cong thém
dong dinh thién DC vao trudc khi didu ché véi song
quang lién tuc dugc tap ra boi LD. LD chi co thé duoc
didu ché boi cac tin hiéu duong nén tin hiéu BPSK phai
cong thém voi dong DC trude khi dua vao didu ché. Sau
do, tin hiéu quang dugc truyén qua khong gian téi BS. Tai
BS, tin hi¢u dugc dua qua by tich song APD va bd
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khuéch dai cong suit PA. Diu ra tai BS 1a song mang RF
dugc diéu ché BPSK sé dugc truyén trén kénh vo tuyén
to1 node di dong, day chinh 1a b thu ciia Bob.

Tai phia thu (Bob), tin hiéu thu dugc trudc tién dugc
khuéch dai boi bo khuéch dai tap 4m thap LNA. Sau do,
tin hiéu dugc khuéch dai va giai diéu ché bang cach nhan
v6i tin hiéu dén tir bo dao dong noi cod tan s6 1a tan sb cua
s6ng mang con vo tuyén. Sau khi giai ma, tin hiéu dién
dugc qua bo chinh xung (g(-t)), ldy mau va dugc quyét
dinh 1a céc bit “0”, “1”, hay “x” dya trén bd tach song hai
ngudng (DT). Nhu chi ra trong hinh 3, hai mirc ngudng do
va di, duoc thiét 1ap tai phia Bob cho viéc tich song tin
hiéu. Néu dong tin hi¢u nhan dugc nhé hon do, bit “0” s&
dugc quyét dinh. Néu dong tin hiéu nhan duoc 16n hon di,
bit “1” s& dugce quyét dinh. Trudng hop con lai, bit “x”
(khong bit nao) dugc tao ra.
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Kénh céng cdng truyén thong

Hinh 2. Hé thong RoFSK/QKD lai ghép sir dung SIM-
BPSK va b thu DT/DD.

Cubi ciing, Bob thong bao cho Alice biét cac thoi diém
ma cac bit “0” va “1” dugc tao ra qua kénh cong cong
truyén thong. Sau dé Alice loai bo cac gia tri bit tai thoi
diém ma Bob khong tao ra bit. Tir ddy, Alice va Bob chia
sé mot chudi bit gidng hét nhau, goi 1a khoa chon loc. Cin
¢t vao thong tin trang thai kénh CSI tai may thu, do va di
c6 thé duge diéu chinh, do d6 xac suét chon loc tai may
thu ctia Bob ¢6 thé duge diéu khién.

Tinh an ninh cta ¥ tuong thiét ké nay c6 thé dwoc giai
thich nhu sau. Thtr nhét, do sau diéu ché & cua cac tin
hi¢u SIM/BPSK dugc chon la du nho dé Eve khong thé
phan biét hoan toan trang thai dugc phat. Eve ciing c¢6 thé
cb géng st dung ngudng kép D-T nhu Bob, tuy nhién, su
thang giang tin hi€u cua Eve khong twong quan véi tin
hiéu ctia Bob, do d6 cac bit khda duoc tao ra bdi Bob va
Eve tao ra khong khop nhau. Néu Eve cb giai mi khoa
bang cach sir dung ngudng t6i wu (12 dne tai “khéng" nhu
trong hinh 4), né thu dugc cac gia tri do trong do6 hai tin
hiéu bi chéng chéo nhiéu 1én nhau, vi vay nod s& phai chiu
mot ty 18 15i cao, do d6 1am giam sy hiéu biét vé khoa c6
loi cho Eve. Thir hai, xac suét chon lgc cling c6 thé duoc
diéu khién boi Bob thong qua thiét 1ap ngudng kép D-T.
Didu nay c6 nghia 1a luvong thong tin dugc chia sé giita
Alice va Bob ¢6 thé dugc kiém soat. Két qua 13, ching ta
6 thé dam bao ty 1€ bi mat tich cuc béng cach diéu chinh
d6 sau diéu ché va cai dat D-T dung cach dé thong tin
tuong hd giita Alice va Bob luén 16n hon thong tin Eve
thu dugc theo cac chién lugc nghe 1én khac nhau.
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Hinh 3. Tach song hai ngudng tai phia Bob.
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Tin hiéu thu dugc tai Eve

Hinh 4. Ham mat d6 x4c suét cua tin hiéu thu cia Eve
trén kénh pha-dinh véi ngudng toi vu de.

I1l. HIEU NANG HE THONG PE XUAT

Trong phan nay, dong tin hiéu va nhiéu tai phia thu cta
Bob dugc tinh toan trude. Sau d6, hiéu nang cua hé théng
vé mat ti 18 15i bit lwong tir (QBER) dugc tinh dwa trén
xé4c suat 151 va s bit khoa duoc sur dung. Hon nira, tde do
khéa bi mat ciing s& dugc xem xét trong phan nay.
3.1. Tin hiéu thu va nhiéu

Nhu chi ra trong md hinh hé théng (Hinh 2), céc bit
khoa, chudi cic bit nhi phan ngiu nhién “0” hodc “17,
dugc didu ché BPSK voi song mang, sau d6 dugc bién
dbi thanh tin hiéu quang nho didu ché cuong d6 véi do
sau diéu ché nho [13]. Cong suat thu dugc ciia chum laser
duogc diéu ché c6 thé biéu dién nhu sau:

R (t) :%[n ms (t) ] 1

trong do, Py 1a cong suat phat dinh, m 1a do sau diéu ché
cuong do voi 0 < m < 1. Sy(t) = A(t)g(t)cos(2fct + ain),
trong do A(i) bién do song mang, g(t) ham tao xung chir
nhat, fc 1a tin s6 séng mang va a;  {0,1} Ia bit nhj phan
thir i. Truée khi duoc truyén qua kénh FSO, tin hiéu
quang phét s& dugc khuéch dai boi thau kinh phét véi hé
s6 khuéch dai la G .

Tai BS, tin hiéu quang thu tai dau ra cua thau kinh thu
c6 hé sé khuéch dai 13 GBS s& duoc chuyén qua bo loc
théng dai quang (OBPF) va dugc bién d6i nguoc lai thanh
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tin hiéu dién nvhc‘y bo tach séng APD. Dong tin hiéu dién
sau APD c6 thé dugc mo ta nhu sau:

ip(t):mMA\/F;K[1+mS(t)]+nBs (t) )

trong d6, R va Ma tuong ung la dap tng va hé s khuéch
dai cua APD, ngs(t) Ia dong nhiéu tai bo thu tai BS. pBS
la céng suat thu dinh tai BS duoc tinh boi:

R®S = P,GRR R hGRIGa » @)

trong d6 B" =(4zL/ /1)2 1a suy hao khéng gian tu do cua
kénh FSO gitra CS va BS véi L la khoang cach tir CS tai
BS, he la tham sé trang thai kénh FSO dic trung cho suy
hao khi quyén va hinh hoc cua kénh truyén FSO, va Ga la
hé s6 khuéch dai cua bo khuéch dai cbng suat (PA).

Nhicu tai BS bao gom nhi€u cuong do twong doi (RIN)
cua bo khuégh dqi va nhiéu bo thu bao gom 7nhiéu nhi7ét
vao nhiéu no. Bién thién nhidu tai BS ¢ thé dugc biéu
dién nhu sau:

08g = 2qM ZFARm y

KTB,
Fﬂ

B, +
RO, 4)

BS \?
+2Sqy (9iM AP ) B,

trong d6, q la dién tich electron, B, = Ry/2 13 bang tan
nhiéu hiéu dung, Ry téc d6 bit, K 1a hiang sé Boltzmann, T
1a nhiét d6 Kelvin, Ry dién tré tai, Fy 1a hé sé nhiéu caa bo
khuéch dai cong suat PA, va Fa(Ma) = kaMa + (1- ka)(2-
1/Ma) 12 hé sé nhidu troi cua APD, trong d6 ka 1 ti 1& ion
hoa nhan gia tri tir 0 dén 1 [21]. Sriv 1 mat do phé cong
suat cua nhiéu RIN.

Sau do, tin hiéu RF tir BS dwoc truyén toi bén phia thu
cua Bob, tai day tin hiéu BPSK duoc giai diéu ché bang
cach tron véi tin hiéu tor bé dao dong ndi cd dang
cos(2f.t). Dong tin hiéu sau giai diéu ché c6 thé duoc
biéu dién la:

ig (t) =i (t)Jhw cos(2zft) +nyn (1), (5)
trong do, hy 12 hé sb kénh cua kénh vo tuyén. nyy (t) 12
nhidu tai bo ghu tai bén thu c6 bién thiép I@
ngN =KTB,/R,_.Bang cach sir dung bd loc théng thap dé

loai b6 céc thanh phén tan s6 cao nhu f; hay 2f, tin higu
béang goc co thé thu duoc tai dau ra cua b loc LPF dugc
xac dinh bai:

iy :—%ERM AJP,BS mfh,
. +ngs (t) [y + iy (t)
=y = — (6)
|1:+Z*RMA4/Pr m/hy,

+nBS (t)afhw +NuN (t)

trong d9, io va i1 1a tin hiéu nhan dugc twong tng vai bit
“0” va “1”. Tong phuong sai nhiéu dugc tinh nhu sau
62 =cdshy, + oy - Tiép theo, tin hiéu sau giai diéu ché

dugc chuyén t6i bo tach song hai ngudng dé quyét dinh
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bit nhan dugc 1a “0", “1", hay “x" nhu trong hinh 3.
3.2. Mé hinh kénh

Trong phan nay, mo hinh cua kénh FSO tir CS t6i BS
va kénh RF tr BS tGi cac thiét bi dau cuoi di dong sé
duoc xem xét. )

Trong kénh FSO, tham so trang thai kénh FSO dac
trung cho suy hao cua kénh truyén FSO ( hg ) bao gdbm ba
thanh phan: suy hao duong truyén hy ; ton hao hinh hoc
va lgch huong hy. D& don gian, trong bai bao nay chiing
toi bo qua thanh phan nhiéq loan khong khi. Theo do,
trang thai kénh FSO c6 thé biéu dién nhu sau:

he =h, . )

Suy hao cua tin hiéu trong bau khi quyén 1a hé qua cua
qua trinh hap thu va tan xa. Voi mot tuyén FSO trén mat
dat, cuong do tin hiéu thu dugc tai khoang cach L tir bo
phét c6 quan hé vé6i cuong @6 tin hiéu phat theo quy luat
Beer — Lambert nhu sau:

h, =exp(-a.L). (8)

trong d6 ay (tinh theo don vi m™) 1a hé s6 suy hao.

Dé danh gia suy hao tin hiéu do anh huéng cia sy léch
hudng, bup séng quang dugc moé hinh hdéa theo md hinh
phan bé Gauss véi phan bb cuong do tin hiéu phéat chuan
hoa theo khong gian tai khoang cach L tir bo phat xac
dinh theo:

2 2P pP?
lbeam(P3 L) = —zexp[—;;] ’ ©)
mof of

Véi p la vec-to ban kinh tir thm bup séng quang, va o, la
d6 rong bup séng quang (ban kinh bap séng Gauss tinh tai
e’?) tai khoang cach L [23].
_Ton hao hinh hoc do su m& rong bup song tai phia thu
ket hop voi anh huong caa léch hudng duoc xac dinh:
hp(r;L):J.Ibeam(p_r;L)dp’ (10)
A
trong d6, r 1a do léch gitra tim khau do thu va tam

footprint bup song quang trén mat phing chura bo thu.
h() phan cong suat thu dugc bai bo thu, va A 1a dién

tich viing thu. Céng thiic (10) ¢6 thé dwoc tinh gan dung
nhu sau:

2

h( ) Ayexp —ZL

(11)
wzeq

2
trong do, A :[erf (U)} la phan cong suét thu dugc khi

NN il ()
r=0,v= va ohy =0t —— la d6 ron
ﬁwz 4 ‘ ZUEXP(—UZ) “zed J

bup twong duong tai BS.

Déi vai lien két vo tuyén, gia thiét kénh vo tuyén duoc
md hinh nhu 13 kénh ¢6 tim nhin thang LOS. Do vay, lién
két vo tuyén nay chi chiu anh huéng cuaa suy hao. Két qua
14, hé s6 kénh cua kénh v tuyén dugc tinh nhu sau:
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hy =GrxGrx /R (12)
trong d6, Gry VA Ggy tuwong (ng la hé sb khuéch dai cia
anten phét va thu; pY 1a tong suy hao lién két vo tuyén.
Téng suy hao nay dugc tinh theo don vi dB boi
RV =20log(47 fd/c)+yd | trong d6 d 1a khoang cach
lién két vo tuyén va y1a hé sb suy hao tong.

3.3. Ti 1€ 15i bit hrgng tir

Ti 18 1i bit lugng tir dugc dinh nghia 1a ti s6 X4c suat
ma Bob phat hi¢n sai bit “0” va “1” (Perr) trén xac suat ma
Bob c6 thé quyét dinh cac 7bit nhan dugc la “0” va “1”
(Psitt). Theo d6, QBER c6 thé duoc biéu dién nhu sau:

QBER = Forr (13)
Pt~
trong d6, Perr VA Psite duge tinh nhu sau:
P :PA,B 0,1 +PA,B 1,0
=Fisl0)+Fegl1) »

Pt =Pap(0.0)+Pyg(0.1)+Pap(10)+Pap(LL)’

trong d6, Pyg(i,j)1a xac sudt ma tai mot thoi diém bit &

bén Alice 1a “i” nhung bit bén Bob 1a “j”. Xac suat ndy c6
thé dugc tinh nhu 1a P g (i, j) = Pa()Re/a (i) » trong do

Pa(i)=1/2 va Pga)(j]i) 1a xac suét ma Bob nhan dugc

bit “j” trong khi Alice giri di bit “i”. Duya trén nguyén ly
tach song hai ngudng, xac suat cia Rgya(jfi) o thé dugc

mo ta gan ding nhu sau [25]:
ip—d
dy==Ze rfc 0 0]
'1 do

d
e [ 5
]dy——erfc Gn\/_

0
Paja 0|1 exp[
ﬂ'

Pyya(0[0) =

B ,(15)
dl 'o
Paja (10)= J exp
d1
1 ¢ Lot d i
_ 1 - 1
PB‘A(1|1)_ p—r J.exp[ } _2 O'n

Dé diéu chinh duoc gia tri cua hai ngudng tch song,
hé s6 k dugc thém vao va hai gié tri ngudng dugc dinh
nghia nhu sau:

do =E[ig |-ky/o?

dy = EiJekyfo?

trong d6 E[ig] va E[i1] 1a gié tri trung binh cua i va is.
3.4. Téc dd khoa bi mat

Téc do khoa bi mat Egodic, ki hiéu 1a S, cho biét mirc
dd bao mat cua hé ,théng deé xuat. Toc do khoa bi mat
dl{qc dinh nghia la toc do truyen dan toi da ma Eva khong
thé giai ma bat ky théng tin nao, dugc tinh nhu sau:

(16)
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S=1(AB)-1(AE), (17)

trong do, 1(A;B) va I(A;E) 1a lugng thdng tin chia sé gitta
Alice va Bob, va gitta Alice va Eve tuwong tng. Véi gia
thiét rang x4c suat truyén bit “0” va “1” 1a xay ra bang
nhau, théng tin chia s¢ giira Alice va Bob c6 thé dugc tinh
nhu sau [25]:

I(A;B)=plog,(p)+(1-p-a)log,(1- p-q)
—~(1-q)logy(1-q)+1-q ’

trong d6, p = Pag(0,0) = Pag(1,1) and q = Pag(0,x) =
PA,B(l,X) =05- PA,B(0,0) - PA,B(O,l). . .

Thong tin chung gitra Alice va Eve c6 thé tinh bang
[25]:

(18)

I (AE)=1+ pelogy(pe)+(1- pe)loga (1-pe),  (19)
trong do, pe la xac Suit ma Eve phat hién dung cac bit
dugc truyén di tr Alice, c6 thé dugc tinh Ié\rpe = 0.5 - Page
(0,1) = 0.5 — Pag (1,0). Ngoai ra, xac suat loi cua Eve
duoc tinh nhu sau:

QBER Eve = PA,E (O,l) + PA,E (:L 0) R (20)

trong do, Pag(0,1) va Pag(1,0) 1a xac suat 16i ma Eve
quyét dinh sai bit nhan dwoc tir Alice. Gia sir rang Eve sir
dung tach song don ngudng, didy la mo hinh tach song
thuong dung cho may thu quang. Xac suat 16i c6 thé dugc
tinh nhu sau [23]:

Pae(0.1)=P4(0) F’EA(llo):%erfc[(i;_fizo ]

C e
Pae(10)=Pa(1) Pei A(00)= Zerfc['i'f;f\/%j

trong d6 de = 0 la ngudng tach song tai bd thu ctia Eve
(nhu Hinh 4).

IV. KET QUA KHAO SAT HIEU NANG

Trong phan nay, cac két qua khao sat hiéu ning s&
duoc trinh bay dua trén cac cong thic giai tich trong phan
trén. QBER tai bo thu cua Bob va ctua Eve duoc xem xét
phu thugc vao rat nhidu tham sé caa hé thng nhu hé s6 k,
cong suét phét quang (Pp). Ngoai ra, toc do khda bi mat
cling dugc xem xét. Cac tham sé va hang sé duoc liét ké
trong Bang 1.

Bang 1. Tham s6 hé thong va hang sé

Tén tham sb, Ky Gia tri
hing sb hiéu

Cac tham sé va hang sé chung

Hang s Boltzmann K 1.38x103 WHz
1K-l

bién tich dien tir q 1.6x10°C

Vin téc anh sang c 3x108m/s

Nhiét @6 Kenvin T 300 K

Budc song ) 1550 nm

Hé s6 tap &m Fn 5dB

Céac tham sé kénh FSO

Téc do bit Rb 1 Gbps

Hé s6 khuéch dai thau kinh  GES  10dB

phat

He sé khuéch dai thau kinh GBS 10dB
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thu

Hé s cAu tric chisd khicxa ¢ 2 10tm#e
Pap ting cia APD R 0,6 A/W
Ti 1¢ hé s6 i-6n hoa ka 0,7

Hé s6 suy hao a ~ 0lkm?
Ban kinh chum quang tai 1 @, 2m

km

Phuong sai dao dong o, 10 cm
Ban kinh thu 2a 20 cm
Céac tham sé RF

Tén sé séng mang fc 28 GHz
Bing thong B 500 MHz
Hé s6 suy hao y 4 dB/km
Hé sé khuéch dai anten phét Grx 15dB
Hé s6 khuéch dai anten thu Grx__ 25dB

Trudc tién, viéc thiét ké bo thu cua Bob dugc xem xét.
Tai day, QBER va Psn dugc diéu khién dé dap ung céac
muc tiéu yéu cau. Cu thé 13, Psix nén Ién hon hoic bang
102 @ Bob c6 thé nhan dugc khoa tir Alice voi toc do
Mbps khi téc do truyén din dat dén Gbps. Ngoai ra,
QBER dugc giir thap hon hoic bang 103 dé 13i bit c6 thé
duoc khoi phuc nho cac ma sira 16i. Trong Hinh 5, QBER
dugc khao séat phu thudc vao hé sb hai ngudng khi cong
sut phat quang P, = 0 dBm, hé s6 nhan cia APD Ma = 5,
khoang cach lién két FSO L = 3 km, va khoang cach lién
két vo tuyén d = 500 m. Pé dap mg dwoc cac muc tiéu
trén, hé sé ngudng nén nam trong dai 3.7 va 4.5.

10° . .
Ba g QBER
1= —8— Py
=N
10 “m .
% u,
o 4
10 N 4
= N
5 \'.
3 o\
10 \u b
\}3‘\.
10* "
it
107 . . M . . .
0 1 2 3 4 5 [3 7 8

Hé s6 nguéng D-T, k
Hinh 5. QBER va Psif tai phia Bob phu thudc vao hé
s6 ngudng khi P, = 0 dBm, L = 3 km, va dag = 500 m.
10° —0—M, =1 ' I ' ‘ '
—o—M, =5
107 | — —My=10

_—Er—’—E'—_"f]

L/ y: - ]
EL—&4—G£—H*‘/ ]

1Umt]l] 15}]0 20I00 25|00 30|00 SSIDO 4050 45IUO 5000
Khoang cach lién két FSO, L (m)
Hinh 6. QBER tai phia Bob phu thudc vao khoang céach
lién két FSO, L khi P, =0 dBm, k =4, vad =500 m.
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Khoang cach lién két FSO ciing 14 mot tham s can
khao sét khi thiét ké h¢ thong vi tham sé nay anh huong
I6n dén hiéu ning hé¢ thdng. Trong Hinh 6, ti 1¢ 13i bit
lugng tir dugc khao sat phu thudc vao khoang cach lién
két FSO va hé sb nhan cia b tach quang APD trong
truong hop cong suit phat quang ¢ CS la 0 dBm, khoang
cach vo tuyén 1a 500 m va hé sd ngudng bang 4 (nam
trong dai khao sat & két qua trén). Nhu chi ra trong Hinh
6, khoang cach lién két FSO bi gisi han dé dat duoc
QBER nhé hon hodc bang 103, Tuy nhién, khi hé s
khuéch dai caa APD tang, khoang cach lién két FSO duoc
cai thién dang ké. Cu thé 1a, khi tang hé s6 nhan cia APD
tir 5 1&n thanh 10, khoang céch lién két FSO duoc kéo dai
thém 1000 m. Hon nita, néu sir dung bo thu 13 PD (Ma =
1) thi khoang céch nay bi giéi han nho hon 1500 m dé dat
duoc muc tiéu thiét ké.

Tiép theo, toc d6 khéa chon loc (Rs) duoc khao sat. Téc
dd khoa chon loc Rs duoc tinh 12 Rs = PsirRp Voi Ry 12 toe
d6 bit cua hé thong. Hinh 7 mé ta téc do6 khoa chon loc
bién thién theo cong suét phat quang khi Ma = 5, L = 3
km, va d = 500 m. Ba gia tri cua hé sd nguong duoc xem
xét bao gom k = {4; 6; 8}. Téc do khéa chon loc t6i da co
thé dat duoc la 500 Mbps, chiém 50% téc do bit cua hé
thong. Do 15i bit gay ra boi cac tham sb 16p vat ly, xac
suit chon loc ¢ thé xudng duédi 50% va do d6 téc do
khoa chon loc nhé hon 500 Mbps. Dé ting toc do khoéa
chon loc, cdng suat phat quang phai ting hoic hé sb
ngudng phai giam. Ta cé thé thiy rang truong hop k = 4
cho téc do khoa chon loc cao nhit khi so & cung muc
cdng suat phét vi du nhu 3 dBm. Diéu ndy phu hop véi
két luan khi khao sat & Hinh 5, hé thong cho hiéu nang tot
nhat khi k nam trong khoang tir 3.7 dén 4.5.

600 T T T T T T T

k=4
—o—k=6
- o0 2 _k=8
&
2
o 400f
o
E
g
= 300f
o
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3
g 200t
[+]
@
©
100
—a—
0 1 2 3 4 5 6 7 8 9 10

Céng suat phat, Pe (dBm)
Hinh 7. Téc do khoa chon loc phu thudc vao cong suat
phat khi L =3 km, d =500 m, Ma=5.
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Hinh 8. QBER tai Eve phu thudc vao cong suat phat, khi
L =3 kmvad=500m.

Trong Hinh 8, QBER cua Eve dugc khao sat phu thudc
vao cong suit phéat quang khi k =4, L = 3 km, d = 500 m
va khoang cach gitra Eve va BS, de nhan ba gia tri {500
m, 1000 m, 1500 m}. R& rang rang, dé QBER duoc giit
thip hon hodc bang 103 @& 13i bit c6 thé dwoc khoi phuc
nhd cac ma stra 15i tai Eve, Eve c6 thé bit duoc khoa,
cong suit phat phai ting 1én khi khoang cach tir Eve dén
BS tang 1én. Tuy nhién, khi khoang cach nay la qué xa, vi
du de = 1500 m, cdng suat quang phat phai rat cao (I6n
hon 10 dBm) thi Eve mdéi dat duwoc muc tiéu. Nhu vay,
cdng suit phat quang cua hé thong cé thé duoc diéu chinh
& muc nho dé Eve khong thé thu duoc khoa vai ti 1é 15i
bit Iugng tir nhd hon 1073,

Mot tham sb hiéu nang nita cua hé théng cn dugc
khao sat d6 1a tbe do khoa bi mat ergodic. Trong Hinh 9,
téc do khoa bi mat duoc khao sat phu thudc vao cong suit
phat quang khi k = 4, L = 3 km, d = 500 m va khoang
cach gitra Alice va Eve nhan hai gié tri 1a 1000 m va 1500
m. Nhan thdy rang téc d6 khoa bi mat ergodic ting khi
cong suit phat ting. Do vay, dé dat duoc toc do khoa bi
mat cao thi cong suat phat quang phai ¢ mac cao. Tuy
nhién, khi cong suat phét quang cao thi kha ning Eve co
QBER thip va do d6 kha nang stra 16i cia Eve 1a 16n. Nhu
vay, khi thiét ké can phai lya chon cong suat phat quang
sao cho dat duoc téc do khéa bi mat cao ma Eve khong
thé stra 131 dugc khéa nhan duoc.
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Céng sudt phat, Pp (dBm)
Hiph 9. Téc do khoa bi mat Ergodic phu thudc vao cong
suat phat khik =4, L =3 km, d =500 m.
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V. KET LUAN

Bai béo da dé xuat giai phap phan phéi khoa lugng tir
khéng day lai ghép FSO va MMW sir dung diéu ché
cuong dd séng mang con vai tin hiéu BPSK va bo thu
tach song hai ngudng. Cac mo hinh giai tich cho céac phan
tich bao mat cua hé théng dé xuat dugc xay dyng. Ti 1¢ 15i
bit lwong tu, te d6 khda chon loc va toc do khoa bi mat
bién thién theo cac tham sb I6p vat 1y duoc xem xét. Cac
két qua khao sét hiéu niang ching to rang hé thong dé xuat
c6 thé dat duoc cac muyc tiéu bao mat mong mudn bao
gébm QBER nho hon 103 va téc do khda chon loc dat
duoc tai toc d6 Mbps. Ngoai ra, téc do6 khoa bi mat
ergodic ¢6 kha ning dat duoc téi da dén 0.5 (bit/s/Hz).
Céc két qua cho thay hé thdng QKD khdng day lai ghép la
giai phap hiéu qua dé phan phdi khoa lugng tir téi cac
thiét bi di dong.
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A SOLUTION OF QUANTUM KEY
DISTRIBUTION OVER HYBRID WIRELESS
SYSTEM USING FSO AND MMW

Abstract - In this paper, we propose a solution of quantum
key distribution over hybrid wireless system using FSO and
MMW. Quantum keys from the sender (Alice) are transmitted
via the FSO channel to the base station (BS) and then forwarded
to mobile stations (Bob) via radio channel. The QKD protocol is
implemented based on the subcarrier intensive modulation
(SIM) using binary phase shift key (BPSK) for encoding and the
dual-threshold receiver for decoding. The performance of
proposed QKD system in terms of the quantum bit-error rate
(QBER) is analyzed under the influence of physical layer
parameters coming from the receiver, FSO channel and MMW
radio channel. The numerical results confirm the feasibility of
the proposed QKD system.

Key words - Quantum key distribution (QKD), Free-space
Optics (FSO), Subcarrier intensive modulation (SIM), Quantum
bit-error rate (QBER).
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Pham Anh Thw tdt nghiép dai hoc
tai Hoc vién cong nghé Buu chinh
Vién thong (PTIT) nam 2003 va tot
nghiép thac s chuyén nganh k¥ thuat
Vién thong tai Hoc vién cong nghé
Hoang gia Melbourne (RMIT),
Australia nam 2008. Nam 2019, co
da nhan bang Tién si chuyén nganh

k¥ thuat vién thong tai Hoc vién cong nghé Buu chinh
Vién thong. Hién nay c6 la giang vién tai khoa Vién
thong 1, Hoc vién cong nghé Buu chinh Vién thong.
Linh vyc nghién ciru bao gdm ki thuat mang, truyén
song vo tuyén qua sgi quang, mang bing rong va an
ninh mang.

Ping Thé Ngoc tot nghiép dai hoc
tai Pai hoc Bach Khoa Ha Noi nam
1999, va t6t nghiép thac si tai Hoc
vién cong nghé Buu chinh Vién
K. thong vao nam 2005. Anh nhén bing
‘ Tién si chuyén nganh ki thuat va
'\ / khoa hoc may tinh tai dai hoc Aizu
' Nhat Ban ndm 2010. Hién nay anh 1a
pho gido su gitt chuc vu Truéng B6 moén Thong tin vo
tuyén thugc Khoa Vién théng 1, Hoc vién cong nghé Buu
chinh Vién théng. TS. Ngoc ting lam nghién ctru vién
moi tai Pai hoc Rennes 1 (CH Phép) va Pai hoc Aizu
(Nhat Ban). Linh vuc nghién ctru ctua anh gdm lién quan
dén 1y thuyét truyén thong dic biét vé mo hinh, thiét ké,
va danh gi4 hiéu ning cua cac hé thong truyén thong
quang khong day, RoF, CDMA quang va phéan phdi khéa
lugng tir.
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