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Tom tit: Trong bdi canh hién nay viéc nang cao chat
lugng dé canh tranh trong thi truong cung cp dich vu
vién thong va cong nghé thong tin la can thiét. Viéc ap
dung cac cong cu phan mém vao quy trinh nghiép vu
nang cao chat lugng cong tac quan ly 1a mot trong nhiing
giai phap mang lai hiéu qua cao. Trong cdng tac quan ly
van hanh khai thac ha ting mang vién théng va cong nghé
thong tin, c6 rat nhiéu loai thiét bi khac nhau vai nhiéu hé
théng quan ly riéng va cé nhiéu loai canh béo véi mic do
khéc nhau. Tuy nhién, nhugc diém caa cac hé thdng nay
con rai rac va ton nhiéu nhan cong. Do vay viéc chii dong
phét hién va xir ly canh bao thuong gap nhidu kho khan.
Pé thuan tién cho viéc quan ly va phat hién canh béo
nhanh ciing nhu theo ddi duoc tién trinh xur Iy trén mang
vién thong, bai bao d& xuat xay dung phan mém quan ly
va gidm sat canh bao tap trung ap dung trén cac hé thong
khac nhau (MAN-E, PSTN, mang truyén dan IP,...) nhim
trg giup cac don vi khai thac va van hanh hé thng ha
tang mang mot cach truc quan, chinh xac, tu dong hda
cao, tich hop cac hé théng giam sat va mang lai hiéu qua
cao. Két qua thir nghiém véi dir liéu hé thdng CCSM nhan
duoc tir 15/9/2019 dén 15/10/2019 chdng tdi nhan thay
néu theo nhém canh bao thi nhém bang rong 13 nhém c6
nguy co cao nhat véi rai ro nhiéu hon véi 7305 ban tin.
Tuy nhién néu theo loai ban tin thi ban tin chuyén xudng
($DOWN_TKS$) lai 1 ban tin giri nhiéu hon véi 3189 ban
tin.

Tir khoa: Short Message Service, SNMP, SignalR,
MVC, CSSM.

I. DAT VAN BE

Thuyc trang mang ludi VNPT hién nay dang ton tai cac van
dé nhu sau [1]1-[3]:

e Chua c6 mét phan nao dé gidm sat tp trung mang
ludi cac thiét bi cung cap dich.

o Viéc theo ddi, phat hién canh b&o con roi rac, manh
mun chua tap trung thong nhat, gay khé khan cho
viéc tim kiém, thong ké va don doc xur Iy canh béo.

e Chua co hé thong théng ké céc canh béo da dién ra
theo ting hé thong khai thac dé lam sb liéu phan
tich, phan doan cc canh bao da dién ra va co thé
X4y ra trong tuong lai.
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Dén toa soan: 4/2020, chinh stra 05/2020, chap nhan dang: 6/2020
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e Viéc tiép nhan va cap nhat 1én céc hé théng canh
bao qua nhiéu don vi, phong ban nén gay thoi gian
phat hién va xtr ly canh bao kéo dai.

Do vay muyc tiéu cua bai bao la dé xudt xay dung hé
thong quan ly gidm st canh bao tap trung mang bang
rong, PSTN (Public Switched Telephone Network), va
truyén dan IP (Internet Protocol) goi chung 1a CSSM gdm
cac chue nang:

e Module phin mém cho pheép cap nhat cac su ch
dang dién ra. Cho phep tong hop, thdng ké dé theo
ddi bién dong vé sy co.

e Cach thuc két ndi va lénh doc thong tin su cb caa
cac thiét bi.

e Cong cu phén mém ty dong, dinh ky két ndi va
thuc hi¢n cac Iénh khai thac vao thict bi doc cac
thong tin nhu ban tin sy ¢, thoi gian, ma loai su ¢b
cua thiét bi, cap nhat vao co s¢ dir ligu phuc vu
theo ddi cac bién dong cua thiét bj.

e Thong tin vé sy ¢6 cua thiét bi, he théng dwoc cap
nhat tw dong, dinh ky, chinh xdc, tiét kiém thoi gian
va chi phi cap nhat nhén cong.

e Quan ky, theo doi chat che Iu0ng phiéu, quy trinh
xt ly d6i véi cac nhom su cd.

e Cho phep tim kiém, thong ké va 13p bao cao théng
ké voi tung nhém sy ¢b, hé thong dugc nhanh
chéng va chinh xac.

e Hoan thanh quy trinh cap nhat, diéu hanh, quan ly
va khai thac hé thong, su c6 mét cach triét deé.

Phan con lai cia bai bao duoc trinh bay nhu sau. Trong
phan Il ching t6i s& trinh bay vé cac ly thuyet lién quan
dén heé théng dé xuat. Trong phan 111 va phan 1V, chdng t6i
lan luogt trinh bay m6 hinh va danh gia két qua cia md
hinh dé ra. Cudi cuing, ching tdi két luan bai béo trong
phan V.

II. COSO'LY THUYET

Hé théng sta dung hé quan tri co s dit lidu
(CSDL) SQL Server phién ban 2014, ngon ngit 1ap trinh
C va mo hinh trién khai web l1a ASP.NET MVC phién ban
4.0 tré nén [4]-[6]. Cong cu quét va truy van thong tin su
cb tryc tiép sir dung giao thac SNMP (Simple Network
Management Protocol), SSH, SignalR, bang Entlty MIB la
cha yeu. Dudi day la mo ta tong quan vé céc giao thuec,
nén tang cong nghé phuc vu trién khai hé thong [7].
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SNMP la mét tap hop cac thu tuc ma cac bén tham gia
can tuan theo dé cd thé giao tiép dugc vai nhau [6], [8],
[9], [11]. Trong linh vyc thong tin, mot giao thirc quy dinh
cau trac, dinh dang (format) cua dong dir liu trao déi voi
nhau va quy dinh trinh tu, thu tuc dé trao d6i dong dir liéu
d6. Néu mot bén tham gia giri dir liéu khong dang dinh
dang hodc khong theo trinh tu thi cac bén khac s& khong
hiéu hozc tir chdi trao ddi théng tin. SNMP la mot giao
thire, do d6 no c6 nhitng quy dinh riéng ma cac thanh phan
trong mang phai tuan theo. Mot thiét b hiéu duoc va hoat
dong tuan theo giao thirc SNMP duoc goi 1a “co hd tro
SNMP” (SNMP supported) hodc “twong thich SNMP”
(SNMP compartible) [14]+[17].

Phan tir
mang 1

e

Tram Giao thire SNMP
quén Iy mang 2 Phan tir

1 = mang? < Tram

Giao thiee SNMP |quén If mang
s62

Giao thirc SNMP
" Phan tir i ——_

mang 3

Hinh 1. So db hoat déng cia SNMP dura trén [8], [9].

SNMP dung dé quan 1y, nghia 1a ¢6 thé theo ddi, c6 thé
|ay thong tin, c6 thé duoc thong bdo, va c6 thé tac dong dé
hé thong hoat dong nhu y muon. Vi du mot s6 kha niang
cta phan mém SNMP gom:

e Theo ddi téc do dwong truyén cua mot router, biét
dugc tong s6 byte da truyén/nhan.

. Lay thong tin may chu dang c6 bao nhiéu 6 ctng,
moi 6 cang con trong bao nhiéu.

e Ty dong nhan canh bao khi switch c6 mot port bi
down.

e Didu khién tit (shutdown) céc port trén switch.

SNMP 13 giao thirc don gian, do n6 dugc thiét ké don
gian trong ciu trdc ban tin va tha tuc hoat dong, va con
don gian trong bao mat (ngoai trir SNMP version 3). St
dung phan mém SNMP, ngudi quan tri mang c6 thé quan
ly, gidm sat tap trung tir xa toan mang cia minh.

Theo RFC1157 [11], kién triic cia SNMP bao gom 2
thanh phan: cac tram quan ly mang (network management
station) va cac thanh t6 mang (network element) Network
management station thuong la mét may tinh chay
phin mém quan ly SNMP (SNMP management
application), dung dé giam sat va diéu khién tap trung cac
network element nhu trén hinh 1 [14]+[17].

Network element la cac thiét bi, may tinh, hoic phan
mém twong thich SNMP va dugc quan ly boi network
management station. Nhu vy element bao gém device,
host va application.

Giao thac SNMPv1 c6 5 phuong thac hoat dong,
twong @ng Vvéi 5 loai ban tin gom GetRequest,
GetNextRequest SetRequest, GetResponse, va Trap. Mai
ban tin déu c6 chira OID dé cho biét object mang trong n6
la gi. OID trong GetRequest cho biét n6 mudn ldy thong
tin cua object nao. OID trong GetResponse cho biét no
mang gia tri cua object nao. OID trong SetRequest chi ra
n6 muon thiét 1ap gia tri cho object nao. OID trong Trap
chi ra n6 thong bao sur kién xay ra déi vai object nao.
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Ban tin GetRequest dugc manager giri dén agent dé lay
mot thong tin nao do. Trong GetRequest c6 chua OID cua
object muén lay. Vi du muén lay théng tin tén cua
Devicel thi manager gui ban tin  GetRequest
OID=1.3.6.1.2.1.1.5 dén Devicel, tién trinh SNMP agent
trén Devicel s& nhan duoc ban tin va tao ban tin tra 16i.
Trong mét ban tin GetRequest c6 thé chia nhiéu OID,
nghia la ding mot GetRequest cd thé lay vé cung ldc nhiéu
thong tin. Ban tin GetNextRequest cung dung @é Iay thong
tin va cing 6 chira OID, tuy nhién né ding dé 1y thong
tin ciia object nam ké tiép object dugc chi ra trong ban tin.

NHAN CANHBAO  X(ULY CANH BAO HIEN THIGIAM SAT PIEU HANH
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Hinh 2. So dé kién tric hé théng [13].
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Hinh 3. So dé két néi téng quat [13].

Tai sao phai c6 phuong thiuc GetNextRequest. Nhu ta
da biét khi doc qua nhitng phan trén: mot MIB bao gom
nhiéu OID duoc sap xép thir ty nhung khong lién tuc, néu
biét ‘Mot OID thi khong xac dinh dugc OID ké tiép. Do do
ta can GetNextRequest dé iy vé gia tri cua OID ké tiép.
Néu thyc hién GetNextRequest lién tuc thi ta s& lay duoc
toan bo théng tin cta agent.

Ban tin SetRequest dugc manager gui cho agent dé
thiét 1ap gia tri cho mot object nao do. Vi du: Co the dat lai
tén cia mot may tinh hay router bang phan mém SNMP
manager, bang cach gui ban tin SetRequest c6 OID la
1.3.6.1.2.1.1.5.0 (sysName.0) va c6 gia tri la tén méi can
dat. C6 thé shutdown mot port trén switch bang phan mém
SNMP manager, bang cach gui ban tin c6 OID la
1.3.6.1.2.1.2.2.1.7 va c6 gia tri la 2. N6 c6 thé mang 3 gia
tri 1a UP (1), DOWN (2) va TESTING (3).

Mbi khi SNMP agent nhian dwgc cac ban tin
GetRequest, GetNextRequest hay SetRequest thi n6 s& g
lai ban tin GetResponse dé tra loi. Trong ban tin
GetResponse c6 chira OID cua object dugc request va gia
tri ciia object do6.

Ban tin Trap dugc agent tw dong giri cho manager moi
khi c6 su kién xay ra bén trong agent, cac su kién nay
khong phai 1a cac hoat dong thudng xuyén cua agent ma la
cac su kién mang tinh bién c6. Vi du: Khi c6 mot port
down, khi c6 mét ngudi dung login khoéng thanh cong,
hodc khi thiét bi khai dong lai, agent s& gui trap cho
manager.
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Dé thuc hién cong viéc quét thdng tin vat tu thiét bi
bang réng dang hoat dong trén mang ludi, bai béo thuc
hién nghién ciru mo ta trong bang ENTITY-MIB dugc mo
ta trong RFC4133. Vi cac OID va thong tin dugc mé ta

thiét bi.

lIl. THIET KE VA XAY DUNG HE THONG
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Dbi voi cac thiét bi khong hd trg SNMP, nhém bai bao
thuc viéc két ndi va quét bang Telnet.va cho phép nhap
nhan cong Offline ddi véi cac thiét bi khéng hd trg SNMP
va Telnet hodc khong cho phép doc thong tin vat tu trén
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Hinh 4. So dé d4u ndi hé théng.
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Hinh 5. So dé thiét ké di liéu quan hé cua hé théng.
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Hé thong dé xuat trén hinh 2 va 3 gom cac module
chinh sau:

e Module nhan canh bao thuc hién nhan va
phan tich Syslog hé théng mang MANE
(Metro Area Network — Ethernet), L2 (Layer
2),G-PON(Gigabit-Passive Optical
Network) tir cac tram giam sat

e Module xi ly canh bao thuc hién nhan va
quét cac canh bdo dua trén quét suy hao,
drop, crc MANE, L2, quét canh bao hé
thong mang PSTN (Public Switched
Telephone Network), phan tich mang truyén
dan IP

e Module hién thj va gidm sat thyc hi¢n hicn th
hé thong theo thoi glan thuc ciing nhu tim
kiém, théng ké béo cao, phan quyen nguoi
dung, phén loai canh bao, cap d6 su co.

e Module diéu hanh thuc hién viéc cap nhat
trang thai, in thong tin canh bao va dicu
hanh chung toan hé thong.

B. So do diu noi hé thong

Pau ndi hé théng ching toi sir dung SignalR [7].
SignalR la mét thu vién cho céc lap trinh vién Asp.Net
don gian hda qua trinh thém chirc nang web real-time
trong phat trién tng dung. SignalR c6 thé sir dung trong
bat ki chirc nang web real-time nao. Trong d6 tng dung
chat trén web 1a mot vi du dién hinh. Ngoai ra, Cac tng
dung cho giam sit, twong tic la nhitng goi ¥ cho viéc su
dung SlgnaIR SignalR cung cdp mot API don gian cho
Viéc tao giao thac chu té (remote procedure call (RPC)) de
goi nhitng ham javascript trong trinh duyét va nhiing nén
tang khac. SignalR ciing bao gom API cho viéc quan ly ket
ndi va nhitng két néi nhém. SignalR xur ly quan ly két no|
mot cach tu dong, va cho ban truyén di thong digp ti tat
ca cac client da duoc két ndi mot cach dong loat, giéng
nhu mét chat room. Ban ciing c6 thé gui nhimg thong dlep
t6i nhimg client duoc xic dinh. Két noi gitra client va
server la lién tuc, khong glong nhu ket ndi HTTP cb dién,
cai ma sé& thanh 1ap lai két ndi cho mdi lan giao tiép.

So dd dau ndi hé thong thé hién nhu trén hinh 4.

May chu CCSM ludn m¢ giao thie SignalR dé ling
nghe, tiép nhan cac ban tin sy c6 tir cac hé thdng gidm sat,
ghi thong tin nhan dugc vao CSDL. Tlep theo n6 mo API
cho phép truy van thong tin mdi khi ¢ yéu cau gui vao,
nham liét ké tat ca cac sy cd dang xay ra trén hé thong.

C. So dé dir liéu quan hé

Dé xay dung so db dit liéu quan hé ching t6i sir dung
céng cu Model — View — Controller (MVC) [5], [10].
MVC duoc st dung nham chia tng dung thanh ba thanh
phan chinh: model, view va controller. Nén tang ASP.NET
MV C gidp cho ching ta c6 thé tao duoc cac tng dung web
ap dung mé hinh MVC thay vi tao mg dung theo mau
ASP.NET Web Form. Nén tang ASP.NET MVC c6 dac
diém noi bat 1a nhe (lighweigt), d& kiém thir phan giao
dién (so vai ung dung Web Forms), tich hop cac tinh nang
c6 san cua ASP.NET. Nén ting ASP.NET MVC duoc
dinh nghia trong namespace System.Web.Mvc va la mot
phan ciia name space System.Web [4].
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CSDL cua h¢ théng dugc thiét ké theo md hinh quan
hé, bao gém cac bang danh myc ma loai sy cb va céc bang
dir lidu ghi théng su ¢, hé théng,.. ‘cac bang nay quan h¢
véi cac bang danh myc m4 loai sy ¢6 theo quan h¢ 1-n nhur
trén hinh 5.

Do trong hé thdng cé két néi va truy nhap dén cac thiét
bi cung cap dich vu vién thong va cdng ngh¢ thong tin dé
quét va nhan canh bao tir h¢ thong, nén van dé an toan bao
mat cho thiét bi cung Cap dich vu la rat quan trong. Vi vay
hé théng dugc thiét ké d& dam bao chi cho phép 1 may
tinh c6 quyén truy nhap va thuc hién Iénh quét vai thiét bi,
cac may tinh ciia nguoi dung, may chi web va CSDL déu
khong c6 quyén truy nhap vao thiét bi. Chi tiét thyc hién
dugc mo ta ¢ phan sau.

IV. KET QUA PAT PUQC

A. Module nhdn va phan tich mang

Module nay thuc hién chitc nang don nhan cdc canh
bao bit thuong, logging tir cac hé thdngqua giao thirc
UDP (User Datagram Protocol) port 514. Uu diém cua
giao thirc syslog la nhan cac ban tin log tir thiét bi theo
thoi gian thuc, khi ¢é sy c6 hoic thong tin bat thuong.
Thiét bi s& giri ban tin ngay dén syslog server. Cac chung
loai thiét bi dang giam sat qua giao thirc Syslog trén mang
VNPT Ha Noi gdbm:

o Thiét bi L2

2228,4924,3400,6424...),
e Thiét bi MANE (ASR, 7600, 7609....),
e Thiét bi Bras (Junipter Mx960, 1410),
e Thiét bi Gpon (Alu, ZTE, HW).

Switch (2224,

Thiét bi giri
ban tin Syslog

(i théng qua giao
thire 314/ udp

Winsyslog l:i'.ng
nghe bin tin

| Chuyén ban tin sit
Ghi dif  Ghira file dung céng 10514
J_!] lidgu text

Syslog server Ling
nghe hin tin

Hinh 6. Cach thire hoat dong cua module nhan va
phan tich Syslog.
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Hinh 8. Giao dién chuong trinh nhan Syslog. e Sttt

Cach thac hoat dong va giao dién caa né thé hién trén

hinh 6 Vé. 7 ) i Giao dién -/
Hinh 8 va 9 thé hién két qua dat duoc tr module va S

canh bao khi c6 bt thuéng xay ra trén hé thdng. .

a at thuong xay ¢ thong Hinh 10. So do6 hoat déng cta module quét suy hao,

drop gai tin.

B. Module quét suy hao

Thuc hién két ndi vai thiét bi dinh ky gui lénh do quét
cac gia tri suy hao, Drop goi tin, CRC Erro trén mang.
Luu vao co sé dir liéu va so sanh cho gié tri cua lan quét
tiép theo. Giao tiép két ndi vai thiét bi sir dung céng nghé
SNMP va Telnet, SSH. Dya vao cac tham sé vé suy hao,
drop, crc erro ta ¢ thé danh gia duoc chéat luong duong
truyén hoic chat lwong dich vu cua thiét bi, dwong
truyén... Cac chang loai thiét bi dang thuc hién do quét
gom L2 Switch (6400, 2224) va MANE (ASR, 7600).

Céch thirc hoat dong nhu trén hinh 10 gdm:

e Chuong trinh chay do quét thiét bi dinh ky
2h/lan,

e Nhéan dién module va dinh nghia ngudng suy
hao ciia Module theo chuan khuyén nghi cia
nha san xuat,

e He thong giri canh bao sms, email cho bo phan
giam sat, diéu hanh.
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Command Prompt

Hinh 11. Ban tin sms canh bao.

Hinh 12. Ban tin PSTN trén co s& di liéu CCSM.

C. Module do quét canh bdo hé théng

Xay dung chuong trinh, module két ndi téi hé thng
mang PSTN, h¢ thong giam sat PSTN dé thu thap, nhan
dién canh bao bat thuong, phan tich canh bao va giao tiép
v6i CCSM qua Webservice, SignalR. Chuong trinh thuc
hién chu trinh hoan toan ty dong cac chirc nang sau:

e Ly logfile tir cac tong dai Host qua giao thuc
TCP/IP. Luu 1én server theo cac thu muc
riéng.

e Xir ly logfile lay duoc, phan tich cac canh béo
tir c4c tong dai va phéan loai canh bdo. Noi
dung canh bao la: Tén Host, Ma/Tén V¢ tinh
hodc tram diéu khién, Loai canh bao (la canh
bao gi), thoi gian canh béo tong dai dua ra,
cap canh béo, trang thai hién tai cua canh bao,
thoi gian chuong trinh xur ly... Luu thong tin
vao CSDL trén server.

e Két néi SMS GateWay dé gui tin nhin SMS
(Short Message Service) ndi dung canh béao
cho lanh dao, nhan vién truc ca va nhan vién
didu hanh mang (ty chon) trong trung tam
diéu hanh thong tin.

e Chuong trinh tao két n6i dén SMS GateWay dé
giri tin nhén khi c6 su cé:

e Gui tin nhin cho ldnh dao va ca truc biét cac
canh bao mat lién lac vé tinh, Host, tram diéu
khién SM.

e Giri tin nhan (Cap 2 va Cap 3) cho nhan vién
tryc ca, diéu hanh mang (tly chon).

Két qua thé hién trén hinh 11 va 12.
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S6 ban tin
Phan loai nhom cdnh bao tir 16/9/2019

7305

4780

1759

l Nhém su cd

Nguon AC,DC,MN PSTN

Bang Rong

Hinh 13. Théng ké ban tin theo nhém cénh béo.

3819

CRC-ERRO

Hinh 14. Théng ké ban tin theo loai cdnh béo.

D. Module nhdn va phan tich mang

Nhan dién, phan loai sy ¢6 lién quan dén mang truyén
dan IP tir hé théng PRTG. Phan tich ban tin down/up, thoi
gian mét lién lac. Truy van va xi ly, phan tich pham vi
anh huong (Down thiét bi, Down trung ké). Céch thic
hoat dong nhu sau:

e Cai dat nhan théng tin Down/Up tir hé théng
PRTG.

o Nhan dién loai canh béo theo chung loai thiét bj,
ping ip thiét bi d& nhan dién thiét bi Down hay
Down trung ké.

e Nhén dién bang thong vuot ngudng theo phan
tram tong bang thong dudng truyén.

Két qua dir lieu hé théng CCSM nhan duoc tur
15/9/2019 dén 15/10/2019 nhu trén hinh 13 va 14. Chuiing
ta nhan thay néu theo nhém canh bao thi nhom bang rong
1a nhém c6 nguy co cao nhét véi rii ro nhiéu hon. Tuy
nhién néu theo loai ban tin thi ban tin SDOWN_TKS$ lai la
ban tin giri nhiéu hon.

V. KET LUAN

Bai béo di trinh bay nhiing han ché cua cac hé thong
giam sat hién tai va dé xuat xay dung mot hé thong quan
ly, gidm sét sy cd ngay cang hién dai va théng minh,
huéng téi tinh than cach mang cong nghiép 4.0. Bai bao
ciing 14 co s& dé xay dung, ban hanh cac quy trinh giam
sat, didu hanh quan ly su c. Trong bai béo nay ching toi
da xay dung dugc cau trdc dir lidu véi cac quan hé chat
ché gitta céc thdng tin su cd, cac hé thong, thiét bj tao ra
mo h|nh quan ly khai thac dir liéu tap trung vé thdng tin
su ¢b cua cac thiét bi, he thong dang van hanh khai thac
trén mang ludi cia mang vién thdng ha noi. Dong thoi
cling xay dung dwoc mot hé thdng céc giao dién nhap liéu,
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khai thic, bdo cdo cho phép ngudi sir dung dé dang cap
nhat théng tin, tim kiém thng ké va lap bao céo.

Bai béo ciing di chuan héa lai nhém sy ¢, cap do su
cb cua cac hé théng, quy trinh quy dinh trude day dé
thuan tién trong viéc giam sat, didu hanh xu Iy sy ¢6 cua
céc hé thdng. Huéng phét trién tiép theo caa ching toi 1a:

e Nghién ctu xay dung thém quy trinh theo ma
tran rai ro kiém soét theo quy chuan.

e Nghién ctru huéng mé rong phan mém sir dung
chung.

« Nghién ciu t6i wu d6 6n dinh cua céc tién trinh
xtt 1y, d6 6n dinh may chu giam sét.

e Nghién ctru dwa hét céc canh béo tich hop xuét
phiéu theo quy trinh, quy dinh chung.

o Nghién ctu m¢ rong xay dung ung dung canh
bao trén di dong.

o Nghién ctru xay dung kich ban tu dong xu ly

e Nghién ciu xay dyng phan mém sir dung trén
cling nén tang ngdn ngir lap trinh va co so dir
lieu phuc vu viéc phat trién phan mém duogc
nhanh chéng va théng nhat.

LOI CAMON

Nghién ctru nay dugc thyc hién véi sy hd tro tir ngudn
dir liéu duoc lay tir dé tai do tap doan vién théng VNPT
tai tro voi tidu dé “Xay dung hé théng quan ly giam sat
canh bao tap trung hé thdng mang bang rong, PSTN, va
truyén dan IP (CCSM)” thuc hién nim 2019. Cam on tap
doan da ho trg trong qua trinh thyc hién bai bao nay.
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PROPOSING THE MONITORING AND WARNING
SYSTEM FOR VNPT NETWORK

Abstract: In the present context, it is necessary to
improve the quality to compete in the market of providing
telecommunications and information technology services.
Applying software tools to business processes to shorten
time and improve management quality is one of the
solutions that bring high efficiency. In management and
operation, there are many devices supporting
telecommunications and IT services and each system has
different types of alarms. However, the disadvantages of
these systems are still fragmented and labor intensive.
Therefore, detecting and handling alarms are often
difficult. In order to facilitate the management and quick
alarm detection as well as monitor the processing progress
on the telecommunication network, the paper proposes to
develop centralized alert management and monitoring
software. Different (PSTN, IP transmission network) to
help operators and operators of network infrastructure
system intuitively and accurately. Based on the results
with CCSM system from September 15, 2019 to October
15, 2019, we show that if warning broadband group is the
group with the highest risk (7305 massages). However,
the downlink message ($ DOWN_TK $) is sent more with
largest numbers (3189 messages).

Keywords: Short Message Service, SNMP, SignalR,
MVC, CSSM.
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anh va video, mang khéng day,
big data, hé théng giao théng
théng minh (ITS), va internet
cta van vat (loT). Ong da nhan
duwoc gidi thwdng bai bao hoi
nghi tét nhat trong SoftCOM
(2011), gidi thwéng tai tro sinh
vien tét nhat trong APNOMS
(2011), gidi thwédng danh dy
cta Vién Céng nghé Shibaura
(SIM).

Vi Brc Diing, Hién tai Can
b ky thuat Trung tam Diéu
hanh Théng tin VNPT, Ha
Néi. Hwéng nghién ctru gdm
mang vién théng, x& Iy tin
hiéu I&n va cac rng dung nha
thdng minh.
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