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MOT PHUONG PHAP XAY DUNG
HE MAT POHLIG-HELLMAN
TREN VANH DA THU'C

Ngbd Blc Thién )
Hoc vién Cong nghé Buwu chinh Vién thdng

Tém tat: Cho dén nay, céch thirc ma hoa va giai ma cua
hé mat khoa bi mat chi yéu sir dung céc phép hoén vi, phép
thay thé, lai ghép hai phép nay, hoic phép xir Iy bit. Bai
bao nay dé xuat mot phuwong phap thuc hién hé mat khoa
bi mat nhung dya trén bai toan logarit roi rac, trong do
phép ma hda va giai ma duoc thyc hién bang ham liy thira
cac da thac theo modulo, theo cach twong ty nhu hé mat
Pohlig-Hellman. Cung véi d6, bai bao ciing dé xuat thuat
todn thyuc hién ham ldy thira nay.

Tir khoa: HE mat khoa bi mat, bai toan Iogayit roi rac,
hé mat Pohlig-Hellman, vanh da thirc, truong so.

I. GIOITHIEU

Hé mét khoa bi mat [1], [3] [4]) (hay con dugc biét
dén 1a hé mat khoa dbi xing) co lich sir phét trién rat lau
doi. Phuorng phap xay dung hé mat khoa bi mat cung kha
don glan khong c6 phép toan hoc nao dac biét ma chu yeu
dua vao cac phép thay thé, phép hoan vi, hodc st dung ca
hai phép nay nhu cac hé mat DES hay AES; hodac phuong
phédp xir Iy bit nhu trong cac hé mat ma dong (Stream
cipher). Khi sir dung lai ghép phép thay thé voi phép hoan
vi, thong thuong cdc h¢ mat déu hay str dung phép thay thé
phi tuyén nham ting d6 an toan. So do chirc ning cta hé
mat khoa bi mat nhu hinh 1.
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Hinh 1. So dé chirc ndng ctia hé méat khéa bi mét

(Alice) K K (Bob)

H¢ mét nay c6 cac uu diém ndi bat 1a toc do ma hoa va
glal mé nhanh, hé sé mé rong ban tin thap Chinh vi thé
cac hé mat khoa bi mat hay dugc dung dé ma hoa bao mat
dir 1i€u hodc trong cac tng dung bao mat thoi gian thyc.

Tuy nhién, cac nhugc diém 16n nhit cia hé mat nay la
viéc sinh khoa, luu trir khda va bao vé khoa kha phure tap,
nhét 14 khi s6 luong nguoi ding trén mang ting cao. Ngoai
ra, cac hé mat nay con phai sir dung kénh an toan dé phan
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phdi khoa dan dén chi phi ting; hodc phai sir dung mot
giao thirc thoa thuén khoa an toan. C&c hé mat nay cling
kho thyc hién dugc cac dich vu nhu xéac thuc, chir ky $6,
thuong mai dién tu...

Céc hé mat khoa cong khai (hay hé mat khoa bét d6i
xtmg) thudng dugc xay dung trén cac bai toan mot chiéu.
Mot trong cac ham mot chiéu sur dung nhiéu d6 13 bai toan
logarit roi rac, véi cac hé mat nhu: trao ddi va thoa thuan
khéa Diffie-Hellman, hé mat Omura-Massey, Pohlig-
Hellman, hé mét va chir ky s6 ElGamal, hé mat trén duong
cong elliptic...

Bai toan logarit roi rac thuong duoc thyc hién trén
truong s6, cac dit liéu ban ré va ban ma duoc biéu dién bang
céc con s6 nguyén duong trong truong s6 GF(p) voi p la

50 nguyen t6. Tr cac nghlen ctu trong [6] cho thay su dang
c4u giita vanh da thirc ¢6 2 16p ké cyclic véi truong sb, va
do d6 ta c6 thé thuc hién bai toan logarit roi rac trén cic da
thac, khi d6 dit liéu s&é duwoc mé ta bang cac da thuc.

Bai bao nay dé xuat mot phuong phap thuc hién mot he
mat ma khoa bi mat vai phép mé hda va giai ma 1a ham lay
thira cac da thic trén vanh da thic ¢6 hai 16p ké cyclic.
Cung vai do, bai bao ciing dé xuat thuat toan tinh ham lay
thira cua da thirc theo modulo. Cau tric bai béo chia thanh
5 phan, sau phan gioi thigu la cac phan phan 2 hé mat
Pohlig-Hellman; phan 3 cau trc tya dang cau gitra vanh da
thirc ¢6 hai 16p ké cyclic va truong sé; phan 4 dé xuét hé
mét Pohlig-Hellman trén vanh da thirc 6 2 16p ké cyclic va
Ccuoi cung la phan két luan.

Il. HE MAT POHLIG-HELLMAN

A. Bai todn logarit roi rac

Cho dén nay chua c6 thut toan hi¢u qua nao dé giai bai
toan logarit roi rac tong quéat. C6 nhiéu thuat toan phic tap,
thuong sinh ra tir nhitng thuat toan tuong tu nhu bai toan
phén tich thura s6, ching chay nhanh hon cac thuat toan tho
so, nhung van con cham hon so v6i thoi gian da thac. CO
thé ké dén mot sé thuat toan nhu: baby-step giant-step,
Pollard, Pohlig-Hellman, COS, index calculus...

T6m tét bai toan logarit roi rac nhu sau [1], [2]:
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Xét mot vanh sé Z,, néu p Ia nguyén té thi Z, 1a mot
trudng (Z, = GF (p)). Tap tat ca cac phan tir khac 0 cia
truong s& tao nén mot nhém nhan cyclic Z,,.

Z, = T, /{0} = {1,2,..,p — 1} (1)

- Cho g € Z;, 1a mot phan tir sinh (nguyén thay) cia
nhom nhan.

- Cho y € Z;, yéu cau hdy tim x (néu ton tai) sao cho:
=y, tacla:x =logyy.

Nhan xét: Vy € Zj, thi:
- Bai toan ¢ nghiém khi g 1a phan tir nguyén thuy.
- Bai toan c6 thé khong c6 nghiém khi g bat ky.

Vidy 1: Xét p = 17 va g = 3 1a phan tir nguyén thiy
cua nhém nhan Z;,, ta c6 cac gia tri 3° va log t nhur trong
bang 1 (Chu y, cac phép tinh déu lay theo modulo cua 17).

BANG 1. GIA TRI HAM MU VA LOGARIT ROI RAC CO SO 3 CUA CAC PHAN
TU TRONG NHOM NHAN Zj;.

t 1|12|3|4|5|6|7]|S8
3t 319 (10][13| 5 |15[11] 16
logst |16 |14 | 1 |12 | 5 | 15|11 | 10

t 9 (10|11 |12 | 13 | 14 | 15 | 16

3t 14 | 8 7 4 (12| 2 6 1

logst | 2 | 3|7 |13 4|9 |68

Tur bang 1 ta nhan thiy ca ham mii va ham logarit roi
rac déu khéng phai ham dong bién va nd phan bo ngau
nhién. Vi truong hop p nho thi viéc tinh x = log y dé

dang c¢6 duoc tir viéc tinh toan b cac s6 Y = g* nhu trong
bang 1. Nhung khi p l6n (tir vai tram bit tré 1&n) thi s6 lugng
phép tinh s€ 16n hon rat nhiéu va khé c6 thé giai duoc.

Bai toan logarit roi rac khdng phai lac nao cling kho, do
kho cua né phu thudc vao cac nhom nhan duoc lya chon.
Vi du, cac hé mat dya trén phép logarit roi rac thuong chon
cac nhém nhan Z;, trong do p 1a s6 nguyén té Ién. Tuy
nhién, néu p — 1 c6 thira s6 1a cac s6 nguyén tb nho, thi cé
thé sir dung thuat todn Pohlig-Hellman dé giai bai toan
logarit roi rac rat hiéu qua. Vi thé ngudi ta thuong lya chon
p 1a s6 nguyén t6 16n an toan, dé thanh 1ap nhém nhan Z;,
cho céc hé mat.

Mot s6 nguyén t an toan 1a mot sé nguyén tb ¢ dang
p = 2q + 1, vdi q 1a 6 nguyén t6 1on. Piéu nay dam bao
p — 1 = 2q c6 thira s6 nguyén t6 lén va khong dé dang co
thé giai dugc bai toan logarit roi rac bang thuat toan Pohlig-
Hellman.

B. H¢ mdt Pohlig — Hellman

Bai toan logarit roi rac la bai toan kho, trong khi bai
toan lily thra roi rac lai khéng kho (c6 thé tinh bang thuat
toan nhan va binh phuong). Truong hop nay, ciing giéng
nhu bai toan phan tich thua so hay phép nhan cac s6
nguyén, ching déu cé thé ding dé xay dung cau truc cho
mot hé mat ma.

Hé mat Pohlig-Hellman 1a mot h¢ mét sir dung bai toan
logarit roi rac, ¢6 the tom tat hé mat nay nhu sau [1]:
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- Chon p 12 mot sb nguyén t6 I6n va an toan.

- Phép ma hoa dwoc thyc hién theo phuong trinh dong
du sau:

c=m®modp )
- Phép giai ma dugc thuc hién nhu sau:
m =c” modp 3)
Trong d6: m 13 ban rd; ¢ 1a ban ma; e 12 s6 mii ma hoa
va d 1a s6 mil giai ma.
S6 mil ma hoa e (hay khda) phai la s6 kha nghich va do
d6 e phai théa man [1], [3], [4]:
ged@, ¢(p)) =1 (4)
V6i @ (p) 1 ham Phi-Euler [1].

Do p la s6 nguyén t nén ¢(p) = p — 1, va nhu thé s6
mil gidi ma twong ung d dwoc tinh tir phép nghich dao cua
e mod ¢(p) nhu sau:

de =1mod(p—-1) (5)

Hé mat Pohlig — Hellman c6 thé sir dung 1am hé mat
khoa bi mat thong thuong Vi rat d& xac dinh d tir e va p.
Tham chi néu gitr bi mat p thi nd co thé suy ra tir kich thuéc
cua khéi ban ma.

lll. CAU TRUC TYA BPANG CAU CUA VANH DA
THUC CO HAI LOP KE CYCLIC VOI TRUONG
sO

* Pinh nghia 1. Vanh da thic theo modulo
ZIx]/ (x" + 1) duoc goi 1a vanh da thuc c6 hai lop ké
cyclic néu phan tich x" + 1 c6 dang sau [5], [6]:

n-1
X"+ 1= (x+ 1§ x (6)
i=0

Trong do: (x + 1) va § :LOlX' 1a cac da thuc bat kha
quy.

Chl y: Cac phép tinh nhan va céng cdc da thirc déu
duwoc tinh theo modulo ciza x" +1. Tuc lacoi x" +1=0
hay x" =1=x° (phép céng la phép cong mod 2). Va dé
thugn ti¢n, trong bai bdo nay tac gid sé khdng ghi
mod(X" +1) doi véi cac phép cong, nhdn va liy thira cac
da thuc.

Trong cac vanh da thirc nay ton tai nhém nhan cyclic
cé cap cuc dai [5], [6]:

G = {pX)].i = 123...k} )
Véi:

k = maxorda(x)= 2"*- 1 8)
* Méi quan hé gizra Z,[x]/ (x" + 1) va GF(p)

Xét mot s6 nguyén té p véi p= 2" - 1. Khi d6 vanh
s6 modulo Z, sg tré thanh truong hiru hanGF (p) va trén
trudng ndy ton tai mot nhém nhan cyclic [6]:
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Z =27, /{0 cocip| ¢, |=p- 1=2"- 2
va'al Z ® $a 'l Z :aa'° 1modp.

Xét a(x) 1 Z,[x]/ (x" + 1) véi a(x) cb trong s6 lé.
Khido $a *(x) vai W (@ *(x)) lé thoa man:
a(x)a '(x)° 1mod(x" + 1) 9)
Do vay, c6 thé xay dung phép twong tng sau [6]:

ax)=§ fx'1 ZKxl/ x"+1)
ifl
aa=§ f2'1z

irl

va coi lity dang e, (X) = § I"::x' = 0.

Khi d6 ta c6 thé coi day 1a mot anh xa 1-1 gitra cac phan
tir cua Z,[x]/ (x" + 1) vsi cac phén tir cia GF (p) . Nhu
véy, vanh da thirc c6 hai 16p ké cyclic va trudng GF (p)
véi p=2"- 1 (p — nguyén t€:)) duoc goi 1a tya dang cau
(quasi-isomorphism). Ta c0 thé so sanh vi¢c thuc hign cac
phép toan cong va nhan trén hai cau tric nay nhu bang 2.

BANG 2: PHEP CONG VA NHAN TREN CAU TRUC VANH DA THUC VA

TRUONG SO.
Phép Vanh da thac Truong s6
tinh ZZ[X]/ (Xn + 1) GF(p)
ax)= & ax'; abi GF(p)
P[]ép itli z, C=ath
cong b(x) = a bjxi ° (a+bymodp
jiii z,
c(x) = a(x) + b(x)
= 4 cx*
KiKiz,
K=(1EJ)- (1¢J)
Phép | o(x) = a(obi(x) c=ab
nhan )
© a)bx)mod(x" +1) | (¢ abmodp)

Quan hé tya ddng cau chi xay ra ddi véi mot s6 vanh da
thuc cé hai 16p ké cyclic dac biét, cac vanh da thuc nay
duoc liét ké duai day [7].

S6 nguyén té Mersenne: p= 2" - 1

n= 2235713,17,19, 31,61, 89, 107, 127, 52, 607,
1279, 2203, 3217, 4253, 9689, 9941, 19937,..., 74207281.

Vanh da thirc ¢6 hai 16p ké cyclic [5], [6]:

n= 5,11, 19, 29, 37, 53, 59, 61, 67, 83, 101, 107,
131,... , 523, 613, 1277, 2213, 3203, 3253, 4253, ...,
9941,...

IV. HE MAT POHLIG-HELLMAN TREN VANH DA
THUC CO HAILOP KE CYCLIC

A. M6 ta hé mat
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Trong phan nay tac gia d& xuit mot phuong phéap xay
dung hé mat khda bi mat theo cach ctia Pohlig-Hellman.
Tuy nhién, ham ma héa va gidi ma déu 1a ham liiy thira cac
da thuc theo modulo, ban rd m(x) va ban ma c(x) déu biéu
dién bang cac da thic. M6 hinh truyén tin cua hé mat nhu

ma ta trong hinh 2.

v Bin ma Bin rd
m(x c(x) c(x) m(x)

Ngubn tin|—p| BOMA | | Kénhmé | Bogidi | | \pap gy

Ban o Béan ma

héa (khdng an toan) ma

A
(Alice) en dn (Bob)

Ngudn khéa

Hinh 2. M6 hinh truyén tin ctia hé mat Pohlig-Hellman
xay dung trén vanh da thire

M6 ta hé mat nhu sau:
+ Tao khoa:
Bén Alice tao khda bi mat: e,d,n theo cic budc sau:
Buéc 1: chon s6 n thoa man:
e Z[x]/ (x" +1) 1a vanh da thic ¢6 2 16p ké
cyclic.
e p=2"-1 l1amotsb nguyén to.

Budc 2; Tinh k =2"* —1 va chon s6 mii ma héa e thoa
man diéu Kién:

gede,k) =1
Chay: ged(e,k) 1a uée chung I6n nhat coa e,k .

Sé di ta ldy wéc chung I6n nhét cia e véi k 1a do k
chinh la cap cyc dai cia mot phan tir trong vanh da thac

Z,[x]/ (x" + 1) nhu trong biéu thuc (8).
Buoc 3: tim s6 mil giai ma d thoa man:
de =1modk (10)

C6 nhiéu c4ch dé giai phuong trinh (10) tuy nhién cach
hiéu qua nhat la sir dung thuat toan Euclid [2], [3].

Khéa méd hda cua Alice la e,n con khda giai ma cua
Bob 1abo s6 d,n (hoidc nguoc lai). Alice guri khoa giai ma

cho Bob qua kénh an toan, hodc sir dung mét thu tuc trao
d6i khoa an toan nao do.

+ Ma héa:

Bén Alice can ma héa mét ban tin 13 1a da thuc
m(x) e Z,[x]/x" +1, Alice tinh:

c(x)=m®(x) (11)

Sau do6 Alice s& guri ¢(x) dén Bob qua kénh mé.

+ Gigi ma:

Bob nhan ban ma ¢(x) , khéa giai ma d,n va tién hanh
giai ma theo phuong trinh sau:
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m (x) =c® (x)=[m* ()T’ (12)
=m®x)=m(x)
Vidu 2:
+ Tqo khéa:

Budc 1: Alice chon n =5 thoa man x® +1 1a vanh da
thic ¢6 hai 16p ké cyclic va p =2°—1=31 la s6 nguyén
t6.

Budc 2: Alice tinh k =2°* —-1=15 va chon e =13
thoa man ged(13,k) = ged(13,15) =1

Budc 3: Tinh d =7 théa mén 7.13=1mod15
+ M& hoa:
Gia sir Alice can guri ban tin rd m (x) cho Bob:
mx)=1+x°+x* <> (0,3,4)
Cha y: (0,3,4) la biéu dién dang s6 mii cia da thuc
1+x3 +x* =x%+x3 +x*.
Alice tinh:
c(x) =me(x)=(1+x>+x*)"
=X +x>+x* < (1,2,3)
Sau d6 Alice giri ¢(X) qua kénh m¢ cho Bob.
+ Giai mé:
Bob nhan n =5,d =7 va c(x) vagiai méa:
m(x) =c® (x)= (x +x2 +x3)’
=(1+x®+x") < (0,3,4)

B. Thuat toan tinh liiy thira cia da thirc theo modulo
x"+1
Thong thuong cac hé¢ mat su dung bai toan logarit roi
rac déu phal thuc hién liy thira cac s6 theo modulo trén
truong sO va ngudi ta thuong sir dung thuat todn nhén va
binh phuong [1], [3], [4].

V6i hé mat d& xuit nhu trong bai bao ciing phai thuc
hién phép 1y thira nhung 1a lily thira da thic theo modulo
ctia X" +1. Dua vao mot tinh chét dic biét cua da thac sau
day, bai bao dua ra thuat toan tinh lily thira cho da thirc.

Xét da thirc a(x) € Z,[x]/x" +1:
a(x) =ax’+ax' +ax’ +..+a,_x""
véi a, [0,1].
Biéu dién dang sé mii (chi cho cac a = 1):
a(x) «>d=(a,0,a,1,a,2,..,a,,(n 1))

+ Néumot sb k codang k =2 khi do:
[a(x)]k — [a(x)]zu _ iaixi.kmodn (13)
i=0

Dang mii:

SO 02 (CS.01) 2020

@)* = (a,0k modn, a,1k modn,

(14)
a,2kmodn,...,a, ,(n —1)k modn)
Cheing minh:
u 48
)T = B)F = ((RK)I***)
Ma:
[a(x)]z nél 2 2imodn + 2a aax(l+])modn Ta
o o
i
thay véi i ' j:

2aiajx(i+j)modn - aiajx(i+j)modn + aiajx(i+j)modn
=0

do phép cong da thirc la cong modulo 2.

n-1
Vi thé: 25 aajx('ﬂ)modn -0

|]—
itj

n-1

Vay taco: [a(x)f = § a’x* ™"
i=0

Tuong tu nhu thé ta tinh duoc:

-1

[a(x)]“ = ([a(x)]2)2 = é ( 2 modn)z
n-1 i=0
é a4X4|m0dn
i=0
Téng quat:
n-1 ) n-1 -
[a(X)]Z é a; 2y 2imodn — é aiXZ imodn
i=0 =0

Chuy:doa, I [01] néna” = a

Piéu phdi chirng minh

Vidu3:xét n =5a(x)=1+x®+x* <d=(0,3,4)
-Néu k =2 thi:

[a(x)]z =1+X3.2m0d5 +X4,2mod5 =1+X +X3

-Néu k =2° =8 thi:

@)°® =(0*8mod5, 3*8mod5, 4*8mod5)
=(0,4,2) =(0,2,4)
Ture la dé tinh iy thira [a(x)] ta chi viéc nhan cac sé
mii cua timg don thirc X trong a(x) véi k roi ldy modulo
theo N nhuw biéu thirc (13), (14).

Dua vao tinh chat nay cua da thirc ta c6 thé tinh liy thira
bat ky cho da thirc a(X) nhu sau:

Cho k nguyén duong va c6 phan tich nhu sau:

k :Zz”t :Zk‘
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Vidu: k=19=2"+2"+2* =1+2+16
0=(014);k =[k1=[L216]

xét N =5; a(x) =1+x>+x* «<>d=(0,2,4),.,va

k=13=1+4+8=2°+22+2°, biéu dién k nhu sau:

) i k =[1,4,8],,.Taco: r=3;t=3
Khi d6 phép liiy thira [a(x)] mod(x" +1) c6 thé tinh

nhu sau: Khi do b=4" duoc tinh nhu sau:

[ac) =T Trac)l =[Tre)r" [1] b < (0)

t t

[2] For i from1to 3 do:

Thuat toan tinh lily thira cua da thac theo modulo - i=1: (voi k, =1)

X" +1 nhu sau:

Thuét toan: Tinh liy thira cAc da thirc theo modulo +A=(ALA,A,)
X" +1

- _ =(0*1mod5, 2*1mod5, 4*1mod5)
Vao: n,d=@,,8,. )1 K =[K;, Ky, K T =(0,2,4)

Ra: b= (@) mod(x" +1) +h « (0)*(0,2,4) = (0,2,4)

[1]5<—(0),ifk=0thenreturn5 = i=2:(voik,=4)

[2] For i from1to t do:

+A=(A,A, A
[2.1] for j from1to r do: B s)
K mod =(0*4mod5,2*4mod5,4*4mod5)
A; <-a;k; modn —(0,3,1)

[2.2]: b «<bA + b« (0,2,4)*(0,3,1) = (0,1,4)

[3] Return (b) » i=3: (voi k, =8)

Cha thl'ch +A=(A1,A2,A3)

+ S6 n dambao Z,[x]/X" +1 1a vanh da thtc c6 2
oA Lo n s Ak =(0*8mod5, 2*8mod5, 4*8mod5)
I6p ké cyclicva p=2" —1 la s6 nguyén t6. 0.12)

+ Pa thuc a(x)eZ,[x]/x"+1; dang s6 mi . .
a(x) <>d=(@,8,,..2,),, dodaid lar<n. +b<(0147(0129=[134)
+ Sénguyén k, (0<k <2""-1); k duoc biéu din [3] Return b =(1,3,4)
thanh mot vector bao gom t sé thap phan

k =[k;,K,,....k 1., ; trong d6 k; =2" :

k =Zkt ok =[kt]l><t
t

Vay két qua co duoc la:

(L+x2+x)E mod(x® +1) =x +x> +x*

_Tién hanh md phong thuat todn néu trén bang phan
mém Matlab (phién ban R2016a), cau hinh may tinh: chip
Intel Core i5 (7" gen), RAM 8GB, hé diéu hanh Windows
64 bits.

V6i mdi b tham s6 md phong duoc thuc hign 5000 lan
va sau d6 lay trung binh thoi gian tinh todn, mét s6 két qua
c6 dugc nhu trong bang 3.

+ Muc[1] b=(0)<>b(x)=1=2;
+ Muc [2.1] tap cac s6 A, 1a biéu dién dang mii cta

da thic A(X); AKX) ©A=(A,A,,...A ). Trong
mot s6 ngdn ngit 1ap trinh (nhu Matlab) c6 thé d&

dang tinh dugc ngay cho toan bo cac phan tir trong BANG 3: THOI GIAN XU LY CUA THUAT TOAN

A ma khong can phai dung vong lap. Ttc 12 ta c6 ,A The gian
thé tinh truc tiép (A;) < (@, k; modn): j =1,2,....r T Tham sd md phéng i Iy (ms)
1 n=5; k=13; 4=(0,3,4) 0,050
+ Muc [2.2] 1a phép nhén da thitc theo modulo, day 1a
phép nhén binh thudng trén vanh da thic duoc liy 2 n =19; k =103.567 0,164
theo modulo cua x" +1. 4=(0,2,5,8,10,11,13,15,17)

+ Két qua dang mii: b = @)* mod(x" +1)
Vidy 4:
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3 n =61, k =1.239.878
1=(1,3,7,12,19,21,29,
32,38,45,50,55,59)

0,236

4 | n=107: k=2.341.235.671
4 =(1,9,17,26,38,47,54,
62,74,82,91,98,105)

0,436

5 n =4253; k =139.749.574.567
d=(1,56,98,147,209,300,478,698,
1002,1348,2034,3045,4002)

4,300

6 n =9941;

k =13.974.957.456.787.957

4 =(0,100,456, 989, 1456, 2002,
2560, 3001, 3982, 4679, 5398,
6003,7623,7982,8567,9234,9657)

19,300

Nhgn xét: Vi cac gid tri n nho thi toc do tinh toén 1a
nhanh. Véi truong hop N =4253 twong dwong véi vige
tinh toan véi cac con so 4252 bit ma thoi gian tinh toan cta
mot phép lay thira 1a 4,3ms c6 thé ndi & hoan toan chap
nhan duogc. Cho dén hién nay dé ¢am bao tinh an toan, cac
hé mat ciing chi diing céc con s6 tir 1000 dén 2000bit. Véi
treong hop N =9941 thai gian tinh toan vai kha nang cua
mady tinh laptop nhu ciu hinh & trén 1a 19,3ms . Cho dén
nay thi chua can thiét ding dén gla tri n 16n nhu vy, trong
tuong lai ¢6 thé su dung dén véi céc con sé 16n hon, khi
do6 toc do tinh cua may tinh cung nhu céc chip xtr Iy s&
nhanh hon thoi diém hién tai va nhu thé s& rat ngén duoc
thoi gian tinh toan va hoan toan cé thé ap dung dugc hé mat
nay.

V. KET LUAN
Bai bao dé xuét phuong phap thuc hién mot hé mat khoa
bi mat theo cach cua hé mat Pohlig-Hellman. Trong d6, ban
rd va ban ma dugc mo ta bang céc da thirc trén vanh da
thire, thay vi duoc mo ta bang céc con sb trén truong s6. So
di c6 the thyc hién duge diéu nay la nho cAu trdc tua dang
c4u cua vanh da thtc c6 hai 16p ké cyclic vai trudng so.

Do an toan cua hé mat nay tuwong duong vai do an toan
cua cac h¢ mat khac xay dung trén bai toan logarit roi rac,
cho dén nay véi gia tri so nguyén t6 Ion thi bai toan logarit
roi rac van la bai toan kho.

Dé hé mat cé tinh kha thi, bai bao ciing dé xuat thuat
toan thuc hién ham Iily thira cho cac da thic theo modulo.
Céc két qua mo phong cho thy toc d6 tinh toan cua thuat
toan véi tuong hop cac s6 16n 1a rat kha quan dé ap dung
vao thyc té.
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ONE METHOD OF IMPLEMENTING
POHLIG-HELLMAN CRYPTOSYSTEM OVER
POLYNOMIAL RINGS

Abstract: Until now, the methods of encryption and
decryption of a symmetric cryptosystem mainly used some
operations, such as permutation, substitution or combine
these two operations, or bit processing (in stream ciphers).
This paper proposes a new method for implementing a
symmetric cryptosystem but is based on discrete logarithm
problem, in which encryption and decryption are
performed by polynomial exponential function with
modulo, in a manner like the Pohlig-Hellman
cryptosystem. Along with that, this article also proposed an
algorithm to implement that exponential function.

Ng6é Bic Thién, Nhan hoc vi
Tién s§ nadm 2010. Hién cong tac
tai Hoc vién Céng nghé Bwu chinh
Vién théng.

Linh vyc nghién ctru: Ly thuyét
théng tin va ma héa, mat ma.
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