KHAC PHUC LOI VA NANG CAO TINH
HIEU QUA CHO CAC LUQC PO CHU KY
SO DUA TREN HAI BAI TOAN KHO
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"Hoc vién Ky thuat Mat ma
2Hoc vién Ky thuat Quan su;
>Truong Si quan Thong tin

Tom tit—Cac luge do chit ky sé dwa trén hai bai
toan khé sé ting tinh an toan hon lrge do duwa trén
mot bai toan khé trong truéng hop mot trong hai bai
toan khé c6 thé giai duge. Nhitng nim qua cé nhiéu
nghién citu dé xuit luge do chir ky sb dua trén hai
bai toan kho la bai toan logarit roi rac va phan tich
s6. Trong dé, c6 thé ké dén hai luge do da cong bd
1a Rabin-Schnorr va RSA-Schnorr [1]. Trong bai bao
nay, chiing t6i chi ra mot sb 16i dan dén viéc cé thé
gia mao chit ky hoic lwge do chi phu thude vao mot
bai toan khé cia hai lwge do trén, dong thoi dua ra
nhudc diém din dén tinh khong hiéu qua cia cac luge
do nay. Ngoai ra, bai bdo ciing dé xuét mot luge do
chit ky s6 méi dua trén hai bai toin khé ma thuat
toan ky hiéu qua hon luge do Rabin-Schnorr.

Tt khéa—Chit ky sb, logarit roi rac, phan tich sb,
hai bai toan kho.

1. G161 THIEU

Chit ky sd dugc dung d€ xac thuc vé ngudn gbc
va tinh toan ven cda thong tin. Cac thuit toan chit
ky s thuong dua trén hai hé mat phS bién la RSA
va Elgamal. Hé mat RSA dua trén d6 khé caa bai
to4an phan tich thita s6 nguyén t6. Elgamal dua trén
dd kho ctia bai toan logarit rdi rac. Cac luge do chit
ky s6 c6 dd an toan dua trén tinh khé cta hai bai
toan khé dudc quan tim tif nim 1994 do L. Harn dé
xuét [2] va lién tuc sau d6 cic cong bd vao nim 2008
cua ba tac gia E. S. Ismail, N. M. F. Tahat va R. R.
Amad [3], cda E. S. Dermova nam 2009 [4], cua S.
Vishnoi va Shrivastava nam 2012 [5], cia Binh V.
Do, Minh H. Nguyén, Nikolay A. Moldovyal, nam
2013 [1],... Cung véi chuing la nhitng phan tich chi
ra thyc chit vé do an toan ctia chiing nhu phan tich
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cia N. Y. Lee va T. Hwang vé lugc do ctia Harn cong
b6 nam 1996 [6], phan tich cta Shin-Yan Chiou va
Yi-Xuan He vé giao thic ctia Vishnoi va Shrivastava
cong bd nam 2013 [7]... Tém lai chi con hai lugc do
dua ra trong [1] la dung nghia vdi viéc c6 do an toan
dua trén tinh khé cta hai bai toan khé d6 1a luge dd
Rabin-Schnorr va RSA-Schnorr. Trong bai bao nay
chung tdi trinh bay hai ndi dung do la:

o Chi ra mot s6 16i din dén viéc dé gid mao hoic
dan dén viéc chi phu thudc vao mot bai toan khé
ctia hai luge d6 Rabin-Schnorr va RSA-Schnorr.
Tiép dén chi ra nhugc diém din dén tinh khong
hiéu qua ctia cac lugc do nay.

o Cong bd mot lugc d6 Williams-Rabin-Schnorr
véi thuat toan ky hiéu qua hon han thudt todn
ky ctia lugc dd Rabin-Schnorr.

Phan con lai ctia bai bdo dudc t6 chic nhu sau:
Trong phan 2, ching ti trinh bay mot s6 két qui
lam c6 sG cho viéc danh gia tinh hiéu qua cla cac
thuat todn chit ky sd. Phan 3 gi6i thiéu, phan tich cic
16i cta hai luge dd Rabin-Schnorr va RSA-Schnorr,
va dua ra cic lugc do sta di tuong ting; phan 4 dé
xuét luge dd WR-Schnorr bang cich thay thé luge do
Rabin trong Rabin-Schnorr bang luge d6 Williams-
Rabin (WR); cudi cung 12 két luan va tai liéu tham
khao.

II. MOT sO KET QUA LAM CO SO CHO VIEC PANH
GIA TINH HIEU QUA
Ciéc két qua trinh bay trong muc ndy ban doc c6
th€ tim trong céc tai liéu. [8], [9], [10].

A. Mot sé ky hiéu
o len(a) : SO bit tdi thiu d€ bi€u dién nhi phin
s6 nguyén duong a, con goi 1a do dai cla a.
e t37(IN): Chi phi trung binh cho mdt phép nhan
hai s6 N-bit.
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e tRred(N): Chi phi trung binh cho mét phép rut
gon mot s6 2N-bit theo modulo N-bit.

e 1, (N): Chi phi trung binh cho mdt phép nhan
rit gon theo modulo n véi len(n) = N.

o texp(N,L): Chi phi trung binh cho mot phép
tinh ¢® mod n véi len(e) = N va len(n) = L.

e Liny(N): Chi phi trung binh cho mét phép tinh
a~! mod n véi len(n) = N.

e ty: Chi phi trung binh cho mdt phép tinh ham
H: {0,1}*° — {0,1}".

o tgeq(N): Chi phi trung binh cho mot phép tinh
gcd(a, b) véi len(a), len(b) < N.

e tjacobi(IN): Chi phi trung binh cho mdt phép
tinh (7)) v6i len(n) = N.

B. Mét s6 két qud
Theo phuong phdp Karatsuba thi:
tar(N) = O(N'™3/172) (phép toan bit).
Theo phuong phdp Mongomegy hodc Barrett thi:
tred(N) = 2.t (N).
tinv(N) = tgcd(N) = tJacobi(N) = O(NQ) (phép
toan bit).

C. Mot s6 quy doi
tm(N) = 3.ty (N).

tm (L) = 31092 (E/N) 5 1, (N) (1)
bac biét
tm(2N) = 3 Xt (N) 2)
Theo phuong phap binh phuong-nhén thi
teap(N, L) = 1.5 X N X t;, (L) 3)

Theo phuong phdp nhi phén thi

tino(N) = tgea(N) = t sacobi(N) = VN tpr(N)
4

Cong thuc Garner

Cho n = p.q la tich ctia hai s6 nguyén t6 khéc
nhau. Khi d6 véi méi a € Z,, ky hiéu a, = ¢ mod
D, aq = a mod g, thi:

®)

a = (c(ap — aq) + aq) mod n

véi ¢ = ¢q.(¢"* mod p) (6)

gid tri a dugc xdc dinh tU (a,,a,) dudc ky hiéu la
CRT (ap, aq).

D. Bdng kich thudc tuong dwong vé dé an toan ciia
cdc tham s6 RSA va logarit roi rac (DL)

Tham s6 L = len(p) ddi v6i DL va L = len(n) dbi
v6i RSA.

Tham sd N = len(q) d6i véi DL.
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Bang I
KiCH THUGC TUONG PUONG VE PO AN TOAN CUA CAC THAM

sO RSA vA DL
N 160 224 256 384 512
L | 1024 | 2048 | 3072 | 8192 | 15360

III. PHAN TICH HAI LUGC PO RABIN-SCHNORR VA
RSA-SCHNORR

A. Lugc dé Rabin-Schnorr va RSA-Schnorr [1]

1) Cdc tham sé: Hai lugc dd Rabin-Schnorr va
RSA-Schnorr ¢6 chung b tham sb mién d6 la:

o Kich thuéc modulo L.

o Tip cac thong bao M = {0,1}*.

e Tép cac chit ky S =N x N.

o Ham tom lugc H:{0,1}> — {0,1}". Gia tri h
dugc goi la d6 dai tom lugc.

Moi thanh vién tuong dng v6i bo cic tham sd sau:

o Sb nguyén t6 p c6 dang p = 2.n + 1 véi len(p)
= L.

o Hop s6 n ¢6 dang n = ¢.¢’ 1 hai s6 nguyén t6
18 khac nhau sao cho viéc phan tich n ra thita s6
1a khé (véi luge dd Rabin-Schnorr thi ¢, ¢ =
(mod 4)).

o Phian tif sinh g c6 cip bing n.

o Tham s6 mat z € (g) (nhém cyclic sinh béi g
trong GF(p)) va tham s6 cong khai y = g* mod
p (v6i lude dd RSA-Schnorr thém s6 mi mat d,
s6 mil cong khai e théa man e.d mod ¢(n) = 1
v6i ¢ 1a sb Euler).

Khi nay khéa ky va khéa kiém tra chit ky:

o Trong lugc d6 Rabin-Schnorr 1an lugt Ia:
(P, 14,4, ) va (p,n,y). X

e Trong Iugc d6 RSA-Schnorr lan Ilugt la:
(p,n,q,q',d,x) va (p,n,e,y).

2) Lugc do Rabin-Schnorr: Thuit todn 1,2.

Thuat toan 1: Thuit toan tao chi ky cta
ngudi c6 khoa ky 1a (p,n,q,q , )
Input: m e M
Output: (r,s) € S
k€r (O,TL)
u + ¢gF mod p
r < H(ml|u)
a < (k—z.r) mod n
if ((§) =—1) or () = —1) then goto 1
54+ alt)/* mod ¢; 5y ald+1/4 mod ¢/
s+ CRT(sq, S¢')
return (7, s)

X AN AW N =

3) Luoc do RSA-Schnorr: Thuat toan 3,4.
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Thuat toan 2: Thuit toan ki€m tra chi ky
clia ngudi c6 khoa kiém tra 1a (p,n,y)
Input: (m, (r,s)) € M x S
Output: "Accept” néu chit ky 1a hop 1é va
"Reject"” trong trudng hop ngudc lai
1 a <+ s> mod n
2 u <+ g*y" mod p
3 7'+ H(m||u)
4 If (r = r’) then return "Accept”
5 Else return "Reject”

Thuat toan 3: Thuit toan tao chit ky cua
ngudi c6 khoéa ky 1a (p,n,q,q,d, x)
Input: m e M
Output: (r,s) € S
1 keEg (O,TL)
2 u <+ g mod p
3 1< H(mllu)
4 a<+ (k—xz.r)modn
5
6

s < a® mod p
return (7, s)

Thuit toan 4: Thuat todn ki€m tra chit ky
clia ngudi c6 khoa kiém tra 1a (p,n, e, y)
Input: (m, (r,s)) e M x S
Output: "Accept” néu chit ky 1a hop 1é va
"Reject"” trong trudng hgp ngudc lai
1 a < s mod n
2 u <+ g%y modp
3 7'« H(m||u)
4 If (r = 7') then return "Accept”
5 Else return "Reject”

B. Mot sé phan tich va dé nghi sita déi cho hai lugc
do Rabin-Schnorr va RSA-Schnorr

1) Cdc 16i cua lugc dé Rabin-Schnorr va RSA-
Schnorr: Ludc d6 Rabin-Schnorr ¢ hai 16i sau:

o L4i thit nhét. Xuét phat tir "Néu (r, s) dugc chip
nhén bdi thuét toan kiém tra M thi (r, —s) ciing
dugc chap nhan". Nhu vay so do 1a dé gia mao.

o Ldi thd hai. Néu ged(s,n) # 1 thi day chinh la
udc cia n. Trong trudng hop nay luge do sé chi
con dua vao bai toan logarit roi rac.

Dé tranh cdc 15i trén chiing t6i dé nghi budc 4 va
budc 7 cta thuat todn ky dudc stra d6i nhu sau:
4. a < (k —x.r) mod n; if (ged(a,n) # 1) then
goto 1.

7. s <= CRT(sq,54); if (s > n/2) then goto s =
n —s.
Tuong tng véi viéc stia buée 7 trong thuit todn ky
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thi thuat toan kiém tra b3 thém diéu kién (s < n/2).
Lugc do RSA-Schnorr c6 16i gbng hét nhu 16i thi hai
ctia Iuge dd Rabin-Schnorr va theo chiing tdi ciing
can stia ddi bude 4 trong thuat toan ky cia lugc dd
nay gidng nhu di stia dbi véi luge dd Rabin-Schnorr.
Chi y 1. Véi n 1 tich cta hai sb nguyén t6 khic
nhau ¢ va ¢ ta co:

(ged(a,n) # 1) < (a mod g = 0) hodc (a mod ¢
=0).

2) Ndng cao tinh hiéu qud cho lugc do Rabin-
Schnorr va RSA-Schnorr: Xuét phat ti lugc dd
ElGamal, cic lugc do phat trién cta n6 nhu DSA,
GOST, Schnorr,... nham dat dugc tinh hiéu qui cao
déu c6 chung mot giai phap dé la dua thém vao tham
s6 mién N vita dii 16n sao cho bai toan tim céc logarit
trong nhom (g) co kich thudc N-bit 1a "kho". Khi nay
céc luge do cai bién déu c6 hai dic diém:

o Thii nhét. Kich thude chit ky chi 1a 2.N bit.

o Thi hai. C4c phép tinh lily thira ¢6 sd mii N-bit.
Trong khi ca hai lugc dd dugc trinh bay & trén ludn
c6 kich thuéc nhém diing bang L - 1. Néu nhu cdc
phép lily thita trong céc thuét toan ki€ém tra thudng
c6 sb mil 1a (L - 1)-bit thi phép liiy thita trong thuat
todn ky c6 thé diéu khién dudgc.

Chiing t6i c6 mot sé khuyén nghi nhu sau:

o Thii nhdt. Pua vao tham s6 mién N giébng nhu
cdc cai bién néu trén cu thé n6 dugc iy tuong
ung véi L theo bang I, khi nay bude 1 cua cac
thuat toan ky nén chi la k € (2V~1,2M).
Tuong tu tham s6 mat x ciing chi can 1a = €
(2N—17 2N)

Tham s6 h = N.

e Thit hai. S6 mii cong khai e nén c6 dang 2/ +1,
tham chi 14y cb dinh 1a 2'6 + 1 nhu khuyén cdo
ddi véi luge dd RSA.

o Thif ba. Pbi v6i luge dd Rabin-Schnorr, ngudi
ky tinh sin va luu nhu mot tham sb mat gid tri
¢ = q.(¢~* mod p) mod n. Khi nay chi phi cho
viéc tinh CRT(z,y) chi con 1a t,,,(L).

C. Cdc lwoc do sau khi sita doi

1) Cdc tham sé: Céc tham s6 cho luge do Rabin-
Schnorr va RSA-Schnorr giébng nhu néu trong muc
III-A1 véi mot sb bd sung sau:

o Ham tém luge H:{0, 1} — {0, 1},

o Tham sb mat z € (2V~1,2N),

e S6 mii cong khai e = 2'6 + 1 dung cho RSA-

Schnorr.
o Tham s6 mat ctia ngudi ky ¢ = ¢.(¢~! mod p)
dung cho Rabin-Schnorr.
Khi nay khéa ky va khéa kiém tra chit ky:
o Trong lugc d6 Rabin-Schnorr 1an lugt 1a:
(p,n,q,q',,¢) va (p,n,y).
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o Trong lugc d6 RSA-Schnorr lan lugt la:
(p,n,q,q',d,x) va (p,n,e,y).
2) Lugc dé Rabin-Schnorr sita doi: Thuit toan
5.,6.

Thuat toan 5: Thuit toan tao chi ky cua
nguoi c6 khoa ky la (p,n,q,q, z,c)

Input: m € M

Output: (r,s) € S

keg (2Nt 2N)

u + ¢* mod p

a < (k—z.r) mod n

ag < amod ¢; aj, < a mod ¢’

if ((aq = 0) or (ag = 0)) then goto 1. (thay
cho ged(a,n) # 1)

if ((§)=—1) or (() = —1) then goto 1
8 s, (ay)@D/* mod g¢; Sy (ag )@ +1/4

mod ¢’

9 54 (c.(sq — S¢) + s¢) mod n

10 if (s > n/2) then s < n — s

11 return (r,s)

A U A W N

2

Thuit toan 6: Thuat toan ki€m tra chi ky
clia ngudi c6 khoa kiém tra 1a (p, n,y)

Input: (m, (r,s)) e M x S

Output: "Accept” néu chit ky 1a hop 1& va
"Reject” trong trudng hop ngudc lai

if (s > n/2) then return "Reject”

a < s?> mod n

u <+ g%.y" mod p

r’ < H(m||u)

If (r = 7’) then return "Accept”

Else return "Reject”

A B AW N -

3) Lugc dé RSA-Schnorr sita doi: Thuat toan 7,8.

D. So sdnh chi phi giita nhitng cdp luoc dé goc va
suta doi

Do nhiing stta d&i néu ra trong muc III-B2 nhim
ting tinh hiéu qua chd yéu trong cédc thuit todn tao
chit ky cho nén & diy chung tdi chi danh gia trong
ting cdp thudt toan nay. Trong phén tich cia chuing
t6i ludn gia thiét cic cip thuat todn cung st dung
viéc Iuu gid tri ¢ dé tinh CRT va dung chung sd mii
e.

Ménh dé 1. Chi phi thudt todn ky ciia ligc dé Rabin-
Schnorr sita doéi it hon ciia Rabin-Schnorr la:

4.(1,5.(L = N) — 1).tm(L) %
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Thuat toan 7: Thuit toan tao chi ky cua
ngudi ¢ khoéa ky 1a (p,n,q,q,d, x)
Input: m € M
Output: (r,s) € S
ker (2N-1 2N)
u < ¢¥ mod p
r < H(ml|u)
a < (k—z.r) mod n
aqg < a mod ¢; ay < a mod ¢
if ((ag = 0) or (ay = 0)) then goto 1. (thay
cho ged(a,n) # 1)
7 54 4 (ag)?™9 9 mod ¢; s, ¢ (ag)dmd e
mod ¢’
8 s < (c.(sq — S¢) + s¢ mod n
9 return (7, s)

A N1 AW N -

Thuat toan 8: Thuat toan ki€m tra chi ky
clia ngudi c6 khoa kiém tra 1a (p,n, e, y)
Input: (m, (r,s)) € M x S
Output: "Accept” néu chit ky la hop 1é va
"Reject” trong trudng hop ngudc lai
1 a4 s mod n
2 u <4+ g%y modp
3 7'« H(ml||u)
4 If (r =1’) then return "Accept”
5 Else return "Reject”

Chitng minh

Su khac nhau giita hai thuat toan 1a tham s6 k &
thuat toan 1 13 sb L-bit, con & thuit toan 5 1a N-
bit nhu vy chi phi cho viéc tinh gia tri ¢¥ mod p
ctia hai thuit todn theo cong thiic (3) lan lugt sé 1a
1,5.L.t; (L) va 1,5.N.t,,(L). Dbi v6i thuat todn sta
d6i 6 thém viée ki€m tra ((aq = 0) or (ag = 0)) ¢6
chi phi 2.tgea(%) < tm(L).

Biét ring xdc suit dé (4) = —1 (hodc tuong tu
(5)=-D bing 0,5 nén d€ qua dugc budc 5 clia thuat
toan 1 (tuong tu budc 6 cia thuit toan 5) trung binh
can thuc hién 4 1an ki€m tra ()=-1lor(g)=-L
Nhu vay hi€u chi phi giita thuét todn 1 va 5 s€ la

4.(1,5.L—(1,5.N+1)).t;, (L) = 4.(1,5.(L—N)—
1)t (L). o
Va day la diéu can chiing minh.

Lap luan hoan toan tuong tuy dbi véi cip lugc RSA-
Schnorr ta c6.

Ménh dé 2. Chi phi thudt todn ky ciia lugc dé RSA-
Schnorr sita doéi it hon ciia RSA-Schnorr la

(1,5.(L — N) — 1).t,n(L) )

Tu (7) va (8) ta tinh dugc chi phi (theo don vi
tm(L)) tiét kiém dugc khi st dung cic lugc do sira
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ddi so véi lugc dd ban dau cho trong bang 2 dudi
day.

Bang II
CHI PHI TIET KIEM BUQC KHI LUGC PO SUA bOI UNG VOI CAP
(L, N) CHO TRONG BANG I

B. Luoc do WR-Schnorr

Tham s6 mién. Tham s mién giéng nhu cia
Rabin-Schnorr stta d6i nhung thém:

e ¢ =3 (mod8) vaqg =7 (mod ).

o Tap chit ky S ={£1} x {£1} x Nx N.
Lugc d6 WR-Schnorr dugc trinh bay trong thuat todn

IV. Lugc pO WR-SCHNORR

Lugc dd WR-Schnorr ma ching t6i dua ra trong
phan nay 1a sy thay thé ludc d6 Rabin trong Rabin-
Schnorr biang lugc d6 Williams-Rabin (WR) do
Williams cong b6 vao nam 1980 [11]. Co s& d€ ludc
dd WR uu viét hon han Rabin trong thuit toan tao
chit ky cho trong b8 dé 1 trinh bay trong muc IV-A
dudi day.

A. Két qud bé tro

B6 dé 1. Chon =pqvéip=3(modS8), q=7
(mod 8) la hai s6 nguyén té. Khi do véi moi a € Zy,
thi gid tri b xdc dinh theo cong thiic sau:

a a
[ a€Q@RMn) khi (-)=1,(-)=1
QR(n) (p) (q)
a a
—2a € QR(n) khi (-)=1,(-)=-1
. QR(n) (p) (q) )
2a € QR(n) khi (%) =1, (g) =1
a a
—a € QR(n) khi (=) =—1,(=)=—1
I QR(n) (p) (q)
S€ thoa man:
1)
b b
=) =1
(p) (q)
2) Hon nifa néu ky hiéu:
rp = pp+1)/4 re = plat1)/4
vac = q.(¢" ! mod p) (10)
thi gia tri:
r=(c(rp—1rq) +ry) modn  (11)
Théa méan 7> = b (mod n). (12)
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N 160 224 256 384 512
L 1024 2048 3072 8192 | 15360 9, 10.
Rabin-Schnorr | 5180 | 10940 | 16892 | 46844 | 89084
RSA-Schnorr | 1295 2735 4223 | 11711 | 22271 Thu@t toan 9: Thuét toan tao cha ky cua

nguoi c6 khoa ky 1a (p,n,q,q, ¢, x)

Input: m € {0,1}*

Output: (u,v,r,s) € {£1} x {1} x Nx N
ker (2N-1 2N)

w + ¢* mod p

r < H(m|lw)

a < (k—z.r) modn

aq < amod ¢; ay < a mod ¢

if ((ag = 0) or (agy = 0)) then goto 1. (thay

cho ged(a,n) # 1)

we (S)0 e (%)
8 if (u # v) then a < 2.a mod n

9 if (w=—1)thena<+n—a
10 s, < alitD/4 mod ¢; Sy al? 1/ mod ¢
11 s ¢ (c.(sq — sy) + s;) mod n
12 if (s > n/2) then s <~ n — s
13 return (u,v,r,s)

A U1 A W N =

|

Thuét toan 10: Thuat todn kiém tra chi ky
clia ngudi c6 khoa ki€m tra 1a (p,n,q, ¢, )
Input: (m, (u,v,r,s)) € M x S
Output: "Accept” néu chit ky 1a hop 1& va
"Reject” trong trudng hgp ngudc lai
if (s > n/2) return "Reject”
b < 52 mod n
if (u # v) then b - b/2 mod n
ifv=—-1)thenb<+n—1>
w + ¢°.y" mod p
r’ « H(m||lw)
If (r = r’) then return "Accept”
Else return "Reject”

X NN N R W N =

C. Tinh ding ddn ciia luoc dé WR-Schnorr
Tinh ding dan cta luge dd WR-Schnorr dugc cho
trong két qua sau.
Ménh dé 3. Lugc d6 WR-Schnorr la diing dén.
Chitng minh
Gia st (u, v, r, s) la chit ky dugc tao tu thuat toan 9
clia ngudi gitt tham sé mat (p,n,q,q’, ¢, ) 1én thong
bdo m. Néu ky hiéu a = (k — 2.r) mod n (gid tri
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tinh dugc & bude 4 va qua dugc bude 6), con b la gia
tri a tinh dugc sau budc 9. Véi tdc dong ctia bude 8
va budc 9 ta co:

b=a &S u=v=

b=—-2.a & u=1lvav=-1
b=2.a & u=-1lvav=1
b=—a & u=-—-1lvav=-1

Theo b dé 1 thi gia tri s tinh dudc & budc 11 sé
thda man:

s> mod n = b.
Bay gi¢ ky hiéu ngugc lai b la gid tri tinh dugc &
buéc 2 thudt todn 10 con a la gia tri b tinh dudc sau
budc 4 cua thuit toan nay ta co:

a=2b & u=wv=1

a=—b/2 & u=1lvav=-1
a=>b/2 & u=-lvav=1.
a=—b & u=-—lvav=-1

Tir hai két qua trén thi gia tri b tinh dudc sau budc 4
cua thuit toan 10 chinh 1a gia tri a tinh dugc & bude
4 trong thuat toan 9 hay

b= (k—x.r) mod n.
Nhu vy gia tri w tinh dudc tai budc 5 trong thuat
toan 10 la

w E\gb.yr =g " = ¢* (mod p)
ding bang gid tri w tinh dugc § bude 2 thuit toan
9. biéu niy din dén hai gia tri 7 tinh & bu6c 3 thuat
toan 9 va r’ tinh & budc 6 thuét toan 10 la trung nhau,
hay dau ra cta thuit toan 10 13 "Accept”. Ménh dé
da dudc chiing minh.

(k—z.r)

D. Tinh hiéu qud cia lugc do Williams-Rabin

Biét ring trong hai lugc dd chit ky dua trén hai bai
toan khé Rabin-Schnorr stta doi va RSA-Schnorr stia
ddi thi thuat toan ky cta luge dd thd hai hiéu qua
hon nhung thuat todn kiém tra chit ky thi ngudc lai.
DPé€ c6 nhiing két luan vé tinh hiéu qua cua lugc dd
méi thanh 14p chung t6i s€ thuc hién so sanh thuét
toan ky ctia n6 véi lugc dd thid hai va so sanh thuat
toan kiém tra v6i lugc do thi nhit. Két qua chop
trong ménh dé sau.

Ménh dé 4. Chi phi cho thudt todn thit j, ky hiéu la
Tj(j = 5,6,7,8,9 va 10). Ta co:

Ty — 17 = 2‘tJacobz'(L/2). (13)
TIO = TG- (14)
Chu y, do
b/2 modn — | (017 > 1khibIe

b > 1 khi b chan
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nén phép toan nay dugc bd qua trong cong thuc.

E. Tinh an toan ciia lugc dé WR-Schnorr

Lip lai viéc ching minh tinh an toan cta lugc dd
Rabin-Schnorr trong [1] ta c6 két qua sau.

Ménh dé 5. Lugc dé6 WR-Schnorr c6 dé an toan dua
vao tinh kho gidi ciia dong thoi hai bai todn phdn
tich sé va bai todn logarit roi rac.

V. KET LUAN

Trong bai bao nay, ching t6i da phan tich mot
s6 16i c6 thé xdy ra d6i v6i hai luge dd chit ky sb
Rabin-Schnorr va RSA-Schnorr, dong thdi dua ra céac
khuyén nghi va sta d6i cho hai lugc dd nay dé han
ché 16i. Ngoai ra, ching tdi con dé xuit mot thuat
toan chit ky sb mdi biang céch thay thé lugc do Rabin
trong Rabin-Schnorr bing lugc dd Williams-Rabin.
Lugc d6 dé xuit c6 thuat todn tao chit ky hiéu qua
hon luge dd Rabin-Schnorr ma van dam bao dudc do
an toan do van dua trén hai bai todn kho.
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FIX BUGS AND ENHANCE EFFICIENCY
FOR THE DIGITAL SIGNATURE SCHEME
BASED ON TWO HARD PROBLEMS

Abstract: Digital signature schemes based on two
hard problems will be higher security than the
scheme based on a single hard problem in case one
of the two hard problems was solved. In recent years,
many researchers have proposed the digital signature
scheme based on the discrete logarithm problem and
integer factorization problem. In particular, two pub-
lished schemes are Rabin-Schnorr and RSA-Schnorr
[1]. In this paper, we point out some bugs that lead
to the possibility of forging signatures or schemes
depending only on a single hard problem of the two
proposed schemes, and the disadvantages leading to
inefficiency of these schemes. In addition, this paper
proposes a new digital signature scheme based on
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two hard problems that it is more efficient than the
Rabin-Schnorr scheme in the signing algorithm.

Keywords: Digital signature, discrete logarithm
problem, integer factorization problem, two hard
problems.
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