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Abstract—K§ thuat gidu tin (con goi 1a biao mat tin)
trong trong 4nh s6 yéu ciu can thiét déi véi sw phat
trién cua ky thust mat ma. Hién nay c6 cé6 2 hwéng
chinh gidu tin 1a ky thuat gidu tin mat (steganography)
va ky thuat thiy van s6 (watermark).

Trong bai bao nay céc tac gia tap trung tim hiéu vé ky
thuat gidu tin mat trong anh ky thuit sé dang bitmap.
Céc tac gia giéi thigu thuat toan gidu tin di dwgc cong
bd, thuit toan cai tién cia nd va tir dé dé xuét 1 thuat
toan gidu tin mat khac cé hiéu qua cao hon.

Keywords—gidu tin, anh s, steganography,
watermark, LBS, BMP.
I. DAT VANDE

A. Nguyén ly ciia bao mdt tin trong c&c anh bitmap

C6 nhiéu thuat toan glau céc thong tin 4n vao file
anh. Nhung pho bién nhit hién nay dang dugc ung
dung rong réi trén thé gidi Ia thuat toan cheén céc théng
tin 4n vao cac bit c6 ¥ nghia thdp(Least Significant Bit
- LSB) trong phan dir ligu anh cta anh bltmap 24 bit
mau, do vigc thay dbi cac bit LSB chi gay ra su thay
d6i rat nho cua cac thanh phan mau ma mat thuorng
khé co thé nhan biét dwocsy thay d6i do. Hién nay
nguoi ta thiy rang khdng chi nhiing bit LSB ma ca
nhitng bit Most LSB(V6i M=1,2) cua phan dir lidu anh
bimap ciing khong lam thay dbi dang ké ma miat
thuong kho phan biét duoc su thay doi do. Tuy nhién
vigc phat hi¢n anh c6 chaa thong tin an bang thuat
toan théng ké cap 1 hogc cap 2 lai to ra rat hi¢u
qua.Do d6 chang ta can phai luu y dén van & tiép
theo dudi day [3].

B. Cac tham s can tinh toan khi &p dung thudt toan
chén bit LSB
Kich ¢& dit liéu 4n: Khi muén nhang(an) mét vin
ban hoic 1 file dir liéu s6 nao do vao moét file anh
bitmap(BMP) nao d6 truéc hét ching ta can dam bao
rang chat luong va kich ¢& cua file anh do khong bi
thay d6i. Vi vay do dai t6i da cua théng béo hoic file
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dix liéu 4n so vé&i do dai cua cac LSB cua mot file dix
liéu anh BMP la:

Linax= 12,5%L sg. .,

Trong d6 Lyax 14 do dai toi da cua dir liéu an va
Lise 1a d6 dai cac LSB cua mot file dir ligu anh BMP.
Néu tinh tat ca cac bit cua 1 file dir liéu anh BMP thi
do dai Lyax= 100% L'gwp (khong vuot qua 100% di
ligu anh cuia anh BMP). Xac dinh vi tri dit li¢u an: Moi
khi mu0n dit cac bit thdng tin 4n vao 1 file anh BMP
thi vin dé dau tién 1a phai xem dt thong tin an bat dau
tir vi tri nao cua file anh la t6t nhat.

Pé ting d bao mat cho dir ligu an thi dix ligu an
nay nén duoc bat dau chén vao phan di liéu anh tai
mot vi tri ngau nhién lién quan dén mat khau:

f(x) = f(Cy,C,,..Cy), trong d6 (C4,C,,..,Cn) la mot
day con cuia day ky tu ciia mat khau do dai n.

Thong thuong nguoi ta ma héa ban tin truge khi
nhing vao anh so. Viéc ma hoa nay nham dam bao do
an toan cao hon cho ban tin can giau, dic bigt dbi voi
nhitng thong tin lién quan dén an ninh - qudc phong
V.V... Khi d6 cho du doi phuong c6 thé phét hién duoc
ban tin gidu thi van con mot I6p m& hoa bao vé né [9].

II.  PHAN TiCH KHA NANG GIAU TIN
TRONG ANH BITMAP

A. Banh gid kha nang gidu tin trong anh

Két qua thuc nghi¢m cho thay rang: Viéc glau tin
trong anh den trang dem lai hiéu qua thap vi viéc bién
d6i mot dlem anh tr den (0) sang trang (1) hodc nguoc
lai tur trang sang den rat d& tao ra nhiéu cua anh va do
do nguol ta dé phat hi¢n duoc bang thi giac cua con
nguoi. Hon nita, ty 1¢ giau trin trong anh den trang rat
thap. Chang han, mot bic anh den trang kich c&
300x300 pixels chi c6 2KB. Trong khi d6 mot anh 24
mau vai Kich cd tuong tu co thé giau duoc t6i 200KB.
Hon nira, anh den trang hi¢n nay rat it dugc su dung
thay vao do6 1a anh mau hoic anh da cap xam. Dé chon
anh mau anh da cap X&m lam anh moi trudng cho viéc
glau tin. Chling ta can quan tam dén cac bit c6 y nghia
thip nhitma ta s& ky hi¢u LSB. LSB la bit co it anh
huong nhat d&én viéc quyét dinh mau, Sic cua mql mot
diém anh. Do vay, khi LSB bi thay doi thi mau sac cua
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anh d6 sau khi thay do6i khong khéac nhau dang ké so
Vi mau sic caa anh ban dau.

Nhung lam thé nao dé xac dinh duoc LSB cua moi
diém anh? Viéc xac dinh LSB ctia mdi diém anh trong
mot birc anh phu thude vao dinh dang cua anh d6 va so
bit mau danh cho mi diém anh do.

Déi véi anh 16 bit mau hoac 24 bit mau thi viéc
xac dinh LSB twong doi don gian. Tuy nhién doi véi
anh 8bit mau tro xudng. Nhung anh nay co sir dung
bang mau (palette mau) thi cong vigc tré 1én rat phirc
tap. Riéng anh da cap xam thi bang mau cua né da
dudc sap, trong do nhung Cap mau trong bang mau c6
chi sb chénh léch cang it cang glong nhau. Vi vay, doi
V6i anh da cap xam LSB cua mdi diém anh (pixel) 1a
bit cudi clng cua diém anh do.

~ Qua trinh tach LSB cua c4c diém anh da cap xdm
dé tao thanh anh thir cap cac bit nay bang thuat todn
nhu thuat ton gi4u tin trong anh den trang s& 1am cho
chi s6 mau ciia mdi diém mau thay ddi tang hodc giam
di mot don vi. Do d6 diém anh méi s& c6 do sang toi
cua 6 mau lién truéc hodc sau 6 mau cua diém anh cua
diém anh moi truong (anh géc). Bang mit thuong
nguoi ta kho l1ong phét hién duoc sy thay doi nay.
Thuc nghiém chi ra rang, ngay ca khi ta dao toan bo
LSB cua tat ca dicm dit li¢u dnh trong mét énh 8 bit da
cap xam thi cling khong gay ra sy khac nhau nhiéu.
Vi vay, néu trong mdi khoi anh ta chi thay doi nhleu
nhét 1a 2 diém anh thi kha nang phéan bi¢t anh géc va
anh két qua la rat kho khan néu khong néi la “Khong
thé” bang mat thuong [6 7.

a. Doivéi anh so 8 bit mau,

Nhung anh thugc loai ndy gém anh 16 mau (4 bit
mau) va anh 256 mau(8 bit mau). Khéc véi anh da cip
xam anh mau véi so bit mau bé hon hogc bang 8
khong phdi luon luén duoc Sap xép bang mau. ‘Nhing
mau o lién ké nhau c6 thé rat khac nhau. Changhan
mau den va mau tring c6 thé duoc sip xép ke nhau
trong bang mau. Do d6 vi¢c xac dinh LSB la rat kho
khan. Néu ta lam nhu dbi V6i dnh da cap xam, tac la
van lay bit cudi cung cua m01 diém anh dé tao thanh
anh tha cép thi moi thay dbi 0 sang 1 hoic 1 sang 0
trén anh tha cap thi c6 thé 1am cho mau caa anh moi
truong va mau twong ung cua anh két qua s& khac
nhau rat xa dén muc mat thuong c6 thé phan biét
duoc, du rang chi s6 mau cua ching ciing chi ting
giam di 1 bit ma thoi.

Nhung lam thé nao dé biét dugc mau nao da dugc
dung mau nao khong duoc dung dén? Pé tra 15i cau
hoi nay truéc hét ta phai duyét toan bo cac mau trong
bang mau va danh dau nhitng mau c6 chi sé xuat hién
trong dir ligu anh d6 la nhitng mau da dugc dung. Gia
str c0 mot mau C khong dung dén. V6i méi diém mau
A khi tim dugc mau B c6 str dung trong bang mau dé
sap canh A ma gia tri S(A, B) van con I6n hon mét
ngudng nao do thi ta s& chen 6 mau C vao gitra A va B
dong thoi doi lai mau cua 6 C sao cho gidng mau A va
B nhét c6 thé.

Truong hop s6 mau duoc sir dung bé hon hodc
bang 8 (doi véi anh 256) hay bé hon hodc bang 4 (d6i
vGi anh 16 mau) thi viéc sap Xep lai bang mau theo
thuat toan trén cho ta két qua gidu tin rat tot.

b.  Déi véi anh 16 bit mau

Anh 16 bit mau trong thyc té chi sir dung 15 bit
cho mdi diém anh trong d6 5 bit bién dién cudong do
tuong dol cta mau do(Red); 5 bit biéu dién cuodng do
turong d6i cia mau xanh lam (Green) va 5 bit biéu dién
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cuorng do tuong ddi cua mau xanh lo(blue). Mot bit
con lai khong duge dung dén d6 1a bit cao nhit cua
byte thir hai trong mdi cap 2 byte biéu dién mot diém
anh. D6 chinh 1a LSB cua anh 16 bit mau. Tuy nhién
ta chi lay nhiing bit nay dé tao thanh anh thir cap thi
lugng thong tin glau duoc s& khong nhiéu. Bé tang ty
€ tin giau dbi voi anh 16 bit mau, chung ta co thé lay
dugc nhleu hon 1 bit cia mdi diém anh.

c. Doi véi anh 24 bit mau )

Anh 24 bit mau sir dung 3 byte cho moi diém anh,
trong d6, mdi byte bleu di&n mot thanh phan trong cau
tric RGB. Trong moi byte, cac bit cang thap cang it
anh huéng téi mau sic cua mdi diém anh. Vi vay dol
véi anh true color, 3 bit cubi cung cua 3 byte cua mai
diém anh chinh Ia LSB cua diém anh d6. Bang két qua
thuc nghlem cho thay Viéc thay ddi toan bo céc bit
cudi cung cia mdi byte trong phan dir liéu anh true
color cung khong anh huong c6 y nghia dén anh
goc(anh moi truorng) Khi d6, néu ‘thay thé toan bo cac
bit nay bang cac bit cua dir liéu 4n thi ty Ié théng tin
giau duoc s& 1a 12,5% (hoic 100% so véi LSB cua dit
liéu anh) [5,11].

B. Panh gia chung

Mot gia tri mau thong thuong & mot véc-to 3
thanh phan trong khong gian mau (tap cac mau cd thé)
RGB [2]. Vi cac mau do, xanh la cdy, xanh nhat la
nhitng mau nguyén thuy (primary — mau goc) Mbi
mau dugc chi ra nhu 14 t6 hop tuyen tinh cua cac mau
nguyén thuy d6. Nhu vay mét véc-to trong khong gian
RGB mé ta cuorng d6 cua cac thanh phan R, G, B do.

Mot khong gian khdc cling dugc biét d&énla 'y, Cb,
C;. NO phan biét gitra do sang Y va 2 thanh phan sang
twoi (Cp, C). O ddy Y 1a thanh phin sang
(chrominance) ctia mot mau, con C,, Cithi phan biét
mirc d6 mau. Mot véc-to mau trong khong gian mau
RGB c6 thé dugc chuyén doi thanh Y, C,, Cboi hé
thire sau day:

Y =0.299R + 0.586G + 0.114B

Cb=05+1(B Y)
C = 05+—(R Y)

Con mirc xam G = 0.299R + 0.587R + 0. 114B,

Do trong anh da cap xam bang mau di duoc sap va
v6i mdi diém anh thi bit cudi cung 1a LSB cua diém
anh (gom 8 bit) d6. Cho nén chung ta d& dang thuc
hién viéc gidu tin.

Do d6, trong phan tiép theo téc gia chi dé cap dén
anh 24 bit mau.

. THUAT TOAN GIAU TIN VA THUAT
TOAN CAI TIEN

A. Thudt toan gidu tin phé bién

a. C&c tham s¢ dau vao: o

Céc ky hiéu: Goi m la birc thong diép can giau sau
khi chuyén sang day bit boi bo ma ASCIl mo rong, ta
duoc

*m=mm,..mpVvéi me{0,1}; i= 1,2,..
1(m) 1a d6 dai s6 bit biéu din cua m.

* C = CiCy..Cy) V6i Ci€ {0, 1}; i= 1,2,...,I(c), 1a
anh dugc dung dé giau thong diép m.

*S =S,S,..S) 1a anh Stego da dugc gidu thong
dlep m.

*S=5,5,. S|(c la anh da gidu tin.
b. Thudt toan gidu:

I(m) va
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bauvao: m, ¢

Paura: S .

Qua trinh thuc hién duoc trinh bay trong luu do
sau:

For i=1

i=i+1

S< G

i=i+1

Tinh Ji: Sjié Cji s5m;

c. Thudt toan trich chon:

Sii

i=1

i=i+1

Tinh Ji: mié LSB (Sji)

d. Ddnh gid, nhdn xét

Thuat todn nay kha don gian. Tuy nhién trong thuc
té do dai I(m) cua ban tin thuong bé hon do dai I(c)
cua anh mdi trudng, hon nira viéc giau tin lai tuan tu
nén ké tan cong loi dung cac nhuoc diém nay dé co thé
phat hi¢n dwoc anh co giau dir ligu bén trong do hay
khong bang phan tich thong ké cap 2.

B. Thugt toan cdi tién bang phwong phdp “khodng
ngau nhién”:

Dé khic phuc nhuoc diém d6 nguoi ta da dua ra
thuat toan cdi tién dugc goi 1a “Phuong phap khoang
ngau nhién”.Noi dung phuong phép nhu sau:

Gia su hai nguoi A va B trude e liégn lac voi
nhau, théng nhat ding mot khoa K, dugc goi la mam
khoa (key seed). T mam khéa K, nguai ta thong nhat
sinh ra mot ddy gia ngiu nhién (pseudo-random
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sequence)Ky,Ka,Ks,..,KimVvoi (I(m) 1a do dai ban thong
bao m, quy ddi ra bit) va dat:

Nl = Kl

Ni = Ni.i + K; i>2 tham gia vao viéc truyén thong
tin.

Nhu vay, khoang céch giira 2 bit can giau dugc Xac
dinh mot cach ngau nhién. Tur d6, thuat toan cai tién
dugc thyc hién nhu sau day.

a. Thudt toan gidu:

For i=1
i=i+1
S<EG
“Khoang ngau
nhién”
K:k11k21k31--ik|
m,,
i=1
i=i+1
Tinh n;:
€< ChS
m;
b. Thudt toan trich chon.
Sii
“Khoang ngau
nhién”
K:klak21k31"!k|(m)
n < Ki
i=1
i=i+1
Tinh m;:
m;< LSB
(s)
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C. Ddnh gid, nhdn xét.

Cac thuat toan da duoc trinh bay ¢ trén cling nhu
nhiéu thuat toan gidu tin khac da dugc cong bd déu
khé c6 thé chéng lai duogc cac phuong phip phat hién
bang thuat toan thong ké cap 1 hodc cap 2 néu sb cac
LSB cua dir liéu anh bj thay doi trén 30% so véi tong
cac LSB cua dir liéu anh [1][10].

Nhung néu vay thi luvong thong tin gidu duoc vao
mot anh lai khong du I6n khi kich ¢& anh nho. Cau hoi
dat ra ¢ day la: c6 hay khong mot thuat toan gidu tin
mat sao cho sé lwong cac LSB cua anh moi truong bi
thay ddi it nhung luong thong tin gidu duoc nhiéu hay
khéng?

IV. DE XUAT THUAT TOAN MOI DUA TREN
MA HOA KHOI

Qua phan 111, thuc té cho thay nguoi ta khong thé
ddng thoi cuc tiéu hoa yéu cau thir nhat (glam thiéu
lugng LSB cua dit ligu anh s6 bi thay d6i) va Cuc dai
hoa yéu cau thi 2 (tang tdi da lwong ban tin gidu duoc
vao anh sb).

Tuy nhién, ta co thé giam ty 1& gidu xu0ng murc
chong lai cac tan cong bang cac thuat toan thong ké
c4p 1 hoidc cip 2 ma thong tin gidu duoc lai khé Ion.

D6 chinh 1a Thuat todn méi dugc dé xuit trong bai
bao nay.

Dé gidu dwoc nhiéu thong tin vao 1 anh bitmap
ma khong lam thay d6i dang ké dén cac LSB cua dir
liéu anh va dam bao bi mat tac gia bo sung thém mot
I6p ma cho thong tin d6, tic lam cho ty I¢ giau tin du
nho ma luong théng tin gidu dugc du Ion. O
day,ching t6i xay dung mot b ma méi, bo ma chi 5
bit chir khéng phai 1a 8 bit nhu b md ASCII (IV.C).

A. Mgt sé kién thic toan hoc bé tro.

Ta ky hiéu GF(q)[x] 14 tap hop tat ca da thic cip n
tly ¥ p(Xx) = @ + a;x+ ax + ... + X" voi a; €GF(q) i = 0,
1, ..., n-1¢con q la s6 nguyén to

Ta ¢6 céc dinh nghia sau day:

- Dinh nghla 1: Da thuc f(x) € GF(q)[x] duoc goi
1a bt kha qui (irreducible) trong truong GF(q) néu
f(x) khong the phan tich dugc thanh tich cac da thuc
cap nhé hon cap cua f(x) trong tnrong GF(q).

- Vi du 1: Pa thuc f(x) = x* + x + 1 1a da thirc bat
kha quy trong truong GF(2).

- Dinh nghia 2: Da thac nguyén thay (primitive
ponnomlaIs) Mot da thac bat kha quy p(x) €
GF(p)[x] co cap m dugc goi 1a da thuc nguyén thiy
néu s nguyen dwong bé nhat n ma x" — 1 chia hét cho

p(x)lan=pm-1.

- Vi du 2: Pa thic p(x) = x> + x + 1 1a da thuc
nguyen thily trong truong GF(2) vi n6 1a da thirc bat
kha qui va s6 nguyén duong n bé nhat ma 2" — 1 chia
hét cho x° +x+1|an—23 1=7.

That vay, x” -1 = (¢ +x+1)(x +x2+x-1)va
khong c6 mot n” < 7 max” — 1 chia hét cho x® + x + 1.

Ta c6 cac dinh 1y sau day:

- Dinh ly 1: C6 @ (2" - 1)/n da thirc nguyén thiy
cép n trong trudng GF(2). Piéu nay dwoc ching minh
trong [8].

- binh Iy 2: Moi nghi¢m {a;} cua mot da thic
nguyen thuy cap m trong truong GF(p)[x] déu c6 cap
p™-1. Didu nay dwoc chitng minh trong [7,8].
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B. Bg ma Hamming:

Ngudi ta di chimg minh dwoc riang [8,9], mot bo
mad Hamming trén truong GF(2) thoa man cac dieu
kién:

+Dodain=2"-1

+ S0 céc ky hi¢u mang thong tin la k = 2™ -m-1

+ S6 cac ky hiéu kiem trachanlé lam=m =k

Khi @6, kha nang stra sai cnabo md lat=1.

C. Xay dung bg ma cho 26 ky tw La tinh (a, b, c,...,2)

Van dung mot s6 két qua & trén, ta s& xay dung bo
ma 26 chir cai La tinh nhu sau: Gia st p(x) € GF(2)[X]
la mét da thic ng‘uyén thay cép 5 trén truong GF(2).
Luc dé6, ta bict rang [8] s& c6 @ (2° - 1)/5 da thic

nguyen thiay co cap 5. Mot trong nhiing da thuc
nguyen thuy cép 5 trong truong GF(2) 1a p(x) = X° + X2

Ta goi a la mot nghiém cua p(x), tuc la p(a) =
hay a® + a®+1 = 0

Tir do suy ra: @’ =a® + 1 (1)

Trong khong glan véc to nghlem Cla da thic p(x)
c6 cip 5, tuc la co cuc dai 1a 5 véc to doc 1ap tuyén
tinh. 5 véc to nay s€ tao thanh mét co s¢ cua khong
gian nghiém. )

Béng cach tryc chuan héa co s nay, ta duoc mot
co so cua khdng gian nghiém cua né la:
=10000
=01000
=00100
=00010
=00001

Tu(l) tac6a®=10100, tiép tuc o’ = o
o®+a*=00010+01000=01010, .v.v.

Cudi cling ta da xay dung bo ma trong Bang 1 sau
day: 5-bit

.J;(A)NHO

+a=

BANG 1. BO MA 5-bit

10000 01011 11000 11010
01000 10001 01100 01101
00100 11100 00110 10010
00010 01110 00011 01001
00001 00111 10101
10100 10111 11110
01010 11111 01111
00101 11011 10011
10110 11001 11101

Néu thém vecto 00000 vao bang trén ta sé cd bo
mé& nhi phan gém 32 tir m4. Vi by ma nay, ta lap
tuong ang voi 25 chix cai Latinh(trir chir z) vi z o xac
Suit xuat hién rat bé trong cac ban tin (ty 1¢ khoang
0,5%) nén ta s& str dung tir ma d6 vao muc dich khic
va sé duoc trinh bay & ndi dung sau. Tur Bang 1, ta tiép
tuc xay dung bang 2 1a bang mé chir cai twong tng voi
b6 mé cua bang 1.

BANG 2. XAY DUNG BANG MA CHU CAl

T Ki tu Tuma
N
0 Ong 00000
1 a 10000
2 b 01000
3 c 00100
4 d 00010
5 e 00001
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6 f 10100
7 g 01010
8 h 00101
9 i 10110
10 j 01011
11 k 10001
12 | 11100
13 m 01110
14 n 00111
15 0 10111
16 p 11111
17 q 11011
18 r 11001
19 S 11000
20 t 01100
21 u 00110
22 Y 00011
23 w 10101
24 X 11110
25 y 01111
26 (khéa 10011
ma), .
27 ylc 11101
28 Klg 11010
29 tr/loi 01101
30 Gap 10010
31 Nguoi 01001
nhan

Cha y: T ma “10011” duoc dung & 2 ché do la
bédo khoa cho noi nhan biét trong truong hop ban
thong b&o can ma hoa trudc lic ‘nhdng tin. Neu khong
md hoa thi tir ma nay thay vi dau “ " (stop). bé chong
lai viéc phat hién tir khoa, mdi khi can dung n6 dé ma
hoa(DES, hoac AES hoac bét cir khoa ma nao) thi qU|
dinh nhém “10011” xuit hién dau tién(hoic cubi
cing) s& la béo khoa va con lai 1a dung vi diu
“."(stop).

Vi du: Thong bao:”K/g Ong Lé Van Thanh” (dung
b6 gd unicode “K/g Ong Lee Vawn Thanhf”) thi bo
ma tuong ung la;

11010 00000 11100 00001 00001 00011 10000
10101 00111 01100 00101 10000 00111 00101 10100
10011.

Nhu vay néu viét day du thi s& la: “Kinhs guiwr
oong Lee Vawn Thanhf”. Riéng vi¢c xay dung by ma
nhu trén da giam duoc 3 1an so véi ding bo ma ASCII
mao rong ( trong vi dy nay ) nhu céc thuat toan giau tin
da duoc cong bd cho dén nay [4]. )

Trudc khi xay dung thgét toan giau tin moi, ta xay
dung mot ma tran H c6 cap 5x31. O day, Ma tran H
duoc st dung dya trén co s bo ma stra sai Hamming
trong thong tin lién lac sd. Ta biét rang [8]: néu B6 ma
Hamming d6 dai n =2m - 1, v6i ky hiéu mang tin 1a k
=2m-m-1, s kyhiéukiémtrachﬁnlé la=n-k=m
thi kha nang stra sai s& 1a t = 1. Y nghia cua ma tran H
chinh 12 ta chi lam sai 1 bit ( nhung 1 bit ) dbi véi do
dai tir ma 14 5 bit, ham giam ty Ié nhung tin xudng
nhung ddng thoi tang duge lwong tin gidu nhidu hon.

D. Pé xuat thugt toan gidu tin mgi

@ Qud trinh gidu tin.
Trén co so két qua da duoc trinh bay ¢ trén, ta xay
dung duoc thuét toan giau tin méi nhu sau:
Pau vao:
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+ Ban ban tin m=mym, mm voi m; €{0,1}
i:1,2,..,|(m)

+ Anh cover C=C,C,...Ciy V6i Cie{0,1};
i:112:;-’|(c)

bau ra:

+ Anh Stego S da gidu tin, ta ky hi¢u S=C(m)

Sau day la cac budc tién hanh:

Buéc 1: Ma hda ban tin m véi thuat toan DES voi
khoa ¢ bang 2 va ket qua ta nhan dugc ban ma
y=Epes(M) = Y1yo,...YimYi €{0,1} i=1,2,.. I Neu
khﬁng can ma hoa ban tin dé tang tinh bao mat trudc
IUc giau thi ta bo qua budc 1 va sang budc 2 ludn.

Buoc 2: Tao anh tha cap CO = Xios Xijo+1s- -+ Xio+I(c)

xi€{0,1}, i=io, ... lo+e) bing cach quy uoc chon 1
chi so iy nao do cﬁa pier dix liéu anh cover C va trich
chon céc LSB ciia cdc diém anh ¢6 hé sb bat dau tir iy

..I(nguoi giri va nguoi nhan thong nhat truc).

BLfO’C 3: Chia C, thanh ting block, mdi block gom

31 bit, tinh tir khai diém Xio, ta duoc

Co = Co(1) Co(2) . Co ([2) [+ la phin
nguyén

Buéc 4: Chia can ban ma y thanh ting khéi, mdi
khéi 5 bit va duoc két qua la:

Y =y(1) Y@ ... (Y] +1) )

Buoc 5: Voi i = 1, 2, [I(m)/5] + 1, thuc hién
Z'(i) =y'(i) ® HC'(i) (trong d6 C" 1a véc to chuyén
vi ctia véc to C).

Buéc 6: V6ii=1,2, .. [I(m)]+ 1;Tim trong ma
tran H, néu ton tai jo, voi jo =1,2,..,3lsaochoy'(i)=
hjo thi ta thyc hién dao bit cua véc tor Co(i) tai vi tri jo:
X0 = Xjo + 1 va thay X’jo vao vi tri ciia Xjo clia véc to
Co(i) Sau khi thay X’jo ta cd Co(i) = X’o(i), Vi Xo(i) +

XO(l) + 31.

Neu khong ton tai jo sao cho y'(i)= hjo thi bo qua
va quay lai Budc 5. )

Bugc 7: Anh thir cap ma ta da thuc hién trén ky
hiéu la C;. )

Budc 8: Tra lai anh thirc cap C, vao dang vi tri ban
dau nhu khi ta trich chon Cy. Cudi cuing ta nhan dugc
anh Stego S.

E. Vidu:

Dau vao: Ban tin m can gidu “K/g dng X” va anh
cover C.

Pau ra: Ban tin m va anh C duoc khoi phuc.

a. Qua trinh gidu:

M="K/g o6ng X"<-> 11010 00000 11110 =

(ml m2,m3). Gia sur ¢6 3 ddy LSB cua anh C la(véi
gia thiét khoi diém giau 1a i;=1):

Co(1)=010011 00111 01000 11010 11100 10001

Co(2)=100110 10100 01101 10000 10100 11010

Co(3)=101110 1011000111 10101 01101 10010

Ta co:

y1'=m; ®HC, (1)= (11010)T@HC0T(1)=(11010)T@
(11010)T®(01111) (10101)

Ton tai y;' tring véi cot thr 23 cua ma tran H, ta
thuc hién dao bit cua Cy(1) tai vi tri 23 va ta c6:

CO’(l): 010011 00111 01000 11010 10100 10001

Y2 =m,"®HC,' (2)=m, ®HC,"(2)=(00000) "®HC,"
(2)=(00000) "®(1101 2T<9(01010)T=(01010)T ‘

Tiép tuc tn tai y; cot thr 7 cua H vay thanh phan
thir 7 cua Cy(2) dugc dao bit va do do6 ta nhan dugc:

Co’(2)= 100110 00100 01101 10000 10100 11010
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Tuong tu, vi tri cot 22 cta Cy(3) dugc dao bit:

Co’(3)=101110 10110 00111 10101 11101 10010

Do 1a anh thir cdp cua anh Stego S da giau thong
bado M= “K/g dng X”. Sau khi tra lai cac LSB tuong
ung cua anh Cover C, ta nhan dugc anh Stego S.

b. Qué trinh trich chon:

Dau Vao : anh Sstego S

Pau ra: Ban tin M va anh C duoc khoi phuc.

Tinh m;'= HC, (i) véi i=1,2,3

Ta nhan dugc 11010 0000 11110«>“Kinh gui 6ng
X",

F. Pdnh gid, nhdn xét

Thuat toan vira duoc trinh bay ¢ trén don gian ca
cho viéc nhung va trich chon. C6 thé cai tién thuat
toan nay dé giam ty I¢ lam thay d6i anh goc hon.

Khd ning chiu tan cong bing cac phwong phép
thong ké cAp 1 va cap 2 rat hi¢u qua, do ty I¢ nhing
thap.

Trong truong hop vi du trén, ty 1& nhing khoang
3,2% (~1/31). Chung tbi tiép tuc cai tién bang ma dé
c6 thé giam ty 1¢ nhing xudng dudi 1,5% va tir d6 dua
ra iing dung thuc té trong cdng tac cta nganh An ninh.

V. NHAN XET, KET LUAN

Thuat toan gidu tin dugc dé xuét trong phan IV rat
don gian va c6 uu diém luong thong tin giau duoc lon
nhung cac LSB duoc ma thay doi it nhat bay la ty I¢
cho phep chong lai cac thuat toan tin cong thdng ké
cap 1 va cép 2. Cac thuat toan tan cong phét hiéu mu
trén LSB cua mién khong gian, thu@t toan phat hién
¢6 rang bugc [10] va cac thuat toén tan cong da dugc
cdng bé trong [1]. Neu ty 1& nhung duci 2% thi moi
phuong phdp do tim bang cac thuat toan thong ké déu
khong c6 hiéu qua.

Cho dén nay, Ccac tac gla cling chua tim thiy mot
thuat toan nao co ty I¢ tin giau thap hon 3% ma luong
thdng tin gidu duoc lai 16n nhu vay

Ngoai ra, trong thuat toan nay, ma tran H co thé
duoc mé rong, chang han ma tran H cé thé cé kich c&
8 x 255 va nhu vay ty I& nhang (s6 bit cua cac pixel bi
d40) con bé hon nita ma van dam bao lugng thong tin
nhidng 1a khé I6n (c6 thé xudng c& 0,004).

Trong pham vi bai nady ching téi chi dung lai &
kich cd ma tran H 1a 5 x 31 va coi nhu né s& hai hoa
giira toc do tinh toan va sy phuc tap cua thuat toan.

Hién nay, chiing t6i dang tiép tuc nghién ctu cho
truorng hop ma tran H véi Kich ¢& 6x63 dé giam ty lé
tin giau xuong dudi 1,5%.
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Truong Phong K§ thuat nghiép
vy, Vién Ky thuat bién ti va Co
khi nghiép vu, B Cong an..

Hudng nghién cau chu yeu
cta anh la wng dung cong ngh¢ cao, nghién cuu, ché
tao céc thiét bi khéng ché dién thoai di dong, céc thiét
bi lién lac ban tin hinh anh va text c6 bao mat vo
tuyen thlet bi nhan dang van tay, cac thiét bi thu thap
va truyen am thanh va hinh anh dang vé tuyén va hiru
tuyen

Anh ¢6 bang K¥ su Vo tuyén Dién tir tai Hoc vién
KTQS va CNTT tai PHBK Ha Noi. Nam 2004 anh tdt
nghiép Thac sy Xur ly théng tin va Truyén thong,
DHBK Ha Nai.
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nhan hoc vi tién sy Toan-Ly nim
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trach Don vi nghién ctu va phat
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thuat nghi¢p vu I, Bo Cong an.

Ong tham gia rat nhleu hoat
dong khoa hoc phuc vu linh virc an ninh-quéc phong,
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ninh, an toan va bao mat théng tin, di li¢u da phuong
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ngh¢, PH Mét ma, PH Hang hdi Hai phong, PH K¥
thuat — Hau can Cong an, PH Thai Nguyén,v. . Dén
nay, o6ng da dao tao duoc trén 40 Thac si chuyén
nganh ATTT va da c6 32 bai bao khoa hoc dugc cong
bd ¢ trong va ngoai nude cho dén nay..
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