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PHUONG PHAP CHON BIEM TAN CONG CHO
TAN CONG MAU DU'A TREN PHAN BO CHUAN

Tran Ngoc Quy, Hoang Van Quan’
"Hoc vién Ky thuat Mat ma

Tém tit: Tan cong mau dwoc xem nhi la tdn cong kénh ké
hiéu qua nhét. Bé tan cong méu cé thé thuc hién dwoc trong
thue té, ta phai lya chon mot s diém tdn cong trén vét dién
nang tiéu thu thwc té cia thiét bi. Cho tdi nay co nhleu
phwong phdp dé lya chon cac diém ndy cho tin cong mau
Tuy nhién, cac cach luc chon nay dwa trén kinh nghiém vé tan
cong kénh ke, dong thoi chua c¢é céng trinh ndo chi ra rang
cdc phwong phép lwa chon dé da la tot nhat hay chua. Trong
bai bdo nay, ching téi dwa ra mét phwong phdp lwa chon diém
mdi theo nguyén tic, khdc véi cdc phiwrong phap da dwoc thuc
hién, dira trén cdc cdc diém cé phan bo xdp xi  phan bo chuan
Viéc kiém chirng két qud, thdy rang hiéu ndng tan cong mau
duogc cai thién ro rét so voi cac phwong phap tdn cong mau
hién tai. Thi nghiém tdn céng mau trong bai bdo dwoc thuc
hién trén thé thong minh ATMEGA8515 dwoc cai dat thuc thi
thudt toan mat ma AES-128.

Tir khéa: Tan cong kénh k&, tAn cong mau, phan b chuan,
kiém dinh Chi binh phojong.

. MO DAU

Tan cong kénh k& 1a mot trong nhing 15 hdng nguy hlem
nhit hién nay khi cai cac thuat todn mat ma trén thiét bi. Y
topng co ban cia né 1a viée xac dinh khoa cua thiét bi mat ma
dua trén viéc phan tich dién néng ti€u thy [1,2], buc xa dién tir
tropng [3], thoi gian thyc hién 1énh cia thiét bi. Cac thuat toan
mat ma thoprng dopc ching minh sy dam bao an toan vé mat
toan hoc ma chop quan tdm dén viéc an toan cai dat dé chong
lai cac dang tgn cong kénh ké va rat nhiéu hé mat di bj tan
cong boi cac tan cong nay.

Tén cong phan tich dién nang tiéu thy nhén dope sy quan
tdm 16n trong cac dang tan cong kénh ké boi hidu qua va kha
nang thuc hién kha dé dang trong diéu kién phong thi nghiém.
Do d0, bai bao nay tap trung vao phan tich tan cong mau, mot
phojong phap hiéu quéa nhét trong tan cong phan tich dién - nang
tiéu thy trén khia canh 1y thuy€t thong tin. bape e xuat baoi
Chari [4], ndm 2002, tan Cong mau dya trén gla dinh rang ta co
mot thlet bi miu giéng véi thiét bi can tan cong va ¢o thé c6
toan quyén truy nhip vao nd. Chinh béi vay, ta co thé xdy dung
chinh xac v€ dac tinh ti€u thy dién nang cta thlet bi can tan
cong. Va tén cong nay la mot cong cy hitu hiéu dé danh gia do
an toan vat ly cta thiét bi mat ma [4].

Tan cong mau dopc thuc hi¢n qua hai pha: pha lap mau, va
pha tin cong. Trong pha ldp mau, ta xay dung bo mau cua mdi
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hoat dong c¢6 phu thudc vao khéa cua thiét bi miu tir cac vét
dién nang tiéu thu, tir nay goi la trace [5], thu thap dopc trong
qua trinh thiét bi hoat dong O pha tan cong, ta thu thap mdt sO
nho cac trace tir thiét bi can tan cong va bo mau di c6 dé tim ra
khoa dung nhét cta thiét bi.

Céc trace thopng chira nhiéu mau do toc do lay mau cla
16n cua thiét bi do, boi vay khong phal tat ca cac mau trén trace
sir dung dé xay dung tap mau. be glam s6 logng mau va xay
dung bo mau nho gon, chi mot s6 miu quan trong trén trace
doprc gilr lai, cdc mau nay g01 la cac POL. Cac phopng phap lya
chon POI cho tan cong mau hién tai chon cac diém chira nhidu
thong tin nhat vé nhung hoat dong c6 phu thudc vao khoa cua
thiét bi. Tan cong mau trong [4], st dung cach tiép can nay dé
tim POI. Hon nira, cac bai bao [6] [7] [8] [9] dé& xuét cac
phojong phép lya chon POI dya trén cach ti€p cén nay. Trong
do, ta chi chon mot diém trong mét chu ky dong ho lam POI do
cac diém khic & cung chu ky dong hd khong chira thong tin.
Céc phopng phap dua trén cach tiép can nay c6 thé ké ra nhop
chon POI dya trén phén tich thorng quan (CPA) cua céc trace
[10], tong binh phojong tirng cdp cua do 1éch cac gia tri trung
binh — SOST dua trén klem dinh T-test [9], d 1éch cua cac gia
trj trung binh - DoM, téng d6 léch binh phopng SOSD (sum of
differient of means squared), d¢ 16n cua gia tri tin hi€u trén
nhiéu - SNR [10]. Khi lya chon cac phojong phap trén dé chon
POI ta phai oic logng d6 16n tin hidu tai mdi diém Pt Vi du
nhoj khi st dung CPA, SSE(t) dopc xac dinh boi hé so topng
quan gitta dién nang ti€u thy thyc t€ voi dién nang tiéu thy gia
thiét tai diém P,. Véi cach tiép can trén, trong mot chu ky
clock, chi c6 mot diém voi gia tri SSE 16n nhit dogc lwa chon.

Tuy nhién, cho t6i nay, van choja biét cac phopng phap lua
chon POI ¢ trén da la toi op nhat hay choja, va c6 phai la
phojong phép lua chon gitp ta quyét dinh khoa dung t6t nhit &
pha tan cong khong Do do, trong bai bao nay, ching t6i tap
trung lam sang t0 van dé nay. Tropc hét bai béo trinh bay cach
tiép can mai cho tin cong mau véi nguyén tac khéc hoan toan
s0 v6i cac phopng phép trén. Su ding dan vé mat 1y thuyét s&
dopc chimg minh nho ap dung tinh chét toan hoc cua phén bo
Gauss chuan da bién va phopng phap kiém dinh d6 khép mau
Chi binh phojong cua Pearson. Tiép dén, chung toi trinh bay
phan thuc nghiém va chi ra rang hiéu qua viéc phén 16p ting
lén dang ké.

Bai bao nay dogc to chirc nhojsau. Mot so co soO toan hoc
dopc st dung trong bai bdo trinh bay ¢ phén 2. Phan 3 gidi
thi¢u tong quan vé tan cong méau. Tén cong mau su dung
phojong phap lwa chon POI dya trén phan bd chuin dopc trinh
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bay & phan 4. Va phan 5, thyc nghiém tdn cong mau va cac két
qua dopc trinh bay.

1. MOT sO co sO& TOAN HOC

Trong phan niy, bai bao gidi thiéu mot so khai niém toan
hoc dope su dung nh01 ham Gamma va phan bd Chi binh
phojore. Tlep dén khai niém dé kiém tra ¢ khép ctia md hinh
thong ké va phopng phap kiém tra ¢ khop duya trén phan bd
Chi binh phopng cua Pearson dopc trinh bay.

Pinh nghia 1. Him Gamma dopc dinh nghia nhojsau:
I'(x) = f e tt* ldt;véix >0 (1)
0

Pinh nghia 2. Him mat d x4c suit ctia phan b6 Chi binh
phojorg véi k bac tu do (ky hidu: x2) la:

e(_§)3¥,

= x>0
2

Fel) =1r(%).c (2)
0, x<0
Trong d6 T'(.) 1a ky hiéu ham Gamma.

bo khop cua mft md hinh thong ké mo ta mé hinh nay
khép voi mot tap mAu quan sat dopc nh01 thé nao. Po do khop
thopng tong hop sy khac nhau giita cic gia tri quan sat dogc va
céc gia tri ky vong cua mot mo hinh thong ké. Viéc do do khép
¢6 thé dopc sir dung trong kiém dinh gia thiét thong ké. Kiém
dinh Chi binh phopng cua Pearson doprc su dung dé kiém tra sy
khac nhau cta phén b tan sudt clia cac mau quan sat S0 V6i
phan bd 1y thuyét. Phan tiép theo, chung toi so logc vé kiém
dinh Chi binh phopng.

Gia st rang, c6 mot tap hop X tudn theo mot phan bd 1y
thuyét nhojsau:

Hy:Pr[X =a;] = f;

Trong 4o, a;, f; (i = 1,2,..,k) di biét va a;,a,, ..., ax
khéac nhau timg doi mét, f; > 0 (i = 1,2, ..., k).

voii =12 ..k

Giai sir ta c6 n mau (X1, X,, ..., X,,) tir mot bién ngdu nhién
X va st dung kiém dinh Chi binh phojong kiém tra gia thiét H,
¢6 dung hay khong. Chung ta sir dung ky hiéu w; cho sb lopng
mau trong Xy, X5, ..., X, o gia tri 1a a;. Néu gia tri n da 16n, ta
s€ co —' ~ f;, hay w; = nf;. Gia tri nf; c6 thé xem nhoj gia tri

1y thuyet (ky hiéu TV) cho nhém a;. Gia tri w; c6 thé xem nhoy
gia tri quan sat dopc, hay gia tri thuc té (ky hlf;u EV) ctia nhom
a;. Bang 1 chi ra mot so gia tri TV va EV cia nhém a;.

Bang 1. Gia tri TV va EV ctia mdi nhom

Nhé

m aq a, a; ay
v nf; nf, nf; nfy
EV w1 Wy w; Wy

RG rang néu d6 khac biét hai hang ¢ Bang 1 cang nho thi
gia thiét vé Hy c6 do ding cang tdng. Kiém dinh Chi binh
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phojong ctia Pearson 1a phojong phap dopc biét dén rong rai dé
do do khac bi¢t bdi cong thuce sau:

k
_ (nfi — wp)?
‘= ; i e

Z dogc s dung dé kiém tra gia thiét H, c6 dung hay
khong. Vi du, khi ta lya chon mot héng s6 Con dopi mdt mirc
cho trope, khi Z < Con, ta s& chap nhan gia thiét Hy. Con néu
Z > Conta s& tir chdi gia thiét H,. Bay gio ta s& xem xét
tropng hop tong quat bang sir dung bd dé cua Pearson vé Z
[11].

B0 dé 1. Néu gia thiét Hy diing, khin — oo, phan b6 ciia Z
s€ xap xi phan bo Chi binh phuong voi k — 1 bdc tw do, ky
hiéu la x¢_,.

Gia su géng ta tinh dopc gia tri cu thé cua Z 1 Z, ctia mot
nhom cu thé. DPat:

L(Zo) = Pr(Z = Zy|Ho) =~ 1 — Ky—1(Zo) (4)

Trong d6, ky hiéu Ky_;(.) 1a ham phan b6 cia y7_;. R&
rang Kkhi xdc suat L(Z,) cang 16n, gia thi€t H, cang dung. Do
do, xdc sudt L(Z,) c6 thé dope su dung 1a cong cy dé kiém
dinh gia thiét H,,.

Néu phan bb theo 1y thuyét cua X 1a lién tuc, kiém dinh vé

d6 phu hop Chi binh pholorg clia Pearson van ding. Trong
tropng hop nay, gia sir ta mudn kiém dinh gia thiét:

H,: ham phan b0 cla bién X [a F (x).

Ham phan b6 F (x) 1a lién tuc. D¢ kiém dinh gid thiét H,, ta
co thé dat:

_°O=ao<a1<a2<"‘
Va:

<ak_1 <ak = 400

L = (ag, a1, o, I; = (a1, a;], oo, I = (Qg—1, ax).

Khi ta ¢6 n mau (X, X, ..., X;,) tir bién ngu nhién X. Goi
w; 12 s0 phan tir cia tap hop {X;|X; € I;,j € {1,2,...,n}} va

fi=Pr(x €ly,x <« X) =F(a;) — F(a;—,)
v6i (i = 1,2, .., k)

_ Tojorg tu, sau do, ta co thé tinh L(Z,) tir phojong trinh (4)
de kiém dinh gia thiét H;.

[ll. NGUYEN LY TAN CONG MAU

Tan cong mAiu co ban dogc thyc hién qua hai pha pha 1ap
mAu va pha tdn cong. Trong pha lap mau, chung ta str dung gia
tri trung binh va ma trén hiép phojong sai cua dé mo hinh ro ri
dién nang tiéu thu cta thiét bi. Trong pha tan cong, ta st dung
nguyen tac kha nang dung 16n nhat dé tim khéa dung cua thiét
bi tan cong.

A. Pha ldp mau

’Dé thuc thi tin c6ng mau chung ta can mot cap :[hiét bi
gi6ng nhau dopc goi topng Ung la thi€t bi mau va thiet bi dé
tan cong. Voi tan cong mau, ching ta mong muon tim dopc
thong tin vé khoa k® € K dope xir Iy boi thiét bi tdn cong tai
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mot thoi diém nao d6. V6i bd vi diéu khién 8 bit, K =
{0,1,...,255} 1a tép cdc gid tri c6 th€ c6 cua k* dopc xu 1y béi
mot Iénh cta vi diéu khién.

Chung ta gia sur rang co thé blet dop’c thoi diém gia tri bi
mat k° dopc xur 1y boi thiét bi dé tan cong va do dop’c cac vét
dién nang tiéu thy, con goi la trace, ctia thiét bi khi n6 xir ly voi
gia tri bi mat nay. Co thé coi cac trace la cac vector ro ri cua
thiét bi, x¢, mdi vector ¢ QQ dai m9, ung voi m¢ gia tri dién
ning tiéu thu tai cac thoi diém {¢4,t,, ..., £, a}. Nhoj vy, ta co
x‘{ € R™ vector mo ta trace cua thiét bi tAn cong tai cac thoi
diém quanh thoi di€m no xu 1y gia tri k5.

Trong qué trinh xﬁy dung bd mau tir thiét bi mau, chung ta
do n,, vector ro ri x € RrR™ topng umg voi mdi gia trik € K,
dopc thiét bi xir Iy v6i mot hodc nhiéu 1énh, két hop chung

d

thanh ma tran ro ri X¢ € R™ ™",
Thopng thi, cac vector ro ri x& chira mot s6 lopng mau
m? 16n do téc @6 ldy miu 16n cua céac thlet bi do. Do do, ta
thopng phai nén hay lam giam s lopng mau ndy troge khi doja
vao xir Iy bang cach chi lya chon m « m¢ mau. Nhoj vay, sau
khi nén ta cd cac vector 10 ri 1a x;; € R™ , két hop thanh ma

trAn X, € R™ <™,

Bay gio, ta su dung X, dé tinh cac tham s6 cho miu topng
ung voi thiet bi xir ly gia trik € K d6 lax, € R™va S €
R™>*™ nhojsau:

p

fk = Xii (5)
Np
=0

S, = — X ) (X — %) (6)

Gia tri mau cuia cac vét dién nang tiéu thu c6 thé xap xi theo
phén bd chuan da b1en [15]. Nho vay, cac gia tri trung binh
mau X va Sy 1a du dé mo ta thong ké cho gia tri dién nang ti€u
thu cua thi€t bi theo ham mat d6 xac suat (3).

f(x| X, Sk) =

1 1
Jenmdesy) T <_ 2 o)

—X)'Sit (x — %)

Noi tom lai, trong pha 13p mau, ta s& 14p | K| bd mau, moi
bd mau tojong ung véi mot gia tri trung binh va ma trn hi¢p
sai: X, S tojong ung voi | K| gia tri bi mat cia thict bi.

B. Pha tin cong

Trong pha tin cong, chung ta tim gia tri bi mat k° € K
dope xtr 1y boi thiét bi dé tén cong Chung ta thu thdp n,
vector 1o ri x; € R™ tir thiét bi dé tan cong, sir dung cung ky
thuat thu thap va phojong phap nén véi pha lap mau. Nhoy vay
ta s& co ma tran 10 ri X, € R™*™, P xac dinh gia tri bi mat
k® dopc xtir 1y boi thiét bj khi biét dopc mot vector ro ri
x; € Xy, ching ta co thé 4p dung cong thic Bayes. Dicu nay
dan tdi ludt quyét dinh nhojsau [8,9,7,6].
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k* = argmax P(k|x;) (8)
keK

= argmax P(x;|k).P(k)

Trong do, P(x;|k) = f(x; ka,Sk) dopc tinh boi (7), va
P(k®) 1a x4c suét tién nghiém cua gia tri bi mat k°. Luat quyet
dinh nay cho ta biét vector 10 ri x; thugc mot trong cac bo mau
6 gia tri k* voi xac suat hau nghiém 16n nhat Trong tropng
hop tong quat, ta c6 P(k) = |K|~*. Luat quyet dinh khéa ding
trong tropng hop nay dya trén nguyén tac kha nang ding 1on
nhat.

IV. PHUONG PHAP LUA CHON MAU DU'A TREN PHAN BO
CHUAN

Trong phan nay, bai bao trinh bay phopng phap tiép can
moi trong viéc lya chon POI cho tin cong mau. Tropc hét
ching t6i dojara bo dé 2 va dopc chimg minh dé lam co s¢
cho phojong phap lya chon POI mai.

Hinh 1. Vi du vé phén bé bién ctia phén bé Gauss da bién
’B(R) aé 2. Phan bp”’ ciia bién don trong phdn bé Gauss da
bién co phdn bo chuan

Hinh 1 mé ta phan bd cua bién don trong phén bd chuén da
bién ¢ dopng mau do va xanh da troi. Cac diém nam trong
dopng elip xanh 14 cdy tojong Gng vdi cac diém cua phan bd
chudn hai bién X va Y.

Chirng minh:

) Dé don gian ta ching minh véi tropng hop phén b(f) chu§n~ 2
bién, N = 2. Vi cac tropng hop khac, tojong ty, bo d€ nay van
dang.

~Goi (§,1) la mot vector ngau nhién hai chiéu. Ham xéc
suat tich 1ty va ham mat do xac suat cua vector trén lan lopt 1a
F(x,y)va f(x,y). Cac ham phan bo xac suat ctia cac bién don
dopc xac dinh nhojsau:

Fl(x)==Jj;JT:f(u,y)dudy:
F,(y) = J-_c: f_:f(u,x)dxdu

Ham mat do x4c suét bién dopc x4c dinh nhojsau:

e = [ fanay )= [ rex
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Véi phan bo Gauss da bién hai chi€u, ta c6 ham mat do xac
suat nhojsau:

1 - ’
fOoy) =oo |S|eXp( s(x—ay—b).5"(x—ay—Db))
Trong d6: S = ( “ ralzaz)

ro 0, O3

Va céac gid tri a,b,01,0;, 17 khong (16i, 0, >0,0,>
0, |r| < 1. Ham mat d6 xac suat f (x, y) co6 thé viét nhojsau:

1 [(x-a)? _ (2r(x-a)(y-b)) (yfb)z]
floy) = Znalzrzw/l 77 €XP (2(1 r2) | o? (0102) + a )
bat:

x—a y—b>b
=u; =7v
41 03
Vataco:

G0 = f £, y)dy

*© 1
= xp [ —=——<. (u? = 2ruv + v? >dv
2o V1 —1r? J-—oo p( 2(1-1?%) ( )
1 _u;f < 1 ( r?u? — 2ruv + v2>> d
=————e¢ ——exp|l——————— | |dv
N AN o 2(1-12)
1w 1 (v —ru)?
=—-=3e 2 f exp - > |dv
V2o, —eo[27(1 — 12 2(1-r2)
1 _u; 1 - (x - a)z)
= ez = ex
\/21moy Vamoy i 01

Do 46, f;(x) c6 ham mat do xac suat ciia phan bd chuin
N(a,d?). Tojong tu, ta cling co:

1 (x — b)?
T g
Nhoj vy, bd dé 2 dopc chirng minh.

f(x) = )

Y topng chinh trong cach tiép can dé lya chon POI nhojsau.
Trong tin cong mau, sy phan bd nhidu tai cac diém POI co
phén, bo Gauss da bién [10]. Hon nira, dya vao bd dé 2, ching
ta biét rang phan bd cua cac diém riéng l¢ cua phén bo Gauss
da blen cling tuan theo phan bo chuan. Do do, trong tan cong
mau, néu sy phan b ciia cac mau tai cac diém POI dopc tuan
theo phan bd chuan thi mé hinh xac suat phan bd Gauss da bién
s€ tang do phu hop khi str dung dé x@y dung cic bd mau cho
tan cong. Néu khong, khi sy phan bd cua cac mau POI khong
tudn theo phan b6 chudn thi viéc lap méu xép xi theo phén bo
Gauss da bién 1a khong tot dan téi hidu qua tan cong miu s&
khong cao. Do do, cach tlep can cua bai bao la lya chon cac
mau ma sy phan bd cac miu cua nd xap xi phan bo chuan hon
cac mau khac trong mot chu ky clock nhop 1a céac diém POL
Phojong phap lwa chon POI doge dé xuét doge goi 13 NDB-
POL

Phojong phép kiém dinh Chi binh phojong dopc stt dung dé
klem tra do khop dopc su dung dé kiém tra sy phan bb clia cac
mau tai mdi diém c6 xap xi dopc phan bb chuén hay khong. Cu
thé 13, gia st tai mot diém P, ching ta co n mau
(X1, X, ..., X,) cho mot phép toan c¢b dinh véi dit lidu cd dinh
va tinh:
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1 n
m-Z(Xi - )? (9)

Chu ¥ rang, trong tan cong mau, ta c6 thé cho thlet bi mau
thuc hién 1énh bao nhiéu 1an ciing dope va lay miu mot sd
lopng 16n céc trace trong pha 1ap mau. Do d6 gia tri ctia n co
thé lay du 1on. Khin du 16n, ta c6 thé gia stir phén bo 1y thuyet
clia cac mau tai diém P, tudn theo phan bd chuén NV (i, s2) va
dé kiém tra no c6 dung khong ta sir dung kiém dinh Chi binh
phojong ciia Pearson. Ham phan bd xac suat ctia phan bd chuén
dopc ky hiéu 1a F(x; 4, s2).

1 n
j=—. X: - s2=
u nz i S

i=1

bat:
ay=—o,a; = i —2s,a, = i — 155,
09 = [+ 25,019 = +©
I = (oo, i — 2s], I, = (4 — 2s,i — 1.55),
ol = (A + 2s,+00)
Sau d6 ta tinh:

10
2
nf; — w;
2, = z( fi —w) (10)
- nf;
i=1
v fl = F(ai;:aisz) - F(ai—l;:aisz)
va w; = |{X]|X] € Ii:j € {1,2, ,n}}|

Sau khi ¢ Z, ta tinh gia tri L(Z,) st dung phojong trinh
(2). Khi gia tri n du 16n, néu cac mau {X;, X,, ..., X,,} khép véi
phan b chuan NV (4, s?) tdt, gia tri L(Z,) s& cao. Con khong,
gia tri L(Z,) s& thap. Do do, ta s& lya chon cac diém POI dwa
trén gia tri cia L(Z,). Vi mdi diém trong mot chu ky clock, ta
tinh L(ZO) cho chung v6i cung céc trace do dopc va lya chon
diém c6 L(ZO) 16n nhat 1a di€ém POI. Trong tropng hop mot s0
diém cua gia tri L(Z,) gin bang gia tri 16n nhat ta chon tat ca
cac diém d6. Khi do cang c6 nhiéu diém xap xi v6i phan b6
chuén thi kha ndng lap mau cho thiét bi cang tot. Cac diém POI
lwa chon theo d& xuat dopc thuc hién thong qua thuat toan 1,
goi 1a thuat toan NDB-POL.

Thudt toan 1: NDB - POI

Dau vao: Tdp trace tuong ing voi mot class: X gom N trace,
méi trace n mau, chia lam Nr nhém.

Pau ra: Cdc diém POI: (%1, %5, i) Xim).
1: SSE =0;
2: for i=1: Nr-1

for j=i+1: Nr

abs = trung binh trace nhom (j) — trung binh  trace

nhom (i);

SSE = SSE + |abs]|

end

end

3: Chon m dinh tin hiéu SSE.
4:fori=l:m
Chon k diem xung quanh dinh tin hiéu SSE.
Z] 1L(ZO)
Vi Z, tinh theo (10); L(ZO) tinh theo (2);
end

Tinh: x; = arg maxy -
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V. THU'C NGHIEM

A. So do thuc nghiém

So d6 thi nghiém tan cong DPA 1én AES-128 dopc thé hién
trén Hinh 2.

Hinh 2. So do thi nghiém tan céng mau lén AES

Trong Hinh 2, DUA (Device Under Attack) la thiét bi mat
ma can tan cong. Trong thuc nghlem nay d6 1a mot thé thong
minh c6 giao dién RS-232 dé két nbi voi may tinh (PC), thanh
phan chinh trén thé thong minh nay 13 mot vi diéu khién cia
hang ATMEGAS8515, thuat toan mat ma dogc st dung trong
thue nghiép 1a thuat toan AES-128.

Céac bapc thye hién nhojsau:
(1) Sudung PC dé cau hinh, dat ché do cho may hién song.
(2) PC giri ban rd t6i DUA va yéu cau mi hoa.

(3) DUA gui tin hiéu Trigger toi may hién song dé bat dau
thye hién qua trinh do.

(4) DUA thuc hién qua trinh ma héa ban 0.

(5) May hién song thu dang song biéu dién dién 4p thu dojoc
tai diém tan cong.

(6) May hién song gui dit liéu thu dojoctsi PC dé xir 1y, phan
tich.

(7) DUA gtri ban ma cho PC.
(8) Cac bojdctir 2 t6i 7 dojoclap lai voi tat ca cc ban rd.

(9) Qua trinh phan tich dit liéu dogc thuc hién trén PC dé tim
ra khoa bi mat.

Chung t61, sir dung so dd do trén dé xy dung 03 tap trace:
Tap A: gom 50000 trace dojoc do khi thiét bi thue thi véi mot
khoa goc co dinh va cac ban rd dojge thay dbi ngau nhién &
mdi lan do. Tap B: gom 50000 trace dolorc do khi thiét bi thuc
thi v6i mot khoa goc ¢o dinh glong V01 tdp A va cdc ban rd
dojoc thay doi ngau nhién ¢ moi lan do. Tap C: gom 100000
trace dojgc do khi thiét bi thuc thi véi mot khoa goc ¢b dinh
khéc hai tap trén va cac ban rd dolorc thay d01 ngau nhién ¢
mdi 1an do. Tap B, doloc su dung d€ tim chi s6 cac diém POI,
tap A d010rc su dung dé xay dung bd mau ciia thiét bi va tép C
dojoc st dung 1am tap dir lidu tan cong. Chung toi tién hanh
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thuc hién 02 thi nghiém. Thi nghi¢m 1 dya trén tap dir liéu B
aé klem chung kha nang phopng phéap lua chon POI doloc dé
Xuét trong bai bdo. Thi ngh1em 02: str dung tép A, va C dé
dénh gia hi¢u qua cta tan cong mau véi phojong phép lwa chon
POI dojocdé xuat.

B. Thi nghiém 1

Déi voi cac thiét bi dua trén cac bo vi didu khién, dién
nang tiéu thu ro ri theo trong sb Hamming [12], c6 nghia la
trong s6 Hamming cang lon thi dién nang tiéu thu cang lon
hodc ngojoc lai. Trong sO Hamming cua dit li¢u 1 byte, nhan 9
gia tri V; = i;véi (i = 0,1,2,...,8). Vi mdi gia tri trong sd
Hamming, lya chon 500 trace, va st dung thuét toan 1 dé xac
dinh cac diém POI. Khi thuc hién thuit toan 1, sau khi co
dopc tin hi¢u SSE (t)nh01 the hién trén Hinh 3, s6 dinh tim
dopc 1am = 6. Ung v6i mdi dinh ta chonra L = 5 diém xung
quanh gia tri dinh.

Bang I. So sanh diém POI cta céc phuong phap khéc

nhau
Chu ky clock| 1 2 3 4 5 6
NDB P2 P7 P12 P17 P23 P28
DOM P3 P7 P13 P16 P22 P27
SNR P3 P7 P13 P16 P22 P27
CPA P1 P8 P14 P18 P23 P29
SOSsD P3 P8 P14 P18 P23 P29
SOST P1 P8 P12 P17 P24 P29

Ung v6i mbi gid tri V;, chung ta s€ str dung phojong phap
kiém tra do khép dé xac dinh xem phéan bd ciia mau quan sat
dojoc cua cac diém P; (i € {0,1,2, ...,29}) c6 khac véi gia sir
phan bd 1y thuyét V' (i, s?) hay kh()ng bang céach tinh gia tri
L(Z,) v6i 500 mau. Véi gia tri V; (i = 0,1,2,...,8) va diém
P, (j =0,1,2,..,29), ta tinh gid tri L(Z,) va viét lai két qua
thanh L; ;(Z,). Sau d6, ching ta tinh gid tri L;(Z,) (j =

0,1,2, ...,29) cho tung 30 diém nhojsau.
1 8
Li(Zo) =5 ) Lij(Z). G = 012, .. 29)
i=0

Va lua chon cic diém POI dya theo gia tri cua
Lo(Zy),L1(Z1), ..., L29(Z54). Trong mét chu ky clock, diém c6
gia tri L;(Z,) 16n nhét doloc lwa chon lam diém POI. Trong
bang 2, chung t6i chi ra két qua viéc lva chon cac diém POI
theo mot s6 cach khac nhau tir tap trace B. Tir bang 2 ta thdy,
phojong phap cua chiing t6i, NDB cho tim dojoc cac diém khac
vGi cac phojong phap khac. Hinh 3 mo ta tin hiéu SSE(t) va
cac diém Iya chon theo phojong phap dé xut NDB va DOM.
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Hinh 3. Lica chon diém tin cong

C. Thi nghiém 2
Trong thi nghlem nay chung t6i thyc thi tin cong mau d6i

v6i tap A dé xay dung mAu, tap C la tap dir li¢u tan cong béng
céch str dung phopng phép lya chon POI dé xuat NDB.

Vi tri tn cong AES-128 chiing t6i lya chon O vi tri 101 ra
cua S-hop Vong thir nhét. Str dung pholong phap tan cong mau,
chung t6i xay dyng tdp 256 mau tojong ung vo6i 256 gla tri cla
byte tai 16i ra S-hop vong thir nhat. Ung véi moi gia tri
Sout €{0,1,2,. 255} chung t6i ghi lai 1000 vét dién néng ti€u
thy, tojong Gmg voi tong $0 256 x 1000 = 256000 vét dién
nang tiéu thy, mdi vét c6 do dai 2500 mau dojoc thu thap trong
khoang thoi gian thiét bi thyc thi thao thé S-hop tai vong thir
nhét cua thuat toan AES-128. St dung phojong phap Iya chon
POI 1a NDB, khi d6 mdi trace chi con 6 diém.

Tham sb ty 1& thanh cong, ky hiéu 1a SR, dojoc dé xuét
trong [13] dé danh gia hiéu qua cia tan cong TA dua trén 06
phojong phép Iya chon POI la NDB, CPA, SOST, DOM, SNR,
SOSD lan lojot dojgc ky hiéu 1a TA-NDB, TA-CPA, TA-
SOST, TA-DOM, TA-SNR, TA-SOSD. Ty I¢ thanh cdng
dojgc dinh nghla la ty so glua so lan thi nghiém khoi phyc
khoa thanh cong so véi téng s6 1an thyc hién thi nghiém tan
cong Tham s0 nay cho ta biét kha nang thanh cong cia tan
cOng va gia tri cang gin voi 1 1a két qua chung ta mong mudn.
Két qua thuc nghlem tinh gid tri SR cho bdi hinh 4 va hinh 5
tojong mg voi sb trace dé 1ap mau cho mdi gia tri bi mat la
n, = 200 van, = 400.

D. Két qua thuc nghiém

Két qua cia thi nghiém 2 dojee chi ra trén hinh 4 va hinh 5.
Trojoc hét khi s6 trace dé lap mAu ting tir 200 1én 400 thi hiéu
qua cua tan cong tang lén dbi v6i moi phojong phap lya chon
cac diém tén cong. Ket qua nay co6 dojocla boi khi s6 trace lap
mau tang 1én bo miu cang phan dnh chinh xac vé dic tinh tiéu
thy dién ning cua thiét bi. Thir hai, hiéu qua tdn cong mau véi
phojong phap lya chon POI dwa trén tinh cac diém c6 phan bd
xap xi phan b6 chudn cho hiéu ning cao hon ¢& 10%. Vi
n, = 200, can ¢& 50 trace dé TAypp co ty 1& thanh cong trén
90%, con TAcps va TAgpsr 12 c& 80%, con cac phojong phap
lwa chon POI khac cho két qua nho 80%. Hiéu qua tang 1én rd
rét khi n, = 400, chi cin c& 30 trace dé TAypp c6 ty 1 thanh
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cong trén 95%. Két qua thuc nghiém chirng minh hiéu qua cua
phojong phap Iya chon POI dya trén kiém tra do khop phén bd
chudn cia cac diém dojoc lua chon. Két qua nay phu hop voi
1y thuyét boi trong tan cong mau 1a cac diém POI ¢ phan bd
Gauss chuan da bién, do d6 cac diém POI riéng 1¢ s& tuan theo
phan bd chuén, dojgc chimg minh bai bo dé 2, do d6, khi cac
diém POI dojgc lya chon cé phan bd chuan thi kha nang mo
xdy dyng mau cta thiét bi cang chinh xic. Piéu nay khién
hiéu qua ciia viéc phéan 16p trong pha tin cong ting lén.

Sotrace lap maunp =200

e 2
o~

=
.

—TANDB

Ty le thanh cong - SR
[ =}
o

03p, TD-CPA ||
0.0 —& —TA-SOST ||
¥ —t —TA-DOM
01 —& -TASNR |
——TA-S0SD
UI 1 L 1 1 1 1 I T T
10 20 30 40 &0 60 70 80 90 100
So trace tan cong na
Hinh 4. So sanh SR véin, = 200
So trace lap mau np=400
1 T T T
09}
05}

e 2
o~

=
.

— TA-NDB

Ty le thanh cong - SR
[ =}
o

030 TDCPA ||

028 —& —TA-SOST ||

| —# - TA-DOM

0.1% —# -TA-SNR
——TA-S0SD

0 10 20 30 40 50 60 70 80 90 100

Sotrace tancong na
Hinh 5. So sanh SR véin, = 400
VI. KET LUAN

Bai bao trinh bay phojong phap méi dé lya chon cac diém
trén trace dién ning tiéu thy dé phuc vu cho tdn cong mau.
Trong phojong phap nay, cac diém POI dojoc lya chon 1a
nhiing dlem ¢6 phan | bb xap xi phan bd chuan, diéu nay giap
hiéu qua tin cong mau ting c& 10% so vi cac phojong phap
khéc. Trong céc bai bao tiép theo ching toi s& danh gia higu
qua ciia phojong phéap lwa chon POI nay két hop voi mot sd
phojong phap phéan 16p khac trong pha tan cong cla tin cong
mau.
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METHOD OF SELECTING ATTACK POINTS FOR
PROFILED ATTACK BASED ON NORMAL
DISTRIBUTION

Abstract: Profiled attacks are one of the most effective side
channel attacks against cryptographic devices. In order to
profiled attacks are practical, one must select some attack
points on power consumption trace of device. So far, there are
many methods to select these points for profiled attacks.
However, these selective approaches are based on experience
of side channel attacks, and no work hase indicated that these
methods of selection are the best. In this paper, we propose a
new method of selecting points based on the principle,
different from the methods that have been implemented, based
on the points which are approximately normal distribution.
Verification of results, found that the performance of the
attack was significantly improved compared to the current
method. Our experiments were done on ATMEGAS515
smartcards installed with AES-128 cryptographic algorithm.

Tran Ngoc Quy, Nhan bang thac sy
Dién t&r vién théng, chuyén nganh Ky
thuat dién t& va thong tin lién lac nam
2006 tai trwong Pai hoc Céng nghé -
DHQGHN. Hién dang céng tac tai Hoc
vién Ky thuat Mat ma. Linh viec nghién
ctru: Tan coéng kénh ké, tAn cong phan
ctrng, hé théng nhung.

Hoang Van Quan, Nhan hoc v Tién
sy nam 2016. Hién cbéng tac tai Hoc
vién Ky thuat Mat ma. Linh virc nghién
ctru; Thiét ké hé mat, tham ma kénh
k&, tham ma luwong sai.
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Hoang Xuén Dwong, Lé Xuén Ky, Nguyén Thi Quynh Dw, Nguyén Thj Minh Thy

KY THUAT GIAU TIN VO HINH VA BAO MAT
TREN VIDEO 3D

Hoang Xuan Dwong™?, Lé Xuan Ky', Nguyén Thi Quynh Dw"? Nguyén Thi Minh Thy'
"Trwéng Pai hoc Céng Nghé Sai Gon
’Hoc vién Ky thuat Quan sw

Tém tit: Bai bdo trinh bay mot gidi phdp truyén tin mdt an
toan sir dung ky thudt gidu tin trong video 3D (3-Dimension)
voi tinh v6 hinh cao. Thong tin mdt dwoc ma hoa boi cdc thudt
todn manh mé trude khi nhiing vdo video 3D bdng thudt todn
LSB (Least Significant Bit) két hop. Chi nhitng ving doc ldp
trén cdc khung anh 3D méi dwoc lwa chon dé nhing thong tin.
Trong khi cdc thudt todn md héa cung cdp do bao mdt cho
théng tin an gidu thi ky thudt gidu tin thich nghi sir dung LSB
két hop sé dam bao tinh vé hinh cao cho théng tin mdt.

Tir khéa: Gidu tin, khop anh, LSB két hop, video 3D.

I. GIOITHIEU

Ngay nay, ky thuat glau tin trén cac dir liu da phuong tién
da tro thanh lya chon phd bién dé truyen céc thong tin nhay
cam. Tinh v6 hinh 12 m¢t thude do chuan myc de danh gia chat
lugng cua céac thuat toan gidu tin. Hé thong gidu tin duoc xem
1a that bai néu mot ké tin cong ¢ thé chimg minh sy ton tai
cua thong tin mét bén trong doi tugng chita, hay duoc xem la
an toan néu nhiing ké tan cong khong thé phat hién su hién
dién ctia cic thong digp 4 4n bén trong d6i tugng chira bang bt
ky phuong phép ti€p can nao, vi vay dir liéu an phai vo6 hinh ca
vé mit nhan thirc 1an thong ké.

Ciing v6i muyc dich bao mat thong tin, mot hudng tiép can
khéac thuc hién ma hoa dir 1iéu thanh nhitng thong tin v nghia.
Su két hop ciia mat ma va giau tin s€ lam tang 4o tin cay cua
mot kénh thong tin mat, vi ngoai qua trinh ma hoa va giai ma,
ching duge bo sung thém hai qua trinh la gidu va tach thong
tin. Hé thong ket 'hop nay s€ lam cho céc tham ma kho khan
hon khi pha1 c¢b gang nhan ra ddi tuong ¢6 an dir liéu trudce khi
boc tach va giai ma chung. Ngay ca trong cac hé thong st dung
mat md yéu hon ciing rat kho dé nhén ra viéc truyén tin c6 an
dir liéu mat bai tinh nguy trang cao cua cac ky thuét gidu tin
tién tién.

Trong [1], [2] céc tac gia da trinh bay phuong phap gidu tin
trong mién khong gian chu yéu dung ky thuat LSB. Phuong
phap nay dé thuc hién va ciing dé dang tan cong va boc tach
thong tin. Trong [3], chung t6i di cai tién thuat toan LSB dé
tang tinh vO hinh cho thong tin mat v6i sy tham gia cua hai
pixel lién tiép theo quy tac dao bit, thudt toan da dat duge muyc
dich 1a giam xac suat thay doi trén ddi twong chira vé dudi 0.5
trén mot bit nhing.

Téc gia lién h¢: Hoang Xuan Duong
Email: duong.hoangxuan@stu.edu.vn ;
Deén toa soan: 8/2018, chinh stra: 10/2018, chap nhan dang: 11/2018
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Nham g1am su nghi ng¢ cua nhig ké tan cong tim dir liu
4n, cic tac gia trong [4] d& xut mot thuat toan glau tin thich
nghi trén video. Trong tdm ctia phuong phap nay la viéc nhung
dir liéu trong cac vung da nguoi cua cac khung anh. Trong [5],
[6], [7] céc tac gia cling da thuc hién nhing thong tin vao vang
doi tugng chuyén dong trén video st dung thudt toan phat hi¢n
va theo ddi doi twong chuyén dong, video duoc chon lam dbi
tugng chira 1a loai 2D thong thudng.

Trong [8], chung t6i da thyc hién nhing thong tin mét trén
video 3D dung ky thuat parity. H¢ thong ndy rat an toan voi
viéc két hop cac hé mat ma ddi ximg va bat ddi xtimg, nhung
chua ap dung duoc cac phuong phap thich nghi khi chon lya
cac khung anh nhung nén c6 the tao sy nghi ngd cho cac tham
ma. Trong nghién clru nay, cdc khung dnh 3D s& duoc xtr Iy aé
tim ra ving doc 1ap (khong ton tai trong anh con lai), thong tin
mat sau khi ma hoa s€ duge nhing vao nhung vung nay. Thuat
toan glau tin LSB két hgp dugc phat trién voi muc dich glam
xac sudt thay dbi trén doi tuong chira tin vé dudi 0.4 d6i voi
mot bit nhung. H¢ thong nay la su két hop hoan hao giira cac
thuat toAn ma hoa tién tien véi k¥ thuat giau tin thich nghi trén
video 3D nham cung cap mot hé thong truyén tin an toan dong
thoi ddm bao tinh vo hinh cao cho thong tin mét.

Il. SOKHOP ANH STEREO

Anh 3D (hay video 3D) ra doi dya trén nguyén ly tao anh 3
chidu tir hai mat, sy chim hay ndi cia mot vat phu thudc vao
cach nhin cua nguoi quan sat. Co thé hiéu rang, mdi 'khung anh
3D sé ton tai hai anh: trai va phal danh cho hai mét. Hai anh
nay s€ c6 do léch nhéit dinh gidng nhu khi chung ta ding timg
mit dé nhin vao mot vat nao dé.

Hinh 1. Céc cap diém dic trung SURF tuong dbng trong dnh
stereo
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Hinh 2. Nhan biét viing déc Iap cta dnh stereo duwa trén thuat
toan khép anh

Nhén dang va so khép énh 1a mdt trong cac hudng nghién
ctru dugce nhiéu nha khoa hoc quan tdm trong linh vuc thi giac
may tinh. Qua trinh so kh(yp anh stereo thong thudng duoc chia
lam hai giai doan chinh: x4c dinh cic diém dic trung trén cac
anh don 1¢, d6i sanh va khop cac diém dic trung trén hai anh
v6i nhau dé tao thanh khéi anh théng nhét. Tir d6 thyc hién cac
nghién ctru li€n quan nhu: phan tich d¢ sau [9], phat hién su
khéc biét [10], diéu huéng [11]...

Trong giai doan diu, c6 nhiéu thuat toan trich xut dic
trung da duge nghién ctru, trong d6 thuat toan SURF (Speeded-
Up Robust Features) duge su dung nhiéu nhat boi vu diém vé
toc dg cling nhu sy bét bién voi ty 18 va goc xoay [10], [11],
[12]. Két qua cua qua trinh nay la mot vector chira dir liu lién
quan dén céac dic trung SURF dugc phat hién tir mdi anh.

Giai doan thir hai thuc hién dbi sanh cac dic trung trén hai
anh dua vao két qua phan tich dic trung trong giai doan dau.
Tung cap diém dac trung trén hai dnh s€ duogc khop v6i nhau
dya vao sy tuong quan cta ching. Hinh 1 mo6 ta cac cap diém
dic trung SURF tuong ddng trong hai anh tréi, phai va hinh 2
chira nhung ving doc 1ap trén hai anh ma ching khong ton tai
trong anh con lai (phan bia ngoai ciia anh).

lIl. THUAT TOAN GIAU TIN LSB KET HOP

Trong cac nghién ctu vé an dir lidu, thuat toan LSB duoc
su dung pho bién nhat vi cac vu diém vé toc do va dung lugng
nhuing. Gan v6i tén goi cua no, thudt toan hoat dong bang cach
lan luot thay thé céc bit it quan trong nhat (LSB) ctia d6i tuong
chtra boi céc bit thong di€p bi mat. Khi ti 1¢ nhing 1a 1 (1 bit/ 1
pixel) c6 thé nhan thay rang xac suat dé doi twong chira bi thay
d6i 12 0.5 (nhung 2 bit thi c6 1 sy thay ddi).

Xac suét thay dbi trén dbi tugng chtra (Pr) duge dinh nghia
1 ti s6 cua tong gid tri cac thay d6i khi thyc hién nhing thong
tin trén tong s6 bit nhing cua tat ca cac trudng hop.

Pr=%i|y,- x| (1)

Véi N 1a sb bit nhung; x, y 1an luot 1a ddi tugng chira trude va
sau khi nhuing.

Nham muc dich giam su tac d6ng 1én ddi tuong chira tin so
voi ky thuat LSB thong thuong véi cung dung lugng nhung,
thuat toan LSB két hop dugc phat biéu nhur sau:

Lan lugt nhiing hai bit dit liéu mat m;, m, vao 2 pixel x;, x;
cua anh xam tao thanh 2 pixel ngd ra y,, y, theo (2).
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if (x,+2x,)mod4=m
x+Lx, if (x,+2x,)mod4=m-1

Vs Yy = . _ ()
x—Lx, if (x+2x,)mod4=m+1
x,x, 1 if (x,+2x,)mod4=m=+2

V6i m=2'm +2°m, ={0,1,2,3} ={00,01,10,11}

Xp5 Xy

Luc nay xac suat thay d6i P, dugc tinh nhu sau:

B =P(x,x)+F(x +1,x,)+ (% —1x,)+ B.(x,x, +1)
0x1l 1Ix1 1x1 1Ix1 3 Tai dau
=+ +—t—=

— ==0.375
8 8 8 8 8
thu dir liéu mat dugc boc tach theo (3):

m =2m +m, =(y, +2y,)mod4 3)

Trudng hop dir liéu déu vao co g1a tri nam & ngucrng gibi
han cho phép (vi du 255 hodc 0 dbi véi anh 8 bit), néu 4p dung
cong thuc (2) s€ xay ra hién tuong tran s6 hoc. Khi dé thuat
toan duoc thuc hién nhu sau:

Gia str x; =255 vangd ra cén 1a yvi=x;+l ta ddi thanh V=
x;*x 1 vay,=x;— 1. Hodc x; = 0 va ngd ra y,;= x1—1ta601
thanh y,=x,+ 1 vay,=x; + 1.

Bang I sau ddy cho thdy su khéc biét trong qua trinh nhung
/ tach ctia thuat toan LSB thay thé va LSB két hop véi cac dir
lidu du vao khac nhau.

Bang . So sanh LSB va LSB két hop
x| Dirliéu X X
Ban dau mat LSB thay thé LSB két hop

Xp | Xy m=2mptmy y; |y (m’| y; | y2 pri2y) m

5 110 o0 4 (110 4 110|224 | 0
5 (110 1 4 (111 1] 5 |110] 225 | 1
5 10| 2 5 (110 2 | 6 |110| 226 | 2
5 |110] 3 5 {111 3 | 5 109|223 | 3

240(165 0 2401

N
S

240|164 | 568 | 0

240(165 1 240|165 1 [239|165] 569 | 1

240(165| 2 [241|164| 2 |240|165] 570 | 2

240(165| 3 |241|165] 3 |241]165| 571 | 3

321202 0 321202| 0 | 32 (202|436 | O

32 202 1 32 (203| 1|33 (202 437 | 1

321202 2 33 1202 2 | 32 {201 434 | 2

32(202| 3 33 (203| 3 | 31 [202| 435 | 3

Xdc suit thay déi | 12/24=0.5 9/24 =0.375

IV. MO HiNH BE XUAT
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Trong phan nay chung t6i dé xuit mot glal phap truyen tin
mét st dung céc thuat todn ma hoa két hop vé6i ky thuat gidu tin
trén video 3D. Dé khong gay nghi ngd cho cac thdm ma, thong
tin mat chi nhung vao vang dc lap trén céc khung anh 3D. Ky
thuat gidu tin LSB két hop dugc 4p dung dé nhing thong tin
nhim ting tinh v6 hinh cho dir liéu mat. Thudt toan AES
(Advanced Encryption Standard) dung dé ma hoa dir lidu trude
khi nhing dé tang tinh bao mat cho h¢ thong. Nham giai quyét
bai toan trao d0i khoa ching toi sir dung thuat toan RSA
(Rlvest — Shamir — Adleman) dé mi héa khoa AES va nhing
vao video cung véi dir liéu dd ma héa. M6 hinh dé xuét duoc
mo ta nhu hinh 3 véi chirc nang va nguyén ly nhu sau:

e Khop anh va phan ving c6 nhiém vuy tim ra cac diém
twong dong gitta hai anh trai — phai tr d6 dong nhét hai anh
nay nham phan biét ving doc lap va ving lién két trén
khung anh.

® Ma héa AES thyc hién ma hoa dir liéu mat vdi khoa
duogc tao ngau nhién truéc moi lan thyc hién.

e Mad hoa RSA thuc hién ma hoa cac thong tin dinh hudng
va khoa mat AES.

e Khdi Nhiing c¢6 chirc nang gidu cac thong tin ¢ mi hoa
vao vung doc 1ap cua cac khung anh, st dung thuat toan
LSB két hop.

e Khdi Tdch tai dau thu thuc hién tach thong tin dd nhung
tu vung doc 1ap cta cac khung anh.

e Giai mda RSA su dung khoa riéng cia ngum nhéan dé g1a1
mé nham tim ra cac thong tin dinh hudng va khéa mat ma
phia phat gtri dén.

® Giai ma AES thyc hién gidi ma dit liéu mat tir thong tin
tach dugc va khoa mat 1y duogc sau khi giai mad RSA.

Video ban diu Khoa cong khai Dir liéu mat
l A
Khép anh Mahéa | Ma hoa
va phan ving RSA [T AES
l l \ A
Vung doc lap
. —_— (
Viing lién két it
Y A
\ Ghép /
Phia phat
———————— Video chura tin mat = — =
Phia thu y
Khép anh
va phan ving
Tach le— Vung doc lap l
Viing lién két
Khoa riéng t l
Gidi ma e~
— hen P ijég‘a —» D ligu mat

Hinh 3. M6 hinh truyén tin mat
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Phia phat su dung dir liéu dau vao gdbm: video 3D chira tin,
thong tin mat can truyén va khoa cong khai. Video chira tin qua
cac qua trinh trich chon dac trung va so khop anh nhu da trinh
bay trong phan 1L, ngd ra cla qua trinh nay 1a cac Vung doc lap
va vung lién két, chi nhitng ving doc lap trong cac khung anh
méi dugc chon dé nhing thong tin va ching dugc thé hién qua
cac mat na anh.

Dit li¢u mat truge ti€n s€ duge ma hoa boi thudt toan AES
v6i 256 bit khoa duoc tao ngau nhién sau mdi lan nhung Ngoa1
256 bit dung lam khoa mit cho AES, bg tao chudi gia ngau
nhién con tao ra cac dia chi ngiu nhién, day 1a dia chi cac
khung anh dung dé nhung di ligu mat, s0 lugng khung anh phu
thudc vao kich thudc dir liéu mat can nhing va sé diém anh
trong vung ddc 1dp cua cac khung video.

Khoa mat AES, dia chi cac khung anh nhing cung véi cac
thong tin khac vé kich thudc va loai dit liu mat s& dugc dong
g01 thanh mot header va ma hoa boi thuat toan RSA voi khoa
cong khai tor nguoi nhan cung cip. Trong nghién ciru nay
chung t6i st dung khoéa RSA c6 d6 dai modulus 1a 8192 bit. Dt
li¢u mat cung header sau khi ma hoa s& dugc nhiing vao nhitng
Vung doc lap tren video theo cac mat na lay tir khoi “khép anh
va phan ving”, s6 luong va thi tu cac khung anh dwoc quy
dinh trong header. Sau do, cac khung anh s&€ dugc ghép lai theo
dung thir tu dé tao thanh video 3D dd nhing dir liéu mat roi
truyén dén phia thu.

Trong qué trinh truyén tin, noi dung 4n chira rat kho bi phat
hién vi video 1a mot dang media phd bién trén duo’ng truyen va
kha ndng nguy trang cao cua thudt toan gidu tin dé xuat. Noi
céch khéc, phuong phép truyén tin nay da lam cho dit liéu mat
gan nhu vo hinh trén ddi twong chira.

Tuwong tu nhu phia phat, video 3D chira tin & ngd vao phia
thu s€ dugc xtr Iy chon ra cac vung anh doc lap dé tach thong
tin. Qua trinh tach dugc chia 1am hai giai doan: tach header va
tach dir liéu.

Trong giai doan dau, cic thong tin vé header dd mi hoa
dugc tach ra tir cac khung anh dau tién, qué trinh nhiing va tach
tin sir dung thuat toan LSB két hop nhu da trinh bay trong phan
III. Header sau khi tach s& duoc giai ma bai thudt toan RSA véi
khoéa riéng ctia ngudi nhan, thong tin giai ma dugce luc nay la:
256 bit khoa AES, thir tu cac khung anh chira tin, dung lugng
va dinh dang dit liéu mat. Dya vao dung lugng va thir tuy céac
khung anh nhting, qua trinh tach thtr hai dugc thyc hién cho
ngo ra la thong tin mat dd dugc ma hoa. Thong tin nay sau do
duoc giai ma AES v6i 256 bit khoa 14y tir header cho ngd ra 1a
dir liéu mat tur dau phat gui dén. Nhu vay dir liu mat tur dau
phat da dugc truyén an toan dén phia thu két thac mot qua trinh
truyé€n tin an toan va bao mat.

V. KET QUA THU'C NGHIEM

Céc két qua sau day duoc thyc hién trén Matlab 2016a voi
dir liéu mat gia 1ap bao gdm: 1 logo nhi phan ieee.tif c6 kich
thude 120 x 120 plxel 2 anh xam lena.tif va mri. nf kich thudc
1an lugt 100 x 100 va 128 x 128 pixel, 1 file text co d§ dai 3389
byte va 1 file tin hiéu dién tim 10.000 mau (16 bit / mau).

Tam doan video 3D ¢6 cung do phan giai 1920 x 1280 voi
d6 dai khac nhau 13y tir co s& dir liéu nhan dang va xtr Iy anh
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cua by mén Khoa Hoc May Tinh, khoa Ky Thuét truong Dai
hoc Freiburg, Duc [13] duge sir dung lam ddi tugng chura tin.

) Dé danh gia cac két qua mo phong chiing t6i s dung tham
$0: MSE (Mean Squared Error) - sai sO binh phuong trung binh
cho boi (4) va PSNR (Peak Signal to Noise Ratio) - ti s tin
hiéu dinh trén nhiéu cho bai (5).

MSE——Z Z(,j ) 4)

=l j=1
Véi: M, N 1a kich thude khéi dit lidu; 7,; va I';; 14 gié tri cla
cac khéi dir lidu tai diém i/,

2

I
PSNR =10.log,, 2~ (dB 5
’ Lo MSE (dB) Q)
Doi voi anh 8 bit thi gia tri dinh (max) ngd vao ., = 255.

Thong thuong c6 thé dung mdt trong hai tham sO nay dé
danh gla chat lwong cua hé thong gidu tin, nhung dé d& dang so
sanh vdi cac nghién ctru lién quan, trong bai bao nay chung toi
sir dung ca hai tham sd. Trong d6 PSNR dung dé so sanh céc
khung anh trude va sau khi nhang dir li€u, gia tri nay cang cao
thi hai anh cang giéng nhau. MSE dung d¢ so sanh dir liéu mét
trude khi nhiing va sau khi tich, MSE = 0 khi hai khéi dir lidu
hoan toan giéng nhau.

Hinh 4, 5 cho thay két qua qué trinh phan tich anh, ma héa
va nhung thong tin véi dir li€u giad 1ap 1a logo anh nhi phan
ieee.tif va file dit li¢u dién tim ecg.mat. Video chura 1an luot la
car046.m2ts va chairQ13.m2ts 1ay tur tap dir liéu trong [13]. Két
qua mo phong cho thay mb hinh gidu tin dé xuit da lam di ligu
mat gan nhu bién mat trén dbi tuong chira. Ngay ca tham sO so
sanh PSNR = 74.0259 dB (hinh 5) ciing cho thay tinh v6 hinh
cao cua thuat toan.

Hinh 4. Két qué nhing ieee.tif vao video car046.m2ts

Hinh 5. Két qué nhing ecg.mat vao chair013.m2ts
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Tai dau thu, sai s6 binh phuong trung binh cho thay dir licu
boc tach duge la hoan toan chinh xac (MSE = 0 trong tat ca cac
truong hop) dam bao tinh toan ven dit liéu. Can luu ¥ ring
tham s6 MSE thuc hién so sanh dit liéu mat ban dau véi dit liéu
sau khi boc tach va giai ma duoc, trong khi PSNR ¢ trén so
sanh cac khung anh chtra dir li€u trong video 3D trudc va sau
khi nhang.

Thong tin mét dugc dam bdo an toan bdi cac thuat toan ma
héa RSA va AES [14], [15] trong khi tinh sin sang van giit &
muc cao. Bang II trinh bay thoi gian trung binh thuc hién céac
cong doan ma hoa, giai ma, nhung va tach thong tin, gia tri nay
duoc do mot cach riéng 1€ tai moi cong doan trén cac video
khac nhau, sau do liy trung binh. Theo dé c6 thé nhan thiy
rang, tong thoi glan thyc hién tai dau phat (ma hoa — nhung) va
dau thu (tach — g1a1 'ma) déu dudi 1 gidy cho thay tinh sin sang
cao cta hé thong gidu tin dé xut.

Dé nhén thay 16 hon tinh v hinh ciia hé théng gidu tin dé
xudt, chiing t6i thuc hién nhiing 1an luot cac di lidu mat gia 1ap
vao 8 doan video 3D, sau d6 so sanh cac khung anh (co chua
dir liéu mat) trude va sau khi nhung st dung tham so PSNR.
Cac ket qua dugc thé hién trén bang III, qua. d6 chung ta nhan
thdy ring voi PSNR > 73 dB, khong thé cam nhan dugc sy
khac biét cua cac khung anh sau khi nhing dir li¢u.

Bang Il. Thoi gian (gidy) trung binh thuc hién cac céng doan

Dir liéu nhiing
Cong doan
ieee.tif | lena.tif| mri.tif | text.txt | ecg.mat

Ma hoa AES| 0.072 | 0.331 | 0.528 | 0.112 | 0.623
MahoéaRSA| 0.015 | 0.017 | 0.014 | 0.016 | 0.016
Nhiing 0.095 | 0.141 | 0.315 | 0.132 | 0.203

Tach 0.098 | 0.118 | 0.112 | 0.051 | 0.074

Giaima RSA| 0.175 | 0.168 | 0.163 | 0.165 | 0.162
Gidi ma AES| 0.126 | 0.426 | 0.615 | 0.143 | 0.745

Bang lll. Gia tri PSNR (dB) cta cac khung énh trwéc va sau

khi nhung

Dir liéu nhiing
Video

ieee.tif | lena.tif| mri.tif | text.txt |ecg.mat

car046.m2ts |79.2864|73.7351|73.5367|77.4854|72.7371

car049.m2ts |79.2505|75.5059|73.5673|77.5056|74.0115

cat023.m2ts |79.2941|75.4982|74.7997|77.4993|73.9964

cat027.m2ts |79.2791|73.6996|71.7809|77.4866(70.9986

chair013.m2ts|79.2591|75.5423|73.5695|77.5092|74.0188

chair100.m2ts|79.2927|73.7458|73.5746|77.5353|72.7662

dog049.m2ts |79.1860|75.7429|73.5300{77.4686(73.9704
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dog050.m2ts [79.2168|75.4735|74.7769|77.4902|74.9518

79.2581|74.8679|73.6419|77.4975|73.4314

Gia su rang thong tin dugc nhung vao toan anh (hodc chi
nhing vao vung lién ket) cua cac khung anh trai - phai trén
video 3D, thim ma s& dé dang phat hién video chtra thong diép
4n dya vao thuat toan khép anh va trir nén. Nhu'ng voi ky thuat
nhing vao vung doc 1dp, phuong phap do tim nay hoan toan
khong thé phat hién duoc thong tin an glau vi vay k¥ thuat
gidu tin nay s& vo hinh ca vé mit nhan thirc 1an thong ke.

Trung binh

Vi hé théng nay chi nhing dit liéu mat vao mot phan ctia
céc khung anh chira (ving doc lap) nén tham sé PSNR trén
bang III khong thé hién chinh xac tinh v6 hinh cua thuat toan
LSB két hop khi so sanh voi cac nghién ciru lién quan. Thi
nghiém sau day thyc hién nhung 4096 byte dir liéu mat ngﬁu
nhién vao mot anh chtra c6 kich thude 512 x 512 pixel véi cac
thuat toan nhung LSB két hop, LSB thay thé sau d6 so sanh
két qua vai [3], [8] va [16]. Bang IV thé hién hiéu qua nhung
cua thut toan LSB két hop khi so sanh voi cac nghién curu lién
quan qua tham s PSNR va MSE.

Bang IV. So sanh hiéu qua nhung cta thuat toén LSB két hop
voi cac nghién cwru lién quan

Thuét |Kich thwéce| Kich thwée |PSNR (dB) |MSE dir
toan | dnh chira | dir liéu mat | dnh chira |liéu mat
LSB

thay thé 512x512 | 4096 byte 64.9221 0
LSB cai

tién [3] 512x512 | 4096 byte 65.7850 0
Parity [8]| 512x 512 | 4096 byte 64.9185 0

I??Z]T 512x512 | 4096 byte 56.2400 1.042
LSB

két hop 512x 512 | 4096 byte 66.2363 0

VI. KET LUAN

Bai bao nay da de xuit mot phuong phéap truyén tin an toan
sir dung ky thudt gidu tin thich nghl trén video 3D két hop voi
cdc thudt toan ma hoa. Thuat toan glau tin LSB duoc phat trién
bing cach két hop hai pixel lién ké lam giam xéac suat thay doi
trén doi tuong chtra tin. Thong tin dugc nhing vao nhimng
thanh phan ddc 13p trén video 3D dé khong anh huong dén cac
lién ket trai — phai cua video dong thoi chong lai dugc cac ky
thuat tan cong va do tim tién tieén. Cac két qua thuc nghlem
chimg minh rang thuét toan_ dé xuat co tinh vo hinh rat cao
trong khi cac ting ma hoa van dam bao an toan cho thong tin
mat.
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SECURE AND INVISIBLE DATA HIDING
TECHNIQUE IN 3D VIDEO

Abstract: This paper presents a solution of transmitting
secure and confidential information which is hidden in 3
Dimensional video (3D video) with a high invisibility. The
confidential information is encrypted by powerful algorithms
before embedding 3D video with the Least Significant Bit
(LSB) matching algorithm. Only independent regions on 3D
frames are selected for embedding the information. While the
cryptographic algorithms provide a security for hidden
information, proper cloaking techniques using LSB matching
will ensure high invisibility for confidential information.
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