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Tém tat: Nam 1985, ElGamal dé xuit mot lugc dd
chir ky s6 dwa trén trén bai toan logarit rdi rac modulo
nguyén td. Cho dén nay, da c6 nhiéu két qua nghién
clru clia cac nha khoa hoc trén thé gidi chi ra rang luoc
dd chir ky sé nay khong an toan trudc cac cudc thn
cong gia mao chir ky dua trén tinh hudng khoa phién
16 hodc bi dung tring. Trong bai bao nay, chung t6i dé
xudt mot lwoc d6 chit ky s6 dua trén bai toan logarit
roi rac theo modulo hop s6, mot bién thé cua luge dd
chir ky s6 Elgamal. Luoc d6 dé xuét khic phuc duoc
nhitng nhugc diém cua luge dd chit ky Elgamal va no
6 thé ap dung duogc vao thyc té.

Tir khoa: Digital Signature Scheme, Discrete
logarithmic problem, order problem, Hash Function.

l. GIOI THIEU

Viéc nghién ctru va phat trién luge dd chir ky sb
dya trén cac luoc d6 chir ky dd c6 1a hudng nghién
ctru cua nhidu nha khoa hoc mat ma trén thé gidi. Ké
tir khi ElGamal d& xuit mot luge dd chit ky s6 vao
nam 1985 [1] [2], cho dén nay da c6 nhiéu luge do
chir ky sb 1a bién thé ciia n6 dwoc phat minh boi cac
nha khoa hoc trén thé gidi, chang han nhu: lwoc dd
chir ky s6 Schnorr nam 1990 [3] [4 [5], lwoc db chir ky
s6 DSA nim 1994 [6]. Nhin chung, sy an toan ciia cac
lugc dd nay déu phu thudc vao do khé giai cua bai
toan logarit roi rac (DLP) trong cac nhém con ctia mot
nhém nhan Z;, trong d6 p 1a mot s6 nguyén t5. Mot
diéu dang quan tim & day 1a cic nhom nhén trong
truong hiru han Z, thuong dé 16 ra bac cua nd. Chinh
vi thé ma céc luge dd chix ky s6 co d6 an toan dya trén
cac nhém nhan ma bac cia ndé dugc cong khai da
khién cho cac luge dd ndy khong an toan tir mot sé
loai tin cong co ban nhu: tan cong gia mao chir ky, tan
cong lam 16 bi mat... Cho dén nay c6 nhiéu két qua
nghién ctru chi ra cac yéu diém cia cac luge d6 lugc
dd Elgamal va cac bién thé nhu: luge dd chit ky sb
DSA, Schnorr, ddng thoi ciing ¢6 nhidu dé xuét cai
tién cac luge dd nay dé khac phuc nhitng nhugc diém
clia cac luge dd nguyén thuy [7] [8 ][9] [10] [11] [12]
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[13][14][1 ] [16]. Tuy nhlen céc cai tién nay thuong
xoay quanh van chdng cac tan cong lam 16 bi mat dya
vao khoa phién bi 16 hodc khoa phién bi dung hai lan
cho mot thong bao. Chang han nhu trong [10], dé giai
quyét van d& lugc ¢ Elgamal bj mit an toan gay bai
viéc dung tring khoa phién. Cac tac gia Li Xiao-fei,
Shen Xuan-jing va Chen Hai-peng da dé xuat mot
luoc d6 stra dbi giai quyét van dé& nay. Mot nhuoc
diém chung & cac lugc dd nay la dé 10 bac cua phﬁn tr
sinh va mot khi khoa bi mat bi 16 thi cac lugc do bi
pha v&. Dé giai quyét van dé 16 bac phan tir sinh,
ngudi ta da xay dung cac luge dd chit ky sé c¢6 do an
toan dua trén tinh khé giai ciia bai toan logarit roi rac
trén vanh hitu han Z,,. Chiing ta biét rang tap Z,clng
véi phép cong va phép nhan theo modul n tao nén mot
vanh hitu han Z,,, trong d6 n dugc cAu tao tir hai dén 3
so nguyén to thong thuong n=pq, trong d6 p, q 1a cc
s6 nguyén t6 phéan biét. Truong hop n=pq thi nhém
nhan Z; s& 1a nhom co bac 16n nhit 1a (p-1)(g-1) va
viéc tim gia tri nay duoc cho 1a kho khi khong biét
phén tich cta n, tirc 1a bac clia cac nhom con cua
nhém nhan Z;; 1a dwoc gitr bi mat. Khi do, cac kiéu tin
cong chit ky lam 19 khoa phién hodc lam 19 khoa bi
mat déu phai dbi mat véi viée giai cua bai toan logarit
1di rac trén vanh Z,. Cho dén nay, ngoai thudt toan
Baby step- giant step ctia Danied Shank c6 thé tmg
dung d& giai bai toan logarit rdi rac trén vanh thi cac
thuat toan khac chéng han nhu: thuit toan Rho cua
Pollard [17], thuat toan Pohlig-Hellman [18]... chi ap
dung dé giai bai toan logarit roi rac trén truong hitu
han. Chinh vi thé, trong thdi gian qua cic nha khoa
hoc da phat trién cac luge do chix ky ma d¢ an toan
cua nod dua trén d§ kho giai cua bai toan logarithm roi
rac trén vanh hiru han Zn. Chfmg han nhu: lugc d6
Girault scheme [19] vao ndm 1991; Chik How Tan
[20] vao nam 2003; S. K. Tripathi va B. Gupta [21]
vao nam 2017; E. Okamoto va K. Tanaka [22] vao
nam 1989... ; Chik How Tan [20] chitng minh ring so
d6 chir ky ciia ong di dugc bao vé chdng lai sy gia
mao hién hitu dudi su tan cong thong diép duoc lya
chon  thich ung lién quan dén o
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kho ctia bai toan logarithm roi rac trong mo hinh tién
tri ngau nhién.Tuy nhién, trong lugc dd ciia Chik How
Tan, s6 modulo n duoc tao béi ba sb nguyén td, khi do
cac phép toan s& nhanh hon so véi sé mo dun duoc tao
boi 02 sd nguyén t6 khi ap dung Dinh 1y Trung Qudc
vé dong du, nhung n6 chic chin s& phtic tap hon trong
viéc tao khoa va quan 1y khoa. Trong lwoc dd chit ky
ctia SK Tripathi va B. Gupta [21] d4 chung minh chdng
dugc nhimng tin cong 1am 16 bi mat ma luge do chir ky
s6 DSA miéc phai, ching han nhu: tin cong “adaptive
chosen-message” Tuy nhién, luge do chii ky ciia ong
tiéu ton nhidu dén khong gian va thoi gian tinh toan
hon so véi luge dd chir ky s6 DSA.

Cung v6i xu hudng phét trién chung cua thé glO‘l
chung t6i da nghién ciru, phat trién luoc do chir ky sd
moéi dua trén luge d6 Elgamal va khic phuc duoc céc
kiéu tan cong gia mao chit ky dya vao tinh hudng 16
khoa phlen hoac trung khoa phién ma lugce do Elgamal
da mac phai. Mot s6 dong goép quan trong trong bai bao
nay, do la:

Thir nhat, chiing t6i da dé xuat mot luge do chir ky
s0 ké thira cac uu diém cua lugc do chir ky s6 Elgamal
va khic phuc dugc cac nhuge diém cua luge dd nay.

Thir hai, xét vé do phuc tinh toan, luoc d6 cua
ching tdi c¢6 do phic tap tinh toan thip hon lugc do
chir ky s6 Elgamal twong tu duong véi luoc d6 DSA
(Hinh 2, hinh 3) va chi phi thap hon so véi luge do
Elgamal.

Thir ba, xét vé d6 phirc tap khong gian bd nhé, luoc
dd cua chung toi cling tuong ty nhu lugc d6 DSA va
chi phi thdp hon so véi luge d Elgamal.

Thir tie, lugc d6 chir ky sd cua chung t6i an toan
hon so véi lwoc dd DSA va Elgamal, didu nay duoc
phan tich trong ph?m 111 cua bai bao.

Bai bao duoc to chic nhu sau: Ngoal phan giGi
thigu, trong phan II, chiing t6i dua ra mot so cong vige
lién quan. Phan III, chiing t6i trinh bay lwoc dd dé xuat.
Cubi cung, chung tbi trinh bay mot s6 két qua thir
nghiém, két luan va cac cong viéc tiép theo trong
tuong lai.

I1. MOT SO VAN DBE LIEN QUAN

MOT SO BINH NGHIA KHAI NIEM

Pinh nghia 1. Ham Num() d6i mot xau nhj phan
thanh s nguyén khong qua T bit, ky hiéu Num: Nx{0,
1} — 7. Ung cip (T, bgby...by 1) thanh s6 a = by + b;2
+ .+ bmin(T,H) 712min(T,H)—1.

Pinh nghia 2. Ham Str() c6 chic ning dbi sb
nguyén khong am thanh xau nhi phan c6 T+1 bit. Ky
hiéu Str: Zso — {0, 1}™. Ung s6 nguyén khong 4m a
= bo + b12 +...+ bT_12T71 + 2T thanh xau bObl---bT—ll-

Pinh nghia 3. Hdm Random: Ham random [& ham
ldy ngdu nhién mot sd nguyén trong doan [a, b], ky
hi¢éu Random(a, b).

Dinh nghia 1: Béc cua $6 g theo mo6-dun n 1a $6 m,
néu nhu m 1a s6 nho nhat théa méin biéu thic:

g"=1modn (2).

SO 03 (CS.01) 2018

B. LUQC PO CHU KY SO ELGAMAL.

Tham sb:

p 1a mot s6 nguyén t& véi do dai bit, ky hiéu
Length(p), la L.

g 1a phan tir sinh nhém nhan Zy cép p-1 trén Z, v6i
0<g<p

x la khoa riéng phai dugc gilt bi mat; x dugc chon
mot cach ngau nhién hodc gid ngiu nhién trong [1, p —
1].

y la khda cbng khai véi y = g* mod p.

k 1a s6 bi mat dung riéng cho mdi thong bao, con
duoc goi 1a khoa phién; k duge chon mét cach ngau
nhién hodc gia ngau nhién trong [1, p — 1].

BO (p, g, x) dugc goi 1a khoa riéng con (p,g,y) dugc
goi la khoa cong khai cua nguoi ky.

Sinh chir ky:

Thuét toan 1:
Input: (p, g, X), M€ Zj.
Output: (r, s).
1. while (k, p-1) #1 k « Random(1, p-1).
2.1« g“mod p.
3.5 « k™Y(m- x.r) mod p-1.
4.if (r=0) or (s = 0), then goto 1.
5. return (r, s).
Xac nhén chir ky:
Thuét toan 2:
Input: (p, 9,Y), (r, ), m€ Z,.
Output: "accept" or "reject".
1.if (r=0) or (s = 0), then return "reject™.
3. u; « y" mod p.
4. u, « r°mod p.
5.V <« uy.u, mod p.
6. if (v = g™), then return "accept” else
return "reject".

Phan tich tinh an toan:

Tuy’ nhiéq v6i viée cong khai cip cua g dan dén
tinh huong mat an toan ciia hé¢ ma Elgamal do la:

Thir nhat. Néu bi 16 khoa phién k trong mot lan
thuce hién viéc ky trén thong bao M nao d6 thi tir cong
thac

s =(k*(m-rx) mod p-1

ta dé dang tinh duoc

x = ((m-s.k).r*) mod p-1 2

Thit hai. Néu khéa phién k dwoc ding trung (hai
thong bao c6 chung khoa phién) khi do ta co:

s= (k™(m - r.x)) mod p-1 & k= s™(m-r.x) mod p-1(3)
s'= (K(m' - r.x)) mod q < k=s"(m’-r.x) mod p-1(4)

Tir (3) va (4) ta co dang thic sau:

s’ (m-r.x) = s (m’-r.x) mod p-1. Tir phuong trinh
nay dé dang tinh dugc khoa bi mat x nhur sau:
x=(s""tm' —s7Im)(s""'r —s7Ir)"'mod p-1.  (5)
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Phan tich d§ phirc tap tinh toan:

Trong thuat toan 3 gom hai phép liiy thira va hai
phép nhén trong Z,,. Gia st ky hiéu M 1a dg phuc tap
tinh toan cho mot phép nhan trén truong Z, CO
Length(p)= L. Mot phép lity thira trong modul p, g
mod p, véi Length(p) L va d6 phuc tap cua phép
toan g* mod p xap xi LM Vay d¢ phuec tap cua thuat
toan 1 dugc udc lugng nhu sau:

Cox (2L+2IML (6)

Do phuc tap tinh todn cua thuat todn 4 tip trung
vao cu lénh & budce 5 véi hai phép luy thira ((g".y"2)
mod p) mod g. Do Length(u;)= N va Length(u,)= N,
nén tong chi phi cho thuat toan 3.2 dugc udc lugng
la:

~ (BL+1M. ()

Khong gian luu trii: P6i voi lwge d6 DSA, mdi
chir ky gdm hai thanh phan va yéu cau tdi da 1a 320
bit v&i Length(q)=160, cin dén 448 bit voi
Length(q)=224 va can dén 512 bit néu
Length(q)=256. Trong trudng hop tong quat luge do
chiru ky DSA s& can dén 2N bit dé luu trit cho mdi
chir ky vai N= Length(q).

C.LUOC PO CHU KY SO DSA

Cic tham sb ciia DSA.

p 1a mot sé nguyén t6 voi do dai bit, ky hiéu
Length(p), la L.

q 1a wéc nguyén té ciia p — 1 voi Length(q) = N

g 1a phan tir sinh nhém con cép q trén Zp véi 0 <
g<p.

x 1a khoa riéng phai dwoc gilt bi mat; x dugc chon
mot cach ngau nhién hodc gia ngau nhién trong [1, q
-1].

y 1a khéa cong khai véi y = g* mod p.

S6 k 1a s6 bi mat diung riéng cho mdi thong béo,
con dugce goi la khoa phién; k dugc chon mét cach
ngau nhién hoic gia ngau nhién trong [1, q — 1].

BO (p, g, g, x) duoc goi la khoa riéng ctia nguoi
ky, bd (p, q, g y) dugc goi la khoa cong khai cua
nguoi ky.

Thuét toan sinh chir ky.

Thuat toan 3:
Input: (p, g, g, X), k, M.
Output: (r,s).
1. z <~ Num(N, Hash(M)).
. k « Random(1, q).
.1 < (g“mod p) mod g.
. W« (z +x.rymod q.
. if (r=0) or (w = 0), then goto 2.
.5« (K™.(z +x.r)) mod g.
7. return (r, S).
Xdac nhan chir ky.
Thuat toan 4:
Input: (p, g, 9, Y), (rs), M.
Output: "accept" or "reject".
1. w« s mod g.
2. 2 <~ Num(N, Hash(M)).

o Ok wWwiN

Tac gia lién hé: Lé Van Tuén
Email: levantuan71@yahoo.com

3. Uy « (z.w) mod q.

4. U, « (r.w) mod g.

5.V « ((g"~.y**) mod p) mod q.

6. if (v = r) then return "accept". Else
return "reject".

Do phirc tap tinh toan

Gia st ky hi¢u M|_ 1a d¢ phuc tap tinh todn cho
mot phép nhan hai sé nguyén duong trén trudng Zp
c6 Length(p)= L va trén trudong truong Z, CO
Length(q) = N, ky hiéu la My Do phuc tap tinh toan
cua thuat toan 3 tip trung & phép (g mod 9)] mod q.
Khi d6 do phutc tap cia phép toan g mod p xap xi
O(logk. Mp). n. Do @6 chi phi cho thudt toan 3 udc
luong nhu sau:

Co~ NML + (N+3)My) 8

Do phuc tap tinh toan cua thuat toan 4 tap trung
vao cau lénh & budc 5 véi hai phép luy thira ((g".y"?)
mod p) mod g. Do Length(u;)= N va Length(uy)~ N
nén téng chi phi cho thuat toan 4 duogc udc lugng la:

Cy= 2NM_ + (2+N)My 9)

Tinh an toan ciia lwge dd chir ky sé DSA.

Tinh an toan ctia mdt luge dd chix ky thé hién &
tinh "kho" tao dugc chit ky hop 1¢ ctia ngudi khong
so hitu tham s x hay con goi 1a "gia mao chir ky" .
Ngudi ta da chimg to ring moi viéc gia mao chir ky
déu dan dén viéc giai mot bai toan logarit theo co sb
g trén Zp hodc tim dugc va cham cua ham Hash cho
nén trong FIPS_186-4[7] di dua ra yéu cau vé cac
kich thuéc L va N. Cu thé cac cip (L, N) cho nhing
tmg dung can an toan dén nim 2030 la (L, N)=
(2048, 224) hodc (L, N)= (2048, 256) con (L, N)=
(3072, 256) an toan cho dén sau nim 2030. Tuy
nhién véi viée cong khai cdp cua g din dén tinh
hudng mat an toan ctia DSA nhu sau:

Tinh huéng thir nhit: Néu khoa phién k bi 10
trong mot 1an thyc hién viée ky trén thong bao M nao
d6 thi tir cong thirc sau:

s=(k=1(z +r.x)) mod g

ta dé dang tinh duoc khod bi mat x theo cong thirc
Sau:

X =((s.k —z).r-1) mod g

Tinh hudng thi hai: Néu hai thong béo khac
nhau dugc ky voi cung mét khoa phién k (dung tring
khoa). Gia st hai thong bao dugc ky trung khoa
phién k 1a M va M' va hai chir ky twong ting v6i M va
M’ lan luot 13 (r,s) va (r,s"). Ké tAn cong s& tim duoc
khoa bi mat x nhu sau: Pau tién hai gia tri z va 2’
dugce tinh tir cong thirc z= Num(N, Hash(M)) va z' =
Num(N, Hash(M")), khi d6 s va s’ dugc xac dinh nhu
Ssau.

s= (k™'(z + r.x)) mod q & k= s™(z+r.x) mod q(10)
s'= (k'}(z' + r.x)) mod q « k= s*(z’+r.x) mod (11)

Tir (10) va (11) ta c6 ding thirc sau: S (z+r.x)=s"
Yz+rx) mod q & s'z- s"'z’= (s - s!).r.x mod q.
Tir két qua nay d& dang tinh dugc khoa bi mat x nhu
sau: x=r'(st.z-s"z’) (s = s  mod q.
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IIL. LUQC PO CHU KY SO ELGAMAL TREN
VANH Z,

A.LUQC PO CHU KY SO BUGC BE XUAT

Dua trén két qua phan tich, dwa ra nhitng tinh
hudng mat an toan cua lugc dd chir ky s6 Elgamal va
DSA trén trudng, chung t0i dé xuit mot 1u0’c dd chir ky
s6 méi trén vanh khic phuc dugc mot sb nhuoc diém
da chi ra trong hai luge d6 Elgamal va DSA, c6 do
phtic tap tinh toan tuong duwong véi DSA va c6 thé tmg
dung trén thuc té. Lugc do chir ky s6 méi duge xay
dung dya trén mot sb phén tich sau:

- Trong lwoc d6 d& xuét, d6 an toan ctia n6 dua trén
tinh khé gidi cua bai toan DLP trén nhém nhan 1a Z,
C Z;, m, n la hop $6. Trong khi lugce d6 DSA, tinh an
toan cua n6 dua trén tinh kho giai cua bai toan DLP
trén nhém nhan 1a Z, € Z,, p, q la s6 nguyén to.

- Thanh phén r cta chit ky trong luge do dé& xuat
duoc clu tao tuwong ty trong lugc dd DSA.

- Piém khac biét quan trong trong lugc d6 dé xut
1a thanh phan thir nhét cia chir ky 1a r duoc bam voi
thong bao cho dau ra z tham gia vao tinh thanh phan
thir hai cua chit ky 1a s

z < Num(N, H(T||Str(r))) (12)

- Thanh phén s cua chit ky trong luoc d6 d& xuét
duogc tinh theo cong thurc sau:

s« k™*(z- x) mod m (13)

dugc ké thira tir thanh phan s cua luoc d6 chir ky
Elgamal theo cong thirc

s « k~*(m- x.r) mod p-1. (14)

Trong cong thic (13), thanh phan r trong luge do
Elgamal dugc g bo vi gia tri nay da tham gia vao tinh
tham s6 z, boi cong thire (12). Su cai tién nay khong
anh huong dén do an toan cua luge dd va n6 giam cho
tha tuc sinh chit ky mdt phép nhan va giam cho thu tuc
xac nhan chir ky mét phép liy thira.

- Khoa bi mat trong luoc dd dé xuit 1a (n,m,g,x) va
khoa cong khai 1a (n,Length(m),g,y). Dlem khac biét
ctia khoa cong khai trong luge do dé xuat so voi hai
lugc d6 DSA va Elgamal 1a chi cong khai ¢& ciia bac
phan tir sinh g(Length(m)) va gitr kin gia tri bac cua
no(gia tri m). Bay la dac tinh quan trong nhit cta luge
dd dé xuat nho vao dic tinh ndy ma n6 chbng dugc
cac kiéu tan cong gia mao khi tinh hudng 16 khoa phién
va trung khoa phién xay ra. Tiép can v6i két qua phan
tich trén, luge dd dé xuat duge xay dung nhu sau:

Tham sb va khéa:

Cho n = p.q vdi p, q la cac s6 nguyén td thoa man
viéc phén tich n ra thira s6 1a kho.

Gia tri m la khoa riéng phai duoc gitr bi mat; m =
P1.01 Vi py, Op 1a cac nguyén t6 thoa mian diéu kién
sau:

prl(P-1),al(@-1),prt(@-1), a4 (p-1).

N la do dai bit cia m, Length(m),
Length(m).

g 14 phan tir sinh cta nhom con cdp m mod n.
m, g thoa min viéc tim logarit co s6 g mod n 1a khé.

N=
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x la khoa riéng phai duoc gitt bi mat; x dugc
chon ngﬁu nhién trong doan [1, m-1].

y 1a khéa cong khai, véi y = g* mod n.

k 1a s6 bi mat tuong tng duy nhat cho mdi
thong bao (con dugc goi 1a khoa phién); k dugc chon
ngau nhién trong doan [1, m—1].

Nguoi ky léy (n, m, g, x) lam khoa bi mat va
cong bd (n, N, g,y) 1a khoa cong khai ciia minh.

Sinh chir ky:

Thuat toan 5:

Input: (n, m, g, x), Te {0,1}*.

Output: (r,s).

1. while (k, m) #1 k « Random(1, m-1).

I« g“mod n.

. Z <= Num(N, H(T||Str(r)))

.S < k71(z- X) mod m.

.if (r = 0) or (s = 0), then goto 1.
. return (r, s).

Xac nhén chir ky:

Thuat toan 6:

Input: M, (r,s), (n, N, g, y).

Output: "accept" hoac "reject".

1. z < Num(N, H(MJ|Str(r))).

2. U<« (r’.y) mod n.

3. v« (g%) mod n.

4. if (u =v) return "accept" else return "reject”.

Tinh ding din:

D@ dang thy ring

(r’.y) mod n =gk~
g’modn=v

OO, WN

') g¥mod n =

Sinh so nto p. g, p1. g pr(p— 1),
Qi q-Lpit (g1} qit (p -1

7

m =p1q. ord(g=m
mbit=bitlength(m)

Chon ngiunhitnze(l,m)
y=gmod
T
(.2 x,m)la khoa bi mat
(n. g v, mbit), congkhai;
an

r<gmodn
e —
s+ k™Yz-x)modm.

]

‘ Send|r,sT) to receiver ‘,f_{ Truyen - nhan

—(rfy)modn.
—(g)modn

Xac nhan chii ky

L
| I
J

Accept Reject

Hinh 1. Lwu dé mé ti qua trinh sinh khéa,
ky va xac nhé chir ky
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B. PHAN TiCH LUGC PO.

Phan tich an toan:

Dué6i day xét mot sd tinh hudng giy da mait an
toan cho luge d6 Elgamal cu thé véi lwoc d6 cua
ching toi:

Truong hop thir nhat: Khéa phién bi 19, khi d6
khoa bi mét x s€ dugc xac dinh bdi cong thirc sau
day:

s < k.(z - x) mod m = x« (z - k.s) mod m. Do
m dugce gitt bi mat nén ké tn cong kho co thé xac
dinh duogc khoa bi mét.

Truong hgp tht hai: Khoéa phién bi dung tring
lap, giai st thong bao T va T’ dung cung mdt khoa
phién, khi d6 khoa bi mat x s& dugc xac dinh boi
cong thirc sau:

z«Num(mbit,H(T]r))

z'«Num (mbit,H(T'||r))

s < k™.(z-x) mod m « k=s".(z-x) mod m

s« k™.(z'-x) mod m « k=s""1.(z'-x) mod m

x=(s""1 —s1)"1 (s'"1.z’ —s71.z) mod m.

Do m dugc giit bi mét nén ké tin cong kho co thé
xac dinh duoc khoa bi mat

Truong hop thir ba: Ké tin cong c¢6 dugce khoa bi
mat x, khi d6 dé tao mot chir ky gia cua thong bao T
nao d6, anh ta phai tinh toan cac thanh phan cua chir
ky (r,s) nhu sau:

r=g“mod n

z«Num(mbit,H(T]r))

s « k™.(z - x) mod m.

Do m dugc giit bi méat nén ké tan cong kho c6 thé
xéac dinh dugc thanh phén s cia chit ky va khong thé
gia mao.

Chi phi tinh toan.

Gia st ky hiéu Cg 1a tong chi phi thoi gian sinh
chir ky va Cy 1a téng thoi gian chi phi cho xac nhan
chir ky. Gia st ky hi¢u M| 1a d6 phirc tap tinh toan
ctia phép nhan hai s6 nguyén trén vanh Z, va My la
do phuc tap tinh toan ciia mdt phép nhan trén vanh
Zm €6 Length(m)= N. D& thay c6 it nhit mot vong lap
trong thuat toan 3. Do phic tap tinh toan cho mdi
vong 13p nay 1a phép liy thira g mod n trén vanh Z,
va mot phép tinh phdn tr nghich ddo k™* mod m.
Theo [27] d6 phirc tap phép toan g mod n xdp xi
O(L.M,) véi L= Length(n). Pé u6c luong dd phirc
tap tinh toan ciia phép nghich dao ta c6 k> mod m ¢6
do6 phirc tap tinh toan ctia phép toan tim k™' mod m
xap xi O(N.My) v6i N= Length(m). Vay dé phtc tap
tinh todn cho mdi budc lap sé la:

Tac gia lién hé: Lé Van Tuén
Email: levantuan71@yahoo.com

LML + (N+1)My). (15)
Biét rang diéu kién dé thoat vong lap 1a ged(k, m)
= 1, tic 1a k phai c6 nghich ddo va xac sudt dé k c6
nghich dao trong modulus m la:
om) (P —D(ag -1
- m

(16)

PrOb(ng(k, m)=1)~

Véi m da 16n thi Probgeqk, m) = 1 xép xi béng 1.
Vay tong chi phi cho thuét toan tao chir ky, ky hiéu la
Cg xac dinh theo cong thirc sau

Co= LM + (N+1)My a7

Do phic tap cua thuat toan 4 tip trung & phép
todn r’.y mod n va g’ mod n. Gia sir M, ky hiéu cho
d6 phtrc tap tinh toan cua mét phép nhan trén vanh Z,
c6 Length(n) = L, thi tong chi phi trung binh cho
thuat toan nay, ky hi¢u 1a Cy xac dinh theo cong thirc
sau:

Cv= (2L+1)M_ . (18)

Phan tich d6 phtic tap vé khong gian ddi véi lugc
dd dé xuat, mdi chir ky gdm hai thanh phan va yéu
cau t6i da 1a 2N bit v6i Length(m)=N dé luu trix cho
mdi chit ky. Vay két qua phén tich hai lwoc d6 chit ky
s6 Elgamal va luoc d6 dé xuat dwoc théng ké trong
bang sau:

Bang I. Két qua phan tich

Sinh chrky | Xacohan chrly | Khong gian lwntrr

P AQAN AN LL-Lagi)

schems
BA Ny gy Rl

DSA  [og® Nhly (3 )hls) [ IR + (1) Ni: [N, = Lengity)

L“‘ﬂfﬁemwmﬂm CHOLAM,  [NNeLenshia)

C. THU NGHIEM

Trong phan thir nghiém nay, xét d6 dai khoa 1an
luot 1a: 1024, 1280, 1536, 1792, 2048 (bit) cho bén
lwoe dd do 1a luge 6 DSA, RSA, Elgamal va luge do
dé xuit . Van ban dugc s dung dé thir nghiém qua
trinh ky c¢6 dung luong 18.87 MB. S6 lan thir nghiém
cho mdi bo tham sb 1a 10000 1an. Ham bam SHA 512
duogc st dung trong thuat toan ky va xac nhan chir ky
clia cac luge d0. Chuong trinh thir nghiém viét bang
ngon ngit 18p trinh C++, dugce bién dich bdi trinh QT
Creater va chay trén hé diéu hanh Window 7. Bo vi
xir Iy Core2 Duo 2.2 GHz bd nhé 2GB. Tham s thir
nghiém cia cac luge dd chir ky s6 co kich thude va
tiéu chudn gin véi tham sb trén thuc t& va duogc sinh
ra bang thuat toan trong [28]. Két qua thir nghiém
dugc chi ra trong bang II.

Dén toan soan: 4/2018 , chinh stra: 5/2018 , chap nhan dang: 6/2018
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Bang IL. Két qua thir nghi¢m

Lhm“ Sinh chit ky (second) Xac uhin chit k¥ (ecomd)

. Eleanal | D54 | s |00 Ilgmn]l DA | oa [P

srheme srheme
104 | 14017 [L4L6] €06 || 100% [ 10007[ 686 | 178 | B
00 | 0203 |LEI) O34 || 150% | 8003 | 1076 | 614 | 1200
1536 | 2033 | 200 | 3317 || 20,076 | 38336 16013 | &g | 26000
T00 | 36300 | 35 | D00 | B01 | k| 1008 |10 00
el I B ) s R S T

Két qua sinh chir ky trong bang II dugc minh
hoa boi hinh 2 dudi day chi ra moi qua hé gitra thoi
gian ky va cd cua khoa:

Hinh 2. Méi quan h¢ giira thoi gian sinh chir ky va
¢® ciia khéa
Két qua x4c nhan chir ky trong bang II duge
minh hoa boi hinh 3 dudi day chi ra moi qua hé gitra
thoi gian xac nhén chir ky va cd cta khoa:

..... Proposed- .
20 - oot Scheme. -
i0) - | eve=Elgamal.
e
A Y R o DO T
VR T

Hinh 3. Mbi quan hé giira thoi gian xac nhan chir
ky va c& ctia khéa

IV. KET LUAN
Cho dén nay, bai toan logarit roi rac trén vanh
Z, 1a bai toan kho giai voi kha nang tinh toan cua
may tinh. Dya trren tinh khé giai nay ma nhiéu lugc

SO 03 (CS.01) 2018

dd chir ky s6 va cac bién thé dugc phat trién trén bai
toan nay[20][21][22]. Gép phan vao sy phat trién
chung trong linh vuc an toan va bado mét thong tin
ctia nude ta noi chung va trong linh vue quc phong-
an ninh noi riéng, ching t6i da xay dung mot lugc dd
chir ky s6 mdi co6 d6 an toan dua trén tinh kho giai
cua cua bai toan logarit rdi rac trong vanh céc 16p
thang du theo mé dun hop s6. Nhom tac gia di chimg
minh tinh dung dan, tinh an toan va tinh higu qua ctia
lugc dd dé xuét so voi luge d6 DSA, Elgamal. Phan
thir nghiém, nhém tac gia da viét chuong trinh thir
nghiém trén ngon ngir C++. Két qua thir nghiém cho
thy giita phan tich toan hoc vé chi phi tinh toan voi
két qua thir nghiém 1a twong dong. Tuy nhién, ciing
can phai thay rang, dé s dung trong thuc té, cac lugc
dd nay can dugc danh gia k¥ cang ca vé mirc do an
toan cling nhu khia canh hi¢u qua thuc hién, day la
van d& nghién ciru ma nhoém tic gia sé& gioi thidu
trong bai bao tiép theo.
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Abstract: In 1985, ElGamal proposed a
digital signature scheme that based on prime trudéng Phan vién Nghién ctru Khoa hoc Mét ma thudc
discrete logarithm. Until now, there have been Hoc vién KTMM Ban Co yéu Chinh phi nay da nghi
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these scheme be insecure from some basic types of huu. Linh vye nghién ciu toan hoc - an toan va bao
attacks, such as: forgy attacks base on session key  mjt thong tin.
revealing or session key coinciding. In this paper, )
we proposed a digital signature scheme in which Tel: 0978254363
the security is based on composite discrete
problem. The proposed scheme overcame the
disadvantages of two signature schemes above and
it can be applied into practice.

Keywords: Digital Signature Scheme, Discrete
logarithmic problem, order problem, Hash
Function

sy toan hoc ndm 1994, nguyén la Pho phan vién

Sinh nim 1972. Tét nghiép
Khoa toan Bai hoc Thai
Nguyén 1992; Nam 2000,
nhan bang ky su CNTT tai
Y Dai hoc Bach Khoa Ha Noi;
Iﬂm..[” g Tét nghiép Thac sy CNTT

tai Hoc vién K§ thuat Quan
su nam 2007. Hién la nghién cru sinh nam
thtr 3 tai Hoc vién K¥ thuat Quan su.

Linh vuc nghién ctru: An toan va bado mat
théng tin.

Tel 0989394556

Email: Ievantuan?l@vahoo.com

Tot nghiép Hoc vién K¥
thuat Quan su (HVKTQS)
nam 2000. Nhan bang Tién
sy tai LB Nga nam 2008.
Hién 1a Vién phé — Vién

Cong nghé md phoéng —
HVKTQS. Hudng nghién
ctru: Mo phoéng - thyc tai 4o, Cong nghé 3D,
Mat ma va An toan toan thong tin.
Tel 0985245868
Email: Buithetruyen@gmai.co

SO 03 (CS.01) 2018 TAP CHi KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 60


mailto:levantuan71@yahoo.com
mailto:Buithetruyen@gmai.co
Admin
Line




