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Tom tit: Hién nay Van nan hang gia, hang nhai, hang
luu thong khong c6 ngudn goc xuat xu, san pham chta
chat cim, doc hai dang anh huong tiéu cuc dén suc khoe
nguoi tiéu dung, truy xuat nguon goc dugc xem la mot
giai phap dé giai quyét Van nan trén va thuc su truy xuat
ngudn goc dang tré thanh van dé nong dugc quan tam trén
toan cau. Giai phap truy xuat kiém tra ngudn goc san
pham ezCheck [1] d4 dugc phét trién nham giai quyét van
dé néu trén. Tuy nhién, hién nay dit liéu cua ezCheck
dugc luu trir tap trung trén mot nhom server. Cac thdong
tin nay c6 thé bi sira x6a bai ngudi quan tri, boi hacker;
dan t6i do tin cay cua dir liéu chua cao. Bai béo nay tap
trung trinh bay gidi phdp ting cuong do tin ciy cua hé
thdng ezCheck bing cach ang dung cdng nghé
Blockchain théng qua mot sé kich ban thar nghiém.

Tir khoa: Blockchain, ezCheck, QRcode, chong gid,
truy Xuat nguan goC

. MO DPAU

Céac hé thong truy xuit ngudn goc hién nay Van con
nhiing han ché nhat dinh, chua dap @ng mong mudn cua
nguoi tieu dang. Hé thong ezCheck 12 giai phap xéc thuc
nguon géc (XTNG) san pham, hang hoa duoc phét trién
boi Vién cong nghé Thong tin va Truyén thong CDIT [1],
chéng hang gia va gin két nguoi tieu dung véi doanh
nghiép trong thoi dai s6 bang cach tao ra kénh théng tin 2
chiéu thdng sudt, minh bach giira doanh nghiép va ngudoi
tiéu ding (NTD) clng véi mot co ché xac thuc théng
minh. Giai phap sir dung cac cong nghé bao mat tién tién
va thdng minh nhat nham tao thuan loi t6i da cho ngudi
st dung san pham (NSD).

Ngoai viéc XTNG san pham va hang héa, ezCheck
con cung cap thém cac théng tin ma nguoi tiéu dung
(NTD) can biét khac nhu théng tin vé& 16 hang, vé& san
pham, vé nha san xuat (NSX). NTD s& dugc canh béo khi
mot goi hang/Ié hang c6 nguy co bi lam gia hay khuyén
céo vé han st dung da hét. Véi thao téc tai ung dung
ezCheck vé smartphone va dang ky mot tai khoan trén hé
thong, ta da c6 thé dé dang kiém tra dugc ngudn goc hang
hoa dinh mua. Mot khach hang thuong xuyén, than thiét
con dugc tiép can nhanh nhét t6i cac chinh sach khuyén
méi hién thoi cua NSX.
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Viéc ap dung cac céng nghé méi nhu cac ban ghi s6
hoéa (Digital Ledger Technologies ~DLT) da cai thién
dang ké cac quy trinh cung g san pham hang héa véi
cac yéu cau bao dam an toan thuc pham, chét luong san
pham [2]. Cong nghé sé hoa nhu DLT d3 dwoc phét trién
va thg dung rong rai, dac biét trong linh vuc nbng nghiép.

Tuy nhién, cac van nan hang gia, cac hanh vi lam sai
léch san pham, dic biét 1a cac mat hang ndng san dang c6
nguy co gia tang, dan dén nhitng thiét hai 16n ddi véi san
Xuét va kinh doanh, dong thoi 1am s6i mon long tin cua
ngudi sir dung. Pay 1a van dé thach thirc 1on dit ra di voi
cac nha san xuat, cac nha nghién cau giai phap céng nghé,
VGi co quan quan ly, véi nguoi tiéu dung va cac bén lién
quan.

Viéc theo vét va xac thuc san pham da tro thanh mot
nhu cau thyc té cap thiét, doi hoi cé giai phap méi dé dinh
danh, xac dinh va xéac thuc ngudn goc xuét xu.

Mot giai phap giai quyét van dé theo vét va xac thuc
san pham la sir dung c6ng nghé blockchain dé luu trit di
liéu theo trinh tu thoi gian, chdng viéc thay déi gia mao
trong toan bo quy trinh san xut, cung tng, phan phéi san
pham t6i tay nguoi tiéu dung [2,3,4].

Bai b&o nay trinh bay giai phap tang cuong d tin cay
cua hé théng ezCheck bang cach ung dung cong nghé
Blockchain. Phan tiép theo cua bai bao nhu sau. Phan 2 &
tong quan vé giai phap ezCheck va nhiing van dé con ton
tai cua giai phap. Phan 3 trinh bay giai phap tich hop
Blockchain véi hé thong ezCheck dé ting cuong do tin
cay. Phan 4 1a két qua thir nghiém trong thuc té.

ll. TONG QUAN EZCHECK VA VAN DE CON TON
TAI

A. ezCheck

ezCheck la giai phap truy xuat ngudn goc hang hoa,
chéng hang gia va gin két Nguoi tiéu ding (NTD) vdi
Doanh nghiép (DN)/Nha san xuat (NSX) [1]. Hé thdng
ezCheck thyc thi bang cach tao ra kénh thong tin hai chiéu
théng sudt, minh bach giita DN va NTD ciing véi mét co
ché xac thyc thong minh.

TAP CHi KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 42



TRUY XUAT NGUON GOC NONG SAN I’PNG DUNG BLOCKCHAIN

THI TRUONG

Ngudi tiéu ding

Hinh 1. Mé hinh hé théng ezCheck

Hai chic ning co ban cua ezCheck la: Truy xuét
nguon goc san pham; Kénh théng tin hai chiéu gitta DN
va NTD.

Khi DN str dung Tem/Nhén cé chtira ma ctia ezCheck,
NTD c6 thé quét ma céc san pham d6 dé xac thuc ngudn
gdc san pham hang héa. M3i don vi san pham s& duoc
gan mot ma duy nhat, thé hién dang QR code. Nha san
Xuit s& thu thap va cung cap thong tin ban dau trén hé
thong thdng qua giao dién Web (CMS module). Nguai st
dung dung smartphone quét QR code dé truy xuit va xac
thuc thdng tin cua san pham (Client module).
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Hinh 2. Quy trinh nghiép vu hé théng

Hé thong ezCheck duoc thiét ké thanh cac module
con, cac module nay c6 thé trién khai cing trén mot may
tinh voi md hinh nho hodc cé thé trién khai trén nhiéu
may tinh véi md hinh lon.
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Hinh 3. M6 hinh két néi hé théng ezCheck
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B. Vdn dé con ton tai

Céc thanh phan cua hé théng dugc tap trung trén mot
hodc mot nhém r]h(’) cac Server, do mot hoac mot nhém
nguoi quan tri, diéu nay dan tgi nhitng nguy co nhu:

- Thong tin luu tri trén server c6 thé bi chinh sira mot
cach don gian, de dang boi Hacker hodc chinh nguoi
quan tri hé thong;

- Dit ligu luru tri¥ tp trung, c6 thé c6 backup d phong
nhung rat dé bi x6a véi nhitng cudc tan céng c6 cha
dich;

- Thang tin vé san pham, hang hoé tap trung ¢ ting bo
phan, chua c6 moi lién hé gitta cac khau trong chudi
cung ung vai nhau.

Nhu vay, do tinh chét tap trung, phu thudc vao con
ngudi ma cac giai phap hién nay c6 do tin cay, tinh minh
bach chua cao. Dé khic phuc van d& nay, mét trong
nhitng giai phap hién nay Ia chuyén mé hinh hé thng
sang m6 hinh phan tan. Dir liéu s& dugc phan tan ra cac
server vat ly khac nhau, khong thé thém, bét, stra, x6a di
liéu khi chua c6 sy dong thuan ciia cac bén tham gia. Day
ciing 1a ddc tinh co ban ctaa cdng nghé Blockchain.

Trong phan tiép theo, bai béo trinh bay vé giai phap
tich hop cong ngh¢ Blockchain vao h¢ thong ezCheck dé
khac phuc cac van dé han ché néu trén.

IIl. GIAI PHAP TiCH HQP BLOCKCHAIN VAO HE
THONG EZCHECK BDE TANG CUONG DO TIN
CAY

A. Gigi thigu cbng nghé Blockchain

Cong nghé Blockchain bit dau ndi 1én tir nim 2008,
ban diu duoc coi la thanh phan nén tang cua tién 4o
Bitcoin [5,6]. Blockchain cung cép tinh ning s6 cai ding
cho phan phéi va chuyén giao dit liéu tin cay, cé thé hoat
dong khong can tro gitp cua hé théng xac thyuc trung tam.

Cac ban ghi s6 cai dugc cap nhat va danh nhin ma héa
theo thoi gian phi hop véi tién trinh ghi dix liéu. Tinh
nang phan tan, tin cdy cta Blockchain to ra dac biét htru
ich khi sir dung cho cac hé thong tai chinh I6n, ddng thoi
cling htra hen &p dung cho nhiéu linh vuc khac trén pham
Vi rong.

Ké tir naim 2017, céng nghé Blockchain dd duoc
nghién ciru &p dung cho linh vuc cung tng thyc pham [7].
N6 cho phép NTD cé thé truy xuat ngudn goc xuit xir
thuc phdm théng qua tng dung trén dién thoai di dong.
Di c6 mot sé giai phép ap dung cong nghé Blockchain
cho n6ng nghiép nhu da néu trong [7]. Tuy nhién, viéc ap
dung cong nghé Blockchain phu thudc vao timg hé thong
su dung.

B. Su phu hgp cua Blockchain trong viéc tang cuong dé

tin cay

Blockchain 1a cong nghé luu trir dir liéu theo chudi.
MGi khéi dir liéu dwoc moc néi vai nhau théng qua cac
thuat toan phtrc tap nham dam bao khi khéi dir liéu da
dugc thém vao chudi thi khdng thé sira, x6a, thay ddi thir
tw vai cac cdng nghé tinh toén hién nay trong khoang thoi
gian cho phép. Vi ky thuat nay, cong nghé Blockchain
mang nhiing dic diém nhu:
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Khong thé lIam gia, khong thé pha hay cac chudi
Blockchain: chi c6 may tinh lugng tir méi ¢ thé can thigp
vao va giai ma chudi Blockchain va n6 chi bi pha huy
hoan toan khi khdng ¢ internet trén toan cau.

Tinh minh bach: Blockchain cung cip nhiéu buéc tién
to Ion trong viéc cai tién tinh minh bach khi so sanh vai
cach thirc ghi chép ho so va sb cai hién hanh trong cac
nganh cdng nghiép.

Loai bo don vi trung gian: cac hé théng dwoc xay
dung duva trén cdng nghé Blockchain cho phép loai bé cac
don vi trung gian lién quan dén hoat dong lap hd so va
chuyén giao tai san.

Tinh bét bién: khi giao dich hoic dit liéu da duoc ghi
bai ngudi nam gitr khoa bi mat, chi riéng nguoi khai tao
Blockchain mai ¢d, dir liéu d6 khdng thé stra chira, nd s&
luu lai méi méi.

Tinh phi tap trung: céc hé thdng xay dung duya trén
cong nghé Blockchain c6 thé hoat dong trén mang ludi
may tinh phi tap trung, nham giam thiéu rai ro bi tin
cong, thoi gian chét méay chi va that thoét dit liéu.

Do tin cay: céc hé théng xay dung dya trén cong nghé
Blockchain gia tang d6 tin cay gitra cic bén giao dich nho
tinh minh bach dugc cai thién va mang luéi phi tap trung.
Ddng thoi loai bo cac don vi trung gian tai cac quéc gia
noi con ngudi khd co 1ong tin vao don vi trung gian trong
giao dich.

Nhu vay, cac tng dung dua trén cdng nghé
Blockchain s& ké thwra cac thudc tinh, dic diém
Blockchain, dac biét 1a vé do tin vay. Thuc té, cac nghién
ctru trén thé giéi va ¢ Viét Nam déu chi ra rang, cong
nghé Blockchain 1a tng cir vién hang dau cho céc giai
phép xéc thuc.

C. Mé hinh #ng dung céng nghé Blockchain vao sdn

pham ezCheck

Blockchain hoat dong theo md hinh mang phéan tan,
mdi khéi dir liéu dugc thém vao chudi can phai ¢ su
ddng thuan cua tat ca cac node mang, dong thoi cac khdi
dir liu nay ciing dwoc thém vao tat ca cac node, sb luong
node mang cang Ion, do tin cay cang cao, dir liéu duogc
nhan ban nhiéu hon, s§ lugng can dong thuan cao hon.
Nhu viy, dé ting cuong do tin cdy, Blockchain dd danh
d6i v6i khong gian luu trir va toe do xir 1y. D6 ciing 1a ly
do ma Blockchain rat phii hop véi tién dién tir va ciing da
phat trién rat manh cung véi tién dién tr.

Do d6, dé phat huy duoc wu diém cua Blockchain thi
cac ung dung trén nén cdng nghé Blockchain thudng cd
hai loai dix liéu la dix liéu on-chain va dir liéu off-chain;

Dir liéu on-chain: la dir liéu Ivu trén mang Blockchain,
thuong 13 cac dir liéu ngan gon, ¥ nghia nhu cac ma bam,
cac su kién sinh ra trong qua trinh thém, bét, sira, x6a
théng tin khi thuc hién quy trinh nghiép vu cua dich
vy/tng dung.

Dir Iiég off-cha}in: la dir liéu multimedia c6 kich thuéc
160, c6 thé thay dbi sinh ra trong qué trinh thuc hién quy
trinh nghiép vu cua dich vu/ing dung.

SO 02 (CS.01) 2019

Cac chirc néng, flow trao déi
gilta cdc chirc ndng

Quy trinh nghiép vy

"D liéu
on-chain

Dirligy |
off-chain |

DI liéu I trén hé thang,
phuc vy cac chire ndng
nghiép vu clia hé théng

D liéu Iuu trén Blockchain
phuc vy viéc xdc thuc

Hinh 4. M6 hinh (rng dung Blockchain

Khi tich hop Blockchain vao h¢ thdng ezCheck, nhiing
dix liéu hién tai cua hé théng duoc coi la dit liéu off-chain,
con nhf;ng dir liéu on-chain la nhitng dit liéu s& duoc su
dung dé x&c thuc thong tin la ding hay sai, c6 bi chinh
Stra gi khong nhu:

M3 bam cua cac dgr lieu offchain (Text, hinh anh, &m
thanh, video vé san pham)

Lich sur cua nhirng giao dich trong hé ghéng ezCheck
nhu kich hoat ma, thém/sira/x6a thdng tin vé san pham,...

Blockchain
Plztform

Nha san i,

o Backend
ddng goi

Hinh 5. Kién tric hé théng xac thuc ngudn géc tng
dung Blockchain

Céc dbi tugng (actor) cua hé thong:
- Nha san xuét/dong goi,
- Nha trung gian (van chuyén, déng goi lai, siéu
thi, ban 18),
- Nguoi tiéu dung.
Céc dbi tugng tham gia giao dich trong hé thong déu dugc

cap mot dia chi Blockchain, dia chi nay dugc cap khi
dang ky su dung hé thong. Céac ddi twong tham gia hé
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thdng c6 quyén thém cac thong tin trong hé thong, mdi
hanh dong nay la mot giao dich. Thong tin dugc tao ra
trong giao dich nay la hinh anh, mé ta, ngay gio,... duoc
bam ra va gui 1én trén hé thong Blockchain vaéi FromiID la
dia chi Blockchain cua céc ddi twong tao ra thong tin.

IV. THZP NGHIEM TRONG THU'C TE

A. Mb hinh trién khai thi nghiém

Xét vé do tin cay, Public Blockchain duoc coi la ¢6 do
tin cay cao nhat vi dit liéu on-chain duoc public va luu trix
phan tan trén toan mang, nhung viéc gui dir liéu 1én chudi
s& bi tinh phi. Viéc nay phi hop véi nhitng san pham c6
gié tri cao, con nhitng san pham khéc c6 thé c6 nhiing giai
phép khac phi hop hon nhu mét nén tang Private
Blockchain chang han.

Trong pham vi nghién ctu, huéng toi mot mot giai
phap c6 do tin cay cao nhat ciing nhu sin sang lam chu
nén tang Blockchain, nhém thuc hién di dung mot hé
thong Blockchain noi bo dwa trén nén tang opensource
Ethereum. Pay la mot trong nhiing nén tang Public
Blockchain V2.0 phé bién nhat hién nay.

B. Case study:

Trong qué trinh thuc hién, nhém nghién ciru da tién
hanh thir nghiém h¢ thong xéc thuc nguon géc ting dung
cong nghé Blockchain vao quan ly chudi hanh trinh va
truy xuat nguon gbc cuaa giéng cay trong tai vién Sinh thal
rimg va modi truong dugc thanh lap theo Quyét dinh sb
1583/Qb/BNN-TCCB, ngay 01/06/2006 cua Bo trudng
Bo Nong nghiép va Phat trién nong thon, truc thuoc
Trudng Dai hoc LAm nghiép Viét Nam. Dia chi: Thi trén
Xuén Mai, huyén Chuong My, Ha Noi.

So dd mo hinh hé théng thir nghiém duoc biéu thi trén
Hinh 6.

Véi y tuong la coi mdi cay gidng la mot dbi tugng véi
cac thuoc tinh riéng voi cac thong sé can theo dbi (vi tri
trong, diéu kién moi truong, kich thudc cay, ché do cham
soc, cac hoat dong cia ngudi cham séc tac dong Ién
cy...). Dit liéu ciia ddi tugng nay dwoc luu tap trung trén
server. Mdi déi tuong (cdy) dugc dinh danh bing 1 ID
duy nhat (du6i dang dwong link web) va thé hién dudi
dang QR code, QR code nay dwoc gan tai vi tri trong cay.
Nguoi chdm s6c hang ngdy s€ su dung smarphone véi
phan mém SCAN QR code dé cip nhat céc thong tin
thdng s6 (dang trang théi, s6 do hay hinh anh) tai thoi
diém kiém tra |én server. Phia server s& ty ¢ong phan tich
dir liéu tao ra cac bao cdo, cac canh bao hay cac su kién
nhac lich cho ngudi chiam soc. Ngoai ra, hé thong ciing
cung cap chic ning XTNG cay gidng khi dugc ban trén
thi truong ddng thoi tao ra kénh hai chiéu giita nguoi tao
ra cy giong ciing nhu nhitng NSD.

http://new.ezcheck.vn/cl/ma_sp

http://new.ezcheck.vn/c2

Xac thyc/thém thong tin

Quan ly sdn pham, hang hod

Hinh 6. M6 hinh trién khai thtr nghiém ctia hé théng

Hé théng xac
thwe nguén géc

http://new.ezcheck.vn

Nén tang
Blockchain
http://blockchain.ezcheck.vn
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Hé théng trién khai thir nghiém dwoc mo ta chi tiét ¢
hinh 7 dudi day:

Thong tn binh thong

Thong tn 42 bj thay do1

Thong tn
chmg

6 L b e 4 0 B
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oy ————— |
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"Is': "

Hinh 7. Giao dién sdn phdm trurée khi bj s x6a théng
tin

V. KET LUAN

Bai bao da trinh bay mét ing dung cua Blockchain
trong viéc ting cuong do tin cdy cua giai phdp xac thuc
ngudn gdc hang héa ezCheck. Viéc str dung tem ezCheck
va dich vu xac thuc ngudn gbc cua ezCheck c6 thé gilp
dam bao céc san pham cua DN khi ra thi truong ludn
duoc xac thyc ngudn géc rd rang va cé kénh két ndi truc
tiép t6i NTD.

Hién san pham nay da dugc chuyén giao cong nghé
cho Téap doan Buu chinh Vién théng Viét nam VNPT dé
cung cap dich vu trén ca nudc voi thuong hiéu VNPT
Check.
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TRACING ORIGINAL AGRICULTURAL
RESOURCES APPLICATION BLOCKCHAIN

Abstract: At present, the problem of counterfeit goods,
pirated goods, circulating goods of non-origin origin,
products containing banned and toxic substances that are
negatively affecting consumer is health, traceability is
considered a solution. To solve this problem and actually
traceability is becoming a hot issue of global concern.
Solution of traceability inspection of ezCheck products [1]
has been developed to address the above problem.
However, currently the data of ezCheck is stored centrally
on a group of server. This information can be deleted by
the administrator, by the hacker, leading to low data
reliability. This paper focuses on presenting solutions to
enhance the reliability of ezCheck system by applying
Blockchian technology through a number of test
scenarios.

Keywords: Blockchain,
counterfeiting, tranceability.
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