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PO KIEM DU LIEU CUOC
TREN MANG 4G

Hoang Manh Thang’, Hoang Thi Thu’, Hoang Pang Hai”
'Vién Cong nghé thong tin va truyén théng CDIT
*Hoc vién Cong nghé Buu chinh Vien thong

Tém tit: Céc hé thong thong tin di dong 3G/4G sir
dung phuong thirc tinh cwdc dya trén luu luong di
liéu do thué bao sir dung. Hé théng tinh cudc dua vao
luu lugng sur dung dang dugc ap dung rong rédi bai cac
nha mang tir nhiéu ndm qua va da chung to hiéu qua
trong thyc té. Tuy nhién, d chinh xac khi ghi di liéu
cudc con tly thudc vao mot s6 yéu té nhu kha ning
ddng bo gitra hé thong tinh cude va thiét bi dau cudi,
tinh chinh xéc trong trich xuat di liéu cudc, doi soat
cudc, sy dong bo khi thuc thi cac chinh sach vé cudc.
Do kiém, danh gia chét lugng dit liéu cudc 1a mot van
dé khoa hoc va thyc tign, can cé giai phép xir ly thoa
dang. Cac phuong phap, cong cu, bai do kiém theo
tiéu chuan qudc gia da ban hanh t6i nay mai chi tap
trung vao van d bao hiéu, tbc d6 download, upload
cho cac mang 3G tré vé trudc. Van chua co cac giai
phap do kiém cu thé cho hé théng mang thong tin 4G,
1& mang méi dang duoc trién khai rong réi hién nay.
DPam bao chét lugng dich vu tét nhat cho khach hang
ludn 1a nhiém vu quan trong nhat cua cac nha mang.
Do vay, yéu cau vé do kiém va danh gia dir liéu cudéc,
bao dam do chinh xac ghi di liéu cudc 1a rat can thiét.
Bai bao nay trinh bay mét giai phap dugc dé xuat dé
do kiém, danh gia dir liéu cudc cho mang 4G. Giai
phap bao gom phuong phéap do kiém, cong cu do
kiém danh gia va ddi soat dir lidu cudc.

Tir khéa: Mang 4G, do kiém cude, trich XUt dir
liéu cude, dbi soat cudc, md phong dau cudi.

. MOPAU

Céc hé thong thong tin di dong da va dang ngay
cang cung cip thém nhiéu dich vu dir liéu méi cho
ngudi dung. Su phat trién nhanh chéng cua mang
thong tin di d6ng 3G va mai day 1a mang 4G da cho
phép cac dich vu dir liéu da dang.

Khi mang di dong 3G/4G duoc trién khai, cac thiét
bi di dong dau cudi nhu dién thoai thdng minh, may
tinh bang, ngay cang phé bién. SO lugng nguoi dung
ngay cang nhiéu. S6 lugng truy cap mang dé sir dung
céc dich vy dir liéu di dong ngay cang tang.

Theo thong ké trong [1], sy bung nd cia mang
thong tin di dong thé hé méi va sy gia ting dang ké
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cua cac dién thoai thdng minh, may tinh bang da
nhanh chéng tiép can va phuc vu tGi 72% dan s6 Viét
Nam.

Céc con s thdng ké tai Viét Nam [1] cho thay, t6i
72% dan sé s dung Smart Phone, 68% dan s sir
dung Smart Phone dé két ndi mang Internet, 25% dan
sb st dung céc dich vu Internet hang ngay trén thiét bi
di dong, co t6i 53% cac giao dich mua ban duoc thuc
hién truc tuyén qua dién thoai théng minh. Con sb
ngudi st dung Internet tai Viét Nam da vugt qua 57%
dan sb. 70% sb thué bao di dong s dung dich vu
3G/AG.

V6i tde d6 phat trién mang 3G/4G va phat trién cac
dich vy dit liéu nhu hién nay, van dé bao dam chét
luong dich vu va dac biét 1a dir liéu cudc dang la muc
tiéu hang dau cua cac nha mang nham mang lai uy tin,
chat lugng va phat trién thi trueong.

Theo cac bao cao dinh ky cia Bo Thdng tin va
Truyen thong [1], céc bo tiéu chuan do kiem chit
luong mang luéi cling nhu do cudce vién théng luén
duoc kiém tra va cong b thuong xuyén. Theo khao
sat méi day (Thang 6/2017) vé mic do phét trién
mang 4G [2], Viettel 12 mot trong s it cac nha mang
c6 chat lwong phi s6ng 4G tiéu biéu. Chét lugng phu
song dua trén cac tiéu chi la cuong do tin hiéu song,
sy duy tri lién tuc cia song 4G, do6 phu song...

Dé dam bao mang lai chat luong dich vu t6t nhat
cho khach hang, cac nha mang ngoai viéc thuong
xuyén cong bé chit lwong mang theo yéu cau cia nha
nudc, con tu do kiém, danh gia chét lvgng mang nham
chu dong phat hién cac nguy co, danh gia kha nang
m& rong mang ciing nhu wng phd voi céc tinh hudng
c6 thé gay hai cho mang.

Tuy nhién, c4c cong cu, cac bai do theo tiéu chuan
duoc nha nude ban hanh méi chi tap trung vao béo
hiéu, tbc d6 download, upload cho cac mang 3G tro vé
truge, chua c6 cho mang 4G. Dic biét, van dé vé do
chinh xéc ghi cudc cta dit liéu van con chua duoc giai
quyét thoa dang.

Céc hé théng thong tin di dong 3G/4G st dung
phuong thire tinh cudc dua trén luu lugng dir liéu do
thué bao sir dung. Hé thdng tinh cuéc dwa vao luu
lugng su dung dang duoc &p dung rong réi boi cac nha
mang tir nhiéu nim qua va da ching té hidu qua trong
thuc té.
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Hinh 1. Kién tric hé théng ghi cuée trong mang 3G/4G mién PS (Packet Services) [3]

Tuy nhién, d6 chinh xac khi ghi dit liéu cuéc con
tly thuoc vao mot sé yéu té nhu kha ning dong bo
giita hé théng tinh cudc va thiét bi dau cudi, tinh chinh
X&c trong trich xuat dir liéu cude, dbi soat cudc, su
ddng bo khi thyc thi cac chinh sach vé cude. Do kiém,
danh gia chat luong dit liéu cudc 1a mot van dé khoa
hoc va thuc tién, can c6 giai phép xir Iy thoa dang.
Han ché 16n nhat hién nay 1a van chwa c6 mot giai
phap do kiém do chinh xac ghi cudéc cho hé thong
mang 4G.

Bai b4o nay trinh bay mot giai phap dugc dé xuat
dé do kiém, danh gia dit liéu cudc cho mang 4G. Giai
phép bao gom phuong phap do kiém, cong cu do kiém
danh gia va ddi soat dir liéu cudc.

Phan con lai cua bai bao duoc bd cuc nhu sau.
Phan Il gioi thiéu vé nguyén 1y tinh cudc dit lidu co
ban, kién trac ghi cudc va qué trinh ghi cude. Phan 111
trinh bay vé van dé do kiém di liéu cudc. Phan IV
trinh bay vé giai phap do kiém dir liéu cudc. Phan V 1a
cac két qua trién khai thir nghiém. Cudi cung, phan VI
14 két luan bai.

Il. NGUYEN LY GHI DI LIEU CUPO'C TRONG
MANG 3G/ 4G

A. Kién tric hé théng ghi cuée dir lidu

Hinh 1 14 so do tong thé cua hé thong ghi cudc cho
mang 3G / 4G [3] va Hinh 2 1a so @6 kién tric logic
cua hé thong ghi cudc [4].

Theo mé ta trén hinh, cac thanh phan mang 3G
gom mang RAN (Radio Access Network) va mang
truc CN (Core Network). Mang RAN bao gém thiét bi
dau cudi nguoi dung UE (User Equipment), tram gdc
Node B, khéi diéu khién mang vé tuyén RNC (Radio
Network Controller). Mang RAN trong hé théng 4G
khéng con RNC do tram gbc eNodeB dam nhiém
thém vai tro diéu khién mang v tuyén. Mang RAN
cho phép céc truy nhap tir thiét bi nguoi ding ti mang
I1Bi, thuc hién cac giao dich trao dbi dit liéu véi mang
16i va mang dit liéu (mang Internet).

Céc thanh phan chinh cua mang 18i PS la nat
GPRS (Serving GPRS Support Node) va nit GGSN
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(Gateway GPRS Support Node). NGt mang SGSN cé
trach nhiém chuyén céc géi dir lidu tir va toi cac UE
trong pham vi vling pht sng. Nut mang GGSN phuc
vu nhu mot Hub gitta SGSN va mang dir liéu bén
ngoai, dién hinh Ia mang Internet. Hé thong ghi va tinh
cudc mién PS dugc biéu thi trén hinh 1 véi sy tham
gia cua SGSN va GGSN, khéi BD (Billing Domain),
khdi chirc ning cong tinh cuéc CGF (Charging
Gateway Function), va hé thong tinh cudc truc tuyen
OCS (Online Charging System). Dé phuc vu yéu cau
tinh cudc thuc té, hé thong cho phép thuc hién cac ché
d6 tinh cudc tryc tuyén (online) va tinh cudc ngoai
tuyén (offline) (duing cho céc dich vu tra truéc) [3].

IGPP network

Subsystem

Hinh 2. So dé logic ctia hé théng ghi cuée [4]

Hinh 2 mé ta so do ghi cuéc cua hé thdng, trong
d6 chiéu mii tén biéu thi huong ludng théng tin di
liéu tinh cude, Rf 1a sy Kién tinh cudce, Gs la cac ban
ghi cudéc CDR (Charging Data Record), Bs la cac tép
ghi dir liéu cudc.

B. Qué trinh ghi curoc dir liéu
Hinh 3 biéu dién qué trinh ghi cuéc cho mot dich
vu dir liéu.

Qua trinh ghi cudc dugc mo ta theo cac budc sau,
trong vi du ngudi dung A sir dung mét dich vu dit liéu
truy cap vao Internet.

- Nguoi dung A truy cap Internet tir thiét bi di
dong UE (vi du sur dung giao thuc HTTP). UE
trudc hét thiét 1ap mot Bearer (Thé nhu cau)
thbng qua giao thuc PDP (Packet Data
Protocol).
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Hinh 3. Qua trinh ghi cwéc cho dich vu di liéu [3]
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- Sau khi klch hoat v&i PDP, thiét bi UE khai tao
mot két ndi véi mang Internet thong qua SGSN
va GGSN. Cac nat mang SGSN va GGSN sé
gan mot the dinh danh tinh cuéc cho thé nhu
cau dugc thiét 1ap vai PDP ¢ buac 1.

- SGSN va GGSN tao mét ban ghi cuéc CDR su
dung thé dinh danh tinh cudc (Charging 1D) va
san sang ghi dir liéu trao d6i gitra nguoi dung
va Internet.

- Dit liéu cude duoc ghi theo luong dit lidu can
cir vao 5 tham so: Dia chi IP nguon, cong
nguon, dia chi IP dich, cong dich, ID cua giao
thirc sir dung (nhu TCP hay UDP). Vi du luong
dix liéu HTTP s& c6 dang (*, *, *, 80, TCP).

- Ludng goi tin yéu cau duoc gui tr nguoi dung
A t6i Internet dugc dinh tuyen gqua SGSN va
GGSN trong qua trinh két ndi Internet.

- SGSN va GGSN thyc hign ghi dir ligu cuoc
lién tuc bang cach chuyén doi luu luong di ligu
trao d6i thanh cac ban ghi CDR tuong tng.

- O budc cudi cung, sau khi két thic dich vy,
thiét bi UE dong Bearer va phién HTTP. Cac
ban ghi CDR dugc dong va chuyén t6i BD
(Billing Domain). Khéi BD s& tao ra hoa don
cudc trén co sd thé dinh danh cudc (Charging
ID) twong tng.

Hinh 4 13 vi du v& mot ban ghi dit liéu cudc.

Date | Time TofFrom Type Direction  Msg/Kb/Min
03/04 | 09:21 PM InternetMEdia Net | Sent 31KB
03/04 | 08:07 PM {IrternetMEdia Netl| Sent 4385KB
03/04 | 06:16 PM InternetMEdia Net | Sent 65KB
03/04 [ 02:45PM MEdia Messaging | Sent 12KB

Hinh 4. Vi du vé ban ghi di¥ liéu cuéc [3]

Nhu vay, qué trinh ghi cuéc lién quan mat thiét
dén kha nang dong bo giira hé thong tinh cudc va thiét
bi dau cudi, tinh chinh xé&c trong trich xuat dir liéu
cudc. Ngoai ra, @6 chinh xac ghi cudc con phu thude
vao qué trinh ddi soat cudc, thyue thi chinh sach cudce.
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Thuc té hién nay, viéc do kiém ghi cudc va tinh
cudc van do cac nha mang chi dong do kiém va cong
b két qua. Theo béo céo [5, 6], két qua do kiém cua
cac nha mang nhu Vinaphone, Mobifone va Viettel
déu dat yéu cau so véi quy chuan cia Bo TT&TT
(QCVN 81:2014 / BTTTT). Yéu cau d6 chinh xac can
dat theo quy chuén 1a > 90%. Vi du, d6 chinh xac ghi
cudc cua mang VinaPhone dat 99.93% [5].

ll. VAN BDE PO KIEM DI LIEU cUOC

Nguoi st dung thudng quan tdm dén cach tinh
cuée nhu thé ndo. Thuc té 1a nguoi sir dung mong
muén tra phi cho nhitng gi ho thuc sy nhan dwoc tai
thiét bi dau cudi, nghia 1a tra theo luu lwong dir liéu ho
nhan duoc [7, 8]. Tuy nhién, cac hé théng tinh cudc
khdng phai Iac nao ciing thyc sy chinh xac. d6 chinh
xé&c khi ghi dit liéu cude con tiy thuoc vao mot sé yéu
t6 nhu kha ning ddng bo giira hé théng tinh cudc va
thiét bi dau cudi, tinh chinh xéac trong trich xuét di
liéu cudce, ddi soat cude, sy dong bo khi thuc thi cac
chinh sach vé cudc. Van dé dat ra 1a mae do chinh xac
cua viéc ghi dir liéu cudc thé nao?

Dé xac dinh muc d6 chinh xé4c trong ghi dit liéu
cudc, co thé xay dung mot bo cong cu do kiém dit
gitta mang 3G/4G va thiét bi dau cudi nguoi ding.
Thiét bi s& thu thap luu lwong mang thuc té ¢ hai dau
cudi mang va so sanh véi dir liéu cude ghi duoc tai hé
thong ghi cudc mang 3G/4G. Muyc tiéu dat ra 1a do
kiém dé xac dinh nhiing gisi han va han ché c6 thé
xay ra trong viéc ghi dir liéu cudc.

~ Viéc ghi dit ligu cudc trong h¢ thong mang c6 thé

do6i dau véi hai van deé:
- Dir liéu tinh cudc duge ghi nhu thé ndo? Hé
thong ghi dit liéu cudc ligu co xur 1y duoc cac

tinh huong trao doi dir lidu giira thiét bi di dong
va dau cudi mang Internet hay khéng?

- Dit liéu tinh cude duge xir Iy nhu thé nao? Co
su khéc biét trong tinh cudc cho céc loai dich
vu dir ligu, cac luu luogng khac nhau hay
khdéng?

Vén d& tha nhét lién quan dén kién trac hé théng
ghi dir liéu cuéc va qué trinh ghi dit liéu cude. Nhu
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mo ta trén hinh 1, luong dir liéu tir dau cudi téi dau
cudi dugc truyén qua it nhit 5 thanh phan chinh cua
mang la: UE, RAN, CN, mang Internet va may chua
dau cubi. Tuyén truyén rd rang l1a can bao dam théng
sudt dé viéc ghi dir liéu chinh xéac. Khi co 15i trén
duong truyén hodc & mot nat mang bat ky doc theo
tuyén, hé thdng mang phai c6 kha ning tu chuyén
hudng va qua trinh d6 can dugc xur ly trong pham vi
thoi gian rat nho, khong lam gian doan qua trinh
truyén dir liéu va ghi dit liéu cudc.

Van @ tht hai lién quan dén cach xa ly dir ligu
cuéc. Cach thie d6 phu thuoc vao kiéu dir lieu dac
trung cho ng dung va vao chinh sich tinh cudc.
Thong thudng, Vain dé nay lién quan dén hé théng bao
hiéu. Ban tin bdo hiéu cung cap théng tin lién quan
dén loai hinh dich vu duoc truyén qua mang.

Nhu di phan tich trong [9], thuc té dit ligu ghi
cudc cO luc khdng phan anh ding phuong thic “tra
cudc theo lugng dir liéu sir dung”. Viéc ghi dir liu
cuéc phu thugc vao kha ning ddng bo giira thiét bi dau
cudi UE va mang, cu thé 1a hé thong ghi dit liéu cudc.
Vi du, mot khoang tin hiéu yéu c6 thé lam sai léch sé
lwong dit lidu gitra UE va tram gbc, do d6 anh huéng
dén hé thong ghi dit li¢u lwu lugng tai trung tam. Dung
lwgng truyén s& co su khéc biét gitra dau cudi UE va
mang CN. Sy sai léch vé luu luong dir ligu ciing co thé
xay ra gitra cac phan doan mang cua mang CN. Su sai
Iéch nay duoc goi 1a Badput trong luu lugng [9].

Mot vi du dién hinh vé Badput duoc thé hién trén
Hinh 5.

1 4G TD-LTE 101 OP1 HUAWEI X1 2012
2 4G TD-LTE 106 OP1 HUAWEI X1 5190
3 3G UMTS 80-85 OP1 HUAWEI X1 4280
4 2G GPRS 69 OP1 HUAWEI X1 4980
5 3G UMTS 120-inf OP2 HTC g10 7169

Hinh 5. Vi du vé mirc d6 sai léch trong di lidu

cwoc ghi duoc [9]

liéu cude ghi dugc 1a 2.012 Mbytes. Thuyc hién bét giir
lru lwong mang véi cong cu Wireshark [10], ta c6 thé
thiy Iuu lugng ghi dwoc boi hé thdng gom nhiing
thanh phan sau:

- Luu luong Goodput (1.8 Mbytes) chi chiém
34% trong toan bo dir liéu cude ghi dugc.

- Khoang 4% tong luu lugng la duong nhu phai
truyen lai nhieu lan, do chat luong tin hi¢u. Dit
lieu buoc phai truyén lai do 16i goi tin, sai thir
tu goi tin TCP,...

- Phan 16n luu lugng duoc ding cho viéc tai thiét
lap ket noi nhieu lan. Dicu nay kho tranh khoi
do duong truyén vo tuyén co thé phat sinh
nhiéu 16, suy hao tin hi¢u do fading,...

Nhu phan tich & trén c6 thé thiy rang, do kiém,
danh gia chét luong dir liéu cudc 1a mot van dé khoa
hoc va thuc tién, can c6 giai phap xir ly thoa déng.
Han ché 16n nhat hién nay 1a vin chwa c6 mét giai
phap do kiém d6 chinh xac ghi cuéc cho hé thong
mang 4G.

IV. GIAI PHAP PO KIEM DI LIEU CUPO'C

Phan nay trinh bay mét giai phap do kiém dir ligu
cudc phuc vu cho doi sdnh dir liéu cuac. Noi dung
phan nay la hé théng do kiém dir liéu cudc mang 4G
do Vién CNTT&TT (CDIT) thuoc Hoc vién Cong
nghé Buu chinh Vién thong phét trién [11, 12].

Giai phép hé théng bao gdbm cac thanh phan chinh
nhu sau:

- B0 cong cu do kiém dit liéu cudc.

- Bo ¢ong cu md phong thiét bi dau cudi UE.
- Phan mém trich xuat dit liéu cuéc.

- Phan mém dbi soét dir liéu cudc.

Trong phan tiép theo, bai béo trinh bay cac thanh
phan chinh cua giai phap hé thong do kiém dir liéu
cuoc.

« X)

May do

Hinh 6. Hé thdng do kiém cuéc data 4G

Trong vi du, mot thiét bi dau cudi di dong UE tai
mot trang Web c6 kich thudc 1.8 Mbyes. Trong moi
truong mang 4G/LTE (xem dong 1 trén Hinh 5), dit

SO 01 (CS.01) 2019

A. Mb hinh hé théng do kiém dit liéu cuéc
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Viéc do kiém dit liéu cude cho mang 4G duoc thuc
hién trugc khi hoa mang, nham dam bao hé théng véan
hanh t6t truée khi di vao hoat dong. Tuy nhién, qua
trinh do kiém ciing c6 thé thyc hién khi mang dang
trong hoat dong, nham muc dich kiém dinh viéc ghi dix
lidu va ddi sanh dir liéu cude khi can.

Hé thong két ndi thuc hién do kiém dir lidu cude
cho mang 4G duoc biéu thi trén hinh 6. TE la thiét bi
dau cudi nguoi ding (trong truong hop thir nghiém,
TE 1a thiét bi dé kiém thu, tao ra Iuu lwong dé kiém
thir). eNodeB la tram gdc vo tuyén cua mang 4G. S-
GW 1a cdng phuc vu (Serving Gateway), P-GW la
cong mang dit liéu goi tin PDN (Packet Data Network)
(Hinh 1). Céng S-GW két ndi véi cong P-GW qua
giao dién S5/S8 [4]. Cong dit liéu goi PGW déu dugc
két ndi Internet.

May do 1a thiét bi do kiém dit liéu cudc dat tai giao
dién S1, gitta eNodeB va S-GW nham bt giit cac ban
tin béo hiéu gitra nat eNodeB va S-GW dong thoi bét
giir luu luong truyén qua mang. May do ciing tao ra
cac ban ghi dit liéu cuéc CDR phuc vu cho viée dbi
sénh.

B. Cong cu md phang thiét bi dau cusi TE

TE 1a bo cong cu md phong thiét bi dau cudi tao
cudc goi 4G (Hinh 7), tao ra luu luong bang cach s
dung cac USB 3G/4G dé¢ lay dir liéu phuc vu do kiém
dix liéu cude thu dugc tir may do cudc CDIT [11, 12].

o

Hinh 7. Cbéng cu mé phdng cudc goi 4G

C. Phan mém trich xudt da liéu cudc

La phan mém trich xuat dir licu CDR tir may do
sau khi da bat ban tin truyén tir eNodeB t6i S-GW. TE
duoc hd tro LTE va duoc khai bao trong mang. Sau
khi khai bao, TE dugc ciap nhat vao mang va dugc
phép str dung dich vu data.

’Céc cudc goi dir liéu dugc khqi tao tir TE. j’hao tac
thiét 1ap cuoc goi dugc ’Iap 7Iai nhicf:u lan cho dén khi c6
du dix liéu cudce can thiét dé do kiém.

Hinh 8 biéu thi dir liéu cudc thu dugc tir tong dai
mang 4G tir ngudn [12, 13]. Hinh 9 biéu thj di liéu
cuge thu dugc tr may do [12, 14]. Céc tap dix liu
cudc da trich xuit duoc s& duoc chuyén vao phan
mém dbi soat cudc.

D. Phdn mém ddi soat dir liéu cuoc

Phan mém nay thuc hién so sanh cac ban ghi CDR
sinh ra tor may do CDIT va cac CDR thu duogc tir hé
thong tinh cudc mang 4G [12].

Sau khi tap hop day du cac tép dir liéu CDR, phan
mém doi soat thuc hién so sanh cac truong dir liéu
nhu: Charging 1D (S liéu cuge CID), IMSI (S6 nhan
dang thué bao di dong qudc té), Opentime CDIT
(Thoi gian khi may do CDIT bét diu bt ban tin),
Opentime_SGSN / SGW / PGW (Thoi gian tong dai
SGSN / SGW / PGW bit dau bat ban tin),
Duration_CDIT, Duration SGSN / SGW / PGW,
Volume_CDIT, Volume_SGSN / SGW / PGW, Sai_
Léch_Duration, Sai_Léch_Volume.

V. KET QUA THW NGHIEM VA TRIEN KHAI
THUC TE

A. Bai do

Trong thyc té, viéc do kiém dir liu cude thuong
thuc hién truéc khi tong dai hoa mang, khong cé luu
lwong nén viéc nay khdng kha thi khi can so luong
I6n. Do vay, can ¢ cong cu md phong dau cudi dé tao
ra Iuu lwong can thiét phuc vu cho do kiém. Cong cu
mod phong sé tao ra cac ban ghi CDR can thiét dé cac
may do thu nhan [12].

3B EPG_SSR_GBTO1E_20171013163901_3071.c...
B EPG_SSR_GBTO1E_20171013163911_3072.c...
=B EPG_SSR_GBTO1E_20171013164401_3083.c...
B EPG_SSR_GBTO1E_20171013164401_3084.c...
=] EPG_SSR_GBTO1E_20171013164401_3085.<...
3B EPG_SSR_GBTO1E_20171013164401_3086.c...
3B EPG_SSR_GBTO1E_20171013164401_3087.c...
=B EPG_SSR_GETO1E_20171013164401_3088.c...
=B EPG_SSR_GBTO1E_20171013164411_3089.c...
=B EPG_SSR_GBTO1E_20171013164411_3090.c...
B EPG_SSR_GBTO1E_20171013164411_3091 .c...
3] EPG_SSR_GBTO1E_20171013164421_3092.c...
=B EPG_SSR_GBTO1E_20171013164951_3103.c...
B EPG_SSR_GBTO1E_20171013164951_3104.c...
=B EPG_SSR_GBTO1E_20171013165001_3105.c...
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Hinh 8. Di¥ liéu cuéc thu duoc tir téng dai mang 4G [12]
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J] Cuocl310GBT.1507888313.txt - Notepad

File Edst Format Ve Help

2306926833,452015100107972,1507888294,28,414,59.153.236.98,Fn Oct 13 16:51:34 2017
2317036789,452019104640691,1507888044,279,9560,59.1532.236.98,Fn Oct 13 16:47:24 2017
2293082283,452019131869191,1507888250,73,604,59.153.236.98,Fn Oct 13 16:50:50 2017
2311855971,452019130696127,1507887848,475,10279,59.153.236.98,Fri Oct 13 16:44:08 2017
2311891827,452010101532830,1507888271,52,3760,59.153.236.98,Fn Oct 13 16:51:11 2017
2317030693,452019900707899,1507887961,362,1771,59.153.236.98,Fri Oct 13 16:46:01 2017
2319627050,452019141933785,1507888322,2,176,59.153.236.98,Fn Oct 13 16:52:02 2017
2306088285,452010600652696,1507888275,49,633,59.153.236.98,Fn Oct 13 16:51:15 2017
2317046501,452010609998689,1507888161,163,633,59.153.236.98,Fn Oct 13 16:49:21 2017
2304874782,452019104640737,1507888021,303,6656,59.153.236.98,Frn Oct 13 16:47:01 2017
2311867491,452010101117424,1507887990,335,3931,59.153.236.98,Fri Oct 13 16:46:30 2017
2308784951,452019131717946,1507888150,175,2065,59.153.236.98,Fn Oct 13 16:49:10 2017
2304900462,452019119829802,150788832323,2,206,59.153.236.98,Fri Oct 13 16:52:03 2017
2312021180,452019167016804,1507888324,1,4068,59.153.236.98,Fn Oct 13 16:52:04 2017
2313016124,452019134872332,1507888262,64,808,59.153.236.98,Fn Oct 13 16:51:02 2017
2306089789,452019000753499,1507888294,32,706,59.153.236.98,Fn Oct 13 16:51:349 2017
2306921121,452019114785336,1507888227,99,3530,59.153.236.98,Fn Oct 13 16:50:27 2017

Hinh 9. Di¥ liéu cwérce thu dwoc tir may do [13]

Sir dung cdng cu md phong thiét bi dau cudi TE dé
khoi tao 10.000 cudc goi. Cac cudc goi nay st dung
dit liéu 4G c6 san dé do kiém.

Céc tép dir liéu cude cd dinh dang khac nhau, do
d6 cong cu trich xuat cudc déng vai trd tong hop va
chuin héa dit liéu dé chuyén cho phin mém déi soat
cudc xu ly.

B. Céc kich ban do kiém dit liéu curéc
1) Kich ban 1: Po kiém di liéu cuéc SGW

Po kiém dit liu cuéc SGW nham kiém tra danh
gia d¢ chinh xéc ghi cudc cia SGW.

Diéu kién do kiém: Hé thbng SGW va PGW hoat
dong binh thuong, c6 Iuu luong thuc. Hé théng duoc
céu hinh dé sinh ra ban ghi cudc (CDR) ddng thoi tir
SGW va tir PGW.

Hinh 10 trinh bay c4u hinh thir nghiém do dit liéu
cudc SGW [12].

- Lay tap CDR1 do SGW sinh ra va tap CDR2
do PGW sinh ra trong cung khoang thoi gian
lay mau.

- Thuc hién so sanh theo thoi gian va dung lugng
su dung cua hai tap CDR.

- Két qua mong mudn 1a do chénh léch t6i da vé
thoi gian va dung lugng str dung gitta hai tap la
0.1%. (Theo tiéu chuan nganh QCVN 36:2015/
BTTTT).

2) Kich ban 2: Po kiém dix liéu cwéc PGW

Do kiém dit ligu cusc PGW nham kiém tra déanh
gia do chinh xac ghi cudc cua PGW.

Diéu kign do kiém: Hé thong SGW va PGW hoat
d(:)ng binh ghu’(‘mg, ¢6 luu luong thuc. Hé (h()ng duoc
cau hinh d€ sinh ra ban ghi cuéc (CDR) dong thoi tir
PGW va tir hé thong tinh cuéc online OCS (IN).

Hinh 11 trinh bay cau hinh thir nghiém do dit liéu
cuéc PGW [12].

SGW POW

PGW

I !l
=] =]
| Sozdnh (Theo tidu chudn ndi bé cia Mobifone) |

Hinh 10. C4u hinh do kiém di liéu cwdc SGW

Dé thuc hién do kiém dir liéu cudc SGW, ching ta
thuc hién cac budc sau:

- Khoi tao 11.000 phién st dung luu luong (Pinh
tuyén luu lugng thuc hodc sir dung bo cong cu
mo phong dau cudi mang 4G véi 11.000 chu
trinh: ding nhap, download mét file nho, két
thuc).
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I !
=] (=]
| S0 sdnh (Theo tidu chuin ndi bd cia Mobifone) |

Hinh 11. C&u hinh do kiém di liéu cudc PGW

Dé thuc hién do kiém dir liéu cudc PGW, chung ta
thuc hién cac budc nhu sau:

- Khoi tao 11.000 phién sir dung Iuu lugng (Pinh
tuyén luu lugng thuc hodc sir dung bo cong cu
mo phong dau cudi mang 4G véi 11.000 chu
trinh: dang nhap, download mét file nho, két
thac).
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- Lay tap CDR do PGW sinh ra va tip CDR do
IN sinh ra trong cung khoang thoi gian lay
mau.

- Thuc hién so sanh hai tip CDR theo thoi gian
va dung lugng st dung.

- Két qua mong muén 1a do chénh léch téi da vé
thoi gian va dung luong sir dung gitra hai tap
CDR la 0.1%. (Theo tiéu chuan nganh QCVN

cudc goi gitta may do nhan dwoc va téng dai nhan
duoc tir Os dén 1s. Cac tham sb nay dam bao cho hé
thdng mang ra van hanh dat du tiéu chuan tir phia nha
mang [12].

Vi tong s6 mau (phién trao doi dix ligu) 1a 34.761
phién, ta c6 cac ket qua thé hién trén cac bang 1, 2, 3.

36:2015/BTTTT).

A B C 0o E F G H 1 ]
1 CHARGING 1D IMSI OPENTIME CDIT OPENTIME SGN  DURATION COIT DURATION SGN VOLUME COIT VOLUME SGN LECH DURATION LECH VOLUME
2 MIG6IEIET 4SN2EWA 13/I0/20175:41 13/10/2007 1641 2% x5 2087 3367 1 1280
3| A9TIST 4SM0M9EHA 13/10/20175:40 13/10/2007 16:40 8 3 40 1630 1 1280
4 240756208 452009544 13/10/20175:40 13/10/2017 16:40 n n 2305 3585 ! 1260
5 MIITMAL 4SI0M9EMA 13/N0/20079:40 13/10/201716:40 8 8 410 1690 0 1260
6 TSI 4SIOM9ENA 13I0/20179:35 L/10/200716:35 13 136 3904 sis4 0 1260
T 2443731901 4520096414 137002017940 137102017 16:40 41 4l 58 1532 1 1024
8 MISSHILS 45009644 13/10/20175:40 13/10/2007 16:40 2 3 2199 u 1 1024
9 JMSSETSBAI 4,51019E4 13/10/20175:40 13/10/2017 16:40 el pr 1751 1377 1 1024
10 415188334 4SNULEAA 13/10/2017%:41 13/10/2017 16:41 5 5 1470 2434 1 1024
11 MITH0IN 450096404 13M00/20179:39 131042017 16:39 10 9 un a7 1 1024
12 439565304 &5NISEAA 13/10/2017 941 13/10/2007 1641 » 1 747 8271 0 1024
13 2436620099 45MNSEAA 13/10/20179:35 13/10/2007 16:33 b, 2 3991 s01s 0 1024
14 MISINIEES 45N009E414 13L0/20179:35 131042017 16:35 g 1249 nn 0 1024
15, 2418767132 45019644 13/10/20179:41 13/10/2007 16:41 5 1359 nz ! |

Hinh 12. Két qué dbi soét diF liéu cuée cho hai CDR [12]

C. Két qud thiz nghiém

Trong céc kich ban thir nghiém néu trén, phan mém
trich xuat dir liéu cudc s& thuc hién thu cac ban ghi
CDR va ghi vao tép CDR tai may do.

Cac cudc goi md phong dugc thuc hién va hé thong
ghi cudc cua tong dai sé& thuc hién ghi cac ban tin
CDR dé tao thanh tap CDR tai tong dai.

Céc tap dir lieu CDR tir 2 phia theo céc kich ban
(vi duy tap dit liégu CDR nhu biéu thi trén hinh 8 va
hinh 9 & trén) duoc phan mém trich xuét tng hop.

Tiép d6, phan mém ddi sanh s& thyc hién so sénh
cac tap dit liéu cuéc CDR da ghi. Hinh 13 1a két qua
ddi soét dir liu cuéc EPG_SSR_GBTO1E (Tép két
gua EPG Pha2.GBT .xlsx, 13/10/2017) cho so sanh tép
CDR thu tr may do (ttp EPG.GBT Phase
2,13/10/2017 biéu thi trén Hinh 9) va tép CDR thu
duogc tir tong dai (tép dir lisu EPG_SSR_GBTO1E
20171013.rar, Phase 2, 13/10/2017 biéu thi trén
Hinh 8) [12].

Céc cong cu do kiém dit liéu cuéc mang 4G coa
Vién CDIT [11] da duoc st dung dé do kiém dir liéu
cuée cho céc tong dai SGSN, SPW, PGW, MSC. Cac
két qua ddi sanh dir lidu cudc thu duge cb do chinh
xac dén 99,9%, d6 chénh léch t6i da vé mat thoi gian
va dung lugng sur dung 1a 0.1% [12].

Theo két qua hién thi trén Hinh 12, ta thay két qua
chénh léch thoi gian (Duration) giita may do va tong
dai 1a rat thp, dao dong trong khoang tir 0 dén 1, do
chénh léch vé dung lugng (Volume) giita may do va
tong dai giam dan tir 1280 dén 0. Thoi gian chénh léch
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Béng 1. Ty 1é sé phién data bj ghi cuwéc sai

Tiéu chi Gia tri
Téng 56 phién data bi ghi cudc sai 15
Tong 56 phién data 34761
Tj 1¢ 36 phién Data bi ghi ciede sai (%) 0.043%

Bang 2. Ty Ié thoi gian bj ghi cwéc sai

Tiéu chi Gia tri
Téng thir gian sai lach ctia cée phién data bi ghi 867
cude sai (s)
Téng thoi gian cia céc phién data (s) 1.713.872
Ty 1 thoi glan bi ghi curde sai (%) 0.0506%

Bang 3. Ty Ié dung lwong bj ghi cuwéc sai

Tiéu chi Gid tri
Téng dung lweng sai lach cia céc phién data bi ghi 6711
cude sai (byte)
Téng dung lrong ciia cac phién data (byte) 18.047.810
1§ 16 dung licgng bj ghi cude sai (%) 0.037%

Cac két qua do kiém trén Bang 1, 2, 3 cho théy, h¢
thong do kiém dit liéu cude cho mang 4G da dap ang
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dugc nhu cau do kiém do chinh xac ghi cuéc mang 4G
nham néng cao chat luong phuc vu cia mang.

VI. KET LUAN

Bai bao d trinh bay vé mot giai phap cho do kiém,
danh gia dit liéu cudc cho mang 4G. Giai phap bao
gom phuong phéap do kiém, cong cu do kiém danh gia
va d6i soat dir lidu cudc. Bai bao da gidi thigu vé
nguyén 1y tinh cudc dit lidu co ban, kién trac ghi cudc
va qua trinh ghi cudc, trinh bayf van d¢ va giai phéap
do kiém dit lidu cudc. Cac két qua thir nghiém cho
thdy hé thong c6 tinh kha thi trong &p dung thuc tién,
gitp do kiém danh gia do chinh xac trong viéc ghi dir
liéu cudc, gop phan nang cao chat lwong dich vu cua
mang.
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MEASUREMENT TEST FOR CHARGING
DATA ON 4G NETWORKS

Abstract: 3G/4G mobile communication systems
use charging methods based on data traffic used by
subscribers. The traffic-based billing system has been
widely adopted by network operators for many years
and has proven their eficiency in practice. However,
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the accuracy of charging data recording depends on a
number of factors such as the ability to synchronize
between the billing system and terminal equipment,
the accuracy of data charge collection, charge control,
and the synchronization in implementing charging
policies. Measurement test and evaluation of the
charging data quality is a scientific and practical
issue, needing a solution to handle it properly. Current
tools, measurement tests and standards issued so far
only focus on signaling, download and upload speed,
and are still mainly for 3G networks. There is still no
specific solution for charging data measurement test
for 4G communication network, while this is the new
network being widely deployed today. Ensuring the
best service quality for customers is always the most
important task of the network. Therefore, the
requirement for measurement and evaluation of data
charges, ensuring the accuracy of charging data are
essential. This paper presents a proposed solution for
measurement test and evaluation of charging data for
4G networks. The solution consists of test methods,
tools for measurement test, evaluation and charging
data comparison.

Keywword: 4G networks, charging data test and
measurement, charging data collection, charging data
comparison, 4G end-system simulation.
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