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GIAI PHAP BIEU KHIEN CHONG TAC
NGHEN TRONG MANG loT
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! Hoc vién Céng nghé Buwu chinh Vién théng
2 Trirong Pai hoc Xay dung Ha Noi

Tém tit: Tic nghén mang 1a mot vAn dé tdn tai co
ban trong moi loai mang. Véi su phat trién gia ting
cua mang Internet van vét (IoT — Internet of Things),
s0 luong thiét bi két ni ngay cang nhiéu, nguy co xay
ra tic nghén mang ngay cang nghiém trong. Moi
truong mang loT c6 nhitng déc diém khac biét so voi
mang Internet truyén thdng. Do viy, cac co ché diéu
khién chéng tic nghén (CC — Congestion Control) cta
mang Internet truyén théng khong thé ap dung nguyén
ven cho mang IoT, doi hoi c6 nhitng thay 601 phu hop
dé bao dam thong luong va chit lugng truyen tin. Bai
bao phan tich cac diém khac biét trong diéu khién
chdng tic nghén gitta mang IoT va mang Internet
truyén thong, khao sat va phan tich mot s§ cong trinh
nghién ctru lién quan. Trén co s¢ khao sat cac co ché
diéu khién chdng tic nghén hién c6 va phan tich cac
dic thi cia mang IoT, bai bao tong hop mot sb hudng
giai phap diéu khién chéng tic nghén cho mang IoT.

T w k{w’a: Mang IoT, Téc ngh&n mang, biéu khién
chong tac nghén, Pinh trinh, Quan 1y by dém tich cuc

. MO'PAU

Khai niém mang Internet van vat (IoT - Internet of
Things) c6 tr khoang nam 1999, duoc dung dé mo ta
mang ctia da dang céc loai thiét bi co6 gin cam bién,
két ndi vao Internet. IoT duge xem nhu mét cong nghé
mang mdi két ndi van vat voi mang Internet, phuc vu
nhu cau tuong tac da dang gitra thé gioi vat 1y (gém
cac cam bién, cac bd diéu khién) véi thé gioi sb. Voi
dinh huo‘ng két ndi van vat cho nhimg vat thé thong
minh ¢6 kha néng tuong tac voi nhau, IoT tao thém
kha nang truyen tin méi glua nguorl voi vat the Va giira
vat the v6i vat thé, thay vi chi c6 mot co ché truyen tin
tmyen thdng 1a gitra nguoi voi nguorl [3, 47]. DBiéu d6
dan dén kha ndng phai tiép nhén va xu ly mot lugng
thong tin rat 16n tir mot s6 lugng 16n cac vat thé.

Mot dac trung cta mang loT 1a gdm rat nhidu bd
cam bién (Sensor) va cac bo thue thi (Actuator) [45,
35]. Cac bd cam bién 1am nhiém vu thu thap dir lidu tir
moi tmo‘ng B¢ thyc thi 1a mot th1et bi thuc hién cac
tac vu giam sat, didu khién 1am bién ddi mdi truong,
cu thé 1a b1en d6i dién ning thanh mot sb dang ndng
hrong nhét dinh nhu co nang, nhiét nang,v.v. Hau hét
cac tmg dung IoT déu can it nhat mot hodc nhidu bo
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cam bién va bd thuc thi. Trong cac tng dung do, mang
khong day dong mét vai tro quan trong. Vi I€ do,
mang cam bién khong day (Wireless Sensor
Networks) dugc coi 1a mdt thanh phan nén tang cua
mang [oT [18, 35]. Mat khac, cac cong nghé mang
khong day dugc sir dung cho két ndi & ting vat 1y gom
nhiéu chung loai nhu RFID, NFC, ZlgBee LoRa,
WiFi, 4G/LTE, v.v. [3, 35]. Diéu nay gy kho khan
cho céac co ché diéu khién va viée chuyén ddi giita cac
giao thuc tré nén phirc tap.

Céac mg dung IoT hét st da dang va phong phu,
dién hinh nhu y té tir xa, van tai thong minh, ngdi nha
thong minh, d6 thi thong minh, ndng nghi¢p thong
minh, ty déng hoa trong nha may, theo ddi day chuyén
san xuat giam sat moi truo‘ng, ung dung trong cong
nghi¢p, v.v. Sy da dang vé cong ngh¢ 16p vat ly va
céc dich vy, img dung véi cac ddc tinh luu lugng va
yéu cau dich vu khac nhau cua céac tmg dung loT dat
ra nhitng doi hoi khac biét vé cac kién tric mang
truyén tin va cac giao thirc mang nhdm dap ung yéu
cau cua turng loai ing dung d6.

Céc ung dung IoT ¢6 céc ddc trung dir liéu da dang
va yéu cau vé chat lugng dich vu (Quality of Serv1ce)
rat khac nhau [14, 25]. Sb hr(mg thiét bi [oT va luong
dir lidu tmyen qua mang IoT c6 thé rat 16n. Do vay,
mang [oT can ¢6 co ché CC (Congestion Control) phit
hop véi cac dic diém da dang néu trén.

Diédu khién chéng tic nghén trong mang IoT ¢o6
nhitng khac bi¢t so v&i trong mang Internet truyén
thdng. Mot phan 1a do phuong thuc truyén tai dit lidu
cua mang IoT co the theo nhiéu cach: theo sy kién,
lién tuc, theo truy xuét hodc hdn hop. Trong ung dung
theo sy kién, luu lugng mang binh thuong & mirc thap
va c6 thé dot ngot cao khi xay ra sy kién. Trong ung
dung theo kiéu lién tyc, cdc nat mang cam bién dinh
ky giri cac goi tin dén dich sau nhitng khodng thoi gian
xéc dinh. Trong u'ng dung theo kiéu truy xuat, nat
mang cam bién s& giri mot lugng dir liéu theo yéu cau
ctia nat dich. Ung dung hdn hop gém ca ba thé loai
ung dung néu trén [5, 25]. Ung dung IoT c¢6 thé yéu
cau thoi gian thuc, d6 tin cay, ndi dung da phuong tién
nhu am thanh, hinh anh, vén ban, video. Do viy, anh
huéng cua tic nghén trong mang IoT can dugc xem
xét cu thé.

Céac co ché CC cho mang Internet truyén théng
khong C(‘)p phl‘l hop, khong thé 4p dung ngay cho mang
IoT ma can c6 sy di€u chinh, stra d6i phu hgp. Co che
CC cua giao thre TCP (TCP-CC) duoc thiét ké chu
yéu cho mang c6 day truyén thong voi gia thiét su cb
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tic nghén du kéo dai de c6 phan hdi tir phia dau cu01
nhan. Co ché diéu khién twong d6i cham sau khi c6 thé
mét luong 16n dir li€u da duoc gui di. Néu luogng dir
liéu nho, co ché nay khong hi¢u qua [9]. Nhiéu nghién
ctru da chi ra TCP-CC khong dung duoc cho mang
[oT do phan tng chdm cta co ché di€u khién va kha
ndng phat hién tac nghen vidu[2,5,9,11, 19, 26, 46,
47]. Mot s6 nghlen ctru da chi ra nhiing han ché cy thé
cua TCP-CC vé tinh phtrc tap, du doan tac nghén chua
chinh x4c, suy giam dang ké thong luong mang, v.v.
khi ding cho mang IoT, dién hinh 13 cac nghién ctru
trong [10, 25, 13, 3, 14, 17, 20, 18, 35, 37, 4, 12, 31,
28]. Trong vai ndm qua, mot sd cong trinh nghién ctru
da dé xuat co ché CC riéng cho mang IoT, dién hinh 1a
cac cong trinh [8, 9, 30, 34, 20, 21, 18, 29, 32, 35, 44,
2,4,5,6,7,19,24, 28,31, 36, 39, 40, 43, 47].

Ngoai ra, moi truong mang loT khac bi€t cling tao
thém nhiéu kho khin cho co ché CC. Pién hinh la:
kién trac mang da dang va khac biét (gom nhiéu phén
doan Fog két ndi Cloud), céc 16p giao thuc hon hop de
lién két mang, cic du cubi ToT da dang va c6 nhiéu
han ché v tai nguyén (bo nhd dém, nang lyc xir 1y,
kénh truyén).

Vi nhimg 1y do néu trén, rt can nghién ctru phan
tich cac diém khéc biét trong CC gilra mang loT va
mang Internet truyen thong, de tar do c6 duge nhung
giai phap didu khién chdng tic nghén hi¢u qua va phu
horp bo la trong tam chinh cuda bai bao nay. Ngoa1 ra,
cac dong gop khac cua bai bdo la: khao sat va phan
tich mot s6 cong trinh nghién ctru lién quan, tong hop
mot sb huéng giai phap CC cho mang loT. B6 cuc
phan con lai cua bai bao gom: Phan 2 phén tich vé van
dé diéu khién chong tic nghén trong mang [oT so v6i
mang Internet truyén thong, Phan 3 trinh bay mot sd
nghlen ctru lién quan, Phan 4 trinh bay mot s6 hudng
giai phap va cudi cung 1a phan két luan.

Il. BIEU KHIEN CHONG TAC NGHEN TRONG
MANG IOT SO VOl MANG INTERNET
TRUYEN THONG

A. Diéu khién . ch6'1’1g tic nghén trong mang
Internet truyén thong
Tic nghen 1a mot hién tuong phd bién trén mang,
thuong xay ra khi cac nit mang khong thé xir 1y kip
cac goi tin dén, by dém luu gitr goi tin & nit mang bi

dén duoc Iuu vao bo dém nit mang, cho xtr ly aé dua
ra khoi nit mang theo mdt tuyén duong da chon dé
dén dich. Néu hrorng 2oi tin den cang 16n, thoi gian
nghén mang cang kéo dai, s6 goi tin bi loai bo do
khong con chd luu cang nhidu dan dén nguy co mang
té li¢t hoan toan.

Hinh 1 biéu thi mdi quan h¢ gitra luu lugng dau
vao, thong lugng va d¢ tre. Khi luu luong dau vao
tang, thong luong tdng. Bén trai diém gap (mang
khong tac nghén), b dém co kich thude vira du cho
céc goi tin dén, khong loai bo goi tin nao. DY tré co
thé tang nho khi c¢6 nhiéu g01 tin cho xu ly. Trong
doan gitra diém gap va diém giy, s6 goi tin duoc luu
trong bd dém cho duoc xn 1y ngay cang tang. Néu bo
dém khong du 16n, mdt s6 goi tin ¢6 thé bi loai bo do
cho qua lau hodc do tran bo nhé. SO luong goi tin loai
bo va so goi tin dugce xu 1y, chuyen tiép phu thudc vao
ndng lyc xu ly cua nat va toc do kénh truyen Khi luu
luong tlep tuc gia ting, bat dau tir diém gdy, toan bd
g6i tin dén déu bi virt bo va mang té liét hoan toan.

A
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Luu lwong déu vao

Hinh 1. Hién twong tic nghén mang

Nguyén tic chung cua diéu khién chdng tac nghén
12 duy tri hoat dong cia mang ¢ bén trai diém gap,
hodc t6i thiéu bén trai diém giy.

Céc co ché diéu khién va chdng tic nghén co thé
chia thanh hai nhém: co ché vong hé va co ché vong
kin (xem hinh 2) (tom lugc tir [16]).

e Cac co che Vong hé: M&i nit mang ty kiém
soat luu luong dau vao, du ra phu hop vdi trang thai
nat, khéng c6 thoéng tin phan hdi tir phia mang hoic
nat nhan. Co ché phd bién c6 thé 1a quan 1y bo dém

Cac co ché diéu khién chong
tic nghén
2
| I
Ving hé {open loop) Vong Kin (closed loop)
Kiém sodt b Kiém sodt toc Phan hoi dn Phan hoi rd
dém do chuvén tiép (Implicit Feedback) {Explicit Feedback)
Hinh 2. Phén loai co ché diéu khién chéng tdc nghén

tran. Mang Internet dugc thiét ké theo cach luu trir va
chuyén ti€p (Store and Forward), nghia 1a cac goi tin

chong tran, kiém soat toc do chuyen tiép goi tin, kiém
sodt tiép nhan goi tin dén. Co ché didu khién ludng tin
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ciing 1a mt bién phap nham han ché nit gui phat di
qué nhiéu goi tin so voi kha nang xir Iy ciia mang.

e Ciaicco che vong kin: Co ché nay thuong dung
cho klem soat toe do phat tin tir nut gii voi thong tin
phan héi tir nat nhan hodc tir mang. Phan h01 ¢6 thé 1a
an (implicit) hodc ro (exphc1t) Phan hoi 4n thuong do
mang cung cdp, cin ctr vao trang thai mang thuc té. Vi
du théng qua ban tin ICMP (Internet Control Message
Protocol) hodc SNMP (Simple Network Management
Protocol) bao vé sy c¢b mang xay ra. Phan hdi 16
thuong do nit nhan goi tin cung cap vé nut gul tin.
Bén tin gri Ve thuong chira thong tin cu thé vé ty 16
mét goi, do tré. Ban tin ACK (Acknowledgement) ciia
TCP 1a mot vi du.

ba c6 kha nhleu co ché chong tac nghén cho mang
Internet truyen thong Trong phan sau day, bai bdo
trinh bay tom tit cac co ché dién hinh nhat.

1) Co ché dinh trinh (Scheduling)

Muyc dich cua cac bg dinh trinh 1a kiém soat toc do
chuyén t1ep g01 tin sao cho tranh géi tin pha1 doi lau
(giam do tré) va glam ty 1¢ mat goi. Cac géi tin dén nut
mang dugc sip x€p vao by dém khong phai theo cach
truyén thong 1a dén trude phuc vu truge (FIFO — First
In First Out), ma theo cach c6 lya chon dé chuyen tiép
di phu hop véi toe do kénh truyén. Tong hop vé cac co
ché dinh trinh ¢6 thé xem trong [15].

Céc cong trinh nghlen ctu trude day (vi du xem
[15]) da chi ra ring, néu luu lwong dau vao mang thoa
mén dleu kién thung ro (Leaky Bucket), thi s€ co thé
thiét ké co che dinh trinh phu hop bao dam chat luong
dich vu (d¢ tré, d6 rung tré, ty 16 mat goi), tranh duogc
tdc nghén.

Thung 10 ¢6 hai tham sb dac trung la toc do dén toi
da va kich thuéc bo dém tdi da, cho phép mang chi
chap nhan mot lugng géi tin guri tir cac nat dén mang
toi da.

Do céc goi tin dén tir da dang ngudn giri vi the do
phat rit khac nhau, cac co che dinh trinh binh ding
(Fair Queueing) da dugc d@& xuét, dién hinh nhét 1a co
ché Weighted Fair Queueing (WFQ) (xem vi du [15,
39]). Mat khac, nhdm bao dam chat luong dich vu
(Quahty of Service), cac co ché WFQ thuong dugce ket
hop v6i cac co ché khac nhu: co ché tiép nhan két nbi
(Admission Control) co che quan 1y bd dém, co ché
danh sin tai nguyén, co ché wu tién goi tin, v.v.

2) Co ché quan Iy b dém tich cwe (Active Buffer
Management)

Thay vi co che loai bo khi tran (DropTail) truyén
thong, cc co ché quan 1y bd dém tich cuc (Active
Buffer Management) tim cach phat hién sém nguy co
tran dé loai bo cac goi tin (tuy y hodc theo mure wu tién
thap hon), nghia la phat hién s6m nguy co tac nghén
mang. Dién hinh 14 cac co ché RED (Random Early
Detection), BLUE, FRED (Flow Random Early
Detection), CHOKe (xem vi du [15, 1]).

Dé phat hién sém nguy co tac nghén, RED lién tuc
kiém soat kich thudc (hay do dai) trung binh b dém,
so sanh no6 v6i hai mirc ngudng. DY dai trung binh bo
dém dugc do bang ky thuat EWMA (Exponential
Weighted Moving Average). Néu do dai nay nhé hon
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muc ngudng thip, RED khong bo goi tin. Néu do dai
b dém trong khoang mutc ngudng thap va cao, RED
s€ loai bo gbi tin ngau nhién hodc danh déu dé bo khi
can va bao cho niit mang ké tiép biét bang mot bit co
bao rd (ECN - Explicit Congestion Notification). Néu
vuot qua murc nguong cao, RED loai bo hodc danh
dau tat ca cac goi tin dén.

Co ché RED t6 ra rat phu hop khi két hop véi co
ché CC cua TCP. Tuy nhién, viéc xac dinh hai mirc
ngudng v0 cung kho khan. Trong thoi gian qua, da co
kha nhiéu phlen ban RED nhu FRED, SRED, DRED,
ARED va céc dé xuét khac thay thé RED (vi du xem
[15, 10,1, 13,37, 12]).

3) Caccoché TCP-CC

Co ché TCP-CC co ban nhit dya trén thuft toan
tang cong — giam nhan (AIMD — Additive Increase,
Mu1t1phcat1ve Decrease), dya theo ctra s0 (Window-
based). Cira s6 W biéu thi cho sb luong goi TCP t6i da
dang di chuyén trén mang, d6i v6i mot ludng tin TCP.
Nut giri TCP nhan biét tic nghén thong qua ban tin
ACK phan h01 tur nit nhan TCP. Dau hiéu co ban dé
nhan biét tic nghén 1a ¢6 15 mat g01 tin, dugc bén
nhén phat hién thong qua kiém tra s6 th ty ciia goi tin
dén dich.

Néu xay ra tac nghén, kich thudc cira sé ciia TCP
tai nit gui gidm di mot ntra (W = W*0.5), ngugc lai
thi tang 1én mdt (W := W+1).

X ACK=1(C6 nghén) >
ACK=0 (Khong Giam 112

nghén) = Tang cdng

Culra sb guvi tin TCP

Thei gian

»
-

Hinh 3. Co'ché TCP - CC

Co ché TCP-CC rét phd bién trong Internet. So véi
phién ban nguyén thdy, cac phién ban sau cia TCP
nhu TCP Reno, TCP New-Reno, TCP SACK, TCP
SYN/ACK da c6 nhiéu cai tién dang ke hiéu qua
Chong tic nghén. Cac cai tién quan trong gom dinh co
clra 56, bo sung pha khoi dong cham (Slow Start),
cach tinh thoi gian quay vong (RTT - Round Tr1p
Time), tinh Time-Out (RTO), cach xic dinh mét goi,
ty 16 mit goi va ACK, v.v.

4) Cic co ché twong tw TCP — CC

TCP khong phu hop cho cac luong tin da phuong
tién, do vay cac co ché tuong ty TCP (TCP-like hay
TCP-Friendly) da ra doi. Cac co ché nay c6 thé dwa
trén ctra s6 (Window-based) nhu TCP hodc dya theo
téc do (Rate-based), song da s6 la Rate-based vi co
phan ung nhanh hon [15]. Theo kiéu cira s6, dién hinh
1a cic co ché EWA (Explicit Windows Adaptation),
ETCP (Enhanced TCP), XCP (Explicit Control
Protocol), QS-TCP (Qulck Start TCP) [16]. Theo kiéu
téc do, dién hinh 1a cac co ché RAP (Rate Adaptation
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Protocol), RCAP (Rate Control Adaptive Protocol),
TFRC (TCP Friendly Rate Control) [15].

Phuong thire co ban cua céc co ché kiéu toc do la:
tang dan toc do néu khong thay tic nghén, dat toc do &
muc can thlet khi c6 tac nghén. Phat hién tac nghen
van cha yeu dua vao ty 1€ mat goi tinh duoc & phia
nhan va gul ban tin phan hdi vé bén phat goi tin. Toc
do phat goi tin dugc tinh theo cong thirc dya vao ty 1€
mét goi, RTT, kich thudc go1 tin. Mot sd cai tién bo
sung thém gid tri RTO, h¢ s6 TCP phu hop.

5) Cac co ché khac

Ngoai cac co ché néu trén, c6 mot sb co ché khac
dugc dé xuat nhim tang hiu qua chong tic nghen,
dién hinh nhu: cic co ché phat hién sém, cac co che
thong bao tic nghen, cac co che kiém soat va tranh tic
nghen Céc co che phat hién tic nghén co thé phén biét
nguyén nhan tic nghén do 16i b dém, nhiéu, 16i kénh
truyén (101 kénh vo tuyén & mang Internet khong day)
do d6 tré, v.v. Kiém soat va tranh tic nghén c6 thé
thong qua cén bang tai (Load Balancing), tai dinh
tuyén (Re- routlng, chon tuy€n it tai hon), dleu chinh
tbc do phat goi o 16p ng dung ciia ngudn phat, st
dung play-out buffer, v.v.

B. Sw khdc bi¢t cia mang IloT trong diéu khién
chéng tic nghén
Xét vé ban chat, mang ToT thyc té 1a sy m& rong
cua Internet. Tuy nhién, cdc co ché CC trong mang
Internet truyén thdng (goi tit 1a Internet CC hay I-CC)
khoéng con phu hop cho mang IoT vi nhitng su khac
biét co ban sau.

e [-CC duoc thiét ké cha yéu trén nén tang mang
hiru tuyén, trong khi d6 mang [oT chu yéu 1a méi
truong vo tuyen

Mang hitu tuyen co ty 1€ mat g6i do 156i kénh thap
hon nh1eu s0 v&i mang vo tuyen Do viy, co ché I-CC
chu yeu dya vao 16i mat g0i s€ phat hién sai khi co
nhleu 101 kénh vo tuyén hodc suy glam tin hi¢u vo
tuyén. Véan dé phat sinh 1a 101 kénh vo6 tuyen thudng
trong cac khoang thoi gian rat ngan va rat kho phan
biét mat goi tin do tran by dém hay do 13i kénh vo
myen Vi€c giam cua s6 mot ntra moi khi phat hién c6
16i (mét goi hodc 16i kénh) khién hiéu suit TCP trong
mang vO tuyen tré nén rat thap, khong thé chap nhan
dugc. Khi mdi truong vo tuyén, vi du WiFi tr¢ thanh
pho bién, da c6 kha nhiéu dé xuét cai tién cho TCP-
CC. Tuy nhién, nhidu nghién ciru da chi ra nhiéu bat
cép ctia I-CC cho mang IoT va dé xuit cac co ché méi
(xem [10, 9, 25, 8, 13, 3, 14, 17, 20, 46, 18, 35, 37, 4,
11,12, 31, 28]).

e Cac thiét bi dau cudi ToT kha da dang va thuong
han ché vé tai nguyén (b dém, nang lyc xtr Iy,
bang thong kénh truyén, nguon pin)

Mot co ché didu khién dua theo ctra s6 hoic tde do
tai nguon phat theo kiéu TCP hoac tuong tuw TCP s¢€
khong con phu hop do khong du tai nguyén. Cac co
che dinh trinh hoac quan 1y bd dém tich cuc tmyen
thong cling kho long 4p dung do nit mang cé thé
khong da nang luc xu ly [19].

Do TCP khong con phu hop, mot s6 giao thuc da
dugc phat trién cho IoT vi du nhu CoAP, CoCoA,
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MQTT, AMQP, PCCP, CODA & tang truyen tai, giao
thirc chuyen dbi nhu 6LoWPAN [5, 9, 8, 3, 34, 24,
28]. Piém co ban cua cic giao thirc nay 1a don gian,
gon nhe cho thlet bi IoT, song van dam bao tinh ning
can thiét va tiét kiém nang luong.

o Ket n6i mang trong IoT chii yéu 1a timg ching vo
tuyén (Hop-by-Hop)

Co ché dya trén phan héi dau cubi cia I-CC khong
con phu hop do phan hdi tir bén nhan co the bi tré 16m,
phan h01 ve ty 1€ mat goi bi sai 1éch dan den viée didu
chinh toc do nguon phat khong dung Hau hét cée co
che [-CC déu c6 hiéu qua thép d01 voi kénh truyen vo
tuyén c6 ty 1 bit 16i cao va khi tré & 16p MAC xép xi
RTO (Retransmission Time-Out) [2].

Dlen hinh trong kién trac mang [oT la sy da dang
vé cac tang giao thirc & mdi ching do c6 su da dang ve
cong nghé truyen dan o 16p dudi. Yéu cau vé didu
chinh, stra d6i cac tang giao thirc 1a diéu can thiét.

e Co ché AIMD truyén théng ding chu yéu cho I-
CC khong con phu hgp

Nhu da phén tich vi du trong [38, 2, 39], cac ludng
tin tir cac dau cudi IoT c6 cac yéu cau v€ bang thong
rat khac nhau. Néu ap_dung co ché AIMD truyen
thong chung cho céc luong tin s& dan dén viéc giam
thong luong clia tit ca cac ing dung ToT. Mat khac,
AIMD c¢6 thé gdy ra bién thién Iuu lugng khong mong
mudn.

I-CC va AIMD chu yéu higu qua khi chuyen mot
lugng goi tin 16n véi thoi gian tré du 1on. Néu luong
dir liéu can truyén nho, cac co ché nay khong hi¢u qua
[2]. Mat khac, RTT trong mang IoT ciing can diéu
chinh phu hop aé co ché AIMD hoat dong hiéu qua.
Tuy nhién, viéc didu chinh cac tham so dé co ché
AIMD phu hop cho mang IoT la diéu rat kho. I-CC va
AIMD phén ung véi tac nghén rat cham [39].

ll. CAC NGHIEN CU'U LIEN QUAN

Nhu dd néu ¢ phan I va II, mang IoT c6 nhu’ng
khac biét so voi mang Internet truyén thong, do vay
céc co ché CC cua mang Internet truyén thong khong
thé ap dung cho mang loT neu khong c6 nhing thay
(101 cho phu hgp. Cac dé xuét cai tién co ché I- CC va
dé xuit co ché CC mdi cho mang ToT c6 thé duoc
phan loai thanh cac nhom sau day.

A. Co ché dinh trinh

Y tuong danh dau mirc d6 wu tién cho céac goi tin
duogc trinh bay trong [34]. Khi cé tic nghén, co ché
CC moi s€ loai bo géi tin tuy theo muc d9 uu tién va
chuyén tiép cac goi tin theo cdc cach khac nhau. Tuy
nhién, cach phat hién tac nghén trong bai béo [34] van
dwa theo co ché RED truyén thong.

Mot g1ao thue twong tw TCP ¢c6 két hop diéu chinh
téc d6 va co ché WFQ cho CC trong mang MANET
(Mobile Ad hoc Network) dugc dé xuét trong [39].
Giao thaec TFRC (TCP Friendly Rate Control) dugc st
dung cho diéu chinh toc d9, song duoc hidu chinh ve
thoi gian phan mg, cach tinh RTT, céch tinh ty 1¢ mat
g0i trung binh theo trong sb. Co ché WFQ duoc ap
dung nguyén ven.
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Trong [41], mdt co ché dinh trinh ¢6 wu tién dugc
de xuat cho céac ket n01 [oT thoi gian thyc va cac ket
nbi Internet truyén théng. Cac géi tin dén tir cac nguon
phat khac nhau duge danh dau mirc vu tién va chuyen
tiép dua theo toc do, kich thuge goi tin va kiéu goi tin.
Tuy nhién, tac gia chi dé xuét hai b dém, mot cho cac
g6 tin wu tién (yéu cau thoi gian thuc) va mot cho g01
tin khong wu tién. Co ché dinh trinh dy tinh thoi gian
chuyen tiép cdc goi tin can clr vao hé sO wu tién cua
mdi bo dém, sb luong g0i tin trung binh trong mdi bo
dém va kha nang g1a tang luu lugng & mdi thoi diém
chuyén tiép mot goi tin.

B. Co ché quén Iy bj dém tich cwc

Bai béo [10] nghién ctru vé tic nghén trong mang
Ad hoc va chi ra han che cua TCP. Tac gia chi ra
nguyén nhan chinh cua tac nghén 1a do ty 16 13i bit cao
trong kénh vo tuyén gay ra boi cac hi¢u Gmg vo tuyen
nhu giao thoa, terminal an, ket nbi phu thudc vi tri,
fading. Dic biét, tac gia cho rang mot co che b dém
tich cyc thich Gng (Adaptive AQM) c6 the ap dung
cho CC. Tuy nhién, co che AQM st dung van chu yéu
dwa vao co ché RED truyen thdng, nén con co ton tai
cua AQM, mic du tac gia cd st dung logic mo véi
RED.

Céc tac gia trong [1] da khdo sat va phan tich kha
ning s dung cac co ché AQM nhu RED, FRED,
BLUE, SFB, CHOKe cho mang [oT. Bai bao da chi ra
nhiing ton tai khi 4p dung céc co ché nay, doi héi phai
¢6 su thay doi.

Trong [13], mot cai tién IRED dwoc dé xuit dya
trén viéce dung chiéu dai bo dém trc thoi dé tinh todn
ty 1€ bo goi tin trong mang loT. V& co ban, IRED van
su dung thuat todn twong ty RED, song c6 cach tinh ty
1¢ mat géi khac. IRED tinh chleu dai bo dém tue thoi
mdi khi c6 géi tin den do v@y viéc tinh todn can
nhanh, d6 phirc tap van cao. Diéu nay cting kho ap
dung cho nit mang IoT c6 tai nguyén han ché.

Viéc tinh toan bd dém thich hop dugc dé cap dén
trong [7, 19], theo d6 by dém phu hop cd thé giup
giam do tre ty 16 mét g01 va tang hi¢u suat su dung
kénh truyen Co ché quan 1y bo dém truyén théng can
dugc thay d6i dé dung duoc trong mang IoT [19].

C. Co ché TCP-CC va twong tw TCP-CC

Céc tac gia trong [11, 19] phan tich cac van dé ndy
sinh khi ap dung TCP cho mang IoT, cu thé vé cac van
dé nhu co ché CC, kiém soat mit goi lién quan dén
nguyén nhan mét géi, co ché tuong tic véi thu tuc
ARQ (Automatic Repeat Request) 16p Link, nén dir
lidu trong tiéu dé goi dé giam tiéu phi, co. ché duy tri
ket ndi TCP trong didu ki¢n kénh 161, do tré véi cac két
nbi ngin, do tin cay, da tuyén, cach tinh RTO, d9 phtrc
tap tinh todn. Bai bao da chi ra sy can thiét phai thay
d6i nhidu tham s6 cho TCP nhu kich thugc cira so,
giam phan manh goi tin IP qua 6LoWPAN, kich thudc
phén manh (segment) 16n nhit, glam dd phuc tap, thay
d6i RTO, v.v. Mot s0 giao thirc méi thay thé cho TCP
da dugc trinh bay trong [17].

Céc tac gia trong [17] nghién ciru mot sd giao thirc
CC méi thay cho TCP-CC nhu ARC (Adaptive Rate
Control), CODA (Congestion Detection and
Avoidance Algorithm), CCF (Congestion Control and
Fairness), FA (Fusion Algorithm), BGRA (Biased
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Geographical Routing Algorithm), HTAP

(Hierarchical Tree Alternative Path Algorithm).

Co ché CODA duoc cho 1a kha phi hop cho mang
cam bién khong day (WSN - Wireless Sensor
Networks). CODA su dung trang thai kénh dé phat
hién tic nghen va ban tin 4p ngugc (back-pressure) dé
ép nut’ gui giam téc d6 phat tin. Tuy nhién, co ché nay
chu yeu hiéu qua cho tung cap nut va ap dung & tang
MAC. CODA c¢6 thé sur dung vong hé tung chang
hoic diéu chinh ca cum véi vong kin [34].

CoAP la giao thirc phd bién hién nay duogc d& xuat
cho truyen tin trong mang loT, song CoAP lai khong
¢6 co ché CC [9]. CoAP la giao thirc xép chdng 1én
UDP, tan dung uu diém cua UDP trong so sanh voi
MQTT (xep chdng 1én TCP). CoAP co the lam phat
sinh thém tac nghen [28] do CoAP gia thiét do tin cay
gitra hai dau gui va nhén tin cling nhu sur dung co ché
CC truyén thong tuong tu TCP [24].

Mot s6 nghién ctru tim cich cai tién co ché CcC
trong CoAP. Trong [28] dd chi ra mot sb cai tién
CoAP gitip cho CC hi€u qua hon, vi du s dung Proxy
0 ria mang IoT, sir dung tham s6 Max Age & Proxy,
thay do6i gia tri RTO [8]. Téac gia trong [21] dé xuat
diéu chinh RTT dé xay dung co ché CC cho CoAP.

Trong [25], céc tac gia da nghlen cuu, vé kha nang
4p dung céac co ché phat hién va CC truyen thong cho
mang loT. Bai bao dé chi ra mét goi ¢6 thé do 101 VO
tuyén nhidu hon 1a do 1y do khéc. Céc tac gia cho rang,
quan sat chleu dai bo dém co thé la cach don gian de
phat hién tdc nghén. ‘Tuy nhién, can xem xét thém do
tré va thoi gian chuyen tlep g0i tin tai nut mang. Ngoai
ra, trang thai kénh truyen cling 1a yeu t0 quan trong
can xem xét. Cac tac g1a cung nhan thy: viéc p dung
cung kiéu CC cho tat ca cac nut mang trong mang IoT
la khong phu hop, viée didu chinh toc do ngudn phat
khong ap dung duoc cho moi ing dung.

Trong kién tric ket nbi IoT v6i Cloud, gateway
hay Proxy duoc dé xuit 14 trung gian gitra hai phan
doan mang. Giao thirc CoCoA duogc dé xuit dé két nbi
phén doan mang IoT vé&i Cloud. Tuy nhi€n, so voi
CoAP, thay d6i chi yéu trong CoCoA chi 14 tham s
RTO [8, 21, 2, 12]. RIO duogc tinh toan linh hoat hon
dua theo ha1 tham s0 1a Strong RTT va Weak RTT.
Viéc tinh todn RTT van phu thudc vao ban tin phan
hdi ACK. Bai bao [2] dé xuit st dung bién sb RTT
thay vi viéc dung gia tri RTT c6 dinh trong phién ban
cili cua CoAP.

Nghién ciru trong [38] chi ra co ché AIMD khong
con phu hop cho mang IoT do tao ra sy bién thién
thong hrong 16n trong cac luong tin. Bai bao dé xuat
co ché giam kich thudc ctra s6 ¢6 chon loc PAISMD
(Selective Multlphcatlve Decrease) PAISMD c6 thé
dung cho tang giao van hodc ting tmg dung. PAISMD
tinh toan tdc do phat 6n dinh dé dat lai khi c6 tic
nghén.

Mot glao thirc TCP moi dugc d& xuat cho IoT
trong [36] co6 tén la Compound TCP. Co ché nay Xac
dinh nguyen nhan mat g01 do tran by dém hodc mat
g01 tin do xay ra xung dot & 16p MAC. Bai bao dé xuit
g1u lai mot phan bo dém dé can bang thong lugng cho
cac luong tin Compound TCP khi xuat hién 16i kénh
vo tuyen. Compound TCP tim cach phan biét nguyén
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nhan mét géi do 18i kénh hay do tran b dém. Co che
CC cua Compound TCP dya vao hai cua s6: cira s6
theo ty 1€ mét goi va cira s6 theo tré. Co ché nay chu
yéu dugc dung cho mang IoT sir dung WiFi dung
chung diém _truy nhép (Access Point). Tuy nhién, viéc
xéc dinh phan bo dém dé danh cling kha phuec tap.

D. Diéu khién chéng tic nghén thong qua cin bang

tdi va dinh tuyén

Céc tac gia trong [5] khdo sat co ché CC ¢ tang
MAC va 6LoWPAN. Bai béo chi ra hai nguyén tic co
ban dé giam thiéu tic nghen la: diéu khién luu luong
va diéu khién tai nguyén. Téac gia néu han ché cua
phuong phap dinh tuyén véi RPL (Routlng Protocol
for Low-Power and Lossy Networks) cling nhu mot s0
giao thirc truyén thong khéac trong mang WSN. Bai
bao chi ra uu dlem cua co ché ap nguoc (Back
Pressure) trong kiém soat tic nghén. Co ché ap nguoc
cho mang véi 6LoWPAN dugc trinh bay cu thé hon
trong [9].

Trong [30], mét co che CC theo tung chiang (Hop-
by—Hop) da duoc d& xuit cho mang WSN. Tac g1a cho
rang tac nghén c6 nguy co xdy ra ¢ gin phla cac nut
nhan hon. Bai bao dé xuit mot chi so tic nghén
(Congestlon Index) duoc thay d6i qua timg ching.
Duya vao chi s6 nay, xu hudng tic nghen duoc dy bao.
Tdc d6 phat duge didu chinh tang néu chi s tac nghén
duong va ngugc lai s€ gidm néu chi 50 am. Tuong tu
cach nay, mot co ché CC phén tan duoc dé xuét trong
[29], trong do c6 xem xét dén téc d6 binh dang min-
max va cac thay dbi ciia moi trudng.

Bai béo [42] khao sit cac co ché CC theo kiéu tap
trung va kiéu phan tan cho mang WSN. Trong co ché
tap tmng, nut nhan dinh ky kiém tra xac suat tic nghén
va gul ban tin théng bdo tdi nat mang gui tin tuong
g vé nguy co tic nghén. Tuyén duong khac dén dich

co thé dugc chon trén co s¢ tinh todn céac tuyen kha thi
dé chon khi xay ra tic nghén. Trong co ché phan tan,
viée kiém tra tac nghén dugc thyc hién trén toan bo
mang WSN. Dién hinh theo co ché nay la giao thirc
DAIPaS thuc hién quang ba ban tin Hello t6i toan
mang WSN. Md&i niit mang duge gan mot nhin twong
Ung voi trang thai ciia nit. Trang thai nay duoc tinh
dua vao kich thuée bd dém hién tai, kénh truyén va
nang luong con lai. DAIPaS cén ct vao cac nhan aé
xac dinh céac tuyén truyén tin va xac dinh tuyén méi
khi c6 tic nghén xdy ra trén mot tuyén.

IV. GIAI PHAP PIEU KHIEN CHONG TAC
NGHEN TRONG MANG IOT

Trong phin sau day, bai bao s& trinh bay mdt mod
hinh kién tric mang loT pho blen va tong hop mot sb
giai phap didu khién chdng tic nghén cho mang loT
dya trén mo hinh nay.

A. Kién triic mang IoT phé bién

Theo [35], cho den nay van chua c6 mét chuin
muc thdng nhat cho kién trac mang IoT, mac du kha
nhiéu ung dung IoT da dugc trién khai. Cac nha
nghién ciru di dé xut nhiéu kiéu kién trac, song dién
hinh nhat 13 kién tric hinh cdy c6 phan 16p va kién
tric dua theo Fog-Cloud.

Kién trac hinh cdy c6 phan 16p phd bién nhét dugc
biéu thi trén hinh 4 véi mot diém truy nhép (Access
Point) ¢c6 thé dung WiFi dé két ndi ra Internet. Méi
thiét bi ToT co thé sir dung cac giao thue thiét ké riéng
cho mang TIoT nhu CoAP, MQTT dé trao ddi thong tin
V01 cac may tinh trén Internet. C6 ba phén 16p phd
bién trong ngan xép giao thirc gobm: 16p cam b1en (céc
bd cam bién thu thap thong tin), 16p mang dé lién két
va 16p tng dung dé chuyén tai cac dich vu t6i nguoi
dung.

Thiét bi mang theo nguwéi

néi Internet
// \\
————— L (r@ﬁ AN
%Z::_ // \\
. x::\\\\\:f ““““ > (f@\) \
\\\ S~ \ T ﬁ“/ ,,
~_\ —
™ R~ /
T~ N T ~a 7/
& ) e -
= ’ Cac cam bién

ng dung loT trong ngéi nha

Hinh 4. M6 hinh kién tric hinh céy phé bién cho mang loT

\ Cloud
Fog
“--x
B B B /*3 N 2
& = Gateway / S~ o - =" Gateway/
= = Proxy

Hinh 5. Kién triic Fog —

Fog

Proxy
-9

Cloud cho mang loT
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Kién tric Fog-Cloud duoe biéu thi trén hinh 5. Fog
1a mot khai niém m¢6i mo ta cum mang xt ly dit lieu
va sy kién gin sat voi cac thiét bi ToT [27]. Mot Fog
¢6 thé 1a mot mang cam bién (WSN) theo kién trac
hinh cdy, cum, hodc lugi. Cac Fog két ndi véi Cloud
va Internet thong qua mot Gateway hoac Proxy.

Hinh 6 14 kién trac mang IoT tong quat theo hudng
thong tin la trung tdm (Information-centric) hay dir
li¢u la trung tam (Data-centric). Day 1a kién trac duoc
cho 14 pht hop nhét cho mang 0T [33, 35, 40]. Cac bo
thu thap (Collector) hay tong hop (Aggregator) cod
nhiém vu thu thap, luu trlr, tong hop va chuyén tiép dir
liéu theo xu hudng dir li¢u thuong tdp trung o ria
mang Internet [35, 22, 24, 23, 28, 33, 47].

Céc cum thiét bi IoT tao thanh cac Fog, két ndi véi
Collector /Aggregator, tiép d6 lién két voi Gateway /
Proxy dé trao ddi thong tin voi Internet.

Két ni Internet

Gateway / |
8
Proxy

Céc thiét bi loT

Hinh 6. Kién triic mang loT téng quét theo huéng dir
liéu la trong tdm (Data — Centric)

B. Gidi phap CC voi bg dinh trinh co hiéu chinh

Céc b dinh trinh Fair Queueing (FQ) va dién hinh
1a Weighted Fair Queueing (WFQ) duoc coi la co ché
bao dam chét luong dich vu phu hop cho cac luong tin
dau vao véi cac dic tinh luu luong va yéu cau chat
luong dich vu khéac nhau (xem vi du [15]).

Nhu dd phan tich & phan I va phan i, co ché
WFQ trong mang Internet truyén thong c6 thé duoc
thay d6i méi dé ap dung cho mang IoT. Theo so do
trén hinh 7, co ché dinh trinh kiéu m&i c6 thé gdm ba
cap: thiét bi IoT, Collector, Gateway/Proxy. Hinh 7

mo ta klen truc tong quat cac bd dinh trinh WFQ dugc
dé xuat cho ba cp néu trén.

Tai thiét bi ToT, co thé c6 nhiéu ludng tin dén tir
cac by cam blen khéc nhau. B9 dinh trinh tai thiét bi
[oT thyc hién sap xep cac goi tin vao by dém tai nut va
chuyén tiép chung den mét Collector dugc xac dinh
trudc (qua dinh tuyen dbi voi nat Ad hoc). Bé dinh
trinh tai Collector thu thap cac ludng tin (tong hop)
dén tir mot cum thlet bi IoT (mét Fog), sap xép theo
uu ti€én va chuyen tiép dén Gateway. Bo dinh trinh
Gateway tlep nhén cic luong tin tong hop tur cac
Collector roi chuyén tiép dén Internet.

Néu coi mdi thiét bi IoT chi cung cap mot 1uong
tin co chung dic tinh, so d6 néu trén hinh 7 c6 thé thu
vé hai cép dinh trinh: tai Collector va tai Gateway.

Mit khac, néu chi phan loai luu lugng dir li¢u do
thiét bi IoT cung cAp thanh c6 wu tién (crltlcal data) va
khoéng uu tién (non-critical data), thi ta chi can hai bd
dém tach biét tai Collector va hai tai Gateway Mo
hinh WFQ ¢6 thay do6i 4p dung tai hai cap voi hai by
dém s& don gian hon rét nh1eu phu hop véi nang luc
xur ly va tai nguyén han ché. Ngoai ra, viéc gan nhan
cho mdi luong tin thay vi gan nhin cho moi goi tin
giup cho giam thiéu dwoc do phrc tap.

Su bién thién cua chiéu dai mdi bd dém biéu thi
qua cong thure (1) theo thoi gian ¢ nhu sau:

0q; (1)
ot

_Trong d6, g; 1a chidu dai bo dém i, 4 1a toc do
ludng tin dén, Fy, 1a toc dd chuyén tiep goi tin di.

= Ai(1) = Fou (1) M

Thuc hién tich phan cho khoang thoi gian [t, t;], ta
¢6 tong goi tin A luu tai b dém trong khoang thoi
gian [t;, ] 1a:

Alty, 1]

Trong do d 1a sb goi tin con lai trong b6 dém sau
thoi diém #,, khi bd dinh trinh da chuyén tiép mot
lugng géi tin trong khoang [t;, t;]. Cong thire (2) gitip
ich cho viéc tinh toan kich thudc bd dém can thiét.

=0+ Ai(ta-t) ()

Viéc gan nhin cho mdi 1uong tin ¢6 thé dugc thuc
hién twong ty theo [15] nhu sau:

Cac bé dinh trinh
tai thiét bi loT

Cac bd dinh trinh
tai Collector

000~ _:

ToT o

:7DD 0

T00 :

7|:||:||:|

—>o—— 11 [ ]
—>

Hinh 7. M6 hinh kién tric céc bo dinh trinh WFQ ép dung & ba cép

B& dinh trinh tai
Gateway

O
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S, = max (T}, F, )
F, =S8 +L/4

Trong d6, S 1a nhan bit diu, F 14 nhin két thuc cua
ludng tin i, 7 1a thoi diém géi tin k dua vao bo dém, L
1a kich thude goi tin £.

A3)

Khi b dinh trinh chon mot goi tin trong s6 hai bo
dém néu trén, goi tin c6 nhan F nho hon s& dugc chon
dé chuyén tiép. Dleu nay bao dam luong tin c6 uu tién
ludn dugce chuyén tiép kip thoi.

Gia su lugng g01 tin giri tir mot thiét bi ToT khong
vuot qua By, ta co thé tinh duoc kich thudc by dém
ctia bo dinh trinh dé khong xay ra mat géi tin nhu sau:

Bi 2By +Li(I1+2/C) “4)

Trong d6 B; 1a kich thuge bo dém i cua bd dinh
trinh, C; 1a toc d6 kénh chuyén tiép goi tin ctia bd dinh
trinh ;.

Theo cong thirc (4), co thé bao dam khong xay ra
tac nghén tai Collector va Gateway do tran by dém.
Do khuén khd c6 han, vin dé phat hién va xir 1y 16i
kénh s€ dugc xem xét & mot bai bao khac.

Do tré ciia mdi gbi tin k c6 thé dugc tinh theo cong
thirc nhu sau dya theo phuong phap trong [15]:

D < Bn/ A+Li /G )

Céch tinh cac tham sb trén ding duoc cho ca bo
dinh trinh tai Collector va tai Gateway. Tong hop
chung, ta c6 thé tinh ra d6 tr& khi chuyén tiép goi tin tir
mot thiét bi [oT t6i Gateway.

C. Gidi phap qudn ly by dém coé hiéu chinh
Nhu da phan tich & phan II va phan III, cic co ché
quan ly b dém tich cyc trong mang Internet truyén

thong nhu RED, FRED, BLUE (xem vi du [15, 1]) c6
thé duoc thay d01 moi de ap dung cho mang IoT.

Tuong ty hinh 7, ta c6 thé chia thanh hai bo dém ¢
mdi cép: mot cho cac ludng tin cb wu tién, mot khong
uu tién. Hinh 8 biéu thi co ché quan 1y bo dém & hai
cép: Collector va Gateway.

Céc b dém
tai Collector

Bo dém fai Data
Gateway Server

s

Hinh 8. Quén Iy b6 dém & hai cép

Co ché quan ly mdi bd dém c6 sy khac nhau. Bo
dém cho ludng tin ¢6 wu tién chi danh diu cac g01 tin
va chi loai bo chung tai Gateway trong mot s tinh
hudng tic nghén nghiém trong.

Céc van dé co thé phét sinh 13 cach phat hién s6m
nguy co tran by dém de loai bo cac goi tin c6 mirc uu
tién thdp hon. Cé nhiéu cach dé phat hién nhu dya
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vao: chidu dai bo dém, téc do goi tin dén, toc do g01
tin di, do tre clia goi tin, du doan xac suit mit goi,
thong bao tac nghén tir mang, v.v.

Co ché dya vao chiéu dai b dém thyc hién tinh
toan chiéu dai trung binh cua mdi bo dém, r01 so sanh
v6i cac mirc ngudng dé phat hién nguy co tac nghén.
Chiéu dai trung binh ctia bd dém Q.. c6 thé duoc tinh
theo cong thurc:

Qave = (1'60) Qave + C()Qt (6)

Trong do g la chiéu dai tirc thoi cua by dém, w1a
mdt hé sd didu chinh c6 thé xac dinh qua thuc nghiém.

Nhu chi ra trong cong thic (2), 1uong goi tin ton
dong trong bo dém lién quan mat thiét voi tde do goi
tin dén va tbc do chuyen tiép goi tin di. Do vay, toc do
1 mot tham s6 c6 thé st dung trong tinh toan chiéu dai
turc thoi cua bo dém mdt cach chinh xac hon.

Co ché dua vao du dodn xac. suat mat goi thyc hién
tinh toan ty 1¢ mat g6i tin thyc té va ty 1¢ sir dung bang
thong kénh truyén.

Xéac suat mét £0i cling ¢o6 thé woc tinh thong qua
téc do dén cua luong tin va toc do chuyen tiep cua bo
dinh trinh cho cac luong tin. Vi dy, xac suat mat goi tai
bd dém Collector c6 the tinh nhu sau:

P=max (0,1-2/C;) (7N

Co ché dya vao théng bao tic nghén tur mang co
thé tan dung thong tin phan hoi tr dau cudi hodc
Gateway, hodc qua du doén ty 1& chiém dung bd dém
ctia Collector va Gateway cho toan bd cac ludng tin.

Toém lai, cac co ché dya vao chléu dai bo dém, du
doén xac suat mat g0i, thong bao tic nghén tir mang,
v.v. déu c6 thé hoat dong doc 1ap. Tuy nhién, c6 thé
thiy cac co che néu trén déu sir dung céc tham s6 c6
su lién quan dén nhau. Vi vay, mot giai phap két hop
céc co ché néu trén c6 thé sé hiéu qua hon cho mang
ToT theo so dd trén hinh 6.

D. Gidi phap CC twong tw TCP c6 hiéu chinh

Giai phap nay theo nguyén Iy co ché vong kin,
nghia la c6 thong tin phan hoi tir mang hodc nit nhén.
Co ché co thé dya trén ctra s6 (Window-based) nhu
TCP hodc dya theo toc do (Rate—based) Trong phan
tiép theo, bai bao tap trung vao co ché dya toc do véi
thong tin phan hoi tap trung & Gateway.

Mang IoT chu yéu co két ndi _mang kiéu ting
chang (Hop-by-Hop) va can co chuyen d6i giao thuc &
Gateway. Hinh 9 1a so d6 chuyen dbi giao thtrc trong
mang IoT dang dugc sir dung phd bién hién nay.

Nhu di néu & phan II, cac giao thirc CoAP
(Constrained Application Protocol), MQTT (Message
Queuelng Telemetry Transport) 1a hai giao thirc dugc
d€ xuat cho mang IoT. CoAP nam phia trén giao thirc
UDP, con MQTT nam phia trén TCP. CoAP dugc
thiét ké dé chuyen d6i sang HTTP d& dang, tich hop
don gian voi cac hé thong web. MQTT doi hoi ket nodi
TCP do cén c6 do tin cdy va thtr ty ban tin chuyén di.
Tuy nhién, nhu da chi ra ¢ phan IL, céc giao thure nay
van con han ché vé& didu khién chdng tic nghén va
khong phu hop cho mang IoT. Sau day la dé xuét vé
mot so thay doi.

TAP CHi KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 14



Hoang Bang Hai, Lé Thi Thuy Duong, Pham Thiéu Nga

loT Collector

CoAP | MQTT [ ——» CoAP ([MQTT || HTTP w4 - — ——— — — — — — — — — — — — = HTTP
UDP TCP [ ——» UDP TCP TCP |[&————————— ——— ————— - TCP
IPVE | — — ] IPvE
P66 - ———————————————— = |Pv6
SLoVWPAN | — — | SLoVWPAN
MAGC - — — MAC MAC & ————————————————— = MAC
Thiét bi loT s Gateway Data Server

Hinh 9. Két néi gitka mang loT véi Internet théng quan Gateway

Theo so 6 mo ta trén hinh 9, két ndi tir mot thiét
bi IoT dén Data server s& gdm hai doan: ket n01 tur
thiét bi IoT (qua Collector) t6i Gateway va két ndi tir
Gateway t6i Data server. Ta c6 thé dua ra giai phéap
cho mot lop giao thuc tuong tw TCP v6i co ché CC
cho ket noi phan doan néu trén v6i nhitng nguyén tic
thay dbi chu yéu nhu sau.

e Tbc do6 phat tbi da R,, dugc tinh toan cho thiét bi
IoT.

e Mot chum gdi tin dau tién cta két ndi dugc gui
t6i Gateway dé thim do tinh trang mang véi toc
dd Rypir < Ry Khi nhan duge chum goi tin nay,
Gateway do thoi gian tré goi tin, dy doan bang
thong kénh truyén, kiém tra xac sudt mat goi tin,
kiém tra bd dém tai Gateway va thong tin tic
nghén (néu co) tir mang / dau nhén. Tiép do6
Gateway s€ guri phan hoi vé cho thiét bi IoT.

e Ban tin phan hoi chira chi s tac nghén (thong tin
vé ty 1& mat goi, do tré goi tin, tinh trang két ndi
t6i Internet, 18i kénh (neu c0), bang thong du
doan. Trén co s¢ do, giao thirc bén thiét bi IoT
tinh toan tdc do phat phu hop.

e Thiét bi IoT/Collector tiép tuc chuyén tiép cac
goi tin qua Gateway t6i Data server véi toc do
phét d tinh toan néu chi sé tic nghén = 0.

. Neu ¢6 ban tin phan hdi vé chi sb tic nghén khac
0, toc do phat dugc tinh lai va dat & mirc phu hop
v&i chi s6 tac nghén.

e Thoi glan RTO duoc tinh phu hop voi do tré goi
tin va du dé thiét bi TIoT nhan biét c6 15i kénh
truyén xay ra. Tuong tu tai Gateway, RTT va
RTO duoc tinh toan, du doan cho toan tuyén.

Nguyén ly CC néu trén thyc chat gan gidng voi co
ché cua TFRC, song co mot s diém khac biét la:
e Két ndi dau cubi toi dau cudi dugce chia lam hai
doan ¢ Gateway, giup tach biét dugc cac nguyén
nhén tic nghén sat thyc té hon.

e Chum goi tin tham do dugc st dung dé tinh tbc
dd phat goi tin phu hop ban dau. R,, dugc tinh
toan dé han ché tdc d6 phat i da.

e Ban tin phan h01 dugc thuc hién boi Gateway
chura chi so tac nghén phuc vu cho viéc diéu
khlen chong tic nghén, ¢ xem xét den kha nang
mét goi tin do 151 kénh truyén vo tuyén.

e Diéu chinh tdng giam nhanh hon AIMD do c6
phan hdi sém truc tiép tir Gateway.
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Nhuoc diém cua gidi phap nay 1a phdi tach két néi
lam hai doan, song diéu nay hoan toan phu ho‘p voi
tinh chét két néi Hop-by-Hop cua mang IoT va phu
hop véi klen tric Data — Centric c6 st dung Gateway
d3 néu & phan IV.A.

E. Nhan xét

Trong cac phan trén, bai bdo da tong hop moét sb
hudng g1a1 phéap dleu khién chdng tic nghén cho mang
ToT véi cac dé xudt hiéu chinh cho ba nhém co ché
diéu khién. Cac giai phap trén can ctr vao cac dic diém
riéng cua mang ToT va két qua phan tich cac wu nhuoc
diém cua cac cong trinh nghién ctru li€n quan. Co thé
nhén thdy céac co ché tai dinh tuyén (chon dudng khéc
it tac hon) va can bang tai kho phu hop do phai mat
nhiéu thoi gian tim duong méi. Tai dinh tuyen chu yéu
chi cho doan két ndi tir Gateway t6i dau cudi. Do vay,
viéc hiéu chinh cac co ché dinh trinh, quan ly bo dém
va co ché giao thire CC phan doan nhu di d& xudt 1a
nhitng hudng gidi phép CC kha thi cho mang IoT.

Trong khuén kho ¢6 han, bai bao mai chi trinh bay
nhiing nguyén tdc co ban nhit cua ba nhom giai phap.
Tuy nhién, theo cac giai phap trong bai, ta co thé thiét
ké cac co ché didu khién chdng tic nghén cu thé cho
mang loT.

V. KET LUAN

Diéu khién chéng tic nghén la moét yéu clu can
thiét dbi voi mang IoT do su da dang vé ung dung va
dich vu, sy da dang va nhing han ché cua thiét bi IoT
cling nhu mdi truong mang [oT. Tuy nhién, hién van
chua ¢ co ché diéu khién chdng tic nghén phu hop
cho mang [oT. Mot phan do déy la linh vuc méi, mot
phin do nhirng kho khan trong moéi truong mang loT.
Céc co ché CC cho mang Internet truyén thong khong
con phu hop, khong thé ap dung cho mang IoT. Chinh
vi vay, nghién ctru co ché CC phu hop cho mang loT
1a mot nhu cau thyc té.

Bai bao da trinh bay va phan tich cac diém khéc
biét trong diéu khién chong tac nghén giira mang IoT
va mang Internet truyén thong. Qua khao sat cac cong
trinh nghién ctru lién quan, bai bao da phan tich uu
nhuoc diém cua cac giai phap CC da dugc dé xuét, chi
ra nhimng diém con ton tai va nhiing kho khan thach
thirc khi 4p dung céc co ché CC sin c6 trong moi
truong mang loT.

Trong phan IV, bai bao da dua ra mot kién tric
tong thé cho 'md hinh mang va tong hop mot sb hudng
g1a1 phép_ dleu khién chong tic nghén cho mang IoT
voi cac dé xuét thay doi vé co ché diéu khién trong ba
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nhém giai phap Cu the la: giai phap CC véi co che
dinh trinh c6 thay ddi theo phan cép, dic tinh luong
tin; giai phap quan 1y bd dém tich cyc ¢6 phén cap véi
cac cach phat hién sém tic nghén; giai phép CC tuong
tu TCP v6i hai phan doan mang va mot so cai tién. Tur
nhimg giai phap tong thé da néu c6 thé xay dung cac
co che cu thé. P6 1a nhimng hudng nghién ciru phat
trién tiép trong thoi gian toi.
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SOLUTIONS FOR CONGESTION CONTROL
IN loT NETWORKS

Abstract: Network congestion is a basic problem
that exists in every network. By the increased growth
of the Internet of Things Networks (IoT Networks),
the number of connected devices are more increased
and the risk of network congestion becomes more
serious. The loT network environment has many
features that are different from the conventional
Internet. Thus, the network congestion control
mechanisms of the conventional Internet could not be
directly applied for 10T networks, calling for the need
of suitable modifications in order to guarantee
thoughput and communication quality. This paper
analyses the differences in network congestion control
between lIoT networks and the conventional Internet.
We survey and analyse some related work. Based on
analysing the principles of network congestion control
and the special features of 1oT networks, the paper
synthesises three solutions approaches for congestion
control in 10T networks with some maodification
proposals.

Keywords: 10T networks, Network congestion,
Network congestion control, Scheduling, Active
Buffer Management.
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