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Abstract: Bai bao dé xuat mot phuwong phap xay dung luoc
dd chir ky méi dua trén bai toan khai can trén vanh Z, hay
con goi 1a bai toan RSA. Tir phuong phap duoc dé xuat c¢6
thé tao ra mot ho luge dd chir ky méi tuong tu nhu ho chir
ky ElGamal xay dung trén bai toan logarit roi rac. Bai bao
cling d¢ xuat 2 luge do chir ky cing cac danh gia vé mirc
d6 an toan cua chung véi muc dich minh hoa cho viéc trién
khai phuong phap da dé xuat nham tao ra cac lugc do chir
ky va kha nang Gng dung ching trong cac Gng dung thuc
té. Céc luoc do s& an toan trude cac dang tan cong lam 16
khoa mat va tin cong gia mao chit ky néu tuan thu cc didu
kién an toan da duoc chi ra.
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I. PAT VANDE

Chir ky s6 hién nay d dugc ung dung rong réi trong cac
linh vyc nhu Chinh phu dién tir, Thuong mai dién tu,...
hay trong cac hé thong vién thong va mang may tinh. Tuy
nhién, viéc nghién ctru, phat trién cac luoc dd chir ky s6
moéi cho muc dich thiét ké - ché tao cac san pham thiét bi
an toan va bao mat thong tin trong cac qudc gia van ludn la
vAn dé can thiét duoc dit ra.

Bai bao nay dé xuat phat trién mot dang luoc do chir ky
s6 méi dua trén céc bai toan kho d duge biét dén nhu 1a
co s& dé xay dung nén hé mat RSA danh tiéng [1]. Tuy
nhién, viéc sir dung cac bai toan nay trong cac thu tuc hinh
thanh tham sb va khéa, hinh thanh chit ky & luge do chit ky
RSA va céc luge db chir ky méi dé xudt 1a hoan toan khac
nhau.

Il. BAITOANRSA

Cho cip cac sb nguyén duong {n,t} véin 1a tich cia hai
s& nguyén to p va q, con t dugc chon trong khoang:

thoa gcdg, o(n)) =1,
o(n)=(p-1)x(q-1). Khi d6 bai toan khai can trén vanh

l<t<ep(n)va man: o day:

sO nguyén Z, hay con goi 14 bai toan RSAqy dugc phat
biéu nhu sau:

Bai toan RSAny: V6i méi s6 nguyén dwong y € 7", hdy
tim x théa man phwong trinh sau:
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x'modn=y ()

Thuat toan dé giai bai toan RSAy ¢6 thé dugc viét nhu
mot thudt toan tinh ham RSAny(.) v6i bién dau vao 1a y
con gia tri ham 1a nghiém X cta phuong trinh (1):

x=RSA,,(Y)

Trong mdt hé théng giao dich dién t&r vdi dich vu chung
thuc s6 dung chung bd tham s {n,t}, bai toan RSAny 12
khé theo nghia khong thé thuc hién dwoc trong thoi gian
thuc. O d6, mdi thanh vién U cua hé théng tu chon cho
minh khoa bi mét x théa mén: 1< x < n, tinh va cdng khai
tham sd:

y=x"modn 2
Chay:

(i) Méc du bai toan RSAn ) 1a kho, tuy nhién khong phai
v6i moi yeZn" thi viée tinh RSAqy(y) déu kho, ching han
nhimg y = x" modn v&i x khong du 16n thi bang cach duyét
dan x = 1, 2, ... cho dén khi tim dugc nghiém cua (2), ta s
tim duoc khoa bi mat x, do d6 cac tham sb mat x phai dugc
lra chon sao cho viéc tinh RSAy(y) déu kho.

(ii) V6i lya chon x néu trén thi rd rang khdng cd ai ngoai
U biét dugc gia tri x, vi vay viéc biét duge x du dé xac thuc
dolau.

Hién tai, bai toan RSAny van dugc coi 1a bai toan kho
[4-6] do chua c6 giai thuat thoi gian da thire cho bai toan
nay va cling nhu chua c6 mot cong bd nao cho théy hé mat
RSA bi pha v trong cac tng dung thyc té bang viéc giai
bai toan nay khi cac tham s ctia no dugc chon hop 1y.

I1l. XAY DUNG LUQC PO CHU KY SODUA TREN
BAI TOAN RSA

A. Luwoc do dang tong qudt

Luoc db dang tong quat bao gdm cac phuong phap hinh
thanh céc tham so hé thong va khoa, phuong phap hinh
thanh chit ky va phuong phap kiém tra tinh hop 1é cia chit
ky. Tir dang tong quat nay, bang cach lwa chon cic tham sb
cu thé s& cho phép tao ra cac lugc dd chit ky sé khac nhau
cho céc tng dung thuc té.
1) Phirong phap hinh thanh tham sé va khéa

input: p, g.
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output: n, t, X, y.
Cac budce thuc hién:
1. Tinh modulon: n=pxq
2.Tinh ¢(n): g(n) = (p-1)x(q-2)
3. Chon s6 mii t ¢6 gié tri trong khoang: 1<t < g(n)
va thoa man diéu kién: gedg, ¢(n)) =1
4. Chon khoa bi mat x trong khoang (1,n) va tinh khoa
cbng khai y theo:
y=x"modn (3a), hodc: y=x"modn
Cha thich:
- p, q: 1a cac s6 nguyén td.
- Viéc tinh: y=x"modn theo (3a) hay:
y:x’t modn theo (3b) 1a tuy thudc vao tung

(3b)

lwgc dd cu thé. Trudng hop néu y tinh theo (3b)
thi x cAn phai thoa man diéu kién: gcd(x,n) =1
2) Phuwong phdp hinh thanh chir ky
input: n, t, X, M — théng diép dir liéu can ky.
output: (R,S)/(E,S) — chir ky cta U 1én M.
Cac budce thuc hién:
1. Chon ngiu nhién gia tri k trong khoang (1,n), tinh
thanh phan thir nhat cua chit ky theo:
R =k"'modn (4)
hoac:
E=f(M,R"™®modn) (5)
2. Tinh thanh phan thi 2 cta chit ky theo:
S =k MR . x 5MR madn  (6)

hoac:
S =k " MR x=5MBE modn  (7)
Cha thich:
- f(): ham ctia M va R c6 gia tri trong khoang
(1,n).

f,(.).f,(): cac ham ctia M va R hoac E c6 gia tri
trong khoang (1, #(n) ).
- (R,S): chir ky duogc tao theo (4) va (6).
- (E,S): chit ky duogc tao theo (5) va (7).
3) Phwong phdp kiém tra chit ky
a. Truong hop chit ky la (R,S)
input: n, t, y, (R,S), M.
output: (R,S) =true hoac (R,S) = false.
Cac budc thuc hién:
1. Tinh gia tri u theo:
u=S"modn (8)
2. Tinh gia tri v theo:
v=R"MR) 5y MR modn  (9)
3. Néu (u =v) thi (R,S) = true, nguogc lai thi:
(R,S) = false.
b. Truong hop chir ky la (E,S)
1. Tinh gia tri u theo:

u=S"xy""& modn (10)
2. Tinh gia tri v theo:
v=f,(M,u) (11)
3. Néu (v = E) thi (E,S) = true, nguoc lai thi:
(E,S) = false.
Chd thich:

- (R,S)/(E,S) = true: chit ky hop 1€, ban tin M duoc
cong nhan vé nguodn goc va tinh toan ven.
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- (R,S)/(E,S) = false: chir ky gid mao va/hodc M
khong con toan ven.
4) Tinh ding dan ciia phirong phdp hinh thanh va kiém

tra chir ky

Ménh dé 1:

Cho p, q la 2 sb nguyén td, n=px(q,
dn)=(p-Yx(g-1), 1l<ab,c<g(n), l<xk<n.
Néw: y=x*modn, R=k*modn, $=k®xx°modn
thi: S* =R" x y° modn.

Chiung minh:

Théat vay, ta co:
$* modn = (k® x x modn ' modn = k*" x x** modn
= (ka modn)b ><(xa modn)C modn = R" x y° modn

Meénh dé d3 duoc ching minh. ]

Tinh dting dan ctia phuong phéap hinh thanh va kiém tra
chir ky theo (4), (6), (8) va (9) ¢ thé ching minh nhur sau:

bit: t=a, f,(M,R)=b, f,(M,R)=c taco:

u=S"modn=S%modn, véi: S=k®xx°modn

Va:

v=RPMR) 5y 5MR) modn = R® x y° modn, véi:

y=x*modn va: R=k*modn

Theo Ménh dé 1 suy ra diéu can chig minh: U=V.

Ménh dé 2:

Cho p, q 122 s6 nguyén t, n= pPxQ:
dn)=(p-DYx(q-1), 1<a,b,c<g(n), L<xk<n,
ged(x,n) =1. Néu: y=xmodn, R=k*modn,
S=k°xx*modn thi: R®=S%xy°modn.

Churng minh:

That vay, ta co:

$ x y° modn = (k® xx* modn}® x(x* modn)* modn
=k* xx** xx"** modn

=k** modn= (ka modn)b modn = R” modn
Ménh dé d3 duoc ching minh.

Tinh dung dan cta phuong phéap hinh thanh va kiém tra
chir ky theo (5), (7), (10) va (11) ciing dugc chimng minh
tuong tu nhu sau:

bat: t=a, f,(M,R)=b, f,(M,E)=c taco:
u=S"xy*™& modn=S52xy® modn, voi:
S=k"xx°modn va: y=x"?2modn.
Theo Ménh dé 2 suy ra:
u=R°modn, véi: R=k*modn.
Nén:
v=f,(M,u) = f,(M,R® modn)= f,(M,R“*® modn) (12)
Tir (5) va (12) ta c6 diéu can chimng minh: v = E.
B. Luogc do chir ky LDH.01

Luogc dd tht nhit - ky hiéu LDH.01, dwoc hinh thanh tir
lugc d6 dang tong quat véi lya chon: f2(M,R) = H(M),
f3(M,R) = R. O dédy H(.) 1a ham bam va H(M) 14 gié trj dai
dién (gia tri bam) cua ban tin can ky (M).
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1. Thuat toan sinh tham $6 va khéa
Thuat toan 1.1:
Input: Ip, Iqg.
Output: n, t, X, y, H().
[1]. generate p, g: len(p) = Ip, len(q) = Iq
[2]. n<pxq

[3]. select H: {01} —Z,, m<n;
[4]. select t: [E}<t<¢(n)
2

[5]. selectx: 1<x<n
6. V< X" modn
[7]. return {n,txy,H()};

Chu thich:
- len(.): ham tinh d6 dai (theo bit) cua mot sb
nguyén.
- p,q: 14 cac s nguyén td.
2. Thudt toan ky
Thuét toan 1.2:

(13)

Input: n, t, X, M.
Output: (R,S).

[1]. selectk: 1<k <n
[2]. R« k'modn
[B]. E« H(M)
[4]. S« kExx*modn
[5]. return (R,S)
3. Thudt todn kiém tra chir ky
Thuat toan 1.3:
Input: n, t, y, M, (R,S).
Output: (R,S) = true/ false.

(14)

(15)

[1]. E< H(M)

[2]. u <« S'modn

[3]. v« RE xy®modn

[4]. if (u=V) then {return true;}
else {return false;}

(16)
A7)

4. Tinh ding dan cia heoe do LDH.01
Tinh dung dén cua lwoc dd LDH.01 duge chimg minh
nhu sau:
bit: t=a, E=b, R=c. Tu (13), (14), (15), (16) va
(17) ta co:
u=S"modn=S*modn
Va:
v=RE x y* modn =R" x y* modn
Theo Ménh dé 1, suy ra: U=V.
Pay la diéu cin chimg minh.
C. Luoc do chit ky LDH.02
Luoc dd tht hai - ky hiéu LDH.02, dugc hinh thanh tir
lwoc db dang tong quat véi Iya chon: fi(M,R) = f3(M,E) =
H(M|IR), f2(M,R) = 1. Toan tir “||” dugc st dung ¢ day la
phép ndi 2 xau bit.
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1. Thudt toan sinh tham $6 va khéa
Thuat toan 1.4:

Input: Ip, Iq.
Output: n, t, X, y, H(.).

[1]. generate p, g: len(p) = Ip, len(q) = Iq
[2]. n<pxq

[3]. select H: {01 —Z,, m<n;
[4]. select t: [m}<t<¢(n)
2

[S]. selectx: 1<x<n, ged(x,n)=1;
[6]. y <« x"modn
[7]. return {ntx,y,H()};
2. Thudt todn ky
Thuét toan 1.5:
Input: n, t, X, M.
Output: (E,S).
[1]. selectk: 1<k <n
[2]. R« k'modn
[38]. E<H(M|R)

[4]. S« kxxEmodn
[5]. return (E,S)

(18)

19)
(20)

(21)

3. Thudt todn kiém tra chir ky
Thuat toan 1.6:
Input: n, t, y, M, (E,S).
Output: (E,S) = true / false.

[1]. u<«S"xy® modn (22)

[2]. v H(M [ u) (23)

[3]. if (v=E) then {return true:}
else {return false;}

4. Tinh ding dan cia lwgc do LDH.02
Tinh ding dén cua luoc dd LDH.02 dugce chimg minh
nhu sau:
bit: t=a, b=1,E=c. Tu (18), (19), (21), (22) va
Ménh dé 2 ta co:
u=S"xy"modn=S%xy°modn=R"modn=R (24)
Tu (23) va (24) suy ra:
v=H(M Ju)=H(M |R) (25)
Tir (20) va (25) ta c6 diéu can chimg minh: v = E.

D. Muec do an toan cua cac luoc a6 méi dé xudt

Mirc d6 an toan cia mot lwgc do chir ky s6 duoc danh
gia qua cac kha nang sau:

- Chdng thn cong 1am 16 khoa mat.
- Chdng tén cong gia mao chit ky.

O cac luoc dd méi dé xuét, 6 thé thuc hién mot $6 dang
tn cong 1am 16 khoa mat (x) va gia mao chit ky, tir kha
nang thanh cong cua cac dang tan cong nay c6 thé danh gia
vé mirc d6 an toan va thiét 1ap mot sb diéu kién an toan cho
cac lugc dd méi dé xuét. Phan tich, danh gia mic d6 an
toan sau day dugc thyuc hién cho lwoc dd chir ky LDH.02,
viéc danh gia cho lwoc dd LDH.01 cling co thé thuc hién
theo céach tuong ty.
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1. Tan céng khéa mdt bang phicong phdap “vét can”.
Thuit toan 1.7:

Input: n, t,y.
Output: X - khoa bi mat ciia dbi tugng ky.

[1]. fori=1tondo

[1.1]. z < (i) modn;

[1.2]. if (z=y)then { X «1i; break;}
[2]. return (x)

Nhdn xét: Néu gia tri ciia X khong di 16n thi viée tan
cong lam 16 khoa mat bang Thuat toan 1.7 1a hoan toan c6
thé thuc hién duoc.

Piéu kién 1.1: Khoa bi mdt x phai dwoc chon dé viéc
tinh: x = RSAny(y) 1a kho.

2. Tan cong khoa mat khi gia tri cua k bi [§.
Thuét toan 1.8:

Input: n, t, (E,S), k, gcdk,n) =1, gcdE,—t) =1
Output: x —khoa bi mat cua ddi twong ky

[1]. w« Sxk*modn;

[2]. Euclid (E.t; ab): ax E +bx (-t) =1
[3]. z<wW*xy"modn;

[4]. return (2)

Chu thich: 1a giai thuat Euclid mo rong dé giai phuong
trinh: axE+bx(-t)=1 véi E, t cho truéc va a, b la
nghi¢m.

Nhdn xét: Khi gia tri cua K bi 10 hodc do lya chon gia tri
khong hop 1y dén dén bi 16, thi viéc tan cong khoa mat bang
Thuat toan 1.8 1a c6 thé thyc hién dugc. That vay, vai gia
thiét: gcdk;,n)=1 va gcdE,~t) =1, khi do:

w=Sxk*modn=kxxFxk™modn
= x5 modn

Gidi: axE+bx(-t)=1 bﬁng thuét toan Euclid m¢ rong
duoc avab, ta co:

z =W x y* modn = x*F x x> modn
=x***'modn = x

Nhu vay, néu gia tri cia khoa K bi 19 va cac gia thiét dat
ra: gcdk,n) =1 va gcd(E,~t) =1 dugc thoa man thi viée
tinh khéa mat (X) 1a hoan toan c6 thé thyuc hién duoc.

Diéu kién 1.2: Gia tri cua k can dwoc chon dé viéc tinh:
k = RSAny(R) 1a kho.

3. Tan cong khoa mat khi gia tri cua k bi su dung lap lai

Thuit toan 1.9:

Input: (E1,S1), (E2S2),
ng((E1 - Ez)’_t) =1
Output: X — khéa bi mét ctia nguoi ky.

k =k,, gcd(S,,n)=1

[1].w«S, x(S,) " modn;

[2].Euclid (Ev,Eat; a,b): ax(E, —E,)+bx(-t)=1;
[3]. z WP x y* modn;

[4]. return (2)
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Nhdn xét: Khi gia tri cia k bi st dung lai thi viée tan
cong lam 10 khoa mat bang Thuat toan 1.8 1a c¢6 thé thuc
hién duoc.

That vy, gia stz R =(k ) modn, g =H(M,|R,):
S, =k, xx® modn la chit ky tuong timg véi thong di¢p M,
va R, =(k,) modn, E,=H(M,|R,): S,=k,x(x)*modn
1a chit ky twong tmg véi thong diép M,. Voi gia thiét:
k, =k, =k, gcd((E,-E,),~t)=1 va gcd(S,,n)=1, khi
do:

w=S, xS, modn

= (X)E1 x Kk x (x)fEz x k™ modn
= X&) modn

Giai: ax(E, - E,)+bx(-t) =1 dugc avab, ta co:

z=w"x(y)’ modn

— Xa.(El—E2)+b.(—t) modn = x

Nhu vay, viéc tan cong khoa mat () co thé thanh cong
néu khoa k bi sir dung ldp lai va cac gia thiét dat ra duoc
thoa man.

Dicu kién 1.3: Gid tri ciia k khéng dwoc phép lap lai &
cdc lan ky khac nhau.

4. Tan cong gida mao chir ky khi lwa chon tham so ¢t Khdng
hop Iy.

Thuat toan 1.10:
Input: n, t, M, y —khoa cong khai cua U.
Output: (E* s*) — chit ky cia U do doi tuong gid

mao U” tao ra.
[1]. selectk*: 1<k*<n

[2]. R* <« (k*) modn;
[8]. E* <« H(M | R¥);

{7
[4]. S*«k*xy ‘"' modn ;
[S]. return (E* s*);

Nhdn xét: Néu LEJ cho két qua la mot gia tri nguyén
t

(26)

thi viéc tir}h S* theo (26) va do d6 viéc tao chir 1§y gia mao
(E*,S*) bang Thuit toan 1.9 1a hoan toan co6 thé thyc hién
duoc. That vay:
e

u :(S")1 x(y)© modn:(k*)l Xy [ ! }t x y& modn

=R"xy " xy® modn=R’

Do do:

Vi =HM [[u*)=H(M ||R*)=E

Nhu vy, chit ky gid mao (E*,S*) do U* tao ra nhung
hoan toan thoa min diéu kién cua thuit toan kiém tra chir
ky (Thue}t toan 1.6) do do s& dugc cong nhén 1a chir ky hop
1€ cua doi tugng U (chu thé cua khoa cong khai y).

biéu kién 1.4: Can chon t:[g}tl

5. Tén cong gid mao chir ky néu biét {p, qj.
Thuit toan 1.11:
Input: n, p, g, t, M, y — khda cong khai cua U.
Output: (E*,s*)— chit ky cua U do U* tao ra.
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[1]. selectk*: 1<k*<n

[2]. R*«(k*) modn;

[8l. E*«<H(M|R*);

[4]. $* < k*xy ECm#0) oy
[5]. return (Ex* S*);

(@7)

Nhdn xét: Néu tir n c6 thé biét {p,q} thi viéc tinh S*
theo (27) va do d6 viéc tao cap chit ky gia mao (E*,S*)
bang Thuat toan 1.10 1a ¢c6 thé thuc hién. Trong trudong hop
nay, ké gia mao (U*) c6 thé tinh: E*t*modg(n) thay cho
viéc tinh (E) va két qua (E*,S*) van duoc cong nhan la

t

chir ky hop 1¢ ciia ddi tuong U.

Piéu kién 1.5: Can chon {p,q} dé bai todn phdn tich
mot sé nguyén Ién ra cdc thira sé nguyén té la khé gidi.

Trong tmg dung thuc té, cac tham sé {p,q} ¢6 thé chon
theo Chuan X9.31 [2] hay FIPS 186-3 [3] cta Hoa Ky cho
hé mat RSA nhu sau:

Chuén X9.31.

Theo X9.31, tiéu chudn d6i véi cac tham sb {p,q} cua
hé mat RSA bao gdm:

- D0 dai modulo n (nlen) 1a: 1024+256s (s > 0).

511+128s 511+128s
- W2x2 <p,q <2 (s>0).
412+128s

- p-q> 2" 52 0. ,

- Cac udc nguyén to ctia p=1 va g1 (cac s6 nguyén
t6 bd tro), ky hidu 1a: ps, p2 Va: g1, g2 phai thoa
mién cac thong s ky thuat duoc cho trong Bang

1 dudi day:
Bdng 1. Tiéu chudn an toan doi véi cdc s6 nguyén t6 bo
tro
D¢ dai cua | D6 dai toi thiéu | D¢ dai toi da
modulo n | cia p1, P2 va qu, | ciia p1, p2 va
(nlen) g2 Ji, 92
1024 + 256.s | > 100 bit <120 bit

Chuén FIPS 186-3.
Theo FIPS 186-3, tiéu chuan doi véi cac tham s6 {p,q}
cua hé mat RSA bao gém:

511+128s 511+128s
- J2x2 <p,q <2 (s

[?]7100
- lp-ql>2 . ,
- Cac udc nguyén to cua p£l va g+l (cac so
nguyén t6 bo trg), ky hiéu 1a: p1, p2 VA: g1, g2 phai
thoa mén cac thong sd k¥ thuat dugc cho trong
Béng 2 duéi day:
Bdng 2. Tiéu chudn an toan doi véi cdc s6 nguyén té bo
tro (@6 dai 16i da, 10i thiéu cua pl, p2, ql, 2)

> 0).

D6 dai | DG dai toi | D dai toi da ciia len(py)
clia thiéu cua | + len(pz) va len(qy) +
modulo | p1, p2, 01, | len(qz)
n(nlen) | g2 Cic 6 | Cic s
nguyén t6 | nguyén té
xdc sudt ching
minh dwoc
1024 bit | > 100 bit | <496 bit | < 239 bit
2048 bit | > 140 bit | <1007 bit | < 494 bit
3072 bit | > 170 bit | <1518 bit | < 750 bit
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Nhimg phan tich trén ddy cho thiy, mirc d6 an toan cua
lugc d6 mai dé xuat phy thudc vao mirc do khé cuia hai bai
toan: Bai toan phan tich sO nguyén 1én ra cac thtra so

nguyén t0 va Bai toan khai can trén vanh so nguyén Zn:p .

0 day p va q la cac s0 nguyén to phan biét. Lugc do s€ an
toan trudc cac dang tan cong lam 16 khoa mat va tan cong
gia mao chit ky néu tuan thu cac diéu kién an toan da dugc
chi ra.

IV. KET LUAN

Bai bao d& xut mot dang lugc dd chi ky s6 mai xay
dung dya trén bai toan khai cén trén vanh Z,. Ttr dang lugc
d6 da dé xuat co thé xay dung duge mot ho luge do chir ky
$6 mai, trong do cac luoc dd LDH.01 va LDH.02 chi 1 hai
trong s cac luge d6 dwoc xdy dung theo phuong phép
duoc dé xuit & day. Viéc danh gia mic d¢ an toan cua lugc
d6 LDH.02 trudc mot sd dang tan cong cho thdy kha ning
g dung cua cic luoc dd dang nay 1a hoan toan thuc té
néu bao dam cac diéu kién an toan da duoc phan tich, danh
gia dua ra trong bai bao.
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DEVELOPING A NEW TYPE OF DIGITAL
SIGNATURE SCHEME BASED ON RSA
PROBLEM

Abstract: The paper proposes a new method for constructing
a signature scheme based on the Zn ring-rooted problem, also
known as RSA problem. From the proposed method, it is possible
to create a new family of signature schemes similar to EIGamal's
signature family based on discrete logarithmic problem. The
paper also proposes two signature schemes and assessments of
their security for the purpose of illustrating the implementation of
the proposed method to create signature schemes and their
applicability in practical applications. The schemas will be safe
against attacks that expose secret keys and forged signature
attacks if the specified security conditions are followed.

Keywords: Root problem, Digital Signature Schema, Hash
Function, Schema, Digital Signature.
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