Nguyén Birc T4m

TINH AN TOAN IND-CPA CUA PHUGNG
PHAP MA HOA CO THE CHOI TU DUA
TREN GIAO THUC BA BUOC SHAMIR

Nguyén Birc Tam*

"Hoc vién Ky thuat mat ma — Ban Co yéu Chinh phu

Tém tit: Noi dung bai bao phan tich va chimg minh
tinh dung dén, chdi tir thuyét phuc va an toan IND-CPA
ctia mot phuong phap ma hoa c¢6 thé chdi tir v6i qua trinh
truyén tin mat dya trén giao thirc ba budc Shamir st dung
thudt toan ma héa iy thira modulo Pohlig-Hellman.
Phuong phap ma hda c¢6 thé chdi tir nay da dugc dé xuat
trong bai bao [11], nhung chua dugc chiing minh cac tinh
chat co ban ctia mot giao thirc ma hoa c6 thé chdi tir.

Tir khéa: M3 hoa c6 thé chdi tir, m3 hoa xéac sut, ma
hoa gia xac suat, ma hoéa giao hoan, giao thic ba budc
Shamir, thuét toan Pohlig-Hellman, IND-CPA.

I. PHAN MO DAU

Céc k¥ thuat ma héa thong thuong hién nay nham
béo v€ tinh bi mat, an toan, xac thuc cua thong tin khi luu
trir va truyén thong, chong lai cac tin cong nham thu tin
tham ma. M3 héa c6 thé chdi tir (MHCTCT) la mét k§
thuat mat md véi mot cach tiép can ky thuat khac biét voi
ma hoéa thong thuong. Trong ma héa thong thuong, moi
ban ma 1a mot cam két duy nhat ciia mot ban rd va khoa
ma. MHCTCT cho phép giai ma mdt ban ma cho ra hai
ban rd c¢6 y nghia khac nhau, dinh nghia MHCTCT duogc
Canetti va cong su cong bb lan dau tai bai bao [1].
MHCTCT duoc tmg dung chéng lai dang tdn cong cudng
¢p trong trong kich ban ma ke thtr ba chén thu ban ma
truyén trén kénh truyén coéng cong va cudng ép bén gui
hodc bén nhén hoac ca hai bén phai trinh ra thuat toan ma
hoa, ban rd va cac khoa ma da st dung [1], itng dung
trong luu trit 4n gidu cac hé thong tép dir liéu nhay cam
[2-4], tng dung trong cac mdi truong giao dich da bén
khong cam két noi dung nhu cac giao thirc bo phiéu dién
tir, dau gia dién tir [5].

MHCTCT da dugc nghién ctru va d& xuat cu thé mot
s6 giao thuc sir dung khoa cong khai [6], hodc sit dung
khoa bi mat [7]. Gan day, mot giai phap MHCTCT duoc
dé xuat str dung thuat toan md hoa giao hoan va khoa bi
mat dung chung trong [8]. Bai toan ddm bdo an toan cta
cac giao thie MHCTCT chéng tin cong cudng ép duoc
thao ludn trong cac bai bao [9,10]. Ngoai ra, dé dam bao
an toan chong lai

Téc gia lién lac: Nguyén Pirc Tam,
Email: nguyenductamkma@gmail.com )
Deén toa soan: 2/2020, chinh stra: 4/2020, chap nhan dang: 4/2020.

SO 01 (CS.01) 2020

cac tan cong cudng ép chu dong, can bd sung vao trong
cac giao thtc MHCTCT thu tyc xac thyc bén gui va bén
nhén [10].

Trong bai bao [11] dd dé xut phuong phap ma hoa
¢6 thé chdi tir sir dung thudt toan lity thira modulo Pohlig-
Hellman c6 tinh chét giao hoan, trong d6 thuat toan méi
dugc mo ta tong quat vé phuong phap con céc tinh chat
chua dugc chimg minh.

Bai béo nay s& di mé ta chi tiét qua trinh thuc hién
giao thirc ma hoa, giai ma va thyc hién chéi tir khi bi tin
cong cudng ép, dong thoi phan tich va chimg minh tinh
dung dén, tinh chdi tir thuyét phuc va an toan IND-CPA
cua phuong phap duge dé xuét trong [11]. Trong ndi dung
bai bao, Phan Il mo ta mo hinh truyen tin va ngi canh tan
cong. Phan 111 gigi thiéu mot s6 thuat toan sir dung trong
phuong phap dé xuat. Phan IV mé ta lai chi tiét giao thirc
thuc hién phuong phap ma héa co thé chéi tir trong bai
bao [11]. Phan V 1a mot s dinh nghia quan trong vé do
an toan khong phéan biét tinh toan. Phan VI chimg minh
tinh dtng dan, chdi tir va an toan IND-CPA cta phuong
phap. Phan VII két luan.

Il. MO HINH TRUYEN TIN VA NGU’ CANH TAN
CONG

M6 hinh truyén tin va ngit canh tan cong khi hai bén A
va B truyén tin mat bang giao thirc ba budc Shamir nhu
Sau:

- Gia st A va B truyén thong diép bi mat T va nguy
trang mot thong diép gia mao M cung kich thudce trén
cung ban md C (trong giao thuc ba budc Shamir, qua
trinh truyén tin thuc hién ma hoéa gém ba budc, tao ra cac
ban mi C,,C,,C,). Ddi phuong tin cdng co trong tay cac
ban ma truyén trén kénh truyén, tién hanh cudng ép cac
bén truyén tin phai trinh ra thong diép rd, cac khoa ma sir
dung va thudt toan ma hoa/giai ma. Mot kich ban thuong
gip khac 1a dbi phwong tién hanh gia mao la mét trong
céc bén lién lac dé tan cdng gia mao tich cuc.

- Khi bi tin cong cudng ép, A (hoac B, hodc cd hai
bén) dé bao vé thong diép bi mat T , cac bén s& trinh ra
thong di€p gia mao M phu hop hoan toan véi cac ban
ma (C,,C,,C,), khda ma va thuat toan ma hoa/giai ma.

- Ngudn tin déu vao dé ma hoa la (T, M) thay vi chi la
T. M & day dong vai tro nhuw mot lugng thong tin ngau
nhién thém vao. Cach thirc thuc hi¢n nay giéng hét nhu
cac giao thirc ma hoa xac suat, khi nguoi ta bo sung thém
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ngudn ngiu nhién két hop véi thong diép ban dau trude
khi thyc hién md hoa. Do vy, dé giao thie MHCTCT
mot cach thuyét phuc, thiét ké cia no thuong dua trén
giao thirc ma hoa xéac suét twong Ung.

Céc tiéu chi thiét ké hudng téi nham muc dich giao
thirc phai dam bao an toan, chdng lai cic tinh hudng tan
cong cudng ép boi ca ddi phwong thu dong hodc ddi
phuong cha dong gia mao, cac tinh hudng tin cng duge
datrala:

- Pbi phuong chin dwgc moi ban ma giri trén kénh.

- P6i phuong cudng ép tin mot bén hodc ca hai bén
sau khi cac ban méa da duoc gt nhan.

- Mbi bén hoic ca hai bén déu budc phai trinh ra: thong
diép rd, khoa bi mat st dung, thuat toan thyc hién trong
qua trinh truyén tin va phai dam bao cac ban ma phu hop
hoan toan voi nhimg thanh phan nay.

- P6i phuong c6 thé chu dong dong gia 1a mét trong
cac bén dé tién hanh tin cong gia mao.

ll. MOT SO THUAT TOAN SU’ DUNG

3.1 Giao thirc ba buéc Shamir

Dé thuc hién giao thirc ba bugc Shamir, thuat toan st
dung phai c6 tinh chat giao hodn m¢ot céach lién tiep [12],
nghia 1a né cho phép mot théng diép dwgc ma hda hai
budc vai bat ky mot thir tu nao déu cho ra két qua nhu
nhau. V6i T 1a thong diép dau vao va K,, K, la hai
khéa ma caa hai 1an ma khac nhau, thuat toan ma hoéa
phai dam bao:

Ey, (Ex, (T))=Ex, (Ex, (T))

do tinh chat giao hoan, ngudi nhan luén nhan dugc ban
ré chinh xac, vi:

Dy, (Dx, (Ex, (Ee, (1)) =T

M6 ta giao thue chi tiét dugc thuc hién nhu~ sau:

1. A can gui thong di¢p T, A tao khda ngau nhién K,
va tinh ban ma C, =E, (T). A gui C, cho B qua kénh
mo;

2. B tao m¢t khoéa ngau nhién Ky, ma hoéa ban ma C,
bing khéa K,:C,=E, (C,)=E (E (T)), eui C,
cho A;

3. A, sir dung thu tuc giai mda D=E™, tinh ban ma

=D, (Cz) =Dy, (EKB (EKA (T))) =Dy, (EKA (EKB (T ))) =k, (T)'
gui C, cho B;

B nhéan duoc C,,
M =Dy, (C,)=Dy, (Eq, (T))=T.

Vi A va B khong can trao d6i khoa trudce khi thuc hién
lién lac, nén giao thuc ba budc Shamir con dugce goi 1a
giao thuc khong khoéa ba bude Shamir.

3.2 Trao déi khéa Diffie-Hellman

Giao thic Diffie-Hellman [13], duoc sir dung dé hai
bén A va B thoa thudn mét bi mat chung véi nhau (Z,;)
théng qua kénh cdng khai:

=yg =(9°)" =vyy* =(g)" =g** mod p

duogc giai ma
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Trong d6: p 1a mot sé nguyén té manh > 2048 bit;
g la phan tor sinh cia O oy XarXg 2256 Dit la khoa bi
mét cla A, B; y,=g® modp,y, =g modp la khoa
cong khai cua A, B.
3.3 Thuit toan ma hoa Pohlig-Hellman
Thuat toan ma hoa giao hoan Pohlig Hellman [14] st
dung phep toan lity thira modulo de bién d6i thong diép 1o
v6i mot sO mil bi mat € (do dai tdi thiéu cta e 1a 256 blt)

sau d6 chia modulo cho s6 nguyén t6 p (voi p la sb
nguyén té an toan co kich thudce du 16n). Qua trinh ma
hoa va giéi' ma dugc thuc hién vai phép Iy thira modulo
cung cac sO mii € va d tuong ing.

Véi thong diép M < p, céc tht tuc md héa E, (M) va
giaimi D, (C) dugc mo ta nhu sau:

Thu tuc ma hoa E, (M):

C=E.(M)=M*®mod p

Thu tuc giai ma D, (C):

M =D, (C)=C’mod p=M* mod p

Véi D, =E. vakhdama K =(e, d).

Trong d6 can chon s6 € thoa man nguyén tb ciing nhau
véi (p—1). Tiép theo, st dung thuat toan Eclid m& rong
dé tinh nghich dao
d =e™ mod(p -1).

Miic d6 an toan cua thuat toan Pohlig-Hellman chéng

lai tan cong lwa chon ban rd duoc tinh bang d6 phirc tap
tinh toan cua bai toan logarit roi rac.

tuong Gng cia e la

IV. PHUONG PHAP MA HOA CO THE CHOI TU
DUA TREN GIAO THUC BA BUO'C SHAMIR

Phuong phap MHCTCT dua trén giao thuc ba budc
Shamir dwoc dé xuit trong [11], Phan IV nay s& di mo ta
lai chi tiét phuong phap nay:

Pé dam bao an toan cho ma hoa dua trén phép liiy thira
modulo can chon s6 nguyén t6 p 1a s6 nguyén t6 an toan,
thoa man (p-1)/2 la mot sé nguyén t6. Pong thoi dé
dam bao an toan ngir nghia cho ban ma, can bd sung thém
yéu t6 ngau nhién vao ngudn tin ban dau [15-16] khi d6
giao thirc ma hoa 1a giao thirc ma héa xac suat. Néu thay
thé mot cach co chu dich ngudn ngiu nhién bing mot
thong diép bi mat, ma héa xac suat lic nay trd thanh ma
hoa gia xac suét.

Phuong phap dé xuit cu thé 1a sy két hop cua cac thuat
toan:

1. Qua trinh truyén tin thuc hién theo giao thirc ba budc
Shamir;

2. Khi bit diu thyc hién phién truyén tin mat, hai bén
str dung giao thirc trao ddi khoa Diffe-Hellman thong nhat
v6i nhau mot tham s6 bi mat ding chung dé thyuc hién
giao thirc chdi tir;

3. Thuét toan ma hoéa st dung 1a thuat toan ldy thua
modulo Pohlig-Hellman, thuat toan nay dam bao tinh chat
giao hoén.

Céac budc thyuc hién chi tiét:

Bude 1 thong nhdt tham sé: A va B st dung giao thirc
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Diffie-Hellman tao khoéa phién cong khai (st dung mot
1an) va trao d6i v6i nhau. Tiép theo, ho chia sé tham sb bi
mat dung chung Z ;.

Burée 2 md héa: A can truyén thong diép mat T, A tao
mot thong diép gia mao M c6 cung kich thudc voi T. A
va B thuc hién qué trinh ma hoa truyén tin theo giao thirc
ba budc khong khoa Shamir, st dung thuat toan lily thira
modulo Pohlig-Hellman dugc trinh bay ¢ muc 3.3 dé ma
héa dong thoi (T,M).

Budée 3 gidgi ma: B c¢6 hai ché do giai ma, ché 4o giai
mi mat dé khoi phuc théng diép mat T; ché do giai ma
chdi tir khi bi tdn cong cudng ép dé trinh ra cho dbi
phuong tan cong thong diép gia mao M.

Trong qué trinh mé hda, A va B s& sir dung giao thirc
MHCTCT dam béao cac ban ma (C,,C,,C,;) dugc tao ra
bang giao thirc ma hoéa khong khoa c6 thé chéi tir (ma hoa
ddng thoi hai thong diép M va T ) khéng phan biét duoc
vé mat tinh toan véi cac ban ma (C,,C,,C,) dugc tao ra
bang giao thirc ma héa xac suat khi ma hoa thong diép

M.

Khi bi tan cong cudng ép:

A hodc B hodc ca hai bén A, B sé€ trinh ra thong di€p
gia mao M, cdc ban md (C,,C,,C,), giao thuc md hda
xac suit va cac khoa gia, dam bao moi thanh phan nay
phtt hop véi nhau. Do d6, A va B ¢ du 1y 1& hop 1y rang
minh dang sir dung giao thirc m4 héa xac suat dé truyén
thong diép (trong khi thuc té 1a giao thire MHCTCT dugc
hai bén thuc su sir dung).

Nhur vdy, phuwong phap chdi st dung hai giao thuc:

- Giao thirc thit nhat la giao thirc md héa xdc sudt sir
dung thudt todn Pohlig-Hellman, day s€ la giao thirc ding
dé trinh ra khi bi tdn cong cudng ép, giao thirc dugc mo ta
chi tiét tai 4.1 va dugc ky hiéu 1a giao thirc EncPH_F.

- Giao thikc thir hai la giao thirc ma héa c6 thé chéi tiv
gid xdc sudt sir dung thudt toan Pohlig-Hellman, day l1a
giao thirc ma hai bén A, B thuc su dung dé truyén tin mat,
giao thitc dugc mo ta chi tiét tai 4.2 va duoc ky hiéu la
giao thirc DenEncPH.

4.1 Giao thirc ma hoa xac suat sir dung thuat toan
Pohlig-Hellman

Giao thirc EncPH_F:

A cin truyén thong diép M < p cho B (dé dam bao
mirc an toan 112 bit, p 1a sé nguyén té c¢6 kich thudce
2048 bit [16] va dugc hai bén coéng khai).

* Buge 1: thong nhdt tham so

A tao mdt gid tri ngau nhién k, < p—1, déng vai tro la
khoéa bi mat str dung mot lan cua A, tinh khoa cong khai
str dung mot 1an cia A 1a R, = mod p, va giii R, cho
B.

B tao mot gia tri ngau nhién k, < p—1, dong vai tro la
khéa bi mat st dung mot lan cua B, tinh khoa cong khai
str dung mot 1an cta B 1a R, = & mod p, va gii R, cho
A. Lic nay B c6 gia tri bi méat dung chung

Z=2,,=R/* mod p=ca""* mod p.

A nhin R;, inh gid tri

dung  chung
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Z=2,, =R, mod p=ca'* mod p.

* Buoc 2: md hoa theo giao thirc ba budc Shamir

B21. A tao khoa riéng K, =(e,,d,), voi
ged(e,, p-1) =1,d,=e;'mod(p—1), tao modt gia tri
ngiu nhién p, véi muc dich thém vio ngudn tin rd ban
dau, va tinh ban ma C, = (C,,C;) bang hé cic hé phuong
trinh déng du tuyén tinh sau day (co6 sy hién dién cla cac
tham s6 Z, p,) voi C, va C; chua biét:

{clurcl” =pmodp =U, O
C/+ZC'=M*mod p =S,

H¢ phuong trinh dong du bac nhat hai an (1) c6 hai
nghiém C,,C;:

(C, = D’lDCi mod p;C, = D’lDC; mod p) . Véi:

D" 1a phan tir nghich dao ciia D = (Z —1)mod p;

Dc; =(U,Z-S;)mod p; Dc; =(§,-U,) mod p;

Sau do, A giri ban ma C; cho B.

B2.2. B tao khoa
ged(es, p-1) =1,d, =e;"mod( p —1),

rieng K =(gg,dg), Vvoi

tinh gia  tri

S, =M* mod p = (C;+ZC/)mod p, tao mdt gia trj ngdu

nhién p,, va tinh ban ma C, = (C,,C,) bang hé phuong
trinh dong du tuyén tinh sau dy voi C,,C, chua biét:

C,+C) =p,modp =U,

{CZ’ +ZCy=SP®modp =S, @)

Hé phuong trinh déng du bac nhat hai an (2) c6 hai
nghiém C,,C,:

(C, = D’ché mod p;C, = D’lDC; mod p). Véi:

D" 1a phan tir nghich dao ciia D = (Z —1)mod p;

DC.2 =(U,Z-S,)mod p; DC; =(S,-U,)mod p;

Tiép theo, B giri ban ma C, cho A.

B2.3. A tao mot gid tri ngau nhién p, va tinh gia tri
S,=Spmodp=(C,+ZC;)modp  va ban ma
C, =(C,,C;)bang h¢ phuong trinh déng du tuyén tinh
sau véi C,,C, chua biét:

C+C =p,modp =U,
{c; +ZCJ =S mod p = S, @)

Hé phuong trinh dong du bac nhét hai 4n (3) c6 hai
nghiém C,,C;:

(C, = D’lDCé mod p;C, = D’lDC; mod p). Véi:

Dq =(U,Z-S;)mod p; DC; =(S;-U,;)mod p;

Sau d6, A giri ban ma C, dén B.

* Buoc 3: giai md

B nhén dugc C,, B tinh thong di¢p M nhu sau:

M =(C}+2C7)"™ mod p ()

Lwu y rang, trong giao thirc, cic gia tri P
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(i =1 2,3) ngau nhién thém vao trong qua trinh ma
hoéa véi gia thiét 1 nhu sau:

Gid thiét 1 Cac gid tri p, (1=1,2,3) thém vao trong
qua trinh ma héa ba budc cia giao thirc EncPH_F nham
muyc dich tang tinh ngau nhién cua cac ban md, cac gia tri
ngau nhién nay khong luu nho trong bg nho ciua may tinh
(may lagp md va mgiy gidi ma).

Ménh dé 1 Neu A, B sd’ dung giao thirc DenEncPH
thwe hién md héa va truyén tin théng diép M bang qua
trinh thiee hién ba buée ¢é bé sung cdc gid tri ngau nhién
p.(1=12,3). Thi khi B thuc hién giai ma sé khoi phuc
chinh xac thong diép M ma khong phu thudc cac gia tri
p, thém vao.

Chirng minh:

Trong giao thitc EncPH_F, ¢6 cac cong thirc sau khong
c6 su tham gia clia cdc ngau nhién p, :

S, =M*®* mod p;

S, =S/ mod p = M*®® mod p;

Ci+ZC" = S3» mod p = M**% mod p = M* mod p;
khi B thuc hién giai ma bang cong thirc (4):

M =(C,+2C)) " modp=M*=modp=M (5

Ta c6 ménh d& 1 dwoc chimg minh.

4.2 Giao thirc ma héa c6 thé chéi tir siv dung thuat
toan Pohlig-Hellman

A cin truyén thong diép T < p sang cho B, A nguy
trang bang thong dlep gidmao M cé cung kich thudc vai
T, giao thirc truyén tin dwgc mé ta chi tiét cac budc thuc
hle_:n nhu sau:

Giao thirc DenEncPH:

Budc 1: thong nhat tham so

Hoan toan tuong ty nhu giao thitc EncPH_F, A va B
ding giao thirc trao d6i Diffie-Hellman thng nhit tham
s0 bi mat dung chung Z :

Z=2,, =R, modp=(a')" modp

=R,* mod p = (&) mod p

Buée 2: ma hoa theo giao thirc ba budc Shamir

B 2.1. A tao cac khoariéng K, =(e,,d,), voi
ged(e,, p-1)=1d, = e: mod (p—1), va Q, = (&,,9,),
voi ged(e,, p—1) =1, 5,=¢," mod( p —1), tinh ban ma

C, =(C,,C,) bang cich giai hé phuong trinh sau day dé
tim (C,C,):
C/+Z°C! =T modp =U, ®)
C/+ZC' =M*"modp=S5,

Hé phuong trinh ddng du bac nhét hai 4n (6) c6 hai

nghiém C,,C; :
(C,=D"'D_ mod p;C, = D™D, mod p). Véi:
D" 1a phéan tir nghich dao ciia D =(Z —Z?)mod p;
D, =U,Z -S,Z*)mod p; D, =(S,-U,)mod p;
Tiép theo, A giri ban ma C, sang B.
B 2.2. B, tao khéariéng K = (eg,dg), voi
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ged(e,, p—1) =1,d, =€’ mod( 1), Qs =(£.3,), véi

ged(gg, p—1) =1,6,=¢;"mod (p —1), tinh cac gia tri
U, =T =(C/+2°C/)mod p,
S, =M*® =((/ +ZC/)mod p, tinh C, =(C,,C,) bangh¢

phuong trinh dong du tuyén tinh sau day véi (C,.C))

chua biét:
C,+Z°Cy=U*mod p=U, @
C,+ZC) =S modp =S5,

Hé phuong trinh dong du béc nhét hai 4n (7) c6 hai
nghiém C,,C; :

(C, =D™D_ mod p;C, = D™D, mod p). Véi:

D" 1a phan tir nghich dao ciia D =(Z —Z2)mod p;

D, =U,Z -S,Z*)mod p; D, =(S,-U,)mod p;

Tiép theo, B giri bin ma C, sang cho A.

B 2.3. A tinh gid trj U, =U;* =(C; +Z°C;)mod p,
=(C;,Cy)
bang hé phuong trinh dong du tuyén tinh sau véi C;,C,

S, =S/ =(C,+ZC;)mod p, va ban ma C,

chua biét:
Ci+Z°C}=U3 mod p =U,
{c; +ZCJ =S5*mod p =S,
Hé phuong trinh déng du bac nhat hai an (8) c6 hai
nghiém C;,C;:
C, = D’lDCé mod p;C, = D’ch; mod p). Véi:

®)

D. =(U,Z-S,Z*)mod p; D, =(8;-U;)mod p;
Tiép theo, A giri ban ma C, sang B.
Buédc 3:giai ma
+ Giai ma ¢ ché do truyén tin mat
B nhéan dugc C,, B gidi ma ¢ ché @6 truyén tin mat dé
khoi phuc thong diép bi mat T nhu sau:
T =(C;+2°C;)" mod p ©)
+ Giai ma & ché do bi tin cong cudng ép
Neéu bi tan cong cudng ép, B trinh ra thong di€p gia
mao M nhu sau:
M =(C}+2C})™ mod p (10)

V. MOT SO DINH NGHIA QUAN TRONG VE BQ
AN TOAN KHONG PHAN BIET TiNH TOAN

Dinh nghia 1 [17] Mt thudt toan ¢ duoc goi la chay
trong thoi gian da thire néu ton tai mot da thirc P (n) sao
cho véi moi chubi dau vao X cé do dai N bit, thuadt toan
@(X) két thiic sau nhiéu nhat la p(n) bude.

Dinh nghia 2 [17] Mét ham 6(n) dwoc goi la khéng
ding ké (negligible) theo bién n, néu véi moi da thirc
p(n), luon ton tai mot sé nguyén n, sao cho
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a(n) <L khi n>n,.
p(n)

Mot ham khong déng ké hay st dung 14 [17]: zi

Dinh nghia 3 [1] Cho A= {A1}neN va B= {Bn}neN la
hai phan b6 xdc sudt va §:N—[0,1]. Ching ta néi A
va B 1a §(n)—dong néu véi méi bé phdn biét thoi gian
da thirc D va VOi vn du lomn,
|Prob(D(A,) =1)-Prob(D(B, ) =1)| < 5(n). Néu &(n)
la khong dang ké thi ching ta ndi rang A va B la khong

phan biét tinh todan va duogc viét la A ; B.

Dinh nghia 4 [17] M¢t danh gia dé an toan khéng
phan biét tinh todan voi tan cong CPA cua mdt hé mat
khéa bi mdt véi giao thic truyén tin  mdt
7(Gen, Enc, Dec) gom cdc thii tuc tao khéa Gen, md héa

CPA
E.x

Enc, gidi ma Dec, voi ky hiéu la SecKc " (n) dwoc mé ta
nhu sau:

Poi phuong tan cong E chon mgt cdp ban ré my,m; ¢
cung do dai dwa vao thii tuc ma hoa.

Mot khéa bl mdt k ngau nhién ¢é kich thuwée n bit va
mot bit ngd~u nhién b €{0,1} dwoc chon dé ma héa m, va
tra lgi cho E ban ma C = Enc, (m,) dugc goi la ban ma
thach thirc.

E ¢6 quyén truy cap khong gici han toi thu tuc md hoa
Enc

Sau khi nhdn dwoc ban mda C, dé doan bit b, E thuc
hién mét thudt todn nao dé va cé gid tri b’ .

Két qua ciia danh gid la 1 néu b =bva la 0 néu khac
nhau.

Dinh nghia 5 [17] Mot hé mdt khéa bi mdt co kich
thude khéa bi mdt N bit dwoc goi la ¢6 dé an toan khong
phdn biét tinh todn bang tan céng ban ré chon triedc
(IND-CPA) néu véi moi thudt todn trong thoi gian da
thite, xdc sudt dé SecKE™(n) c6 két qua la I la:

Pr{SecK<™(n) =1] < %+5(n), voi 5(n) la mét ham

khéng dang ké ciia n,

VI. TINHDUNG PAN, CHOI TU THUYET PHUC VA
AN TOAN IND-CPA CUA PHUONG PHAP DE XUAT

6.1 Tinh ding din

M¢nh d@é 2 Néu A, B ding giao thirc DenENcPH dé ma
héa diép bi mat T va nguy trang bang thong diép gid
mao M cing kich thuée. Thi khi B gidi ma & ché do
truyén tin mdt luén khéi phuc dwge chinh xdc thong diép
bimat T.

Chtng minh:

- Khi B giai ma ¢ ché d6 truyén tin mat, khoi phuc
théng diép bi mat T, Ta co: trong giao thuc DenEncPH,
tir cac cong thuc:

U, =T" mod p;

U, =U,® mod p =T “*® mod p;
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C)+2Z°C} =U3* mod p = T°*°» mod p

B thay cac cong thirc nay vao cong thirc giai ma (9) tai
giao thuc DenEncPH:

T=(¢ +ZZC§)§B mod p
s (12)
= (T )" mod p =T mod p

Ta c6 ménh dé 2 dugc chimg minh.

6.2 Tinh chéi tir thuyét phuc

Ménh dée 3 Khi hai bén A, B sw dung giao thirc
DenEncPH dé truyén thong diép bi mdt T va nguy trang
bang thong diép gia mao M cung kich thudc. Néu doi
phwong tin cong chan thu dwgc cac ban ma (C,,C,,C,)
va tién hanh cudng ép A hodc B hodc cd hai bén:

1. Khi doi phwong cudng ép bén nhdn B, B sé trinh ra
bi mdt dung chung Z, khoa ma gia mao (eg,dy), giao
thirc ma héa xdc suat EncPH_F, cdc thanh phan nay
hoan toan phu hop véi cac ban ma (C;,C,,C,) va thuc
hién giai ma (C,,C,,C,) bang giao thirc EncPH_F khoi
phuc dwgc chinh xdc thong diép gia mao M. (CM 3-1)

2. Khi d6i phwong tin céng cwéng ép bén giri A, A sé
trinh ra tham so bi mdt dung chung Z, khoa ma gia mao
(e,,d,) va ding giao thitc md héa xdc sudt EncPH_F
md hoa thong diép gia mago M tao ra cdc bin ma
(C,,C,,C;) hodn toan phi hop véi giao thirc md héa
xdc sudt va thudt todn ma héa. (CM 3-2)

3. Khi doi phuwong cudng ép dong thoi hai bén. B sé
trinh ra bi mdt dung chung Z, khoa ma gia mao (eg,dy),
giao thitc md héa xdc sudat EncPH_F hodn toan phit hop
voi cdac ban ma (C,,C,,C;) va thuc hién giai ma
(C,,C,,C,) bang giao thirc DenENcPH khéi phuc dwoc
chinh xdc théng diép gia mao M. Pong thoi A sé trinh ra
tham s6 bi mdt ding chung Z, khéa md gia mao (e,,d,)
va ding giao thirc md héa xac suat EncPH_F méa hoa
théng diép gia mao M tao ra cac ban ma (C;,C,,C;)
hoan toan phii hop véi giao thirc md héa xdc sudt va
thudt toan ma héa. (CM 3-3)

Chirng minh:

CM 3-1. Khi B bi tan cong cudng €p, B sur dung cac
ban ma (C,C,,C,) (dugc tao ra tir giao thirc DenEncPH
va di co trong tay doi phuong tan cong), tham s bi mat
dung chung Z , khoa ma gia mao (e;,dy) , thudt toan giai
mé trong giao thirc DenEncPH khoi phuc chinh xac thong
diép gid mao M va trinh ra cho doi phuong nhu sau:

Ta c6, do trong ca hai giao thitc EncPH_F va giao thirc
DenEncPH déu su dung chung céac gia tri: tham so bi mat
Z, cac khoéa gia mao (e,,d,),(e;,d;) va cac cong thirc
tinh cac gi4 tri trung gian gidng nhau:

S, =M*®* mod p;

S, =S® mod p =M™ mod p;

(C3+2°¢y) = S5 mod p = M mod p;

B sur dung cong thirc (10) trong giao thire DenEncPH
(trung hoan toan véi cong thuc (4) cua giao thuc
EncPH_F) dé giai ma khoi phuc chinh xac M :
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M =(C}+2C2)"™ mod p
= (M encada )dB mod p =M mod p 12)

Ta c6 diéu phai chimg minh (CM 3-1)

CM 3-2. Khi A bi ép bugc thuc hién lai qua trinh ma
héa, A sur dung tham s6 bi mat dung chur}g Z , khoa md
gia mao (e,,d,), giao thitc EncPH_F dé ma hoa thong
diép gid mao M :

- Pau vao budc 1 ma héa cia giao thue EncPH_F llc
nayla M va p/, véi p; la gié tri ngdu nhién do A taora
(theo gid thiét 1), dua vao hé phuong trinh (1), A tinh ban
ma C, =(C,,C):

C, +C, =p, modp
{Cf’ +ZC, =M* mod p

- Pau vao budc 3 mi hoa cia giao thirc EncPH_F Itc
nay 1a C,=(C,,C,)va p,, v6i C, 1a ban md A nhan
duoc tir B khi thyc hién giao thitc DenEncPH luc trudc,
p, la gia tri ngu nhién do A tao ra (theo gid thiét 1), A
tinh gia tri trung gian
S, =S mod p =(C; +ZC;)mod p, tiép d6 dua vao hé
phuong trinh (3), A tinh ban ma C, = (C; ,C; ):

C, +C; = p, mod p
{C;' +ZC; =S5* mod p

Nhu vAy cac ban mi do A trinh ra cho d6i phuong s& 1a
(Cf ,C,,C; ) khac voi cac ban ma dang co trong tay cla
ddi phuong 1a (C,,C,,C,). Diéu nay dugc 1y giai hoan
toan hop 1y bang gia thiét 1, do cac gia tri ngiu nhién
£, (1=12,3) thém vao quéa trinh mi hoa ba budc cua
giao thirc ma hoa Xac sqét EncPH_F va khong luu nho
trong may tinh, nén moi lan thuc hién lai qua trinh ma hoa
vGi cung m@t banrd M , cac ban mai tao ra s€ khac nhau.

Ta ¢6 dicu phai chimg minh (CM 3-2). .

CM 3-3. Tur chﬁ*{lg minh (CM 3-1) két hop dong thoi
voi (’CM 3-2), ¢6 diéu phai chimg minh (CM 3-3)

Két hop cac ghl'mg minh (CM 3-1), (CM 3-2), (CM 3-
3) ta ¢c6 ménh dé 3 duoc chirng minh.

6.3 Tinh an toan IND-CPA

Ménh dé 4 N6i cing mét thong diép gia mgo M va
cung mgt khoa gia mao K, =(e,,d,), K; =(e;,dz). Voi
khoa that bi mdt Q, =(g,,0,),Qs =(&5,05) cung cac
gid tri ngdu nhién p, trong giao thirc EncPH F duwoc
chon ngdu nhién va cé phin phéi xdc sudt déu trong 1 .
thi khi thuc hién ma héa truyén tin théng diép bi mdt T,
cdc ban ma (C.,C,,C,) tao ra tur giao thirc EncPH F
théa man tinh chat khéng phdn biét tinh todn véi cac ban
ma (C,,C,,C,) tao ra tir giao thitc DenEncPH.

Nhu vay ta phai di chimg minh: khi ké tan cong E c6
cac ban ma (C,,C,,C,) trong tay, xac suit dé cac ban ma
nay duoc tao ra tir viéc ma hoa (M, p,) bing giao thirc
EncPH_F hodc dugc tao ra tir viéc ma héa (M,T) bing
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giao thirc DenEncPH la (%Jr&(n)j.

Dé tién ching minh, do p 1a mot sd nguyén t6 c& n
bit, ta ddt p=2""+w, trong d6 @ la mot s6 cu thé nao
do.

Chirng minh:

Ban mi (C,,C,,C,) gdm ba ban md & ba buéc ma hoa
clia qua trinh thyc hién ma hda theo giao thirc ba bude
Shamir. O mai budc thr i, mo6i ban ma gdm hai thanh
phan la C/,C/.

Ta c6: Tai Budc 1 cia qua trinh md hoa theo giao thirc
ba bucc Shamir:

bé ching minh, trong thu tuc tan cong ban rd lya chon,
sau khi nhan dugc ban ma thach thirc C, twong tmg voi
ban r6 m,. Ké tin cong E chi c6 thé doan ding b =b
bang mét trong hai cach sau:

1. Poan ngau nhién véi xac suat bang 1/2.

2. Chon ngiu nhién b e{0,1} va truy van bd mi héa
(EncPH_F hodc DenEncPH) véi p(n) lan, sir dung dau
vao la m, va cic khoa bi mat ngau nhién dé c6 ban ma
C, cho dén khi C] =C,. O day p(n) la mot da thiic cia
n dé dam bao chic chin tdn cong nay co thé thyc thi
trong thoi gian da thirc.

Khi do6 xac suat &€ E doan thanh cong la:

1 .
Pr{SecK™ (n) =1] = >t p(n).Pr[C; =C,]  (11)

do ban ma tai mdi budc gdm hai thanh phan nén, cong
thire (11) twong duong voi hai cong thire:

Pr{SecK ™ (n) =1] = %4— p(n).Pr[C," =C,] (11a)

Pr{SecK™ (n) =1] = %+ p(n).Pr[C;"=C;] (11b)

* Khi E truy van b ma héa EncPH _F:

Véi m,=(M,,p,);be{0,}, Ta cd, dya vao cong
thirc tinh nghiém cua hé phuong trinh (1):

Pr[C, =C,]=

:Pr[(UIEnCPH_FZ - SlEncPH_F )Z _1)71 mod p = Cl]

=Pr[(p,Z - M:*)mod p = C,(Z-1) mod p]

=Pr[M* mod p = (p,Z —C,(Z-1)) mod p]

=Prle, =log,,, (,Z - C,(Z-1)]

do e, dugc bo ma héa chon ngiu nhién trong [J o Va
M, pb,Z,Cl' khong ddi nén:

Pr[eAzlogMb ((,Ob mod p)Z _Ci)] = Pr[eA]

1 1
p-1 (2"'+w)-1
Do M; <ori
2" +w)-1 2

la mot ham khéng dang ké theo bién n, nén

theo dinh nghia (2) thi Z"L

-1
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m ciing 1a ham khong déng ké theo bién n.

p(n)
2" +w)-1
ham khong déng ké ctia n, thay vao biéu thirc (11a) ta cd
diéu phai chimg minh (C;',C,) thoa man IND-CPA.
Lap luan hoan toan tuong tu cho biéu thire:
Pr[C, =C,]
=Pr[(lencPH _F _UlEncPH _F )(Z _1)_1 mod p = Cl]
=Pr[(M;* - (p, mod p))(Z 1) mod p = C,]
=Pr[(M{* —(p, mod p)) mod p = C,(Z —1) mod p]
=Pr[M* mod p = (C,(Z -1) + p,) mod p]
=Prle,=log,, (C,(Z -1+ p,)]
11
p-1 2" +w-1

Do p(n) la mét da thirc nén: cling la mét

= Pr[eA] =

Nhu da chimg minh, do la ham khong

" +w)-1
dang ké theo bién n, do p(n) 1a mot da thic nén:
p(n) TP S
W cling 1a mot ham khéng dang ké cua n,
+w)—

thay vao biéu thirc (11b), ta co didu phai chimg minh
(C;',C,) thoa man IND-CPA.

* Khi E truy van b6 ma héa DenEncPH: .

Ta c0, tir viéc giai nghiém ctia hé phuong trinh dong du
(1), (6), va cac gia tri (Z,S,=M*®* mod p) ¢ ca hai giao
thirc 1a hoan toan giéng hét nhau va duoc coi nhu 14 hing
s6 khi E chon lua ban 16 m, dé thuc hién thu tuc tin

cong CPA, véi m, =(M,T,);b {0,1}. Tu (6):
Pr[C, =C,]=
=PH(U e Z ~ Sipmenesn 22)(Z ~ Z2) *mod p=C;]
=Pr[(T*Z -M*Z?)(Z -2?)"mod p=C,]
=Pr[(T,/» —~-M*Z)Z.Z*(1-Z) " mod p=C,]
=Pr[(T,» —M*Z)mod p = C,(L-Z) mod p]
=Pr[T,» mod p = (C,(1-Z)+M *)mod p]
=Pr[¢, = log; (C,(1-Z)+M*)]
do &, dugc bdo ma hoa chon ngiu nhién trong [J or Va
T, M,e,,Z,C, khong dbi nén:
1 1
1 2 w1

=Pre,]=
p

Nhu da chung minh, do Ia ham khong

" +w)-1
dang ké theo bién n, do p(n) 1a mot da thuc nén:
p(n)
"' +w)-1
thay vao biéu thuc (1la) ta c6 didu phai chimg minh

(C;,C,) théa man IND-CPA.
Lap luén hoan toan tuong tu cho:

ciing 12 mot ham khong dang ké cua n,
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PriC; =C,]=
=Pr[(Sipenencon ~Uipeneneen N(Z —Z%)"mod p =C,]
=Pr[(M* —-T.*)mod p = C,(Z -~ Z*)mod p]
=Pr[T* mod p = (M* —C,(Z - Z?))mod p]
=Pr[e, =log, (M ~C,(Z -Z%))]

11
p-1 2" +w-1

=Prle,]=

Nhu da chimg minh, do —————— 1a ham khong
2" +w)-1
dang ké theo bién n, do p(n) 1a mot da thic nén:

__pm)
2" +w)-1
thay vao biéu thuc (11b), ta c6 diéu phai chimg minh
(C;',C,) théa man IND-CPA.

Nhu viy ta c6 didu phai chimg minh vé tinh khong
phén biét tinh toan giita ban ma tao ra & Budc 1 cua giao
thirc ma héa xac sudt EncPH_F va ban mi tao ra & Budc
1 ctia giao thirc md héa c6 thé chdi tir DenEncPH.

Trong qua trinh ma hoa ba budc, do dinh dang hé
phuong trinh dong du tuyén tinh & Budc 2 va Budc 3
hoan toan twong ty nhu Budc 1, véi cach 1ap ludn tuong
tu nhu trén dé chimg minh IND-CPA cho céc cap ban mi
(C;.C,). (G5.Cy).

Ta c6 diéu phai chimg minh phuong phap ma hoa gia
xac suat nhu trinh bay thoa mén tinh chat IND-CPA.

6.4 Nhan xét d¢ an toan cia giao thirc mé héa

1. Nhu ching minh ¢ ménh & 3, phuong phap
MHCTCT dé xuit co kha niang chéi tir thuyét phuc bén
giri hodc bén nhan hoic ddng thoi ca hai bén. Nhu chimg
minh tai ménh dé 4, phuong phap dé xuit dam bao tinh an
toan IND-CPA cua cic ban ma dau ra.

2. Khi bi cudng ép boi dbi phuwong tan cong thu dong
(da thu duogc cac ban ma C;,C,,C,), bén giri hodc bén

cling 1a mot ham khéng dang ké cua n,

nhan hodc ca hai bén trinh ra thong diép gia mao M ,
thudt toan ma hoa, cac khoéa k,,R,, Z,(e,,d,) hodc
ke.Rg, Z,(eg.dg) hodc Kk, R,, kg,Rg, Z,(e,,d,),
(e5,dg) hoan toan phu hop v6i nhau. Hai bén ciing
chimg minh ring da dung giao thirc md hoa xac suat dé
gui an toan théng diép M . Va theo ménh dé 4, cac ban
ma c6 trong tay doi phuong tan cong dam bao khong
phén biét tinh toan véi cac ban ma do hai bén trinh ra.

Doi phuong tan cong cd hai cach dé co cac ban ma
(C..C,,C;), cach thu nhét 1a thu duoc trén kénh truyén

cong cong (cac ban ma nay duogce tao ra tir giao thirc ma
hoa c6 thé chdi tir gia xac sudt — giao thire DenEncPH),
cach thir hai dua vao bd tham s va thuat toan do hai bén
lién lac trinh ra véi ddi phuong tin cong (cac ban ma
duogc tao ra tir giao thirc ma hoéa xac suit — giao thirc
EncPH_F). Bi phuong tin cong c6 hai kha nang sau: i)
dong y véi nhitng nguoi ding Va i) chirng minh cdc ban
md dwoc tao ra bang giao thire MHCTCT. Tuy nhién, kha
ning thtr hai khong kha thi vi khong c6 manh méi. Tir cac
ban mi (C,,C,,C;) co trong tay, d6i phuong tin cong co
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thé khoi phuc lai cac gia tri ngdu nhién thém vao
P, =(C +Cymod p (i=1,2,3) (thyc chat 1a cac gid trj
T mod p,U mod p,Us* mod p duoc tao ra tir giao
thirc DenEncPH), dé tir cac gia tri nay dé tinh ra thong
diép bi mat T , doi phuong tan cong phai tinh mdt trong
cic khoa riéng Q,(£,,6,), Qg (&5,8;). Viée tinh ra mot
trong cac khoa riéng Q, hoic Qg dugc thuc hién bing
cach giai bai toan logarith roi rac modulo p, vai cach
chon p nhu mo ta thi d6 kho bai toan du dam bao an
toan cho giao thuc.

3. b¢ chéng lai tan cong gia mao tich cyc, khi ma doi
phuo‘ng tan cong gia mao 1a mot trong cac bén tham gia
truyén tin, giao thirc c¢6 thé duge bd sung thu tuc xac thuc
giita hai bén trude khi thuc hién qué trinh trao ddi tham
s0 bi mat va mi hdéa nhu cach thirc thuc hién trong bai
bao [18]. Hodc mdt cich don gian dé xac thuc gilra hai
bén d6 1a hai bén thong nhat tredec mot thuat toan bi mat
dé rat trich ra b tham so bi mat st dung trong thiét lap
cac hé€ phuong trinh (1) dén (10) tr tham so bi mat dung
chung Z,; duoc thda thuan ¢ phién lién lac, k¥ thuat nay
dugc gidi thiéu trong bai béo [19]. Tuy nhién, néu ¢ qua
trinh thong nhat thuat toan bi mat nay tu trude, khi do
lugc @6 ma hoa trd thanh mot lwoc d6 ma hoa cd chia sé
trudec mot quy udc bi mat.

VIl. KET LUAN

Giao thirc dé xudt trong [11] st dung thuat toan mi hoa
Pohlig-Hellman c6 tinh chat giao hoéan, thyc hién quéa
trinh truyén tin mat nhu mét quéa trinh khéng trao ddi
khoa true phién lién lac, md hoa dong thoi théng diép
mat va thong diép gia mao, st dung ky thudt théa thuin
khoa Diffie-Hellman chia s¢ tham sé bi mat ding chung
sir dung mot 1an. Dé c6 thé nguy trang dugc trong quéa
trinh thyc hién truyén tin, cing vé6i giao thirxe MHCTCT
thue sy dung that trong truyén tin mat, mot giao thirc ma
hoa xac suat duge xay dung dé trinh ra cho ddi phwong
tan cong. Do giao thirxe MHCTCT x4y dung dua trén giao
thirc md hoa xac suit véi viéc thay thé ngudn ngau nhién
bang thong diép gia bi mat co chu dich vao qua trinh ma
hoéa, vi vy n6 dugc coi nhu 1a mdt giao thirc ma hoa gia
XAc suat.

Nhu chimg minh tai bai bdo nay, giao thitc MHCTCT
sir dung thuat toan ma hoa Pohlig-Hellman thoa man day
du tinh chit ciia mot luge 6 MHCTCT theo dinh nghia
ctia Canetti [1] d6 1a tinh dung dén, tinh an toan IND-
CPA va tinh chéi tir thuyét phuc. Cac ban ma tao ra tir
giao thirx MHCTCT ma hai bén sir dung truyén tin mét
dam bao tinh khong phéan biét tinh toan v&i cac ban ma do
hai bén sir dung giao thirc gia mao trinh dién lai qua trinh
ma héa khi bi tn cong cudng ép.

Vi viéc st dung cac nguyén thily mat ma an toan va
d3 dwoc chinh minh diy du tinh chét cia mot giao thirc
MHCTCT, phuong phap hoan toan c6 kha nang tmg dung
duoc trong thuc té.
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IND-CPASECURITY OF DENIABLE
ENCRYPTION METHOD BASE ON SHAMIR
THREE-PASS PROTOCOL

Abstract: This paper analyzes and prove the correct, security,
deniable and IND-CPA secuity of a deniable encrypiton method,
this method base on Shamir three-pass protocol using Pohlig-
Hellman encrypion algorithm. This deniable encryption method
has been proposed in the paper [11], but it not been proven the
properties of a deniable encryption protocol.

Keyword: Deniable encryption, Shamir three-pass protocol,
commutative encrypion, probabilistic encryption, pseudo
probabilistic encryption.
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