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LUQ'C DO BAU CU’ BIEN TU KHONG
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Nguyén Tan Btrc, Ng6 Birc Thién', Nguyén Hiéu Minh*
" Hoc vién Céng nghé Bwu chinh Vién théng
"Hoc vién ky thuat mat ma

Tém tit: Hién nay, nhiéu qudc gia trén thé gioi dang
c6 xu huong trién khai hé thdng bau cir dién ta, vi nd ¢o
mot s6 loi thé ndi bat so véi cach bau cir truyén thdng,
bao gom bao mat khi bo phiéu, tinh chinh xac cia viéc
kiém tra va phan tich phiéu bau. Bai bdo nay dé xuat mot
lwge dd bau cir dién tur (E-Voting) an danh dua trén luge
dd chir ky s6 tap thé mu trén co so bai toan DLP va
ECDLP. Luoc dd dé xuit dam bao duoc céc tinh chét co
ban ctia mot lwge dd bau cur dién tr nhu tinh riéng tu cla
ctr tri, khong 16 thong tin bau cir, chéng cudng ché, chinh
xac, cong bang, kha ning kiém chtng, dan chu va tinh an
toan ctia hé thong.

Tir khéa: chit ky s6 tap thé mu, luoc dd bau cir dién
tir, cir tri, phiéu bau, bai toan kho.
l. MO DPAU

Béu cir dién tir 1a mot linh vuc nghién ctiru sinh dong
trong vai thap ky qua, cac nha nghién ctru mong mudn
thiét ké va sir dung cac hé mat ma dé khéc phuc nhing
han ché cia cac hé théng bo phleu dya trén glay truyen
thong nhu bao mat khi bo phi€u, tinh chinh xac cua viéc
kiém tra va phan tich phiéu bau tinh xac minh, phat hién
16i va chi ph1 cao. Cac hé thong bau ctr dién tir c6 kha
nang cung cip mot nén tang 1 niém tin, than thién véi
mdi truong, kinh té va it xay ra 15i khi bo phiéu.

Hién nay, trong khi xa hoi hién dai hoan toan dya vao
CNTT cho cac hoat dong cua Chinh phu, kinh doanh,
cong vigc va giai tri..., thi viéc st dung CNTT dé ra quyét
dinh dén chu van con ¢ g1a1 doan nghlen clru va hoan
thién. Da c6 mot so nudc su dung bau cir dién tir dé nguoi
dan thyc hién quyen dan chu cta minh, tuy nhién thach
thirc chinh trong cac hé thong bau cu dign tur hign co 1a
van d& bao dam tinh bdo mat va tinh a an danh cho cu tri.
Cho dén nay, nhidu giai phap thiét ké hé thong bau ctr
dién tr da dugc dé xuat. Tuy nhién, khong c6 mot giai
phap nao hoan chinh trong ca ly thuyét va thyc tién. Vi
vdy, cac nha ngh1en clru c6 gang dya trén cac hé¢ mat co
ban dé xay dyng cac chuong trinh bau ctr dién tir v6i hidu
quéa cao dé dap ung cac yéu cau do. Trong do, viéc ung
dung chit ky s0 mu vao hé thong bau cir dién tir dang 1a
mot huong nghién ctru dugc cac nha nghlen clru quan tAm
vi n6 bao dam dugc tinh an danh ciia cir tri khi di bau
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giéng nhu bo phiéu truyén thong, vi khong mot clr tri nao
muon viéc minh bd phicu cho ai bi ngudi khac biet dugc.

Mot luge db bau cir dién tir an toan phai dam bao dap
Umg céc tinh chat nhu rleng tu, khong 16 thong tin bau cu,
chdng cudng ché, chinh xac, cong bang, kha ning kiém
chimg, dan chu va tinh manh mé ctua h¢ théng [1]. Tuy
nhién, dat duoc tat ca cac yéu cau trén 1a mot thach thirc
16n. Bai bao nay d& xudt mot lugc do bau cur dién tr méi
st dung 2 chit ky cua co quan c6 thdm quyen bau cir. Mot
chit ky trén phicu bau da dugc cir tri lam mu dugc tao ra
boi nhidu thanh vién cua co quan c6 thim quyen dé dam
bao tinh chinh xac cua viéc xay dung phleu bau. Ngoai ra,
con c6 mot chit ky khac trén moi ct tri nhu 1a ky trén
token chira thong tin cd nhan da dugce lam mu cho phep ctr
tri thuc hién bau ctr trong cac giai doan bau cir an danh.
Dong thoi, dé cho phép mot cir tri dang ky duge an danh,
sir dung lugc do thong qua chimg chi dya trén thong tin an
danh duoc dé xuat trong [2].

Phan con lai ctia bai bao duge t6 chirc nhu sau. Phan 2
trinh bay tong quan viéc nghlen cliru ve hé théng bau clr
dién tir. Phan 3 trinh bay vé cac luge db chir ky s6 duoc
su dung dé x@y dung luge dd bau ctr dién tr, Phan 4 trinh
bay vé thiét ké hé thong Phan 5 trinh bay vé dénh gia va
phan tich lugce d6 dé xuit va phan cudi cing 1a két luan.

. CAC NGHIEN CU'U LIEN QUAN

Béu cir dién tir da thu hit nhleu Su quan tam gan day
va c6 nhidu luge d6 da duoc dé xuit. Cac lugc do co thé
duoc chia thanh ba cach tiép can chinh 1a (1) dua trén céac
luoc dd chit ky mu [3], [4], (n) cac luge do dya trén ma
hoa dong cau [5], [6], [7] va (iii) cac luge do dua trén
mang hon hop [8], [9], [10]. Dong thoi cling c6 mot sO
lwoc d6 dua trén co so lai ghép giita ma hoa dong cau va
mang hén hop [1 1], [12]. Ngoal ra ciing c6 mot sO cong
bd gan day nhu dé xuét cac yéu cau, thiét ké va thue hién
khi thiét ké hée thong bau cir dién tir [13], dé xuét chit ky
s mu an toan tng dung cho bau ctr dién tir [14], hé thong
bau cir dién tir dya trén nén tang android [15], hé thong
bau ctr dién tir su dung cho dién thoai di dong android
[16], timg dung bau ctr dién tir cai tién sur dung ha tang
android [17], co ché kiém tra bau cr sir dung ma héa moi
cho hé thong bau ctr dién tir trén O SO cam két bit va chir
ky s6 mu [18], sir dung chir ky s6 mu dya trén dinh danh
str dung cho hé théng bau ctr dién tur [19] va lugc dd bau
ctr dién tir khong truy vét dua trén cap chir ky sd [20].

Trong cac loai tiép can trén thi cac lugc d6 bau cir dwa
trén chit ky s6 mu duge cho 1a don gian, higu qua va phu
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hop cho cac cude bau cir quy mo 1on. Ngoal ra, vi moi
phiéu bau déu dugc lam mu va giai mu chi boi cu tri
tuong Lrng nén cé thé duge xac minh mot cach cong khai,
rong rai [21], [22]. Luogc d6 bau cir dé xuét trong [4] dua
trén chir ky s mu cua Chaum, trong do, khi bo phiéu, cur
tri da dang ky s€ gui phiéu bau 4n danh, sau d6 danh sach
cac la phleu nhén duge s€ duoc cong bo cho tat ca céc cur
tri. Cubi cung, dé giai ma phleu bau, mdi cir tri cAn phai
tuong tac voi co quan kiém phleu bang cach guri khoa
rleng ctia minh. Han ché ciia luoc d6 nay 1a co quan dang
ky co thé phat hién nhimg cu tri da dang ky bo phiéu va
c6 thé thém ph1eu bau vao danh sach phiéu bau da duoc
bo phiéu. Luoc dd duoc dé xuét trong [23] su dung lugc
dd chir ky s6 mu ngudng dé c6 duoc phleu bau, nd cung
sir dung hé théng mat mi ngudng dé dam bao sy cong
bang cho cac ung cur vién. Midc du né dép ung tinh thyc
te, kha nang m¢ rong va manh mé, nhung dé no dap g
sy cong bang va chinh xéc thi can c6 diéu kién. Mot luge
dd khéc [24] trién khai _gidi phap nhan dién cur tri gia, phat
trién trén co s¢ lugc dd chir ky s6 mu ciia Chaum de dam
bao sy 4n danh cua cir tri, tuy nhién do viéc tao phleu bau,
tao khoa va klem phiéu cing lam viéc chung v6i nhau nén
c6 thé dan dén gian 1an nhu sira d6i phiéu bau.

Luogc d6 bau cur ctia ching t6i dé xuat cling dya trén
lwoc do6 chir ky s6 mu nhung sir dung lugc dd chir ky sb
tap thé mu va cac luge dd nay da duge ching minh 13 mu
vo dleu kién. Ng0a1 ra, do co nhleu o' quan ¢6 thim
quyén doc lap va moi co quan gorn nhiéu ngudi tham gia
trong luge do bau cir nén luoc d6 bau ctr hoan toan tin
cdy, trir khi tat ca céc thanh vién trong mdi co quan va tht
ca cac co quan lién két voi nhau dé pha hoai cudc bau cir.

lil. CAC LUQIC DO CHI KY SO SU’ DUNG TRONG
LUQC DO BAU CU DE XUAT

Phan nay trinh bay so lugc vé cac luoc do chit ky sb
duogc st dung trong lugc dd bau cur dién tir d& xuit. Do 1a
luoc @6 chir ky sb tap thé mu dya trén luge dd Schnorr
[25] va dua trén luge d6 EC-Schnorr [26]. Viée st dung
luge dd Schnorr dua trén bai toan DLP trong viéc xac
thuc cir tri s& dé thyc hién hon sir dung cac lugc dd dua
trén bai toan ECDLP trong khi van dam bao dugc do an
toan can thiét. Lugc d6 dé xudt trong phan nay dua trén
mo hinh dugc trinh bay trong [20], tuy nhién khac biét &
day 1a [20] str dung lugc do chit ky sé6 mu don ciia Chaum
[4] cho vi€e ky 1én token dé duoc lam mu va luge dd chir
ky s6 mu ciia Hwang [27] dé xdy dung phleu bau. Trong
khi bai bao nay st dung lugc do chir ky s6 tap thé mu dua
trén EC-Schnorr [26] dé x4y dung phiéu bau va lugc do
chit ky s6 tap thé mu dwa trén Schnorr [25] dé ky mu trén
token xac minh thong tin ctr tri.

A. Luoc dé chir ky 56 tdp thé mi dva trén Schnorr
Lugc do chit ky sb tap thé mu trong [25] ¢6 5 pha
dugc mo ta nhu sau:

Pha tao khoa: Nguorl ky (o day la Ban kiém phiéu -
BKP), chon tham s6 h¢ thong 1a (p, g, 2), trong dop,qgla
hai s6 nguyén t6, g 1a phan tir sinh bac ¢, va khoa bi mat
l<d<gq.

MG&i thanh vién ciia BKP 1a BKP; tinh khoa cong khai
p, cua minh va gui cho bén tht ba tin cay (¢ ddy la ban
diéu hanh bau cir - BDH) dé tinh khoa cong khai cua tap
the BKP 1a p, voi:
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m p=1i[pi mod p

i=l1

p =g modp,i=12,..,
Mbi BKP; chon mot s6 ngau nhién &, € Z,, tinh ¢, va
guri t6i BPH dé tinh ¢, ¢ dugc giri t6i cir tri, voi:

¢ = gk’ mod p,i=1,2,...m

m i/q mod g
Cc= Hc,. modp=g*

i=1

mod p

Khoéa cong khai 1a (p,g,c) va khoa bi mat la (d).
BKP gitt bi mat (p,q,d) va cong khai (p,g,c) .

Pha lam mu: Cr tri V; ¢6 mot thong dlep (¢ day la
token T; ) val; muon BKP ky 1én token T, I cla mlnh Vi

lam mu 7 bang cich chon hai s6 ngiu nhlen
a,fpe{l,2,.,q—1}vatinh:

c=cg”p" mod p; h=H(T, || c)
L)mod g

V; gui ¥ cho BKP, 7 la token cta

Pha ky s6 - Khi nhén 7 ta V), mdi BKP; st dung céc
tham s6 riéng cua minh la (k;,d;) d¢ tinh s, :

r=hmodgq;7 =(r-

V; da duogc lam mu.

s, =k, —d;¥modgq, va giri t6i BDH dé tinh chir ky s tap

thé §=)"s, modg va giti 5 t6i V.
i=1

Pha gidi mii: Khi nhan 5 tr BDH, V; giai mu bang
cach tinh s = (5 +a)modgq . Cip sb (r.s) 1a chit ky trén
token cua ctr tri V.

Pha kiém tra: Cap (r,s) 1a chit ky trén token 7; . Dé thé
klem tra tinh hop 1€ cua chit ky, tinh ¢’ va ' va so sanh,
néu =, thi chir ky dugc chip nhan, voi:

c'=g'p'modp; r —H(Tj"c)modq

B. Luoc dé chir ky 56 tdp thé mi dua trén ECSchnorr

Luoc do chir ky s6 tap thé mu dé xudt trong [26] sir
dung duong cong elliptic c6 dang nhu
sau: y* =x’ +ax+bmod p; p la s6 nguyén to 16n tao
truérng GF(p) cua duong cong elliptic; ¢ 1a sé nguyén tb
chi so luong nhém diém cia dudng cong elliptic; P 1a
diém cua dudng cong co bac g; G 1a diém khac gbc O
cta duong cong elliptic va c6 toa do 1a (x,,y.); H(M) l1a
gia tri cua ham bam; d' 1a khoa riéng ctia nguoi ky va
1<d'<q. Lugc do nay gom 5 pha va dugc md ta nhu
sau:

Pha tgo khéa: BKP thuc hién nhu sau: MJdi thanh
vién BKP; (trong mé hinh nay xem nhw co m thanh vién)
tinh gid tri khoa cong khai P =d’, xG clia minh va gui
dén BDH dé tinh khoa cong khai tap thé la P:
P=PR+P+..+P, =Y d xG voi i=1,2..m

i=1

Mdi BKP,

C=kxG,

chon ngdu nhién k €Z, va tinh
sau do gui dén BPH d tinh C chung:
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(P,G, C)Vakhoablmatla(d ).

Zk xG . Khoéa cong khai cua BKP la

Pha lam mu: Cu tri V; c6 thong di€p (o day la phiéu
bau vj) va mudn c6 chir ky ctia BKP. V; chon ngdu nhién

2 sb a,fef{l2,.,q-1}, tinh C= C+a><G+ﬂ><P ;
r=H(v,,x.)modq;r =(r-pf)modg va gui 7 cho
BKP.

Pha ky s6: Sau khi nhan 7 tir V;, BKP thyc hién ky
nhu sau: M&i BKP; str dung (d;, ,) ctia minh dé tinh
s, =k —d;7modgq , va giri dén BDH dé tinh

5= Zs,. mod g , va gui cho V.
i=l1
Pha giai mu: Sau khi nhan s to BPH, V; tinh
s=(s+a)modq, cip (.s) 1a chit ky s6 trén phiéu bau
v;. Sau d6 V; chuyén (v;,r,s) cho BKP.

Pha kzem tra: Két qua cap (r,s) 1a chir ky trén phiéu
bau V. Dé kiém tra tinh hop 1¢ cua chit ky, tinh

C'=sxG+rxP var' =H(,,x.). Néu 7' =7 thi chir
ky 1a ding.

C. Chit ky 56 trén Token duwoc lam mit

+ Citr tri c6 thé bdu cir ma khong tiét 16 danh tinh cta
minh khi chitng minh tinh hop 1€ (du diéu kién bo phiéu)
bang cach su dung token. bé chung minh tinh hop 1€
bang cach an danh, cu tri ¥; lam mu token 7; cia minh

bang cach chon hai s6 ngiu nhién a;,p e {1 2,e0g —1}
va sir dung cac tham sO cong khai cua tap thé BKP la
(p,g,c) dé tinh:

¢, =cg” p” mod p; h, = H(T, || c,)
7, =(r;,—p,)modq

Viéc xac nhén dinh danh cua V; boi thong tin xac thyc
dua trén thong tin 4n danh T;(4, 1D ,Z;)cua V.

r; =h; modg;

+ Cac BKP; s€ ky trén token dd dugc lam mu la

o;(a;,p;,T;)=r; bang cach sir dung cac tham sd riéng

cia minh 1a (k;,d;) va tinh s, =k, —d;r, modq , va gt

t6i BDH dé tinh chit ky s6 tip thé 5 = ZS modg .

V; gidi mu token da dugc BKP ky bang cach tinh:
s;=(s;+a;,)modq . Cap s (r;,s;) 1a chir ky trén token
mu cua V.

Goi 5,(T;) =r; 1a thanh phan thi nhét va s,(T}) =s;
1a thanh phan thir hai cta chit ky cia BKP trén token T
Do céc thanh vién BKP, da ky ma khong biét T; nén

khong ai ngoai V; V; biét dugc (sj, j) la tor V;
D. Chit ky s6 trén phiéu bau dwoc lam mii

+ Trong pha giri phiéu bau, cir tri V; st dung céac hé s0
lam mu cua minh 13 (&',, f#';) va khoa cong khai cua tép

SO 03804 (CS.01) 2019

thé BKP 1a (P,G,C) dé lam mu phiéu bau v; cua minh
béng céch tinh:

C‘/.:C+a’j><G+ﬁ'j><P; r,
r,=(r'; - p';)modg .

+ BKP; ky lén y (&', p';,v,) =T,
dung (d';,k';) dé tinh chir ky 1a s', = k', —-d';r',modgq,
sau d6 gii BDH dé tinh chit ky chung cia BKP la:
s’ :Zs’l. modgq .

i=1

=H(v;,x. )modg;

bang cach su

+ ¥, giai mu phiu bau bang cich tinh
s',=(8",+a',)modq , cip (s';,r';)1a chit ky so trén

phiéu bau v; cua ctr tri V.

E. Xac thuc thong tin dua trén théng tin an danh
Chung chi dya trén théng tin an danh T,(4,ID;,Z;)
dugce dé xuit trong [2] do co quan phat hanh ching chi
(CQPHCC) cung cap cho phép ctr tri V; chung minh minh
da dleu kién bo phi€u voi bat ky co quan nao. Péu tién V;
cung cép sb dinh danh cia minh cho CQPHCC, sau do
CQPHCC cung cip thong tin xac thuc T, (4,1D;,Z)) néu
ctr tri ¥; du diéu kién bo phiéu. Sau nay, bat ky co quan co
thdm quyén nao déu c6 thé bude V; tinh toan UjZf mod n
tr mot s6 nguyén U, su dung Z; trong T;(4,ID;,Z;)
ma khong can biét Z ; cua V. Sau nay, bat ky co quan ¢
thim quyén nao déu cé thé sir dung con déu UjZ-" modn
dé xac thuc V; chinh la ct tri twong Ung v6i

T/(AID;,Z;).

IV.XAY DWNG LUQ'C DO BAU CU’ BIEN TW

A. Céu hinh cia lwoc dé dé xuat

Lugc dd bau cur dién tr d& xuat gdm céac thong sd
chinh nhu sau:

+ Goi N 1a s6 cur tri duge quyén di bau, cir tri thir j
dugc ky hiéula V,(j =1,...,N)

+ Ban diéu hanh bo phiéu: gdm mot hodc nhiéu
nguoi, ky hiéu 1a BbH

+ Ban kiém phiéu: gdbm m nguoi,
BKP(i=1,...,m), m>2,ky hiéu 1a BKP

ky hiéu la

+ Co quan phat hanh ching chi xac thuc thong tin: Ky
hiéu la CQPHCC

+ Bbn bang dir liéu chinh cua hé théng la:
danhsachcutri (danh dach cu tri), danhsachtoken (danh
sach token chtra thong tin xéc thue ct tri), bangphieubau
(chtra thong tin phiéu bau) va bangkzemphzeu (chtra thong
tin phiéu bau dwoc giai mi). Lugc do nay xem nhu céac
dit liéu chira thong tin cong dén da c6 va duoc co quan ¢6
tham quyen quan 1y va duoc truy vén trong phan cip
quyén bau ctr.
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Hinh 1. Kién truc téng quan cda lwgc db bau cir dién tir
de xuat

Hoat dong clia cac bén tham gia chinh trong lugc do
dugc md ta nhu sau:

Cu tri (V)): Mbi cur tri V; c6 ma dinh danh ID; dé
chiing minh tinh hop 1€ cla mlnh vdi co quan phat hanh
chung chi CQPHCC va nhan thong tin an danh
T,(4,ID;,Z;) tt CQPHCC.

+ ¥, st dung thong tin UjZ" dé chimg minh viéc minh
nhan duoc token 7; chua dugce sir dung bo phiéu va su
dung hé s6 lam mu @, 3, ¢ lam mu token 7; thanh

+ V; cling su dung céac tham s6 (o', f';) dé lam mu

va giai mu phiéu bau v; ciia minh thanh y,(a LB v,
Ban diéu hanh b6 phiéu (BDH): BDH kiém tra tinh

hop 1€ éan danh V; st dung 7;(4,ID;,Z;) , chuyén

U, % clia oir tri vao bang danhsachtoken, chuyén phiéu

bau da duoc lam mu vao bangphieubau va chuyen dir
liéu vé cir tri, token va phiéu bau lam mu vao cac bang
danhsachcum va bangkzemphzeu BDH ciing ky trén cac
T; trude khi chuyén vao bang danhsachtoken.

Ban kiém phiéu (BKP): C6 m>2 ngudi trong BKP.
MBJi thanh vién BKP; c6 trach nhiém ky trén token dugc
lam mu cua cu tri va giri cho BPH tinh chit ky chung la
t(a;.B;,T;) va phiéu bau da dugc lam mu la

(@, p.v;) bang cach:

+ M&i BKP; sit dung khoa (k,d;) dé ky token mu
6;(a;,pB;,T;) va gui cho BbH dé tinh chir ky chung la
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+ Mdi BKP; sir dung khoa (d';,k';) d ky phiéu bau
dugc lam mu la y,(e';, B',,v;) va gui BDH tinh chit ky
chungla ¢,(a';, B';,v;) .

Co quan phat hanh chung chi xac thuc (CQPHCC):
CQPHCC c¢6 nhiém vu tao va phat hanh chimg chi xac
thuc dua trén thong tin an danh T (4,1D;,Z)) cho V;

(vai A la thong tin cua co quan phat hanh chitng chi A).

Bdng danh sdch cir tri (danhsachcutri): Gom 3 phan
1a “ID”, “thongtinxacthuc” va “token-mu”

+ Truong “ID”: ID; 1a thong tin ma dinh danh cta cur
tri hop 1€ V;

+ Trudng “thongtinxacthuc”: chira thong tin vé ching
chi xac thuc T,(4,ID;,Z;) cta cu tri hop 1€ V;

+ Trudng “token-mu”
mula 6,(a;,5;.T;).

: chtra gia tri token da duoc lam

Bang 1. Bang danh sach ctr tri (danhsachcutri)

ID | thongtinxacthuc token-mu
]DI TI(A’IDDZI) 51(alaﬁ1:71)
IDy | Ty(A,IDy,Zy) oy(ay,Py.Ty)

Bang chira théng tin token (danhsachtoken): gém
thong tin token, con du UjZ" nhu 13 quyén 4n danh cua V;
dacoT;

+ Truong “foken”: Chira thong tin 1a mot s6 duy nhat
ma BDH da chuan bi trude dé cap cho cir tri.

+ Truong “foken-ttad”: Chira thong tin an danh cia

V;. Khi V; chon T;, BbDH chuyén thong tin U, % vao phéan
“token—ttad «

Bang 2. 1Bang danh sach token (danhsachtoken)

token token-ttad
T 7 U 121
T; Ui
J
T Z
N Uy

Bang thong tin vé phiéu bau (bangphzeubau) Chtra
thong tin phiéu bau dd duoc 1am mu va phin xac nhan
phiéu bau do.

+ Truong “phieubau-mu’: Chira théng tin phiéu bau
dé dugce ky mu cua cu tri thir ] tuong tng voi T;. Do do
ma & phan bo phiéu, chit ky cua BKP trén phiéu bau lam
mula ¢.(a';, 8 .v;)

+ Trudng “xacthuc”: Chira phan thtr nhét cia chir ky
trén 7; 1a s,(7;) nhu 1a phan xac thuc phiéu bau
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Bang 3. Bang danh séach phiéu bau da lam mu

(bangphieubau)
phieubau-mu xacthuc
H(a'y, fh.v) si(h)=n
t_,‘(a’jaﬂ’j:"j) SI(T,‘):

in@ . Byvn) | si(Ty)=ry

Bang kiém phleu (bangklemphleu) bang nay chira
phan phiéu bau da giai mu va phan xéac thyec.

Chira thong tin phiéu

chinh ct tri do la:

+ Truong phleubau—glalmu
bau di duoc giai mu boi

’
sia';. B ,v))
+ Trudng “xacthuc”: Chua phan thi hai cua chit ky
trén 7} 1a s5,(7};) , xem nhu la phan xac nhén cua ct tri ve

tinh chinh xac cta chit ky BKP trén phiéu bau di duoc
lam mu cda minh.

Bang 4. Bang danh séach phiéu bdu da duwoc gidi mu

(bangkiemphieu)
phieubau-giaimu xacthuc
si(a@', B15m) s;(T) =5
si@ . Bvp) | s (T)=s;
sy(@'y,Bvsvn) | s (Ty) =sy

B. Cac tdng hoat dong cua lugc do dé xudt

Luoc dd dé xuit bao gdbm 4 ting duoc trinh bay nhu
sau:

1) Tang cdp phdt token

Cirin V Ung dung BDH CSDL

i yéu ciu xae thire T(4ID 2

Kiém tra trong CSDL

- >
ve thong tin xac thuc

Tid4lD 2
Chon token 7 .

LnayAEsuRp

ep

T

L Ciiri théng tin lai BEH x| u#

LERTTERE

Hinh 2. 1So dé lubng di liéu cla tdng cép phat token

Trong tang nay, mdi cur tri V; nhan duge token T; la
duy nhat trong hé thong trong kh1 van duy tri tlnh an
danh cia minh. Dé dam bao tinh an danh cho cir tri, it
nhat N token dugc tao trude (N la $6 cik tri dii d‘zeu kién
b6 phiéu) va duoc dit vao bang danhsachtoken dé cir tri
chon token cho minh. Méi T; trong bang danhsachtoken
déu co chit ky cia BBH (chu ky nay khac véi chir ky cua

BKP la {sl (T;),s, (Tj)} dé dam bao T; da duoc chon tir
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bang danhsachtoken). Trong tang nay, V; va BDH tuong
tac nhau nhu sau:

+ BDH xdc thuc an danh vé tinh hop 1¢ ctia cir tri V;
béng thong tin 4n danh [2].

+ Sau khi xac thyc, BDH chuyén T,(4,1D;,Z ;) vao
bang danhsachcutri .

+ Ctr tri V; da dugc xdc thuc s€ chon token 7 chua sur
dung trong bang danhsachtoken (token T; da co chit ky
cua BPH va chiz ky nay khéng thé hién trong heoe do de

xudt), va chuyén U ; %/ clia minh cho BDH.
+ Vi

U_ff cua V; tuong ng vao bang danhsachtoken.

T, d3 dugc V; chon nén BDH chuyén tham sb

Cdc vin dé bao mdt cia tang nay nhw sau:
+ Mbi V; co thé nhan dwgc nhiéu token: BDH dat
£ zZ: , /. ) 5 . y A
tham s6 U}’ cua V; tuong Umg vo6i 7 cua cu tri d6 trén

bang danhsachtoken dé 601 lay thong tin xac thuc. Do d6
V; khong thé yéu cau nhiéu token.

+ Mobi Vi co thé khong nhén dugc token: Vi co it nhat
N token duoc tao nén moi cir tri déu c6 thé nhan duoc
token. Néu bt ky V; nao khong thé nhan dugc token, cir
tri d6 c6 thé yéu cau nhleu lan.

+ Cir tri ¢6 thé sir dung token do minh ty tao: Trén 7;
¢6 chir ky cia BDH va BDH chi chap nhén token cé chu
ky cia BDH. Do d6 V; khong thé sir dung T; cua riéng
minh tu tao.

2) Tang ding ky:

Trong tang nay, ban kiém phiéu ky trén T; dugc lam
mu cua cu tri 1a 8;(a;, B;,1;) . Pau tién, V; lam mu 7;
ctia minh va sau d6 cadc BKP; ky mu trén 7; nhu dugc md
ta trong phan 3.3. Cac BKP; ky vao T; ma khong blet ndi
dung cta n6. 7; da dugc lam mu va duoc ky dé chung
minh V; du dleu kién bo phiéu va an danh trong cac giai
doan sau. Vi bang danhsachcutri 1a cong khai nén bat ky
ai cung co thé kiém tra mdt V; da dang ky nhung khong
biét noi dung - vi T; trén bang danhsachcutri & dang mu.
Trong tang nay, V; va BDH tuong tic nhu sau:

V; 1am mu token 7; cia minh bang cach st dung cac

tham so bi mat bang cach tinh 6;(a;,B,.T;)

+V chuyén T;(A4,1ID;,Z ;) va token duoc lam mu la
¢;(a;,p;.T;) t6i BDH

+ Sau khi xéc thuc, BPH chuyén &,(a;,3,.T;) vao
bang danhsachcutri. BDH cling gui 6,(a;,p;,T;) t6i
cac BKP; dé yéu cau ky 1én 7;

+ Cac BKP; ky vao 6,(a;,p;,T;) va gui cho BbH
tinh chit ky sé chung la {sl (T)).5 (Tj)} va gui dén ¥

+V; kiém tra tinh hop 1¢ ciia chit ky trén
mu.

T; duoc lam
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Cirtri V ['ng dung BDH BKP CSDL

Gt théng

. - TAAID,.Z -

tin xae the L L Xac thire
& B.T1

A IEsUEp

e Chir ky cia
BEKP trén token
Hinh 3. So d6 lubng di¥ liéu cua tdng ding ky

Cdc van dé bio mdt cua tang nay nhw sau: BDH co
thé dit chir ky khong hop 1& trén T; dugc lam mu, V; co
thé chimg minh sy khong trung thuc cia BbH bang cach
chira 6,(a;,B;,T;) vatoken da dugc ky la khong chinh

xac.

3)  Tang bo phiéu:

Trong tang bo phiéu, ctr tri V; sit dung thanh phan thir
nhét cua chit ky trén token 1a {sl (T; )} =(r) dé xac thuc.
BDH kiém tra tinh hgp 1¢ cua V; bang cich xac minh chi
ky BKP trén 7, 1a {s,(7})} . Sau do, /; lam mit phiéu bau
v; clia minh thanh y;(';, B';,v;) nhu dugc mo ta trong
phan 3.4. Sau d6 V; gti y,(';,';,v;) dén BDH dé dua
vao bang bangphieubau. Sau d6 V; xéac nhén phicu bau
dé bang cich gii {s(T))} t6i BPH dé duoe dua vio
phan xac thuc (xacthuc) cua bang bangphzeubau Do do,
bat ky ai cling co thé kiém tra mot ctr tri da gui phiéu bau
ma khong bi€t danh tinh cta cu tri va phiéu bau thuc té.

Cudi cung, BKP ky vao phiéu bau dwoc 1am mu ciia Viva
dua vao bang bangphieubau nhu duoc mo ta trong phan

34la;(a';,p;,v;) . Trong tang nay, V; va BDH tuong

tac nhu sau:
+V; gui {sl (T )} cho BPH. Bang céach kiém tra tinh
hop 1¢ cua chir ky trén 7; dé dam bao T; khong duoc sir
dung nhiéu lan
+ ¥, lam mu phiéu bdu ciia minh bing cach tinh
v, (a’j,ﬂ’j,vj) nhu duge trinh bay trong phan 3.4
V; gii y,(a';,;,v,) nhu 14 14 phiéu bau duge lam

mu cho BDH dé dang 1én bang bangphieubau (tuy nhién,
né khéng dwoc hién thi trén bang bangphieubau trong
bai bdo nay).

+V k1em tra phleu bau trén bang bangphzeubau i
xac nhan bang cach giri thanh phan tht nhét cua chir ky

trén 7; la {Sl (T; )} dé dang 1én phan xac thuc (xacthuc)
trén bang bangphieubau.

+ BKP ky vao phiéu bau duoc lam mu
7;(@';,B';,v;) nhu dugc trinh bay trong phin 3.4 va
BDH tinh chit ky tap thé 1a 1@, p,v;)=5";va ding
1én bang bangphieubau .
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[camr | {"ng dung BOI BKP CSDL

Gl thong f e

e 1Ty .

tin xic thire - Xie thare
("

Giti phidu biu_ yia' F.v) y (e )
4 dwrere lim mu - . . .

Gt wéu cau ky lén

yied Fov)
s, = (K, =d' 7' )
-
Chir ky BKP
Gt thong e e 7 v
tin xie nhin A

neqnanjddueq

[EXr S

| =

Hinh 4. So dé lubng di liéu cta tadng bé phiéu
Cdc vin dé bao mdt ciia tang nay nhw sau:

+ BPH khong chuyén phiéu hoic chuyén phiéu khong
chinh xac vao bang bangphieubau Vi bang
danhsachcutri mg cho moi nguoi xem nén V; co thé yéu
cdu BPH bo phleu cia minh vao bang bangphzeubau
bang cach giri phiéu trudc day dd dugc chap thuan. Néu
BbH cap nhat khong chinh xac trén bang bangphieubau
thi V; ¢ thé tir chéi viéc bo phiéu do.

+ Phiéu bau trong bang bangphieubau c¢6 thé duoc
sira doi boi ké tan cong Vi bang bangphzeubau md cong
khai cho moi nguoi nén khong ai co thé sira d6i ndi dung
clia nd mot cach bat hop phap.

4)  Tang kiém phiéu:

Cirtri ¥, Ung dung EDH BKP CSDL

noigdmanyFueg

Hinh 5. So dé luéng di¥ liéu ctia tang kiém phiéu

Tat ca cac phleu bau trén bang bangphzeubau deu o
dang mu. Khi qué trinh bo phleu két thuc, mdi cir tri can
giai mu phiéu bau cioa minh bang cach tinh
s;(a';,p';,v;) nhu duge md ta trong phan 3 .4. V; kiém

tra tinh chinh xac chit ky ciia BKP trén phiéu bau duoc
lam mu cua minh bang cach gui s;(a';,B';,v;) cho

BDH dé dua 1én bang bangkzemphzeu Sau do, V; xac
nhan ching bang cach giri thanh phan thi hai ctua chu ky

trén 7; 1a s,(7;)=s; lén phan xac thuc (xacthuc) cua
bang bangkiemphieu.

O day, dit lidu cua ctr tri V; /; trén bang bangphieubau
va bang bangkiemphieu c6 thé gidng nhau hodc khong
Néu glong nhau thi phiéu bau dwoc ky va duge lam mu
va giai mu 13 giéng nhau trén bang bangphzeubau va
bang bangkzemphzeu va duogc xac nhén bdi cung mot 7;.
Néu khong giong nhau s€ khong ¢6 sy xac nhin nao duoc
dua vao bang bangkzemphzeu khong ai bao gdm BKP cd
thé biét dugc moi lién két gitra chung vi sir dung lugc do
chir ky s6 tap thé mi.. Do d6 ma lién ket cua phieu bau da
ky bi mu trén bang bangphieubau, phiéu bau dugc ky va
duogc giai mu trén bang bangkiemphieu va danh tinh cia
V; dang ky trén bang danhsachcutri cling bi x0a di.

Cdc budc thuc hién cua giai dogn nay nhw sau:
g \ A A \ ’ ’
+ V; giai mu phi€u bau thanh s,(a';, f';,v;) va kiém

tra tinh chinh x4c chit ky ciia BKP trén phiéu bau.
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+V guis;(a;,p;,v,;)cho BDH dé dang lén bang
bangkiemphieu.

+ V; xac nhan viéc bo phiéu ciia minh bang cach gii
thanh phén thtr hai cua chir ky trén 7; la s,(7;) =s; cho

BDH dua lén phian xic thuc (xacthuc) cua bang
bangkiemphieu.

Cdc vin d@é bao mdt ciia tang ‘ndy nhu sau: BKP ¢
thé thém hodc x6a phiéu bau, néu lam nhu thé thi sd
luong phiéu biu trén bang bangphzeubau va bang
bangkiemphieu sé khac nhau ma bat ky ai ciing c6 thé
phat hién duoc

V. PHAN TiCH HIEU NANG

A. Thiét lap thuc nghiém

Trong phan nay s€ tinh thoi gian thuc hién cua céac
pha trong lugc dd. Thoi gian tinh todn cho cdc pha déng
ky, bo phleu va kiém phleu la 3 trinh doc 1ap duge phat
trién, hay tat ca thoi gian tinh toan khong bao gom thoi
glan glao tlep Ngoal ra, phan nay duoc gla dinh rang cac
y€u t0 gdy mu, sO nguyén bi mat, s0 nguyén t0,... clia cac
thuc thé lién quan dugc chuan bj trude. Dong thm hoat
dong cua cac thuc thé khong lién quan dén mat ma khong
duoc xem xét.

Luoc d6 duoc thyc hién trong moi truong bo xir 1y
Intel Core i7-4500U @ 1.80GHz v6i RAM 8 GB chay
trén hé diéu hanh Windows 10. D4i véi cac hoat dong ma
hoa, sir dung khoa 1024 bit cho lugc do ky token va 192
bit cho luoc dd ky phleu bau. Lwoc db chit ky s6 mu cung
sir dung sb thanh vién ban kiém phleu la m=3. Két qua
dugc tinh trung binh cia 1000 lan chay va duoc chi ra
nhu trong bang 5 bén dudi.

B. Danh gia hiéu ndng ciia lwge do dé xudt
Bang 5 chi ra rang, tong thoi gian cho phan dang ky,

b6 phiéu va kiém phiéu cia lwoc dd dé xuét khoang:
4.0697+12.1233+11.9533=28.1463 mili gidy.

Bang 5. Chi phi thoi gian yéu céu cho céc tang cua lwoc

do bau ctr
Céc tang cua lugc d6 (mili gidy)
Pha Pangky | Bophieu | Kiém phiéu

Lam mu 3.4074 9.9621 -
Tao chiky | 0.6619 2.1612 -
Giadi mu 0.0004 - 0.0009
Kiém tra - - 11.9524
Tong 4.0697 12.1233 11.9533

Vi du: Néu c6 1,000 phiéu bau thi ¢6 thé duoc tinh
trong khoang 28 gidy; Neu c6 khoang mét triéu cur tri
tham gia bo phiéu thi can (28.1463 *1,000,000 =
28,146,300 mili gidy) hay (28,146,300/1000)/60/60 = 7.8
gio. Nhu vay luge do6 dé xuét 6 do phuce tap vé thoi gian
la twong doi thap, du kha thi dé thyc hién trong thye €,
nhit 13 véi viéc trlen khai trén cac h¢ thong CNTT toc do
cao thi lugc dd bau cir dé xuit hoan toan cé thé trién
trong thyc té.
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C. So sanh, danh gia:

Luogc do bau cur di¢n tur dé xuét trong [20] str dung céc
lugc do chir ky s6 mu don trong hé thong co nhidu ngudi
ky (1a cac thanh vién ctia ban diéu hanh, & day xem nhu
c6 m ngudi). Trong giai doan dang ky, cu tri [am mu
token 7; thanh hai phan khac nhau, cac thanh vién ban
klem phleu ky vao ca hai phan do, sau d6 cir tri giai mu
dé dugc chir ky trén T;. Gid str 3 thanh vién ban kiém
phleu thi cur tri V; phal lam mu token cta minh thanh 6
phan khac nhau. Cac thanh vién BKP; ky 1én 6 phan do,
sau d6 cu tri gidi mu ca 6 phén chir ky d6. O giai doan bo
phiéu, 14 phiéu v; cla cu tri V; cung duoc lam mu thanh
hai phan khéac nhau, do d6 ma véi 3 BKP; thi ctr tri pha1
lam mu phiéu bau thanh 6 phan khac nhau bang cach st
dung hai by khoa cong khai cua 3 BKP;, do d6 phiéu bau
v; cling dugc ky thanh 6 phan khac nhau do 3 BKP; ky.
Trong giai doan kiém phiéu, ctr tri phai giai mu phiéu bau
da dugc ky cia minh thanh 6 phan khéac nhau. Do d6 ma
thoi glan tinh toan dé 1am mu token, phleu bau, ky vao
token va phleu bau di dugc lam mu va giai mu token,
phiéu bau mu da duge ky la ty 1€ thuén véi sO luong
thanh vién ban kiém phi€u BKP; tham gia vao lugc do
bau ctr. Pong thoi hé thong ciing yéu cau dung lugng luu
trir phai 16n va bang thong du’o‘ng truyén khi trién khai
thuc té (gom nhiéu thuc thé o nhlmg noi khdc nhau vé dia
). cung phai cao dé truyén tai so lwong 16n cac thanh
phan va do phuc tap tinh toan va luu trlt cao ¢ ca phia cu
tri va phia ban diéu hanh bau ctr.

Trong khi do, lugc d6 bau cir dién tir d& xuét st dung
cac luge do chir ky s6 tap thé mu nén cu tri khong quan
tam dén sd luong thanh vién ban diéu hanh, ban kiém
phleu ma chi giri mot token hodc mot phiéu bau dugc lam
mu cho tap thé thanh vién do va cac co quan do tao chir
ky tap thé va gui lai ctr tri chi mot chir ky nén s& giam
thoi gian tinh toan va dung lugng luu trit ciia hé thong.

Ngoal ra, theo Sharon Levy trong [28] chi ra ring, v6i
cung muc d¢ an toan thi d dai khoa cua luge do dya trén
bai toan IFP va DLP yeu cau 1a 1024 bit, trong khi bai
toan ECDLP chi y€u cau khoang 192 bit. Do do, vdi viéc
st dung luge d6 ky so dya trén bai toan ECDLP nén do
dai khoéa ciing s& ngin hon bai toan RSA va DLP nén co
thé su dung dugc trong cac mang c6 nang lyc xtr ly thap
nhu toc d6 duong truyen kha nang luu trir va nang lyc
tinh toan cua hé thong nhu Gng dung trong cac thiét b
Iot, thé thong minh,.

D. Phan tich @ an toan cua luge do bau cir dé xudt

+ Tinh neng tur cua cur tri: Viée sir dung céc luoc a6
chi ky s6 mu cho vige ky token va phleu bau cua cir tri
nén cic bén khac, ké ca cac thanh vién cia ban kiém
phiéu déu khong thé biét dugc ndi dung bau cir ctia cir tri.

+ Khong 16 thong tin bau cir: Do phiéu bau dugc xay
dung gom nh1eu thanh phan tham gia nhu ctr tri, ban dleu
hanh va ban kiém phiéu nén mic du cir tri biét phiéu bau
da ky cua minh trén bang bangphzeubau nhung ctr tri
khong thé chimg minh diéu d6 voi ngudi cudng ché.

+ Tinh chinh xéac: Chi nhitng phleu bau da dugc ky va
duoc giai mu va dugc xac nhdn cda cu tri c6 trén bang
bangklemphzeu thi m&i dwoc dua vao kiém phiéu. Ngoai
ra, néu ban diéu hanh khong chuyén phiéu hoic chuyen
phleu khong chinh xac vao bang bangphieubau thi ctr tri
c6 thé tir chdi viéc bo phiéu do.
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+ Tinh manh mé&: Do phiéu bau duoc giai mu duge
xac nhan cua cu tri trén bang bangphzeubau nén cu tri
khong thé cho rang phiéu bau cua minh bi pha hoai.
Ngoai ra thi ban diéu hanh va ban kiém phleu cung khong
thé pha v& duoc luge dd bau cu, trir khi tat ca cac thanh
vién va cac co quan d6 déu lién két voi nhau dé pha v
luoc do.

+ Cong bang Do moi phiéu bau trén bang
bangphzeubau deu bi lam mu va duge ky boi cac thanh
vién cua ban kiém phleu nén khong ai co thé biét két qua
bo phleu trude khi kiém phiéu. Chi cir tri méi c6 thé giai
mu phiéu bau ciia minh.

+ Kha nang kiém chung Moi cir tri déu phai xac nhan
phiéu bau dugc ky va dugce lam mu cua minh trén bang
bangphieubau va phiéu bau di duogc giai mu ctia minh
trén bang bangkzemphzeu Do do, lugc d6 bau cir dam
bao rang tat ca nhitng phleu bau c6 sy xac nhan cua cir tri
tuong (mg méi duoc dua vao kiém phiéu.

+ Dan chu: Ctr tri duge xac thyc bang cac thong tin an
danh. Pong thoi dé gu1 va xac nhan phiéu bau ctia minh,
thong tin dinh danh cta cur tri dugc dam bdo boi token da
duoc gidi mu la duy nhat. Hon nita, token cta m01 cu tri
dugc ky boi nhidu co quan nén khong ai co thé gia mao
chit ky trén token va do d6 nén tat ca cu tri du diéu kién
déu dugc tham gia bo phiéu.

+ Chong cudng ché: Lugc dd bau cir duge cho 1a ngan
chan vi¢c cuong ép vi ngum bo phleu phai dam bao
nhiéu 1an x4c thuc va phai xac nhan phiéu bau duoc ky
va dugc lam mu cua minh trén bang bangphieubau va
phidu bau di dugc g1a1 mu cia minh trén bang
bangkiemphieu. Ngu0’1 ¢6 thdm quyen nhu ban diéu hanh
hoidc ban kiém phiéu ciing khong thé ép budc cir tri.

VI. KET LUAN

Luogc dd bau cir dién tir d& xudt bao dam cac yéu cau
cua mot cudc bau cir cong bang do su dung token khong
thé lién két duoc cur tri voi phleu bau cua cir tri d6, va cac
o quan ¢ thim quyen trong cudc bau ctr cung khong thé
lién két dugc phiéu bau da dugc lam mu cia cir tri voi
phleu bau da duoc giai mu cua ctr tri d6 do str dyng luoc
dd chir ky s6 tap thé mu, va do d6 ma lugc d6 bau cur dé
xudt hoan toan khong the truy vét hay luge do bau cu la
hoan toan 4n danh. Ngoai ra, do sit dung chit ky sb tap
thé trén token chira thong tin cua cur tri da duge lam mu
nén cho phép ctr tri xuat hién trude cac co quan co tham
quyen mot cach a an danh. Hon nira, do str dung chit ky sb
tap thé mu (véi s6 thanh vién lém hon 1) trén cing mot
phiéu bau da chiing minh sy cong bang cua chinh quyen
Ngoal ra, lugc do dé xuét ciing dam bao hau hét tat ca cac
yéu cau thiét yéu ciia mot hé thdng bau cir dién tir. Thuc
nghiém ciling chirng minh rang thoi glan tinh todn cua cac
tang trong lugc do dé xuat 1a di nho va nhu thé c¢6 thé sir
dung dugc trong thue té, va do d6 co thé mo rong luoc do
khi ma c¢6 nhiéu co quan dwoc bd tri & nhidu noi khac
nhau va cu tri ¢6 thé bo phiéu ¢ bat ky dau chi can co két
n6i mang internet.

Ngoal ra co thé thdy rang, viéc su dung lwgc do chir
ky sO tap thé mu trong luoc d6 bau cir dién tir s& lam
g1am do phtrc tap tinh toan va dung lu’ong luu trir so voi
viée str dung cac luge db chir ky s6 mu don. Pong thoi,
viée st dung luge do chir ky sé dua trén bai toan ECDLP
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s€ ¢6 nhiéu vu diém hon cac lugc d6 dua trén bai toan
IIFP, DLP khi yéu cau vé d6 an toan tang cao.
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AN UNTRACEABLE ELECTRONIC VOTING
SCHEME BASED ON BLIND MULTISIGNATURE
SCHEME

Abstract: Recently many countries moved to electronic
voting instead of a traditional one for many prominent
advantages compared, including security, accuracy of
ballot checking and analysis. In this paper, we propose an
untraceable electronic voting scheme (E-Voting) based
on blind multisignature schemes based on DLP and
ECDLP. The proposed scheme achieves major security
aspects such as voter privacy, non-disclosure of election
information, anti-coercion, accuracy, fairness, verifiable
ability, democracy and system security.
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