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Tém tit: Ngay nay, cic cudc tan cong rat da dang, cac
doanh nghiép thuong s dung hé théng phat hién xam
nhap (IDS) dé phat hién cac cudc tan cong. Co hai cach
t1ep can dé thyc hién IDS: mot cach phat hién cac cudc
tan cong dua trén chir ky va mét cach dya trén hanh vi.
Bai viét nay theo cach tiép can thir hai dwa trén hanh vi.
Trong giai doan dao tao, duoc xr 1y boi ung dung SOM
(Self-organizing map) (Ban do tu to chirc), hé thong tao ra
mot sd vecto xac dinh trang thai binh thuong cta hé
théng. Cum céc vecto nay s€ dugc déic trung boi mot
noron (161 luong tir) vdi ban kinh r (r: ban kinh lugng ti).
Mot hinh hoc ctia no ron (¢6 ban kinh r) dugc coi la mot
hinh cu ¢6 ban kinh r. Dwa trén viéc xdy dung cac vecto
md ta trang thai cua hé thong trong thoi gian thuc, ching
ta c6 thé phat hién mot hoat dong bat thuong mai bang
céch so sanh gitta khoang cach d (tir cac vecto trén véi tat
ca cac no-ron) va ngudng r (ban kinh luong tir). Néu
khoang cach nho hon ngudng, hé théng IDS sé& coi hoat
dong mai nay la trang thai binh thuong va khong dua ra
bat ky canh bao nao. Néu khoang cach 16n hon ngudng r,
hé théng IDS s& coi hoat dong méi nay 1a trang thai bat
thuong va tao canh béo. Véan dé ctia bai bao xay ra khi hai
hodc nhiéu hon ban kinh hinh cau chng 1én nhau. Van dé
nay lam cho hé thdng IDS khoé xac dinh. Muc tiéu nghién
clru cta bai bao 13 phat trién mot thuat toan mo hinh héa
lam cho tat ca cac ban kinh hinh cau khong bi chdng chéo
1an nhau. Tir d6, hé thdng phat hién xam nhdp dugc xac
dinh va tang d¢ chinh xac cho hé théng.

Tir khéa: Hé thong phat hién xam nhép IDS, ban dd
tu to chirc SOM

I. GIOI THIEU

Hé thong phat hién xam nhap (IDS) 1a mot thiét bi
hodc tmg dung phan mém gidm sat cac hoat dong cia
mang hodc hé théng ddi voi cac hoat dong gay hai hoac vi
pham chinh sach va dua ra bao céo cho cac tram quan ly.
Hai cach tiép can chinh cua IDS la: I) IDS dya trén du
hiéu vi pham: phat hién cc cudc tan cong thong qua cac
dic diém diu hiéu vi pham c6 san. Nhing dic diém nay
dugc luu trit trong tap co sd dir liéu cua IDS. II) IDS dua
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trén hanh vi: phat hién thong qua cac hanh vi bat thuong.
IDS phat hién mot hanh vi la bét thuong boi vi da duoc
hoc trong cic dit liéu mau truée d6. Nhitng hanh vi binh
thudong nay duoc mo ta thong qua hai vecto: Activity
vector: mo ta hoat dong cia mot ludng trong thoi gian
thyc. Status vector: md ta trang thai ciia hé thong.

Béan d6 ty t6 chic (SOM) la mot loai mang noron
nhan tao (artificial neural network - ANN) duoc tao ra
bang cach sir dung hoc khong gidm sat (unsupervised
learning) dé tao ra mot ban do hai chiéu ciia khong gian
dau vao cua ciac mau dao tao. SOM khac véi cac mang
noron nhan tao khac nghia la dugc sit dung ham lan cén
dé bao toan cac thudc tinh ban dau cua khong gian dau
vao. Gidng nhu hau hét cac mang noron khac, SOM hoat
dong theo hai ché do: T) Pao tao: xdy dung ban dd bing
cac dir liéu dau vao (mét qua trinh canh tranh, con goi la
luwong tir hoa vecto), II) Anh xa: tu dong phan loai mot
vecto dau vao méi. Muc tiéu cua viée hoc trong SOM la
lam cho cac phan khac nhau cia mang phan tng twong tu
v6i cac mau dau vao nhét dinh.

Trong bai bao nay, chung t6i ¢d ging giai quyét mot
hai van dé: thir nhat 1 1am cho tmg dung SOM mang tinh
chinh xac cao hon (cac no-ron khong chéng chéo 1in
nhau), thtr hai 1a cai thién phat hién cac cudc tan cong
bing cach giam Sai am (False Negative) va Sai dwong
(False Positive) dé dam bao sy can bang giita cic no-ron.
Trong bai bdo nay, phan 1 gi6i thidu cac kién thirc cin
ban vé IDS va tmg dung SOM, phan 2 gidi thiéu vé cac
thudt toan phan cum va cac dé xuat vé IDS hoat dong véi
ban d6 SOM, phan 3, 4 bai bao néi vé phuong phap thuc
hién va trinh bay cac két qua mo phong va phan 5 két
luén.

Il. DE XUAT VE IDS

Khi phat trién IDS dua trén hanh vi, ching ta phai d6i
mit v6i mot sé kho khin sai am va sai duong. Trong hé
thdng may tinh, Sai duong: bao dong khi khong c6 cudc
tin cong. Véan dé nay khong nghiém trong, nhung hé
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thdng IDS khong nén dua ra bao dong trong khi khong co
cudc tan cong ndo. IDS dya trén hanh vi hoan toan khong
thé tranh dwoc van dé nay. Nhung c6 thé hoc hoi thém
kién thic dé loai bo dan sai duong gia. Am tinh gia:
khong c6 bao dong khi bi tin cong. Van d& nay rat
nghiém trong va nguy hiém. IDS trd nén vo dung khi no
khong dwa ra bat ky bao dong nao khi bi tin cong. Nhitng
18i nay c6 lién quan dén viéc c6 qua nhiéu kién thic vé sy
hiéu biét ma IDS duoc hoc trong qua trinh van hanh binh
thuong cua hé théng va mic d 16n hay nho dé xem xét
hai trang thai van hanh 14 giéng nhau hoic khéac nhau.

O ngoai doi, khi mét dira tré nhin vao mot nguoi la ma
no6 di thay trude do. Pira tré c6 thé c6 mot trong hai hanh
vi nhu sau:

Hinh 1: Phan mg cua tré em trong thuc té

Trudng hop 1: Néu nguoi la 1a nguoi t6t, dira tré nghi
rang ngudi la khong phai 1a di twong nguy hiém.

e Néu ngudi nay t6t: khong c6 van dé gi. Puoc goi
la ding (True negative)

e Néu ngudi nay xdu: c6 mot van d& 16n, dira tré
d3 nhan ra sai. Va diéu nay c6 thé din dén ton
hai cho dwtra tré. Puoc goi 1a Sai am (False
negative)

True Negative False Negative

il | Veclor 1rang théi

Tré em mim cuei khi knong bi tAn cong

Tré em mim cui khi bi tin cong

> Vin dé sai am khién tré khong phan tmg khi bi
tan cong

> Sai duong thuc sy khong co tac dong gi dén dira
tré

Trudng hop 2: Coi ngudi la 1a ngudi xau, tré s& khoc dé
béo cho bd me.

e Ngudi nay la tot: bao dong nay 13 v6 ich. Nhung,
sau d0, tré nhan ra réng minh d3 sai, va tré s€ coi
hoat dong cua ngudi la nay la hoat dong binh
thuong. Sau d6, néu dtra tré gap lai nhitng hoat
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dong binh thuong nay, nd s& khong bao cho bd
me. (Sai duong (False Positive) + Hoc mai binh
thuong -> Tiéu cuc thyc sy (True negative))

e Néu ngudi nay xau: tré khoc 1a can thiét dé cha
me chu ¥ dén mdi nguy hiém méi tir nguoi la
(Pung tich cyc (True positive))

False Positive

.

‘ LA | \"L‘( uhoatdéng

True Positive

Tré em khdc khi khdng bi tdn cdng Tré em khoc ki by tn cing

Sau khi kidm tra, trang thai hé thiing hidn thi trém em

Sau khi kiém tra, trang this hé théng 1 dang
dang gap nguy hiém

kg G 5
—————— s ’—-————, - e e Mg xdu
_____-‘\ _____ .umnrhomﬁﬁng ' _ia ! Vector hoatagng 1
| Veclor trang thj J4============ , Vm“ trang thai | ————————————— '

» True positive Sy tich cuc thyc sy 1a mot trang
thai tot khi tré phat hién ra cudc tin cong nd tré
tim cach tra an nguoi la trude.

» True Negative Ti€u cuc thyc sy 1a mot trang
thai binh thuong hoc dugc ma vo hai voi tré.

» False positive Viéc duong tinh gia khong giy ra
bat ky tac dong nao dén tré, nhung no chi xay ra
mot 1an. Sau d6 tré s& duoc hoc cac hoat dong
mdi cua nguoi la.

> False negative Am tinh gia dugc coi la trang thai
binh thuong. Trang thai nay bio dong sai réat
nghiém trong.

Két luan: Sai tiéu cuc 1a tac dong gy anh huong nhidu
hon sai tich cuc. Sai tich cuc sé€ duogc loai bo khi IDS cé
nhiéu kién thirc vé vé cac trang thai binh thuong.

D6i mat véi nhitng kho khin da dé cap ¢ trén, chung toi
da phat trién mot thuat toan dé giai quyét cac van dé vé
sai am va sai duong. Pdng thoi, 1am cho ban dd trd nén
chinh xdc hon bang cach loai bo sy chdng chéo giita
nhém ban dd cii va ban dd méi. Pau tién, ching t6i nhéc
lai vé& cac quy trinh ma SOM di sir dung dé hoc va quan
Iy kién thirc. Bao gdm céc budc sau:

> Giai doan 0. Zero knowledge - Khong c6 kién
thue

Luc dau, hé thong IDS khong c6 kién thirc vé trang thai
binh thudng va trang thai bat thuong.

> Giai doan 1. Tao té bao no ron ngau nhién

Mot mang S (n x m) cua k-dimensional-vector dugc tao
boi 1énh randinit. Mdi vecto s& dugc goi la no ron dé phéan
biét chiing véi vecto huén luyén. Mdi no ron ¢6 1 trung
tim

k-dimension dugc tao ngau nhién.

» Giai doan 2. Thu thap trang thai Vector

Khi mét sy kién binh thuong xdy ra, sy kién nay hoat
dong theo mot sd hoat dong va lam cho hé théng mang
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tao ra cac trang thai. Cac hoat dong nay dugc md hinh hoa
nhu Vector hoat dong Activity Vector, vector hoat dong
nay co6 kich thuéc x-dimension (Pai dién cho x thong tin).
Céc trang thai hé théng nay dugc mé hinh hoa nhu vector
trang thai Status Vector, c6 kich thudc k-dimension (Pai
dién cho k thong tin).

» Giai doan 3. Huin luyén
Sau qua trinh training dya trén phuong phap SOM, vi tri
clia cac noron trong mang S s& duoc thiét 1ap dé c6 cac
tinh nang tot nhat, gin nhat v6i sy phan bd cta cac Vector
training.
Hoat dong binh thudng ctia hé thdng s& dugc dai dién boi
mot cum cac vecto huin luyén va mdi cum vecto huin
luyén sé& duoc dic trung béi mot noron. Mdi té bao than
kinh ¢ trung tam dai dién cho chiéu k-dimension thong
tin va ban kinh biéu thi bang 13i lwong tir hoa (Ldi lwong
tir hoa dugc tinh bang 1énh 151).

» Giai doan 4. IDS
Trong giai doan phat hién, IDS s& xac dinh trang thai bat
thuong cta hé théng bang cach so sanh vdi cac té bao
noron hi¢n tai trong ban dd SOM. Néu khoang cach dén
bat ky té bao noron nao nho hon ngudng, thi hé thong
IDS s& xtr Iy mot cach ngiu nhién va khong c6 canh bao
nao dugc néu ra. Nguoc lai, néu khoang cach dén mdi
noron trong mang S 16n hon ngudng, dugc goi la ban kinh
IDS, thi hé thong IDS s& coi d6 1a trang thai bat thuong va
tao ra bao dong. Ban kinh IDS dong vai tro 1a d§ nhay cua
timg noron trong hé thong IDS. Béan kinh nhé hon khién
hé théng IDS tré nén d& bi anh hudng hon, day duge goi
la IDS duong tinh gid vi IDS s€ tao ra bdo dong sai.
Nguoc lai, ban kinh 16n hon lam cho IDS it tao ra canh
béo, diéu nay s& gay ra 4m tinh gia.

Hinh 2: Tién trinh hoat dong cua SOM

Trong qua trinh thuc hién, hé théng IDS s& duogc cép
nhat lién tuc voi cac dir liéu dau vao méi va thue hién lai
giai doan 3 (giai doan training), s€ tao ra mot ban dd méi.
SOM can két hop va so sanh ban dd cii va ban d6 méi
thanh mot. Sy két hop nay gay ra mot s6 té bao noron co
thé duoc chong chéo véi nhau. Vi vy ching toi chén mot
budc giira sau giai doan dao tao, budc nay cé trach nhiém
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thu hep tirg noron. Qua trinh thu hep phai dam bao chat
lugng cta IDS. Chét lugng nay ciia qua trinh nay thé hién
thong qua viéc giam sai am va sai duong.

=
=

Hinh 3: Cdi tién qud trinh SOM

Thuét toan thu nho cua ching tdi c6 hai giai doan: giai
doan nhom cum (cluster) va giai doan phan chia. Giai
doan nhom cum lai 1a giai doan tuy chon dé tang tde do
khi thu hep. Néu cac té bao noron 1a riéng bi¢t, giai doan
nhom cum s€ tré nén vo ich. Nhung, néu cac no-ron duge
nhom lai v6i nhau, giai doan nhom cum s€ tao thuan tién
cho viéc tinh toan khoang cach Euclide bang cach tinh
khoang cach Euclide gilta cidc no-ron trong cung mot
cum. Budc nay 1am ting tdc d thu nho cac noron lai boi
céc noron nhom lién k& nhau véi nhau sé tao thanh mot
cum. N6 lam cho thoi gian dé tinh khoang cach Euclide
giita mdi cdp no ron giam di déng ké.

Budc nay 1a mot bude tiry chon. Néu céc té bao than kinh
la riéng biét, giai doan phan chia cum s€ khong co y
nghia. Nhung, néu cac té bao than kinh gan nhau va tao
thanh nhiéu cum. Viéc phan chia cym s€ lam gidm s6
lwong tinh toan khoang cach Euclide. Cac noron trong
mdt cum khong can phai so sanh khoang cach véi noron
trong mot cum khac.

Method void clustering(Model model) |

il Initialize cluster flag for each neuron: neuron i-th is belong to cluster i-th
Wauren[] = modal {
int[] clusters = model.getClusters ()

int[] neighbors = model.getNeighbors ()
for each i IN flag
SET clusters[i] = i;
for each neuron ni IN neurcns (i begin = 0) {
for sach neurcn nj IN neurons (j begin = i+l) {
if (ni is overlapped nj) {
naighbors[i]++
if (flag[j] !'= 3} {
if (flag(i] '= i) {
if (1< 3
replace all where flag[j] = flag([i)
} elsa |
replace all where flag[i] = flag([j]
}
} alsa {
raplace all where flag[i] = flag[ij]
b
} else {
flag(i) = flag[i)

Hinh 4: M6 phong Pseudo code
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Két qua phéan cum:

Hinh 5: Két qua Truée va sau khi phan cum

Sau khi phan cym (tly chon), ching t6i tiép tuc thu
nho ban kinh noron dé l1am cho cac noron trong ban d6
tao duoc su chéng chéo véi nhau. Noron 16n hon s€ co lai
nhiéu hon noron nhé hon

T6i wu thuat toan phin cum

Béng cach két hop thuat toan phan cum va thuat toan rat
gon. Chiing t6i da sira dbi thuat toan d6 dé giam bét sai sd
v6i cac no-ron nhom thanh cidc mang. Trong bai bao
trude, ho st dung mdt rang budc khi nhém nhém no-ron
thanh mot mang bang cach so sanh khoang cach giita no-
ron v6i ban kinh cta IDS.

Khodng cach <= Ban kinh cia IDS

Chung t6i d stra d6i cach tiép can trén bang cach thém
mot tham s6 ty 16 cho biét ty 18 trang lap..

Khodng cach <= Téc d¢ * Ban kinh cta IDS (Hién tai,
tbc d6 nay dang 14 0.5)

Khi chay thuét toan tdi wu hoa (giam co lai), chung toi
danh gid muc giam am luong dua trén so sanh gitta am
luwong trude khi thu nho va giam am lugng sau qua trinh
thu nho.

Gia tri am lugng duogc tinh theo cach d¢ quy nhu sau theo
cong thure:

2wR?
V(R) =

Vu2(R)

1. Két qua mé phéng

Trong hé thng ciia chung toi, ching t6i ¢ thé thu thap
thong tin hé thong thoi gian thyc. Dé thir nghiém, ching
t6i da st dung hai bo dit liéu mau: 3840 trang thai binh
thuong (do SOM cung cap) va dir liéu duoc thu thap tir
mot may chu vat 1y dat tai phong thi nghiém truong dai
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hoc cua chung t6i. Viéc thu thép thong tin tir may chu vat
1y bao gom 2 dang:
» Vecto trang thai luong tir (Quantized status
vectors):
Céc vecto trang thai dugc lugng tir hoa dung dé huin
luyén SOM. Sé lugng cac trudong bang kich thudce k (hién
tai, k = 18)
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Hinh 6: DiF liéu mau Vector trang thai lwong tir

> Thong tin trang thai ban dau:
Théng tin nay s& dugc dwa vao chuong trinh hé théng dé
quan sat trang thai bat thuong truc quan. Sau d6, ching
t6i s& x6a thong tin khi hé thong khong tét. Vi du, CPU
duoc gitt 6 mire 100% trong mot khoang thoi gian
Két ni:
System Resources Usage

Design for (CPU, Memory, Interface throughput, Connections) statistics

Date
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Connection
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O

Hinh 7: 86 lwong két néi TCP dang mé

System Resources Usage
Design for (CPU, Memory, Interface throughput, Connections) statistics
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Hinh 9: Bang thong mang

B6 nhé dugc str dung:

System Resources Usage
Design for (CPU, M Ce U

Date
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Hinh 10: Bo nho dwoc s dung
Sau khi chay 600 trudng hop cho mdi tham sb cho mdi
truong hop kiém tra (3840 trang thai SOM (may chu vat
1y)), chiing t6i da c6 két qua nhu sau.

System Resources Usage
s vox com

e L

Hinh 11: On dinh dwong tinh gia

System Resources Usage
e, Gonneshe:

Baaign far (£, Memary, intarfas s throw ) siuinicn
s

e
f

rvasn PrEvoun next

Hinh 12: On dinh dm tinh gia
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Hinh 13: Trucoc khi phdn chia

M radus: (5 Reset

lon

5:54]

ﬁ- 0]
91
@ ] &
o
[Nerons: 2| [ArearT5,038/102, 31 105 48 21%] Chede

Hinh 14: Sau khi phdn chia.

Hé théng 6n dinh khi s budc dao tao rlen 16n hon
10.000. Nhiing thay ddi cua gi4 tri alpha, ban kinh anh
huong nhidu dén su thay dbi cua sai duong va sai 4m
(trang thdi binh thuong dugc phat hién va trang thai bat
thuong khong da dang). Chung toi di chon cac tham sé
sau cho tat ca céc thir nghiém véi rlen: 10.000, alpha: 0,05
va ban kinh: 10.

Chung t6i thyc hién hai phién ban cta h¢ théng IDS dé
phat hién cac trang thai bat thuong. Pau tién véi thuat
toan Shrink: giup thu nho cac noron dé loai bo sy chong
chéo, s lugng noron khong thay ddi. Thir hai 1a thuat
toan Giam-sy phan chia: s€ lam gidm noron sau d6 thu
nhé cac noron con lai. Pidu nay khién sé lwong noron s&
gidm vi qua trinh gidm s€ giup giam thoi gian phat hién
xam nhdp. Lam ting kha ning phat hién cho hé thong
IDS.

lll. KET LUAN

Trong bai bao nay, ching t6i dé xuat kién triic cho mot
IDS dé phat hién cac cudc tin cong khong xac dinh da
duoc trinh bay. Cai thién ban dd tu td chire cho hé théng
phat hién xdm nhép dua trén hanh vi. So véi cac phuong
phap khac, thiét ké ctia chung t6i thé hién cac dic tinh va
hiéu sudt ot hon.
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Abstract: Nowadays, attacks are very diverse. As such,
people use Intrusion Detection System to detect the
attacks. There are two approaches of IDS implementation:
one detects the attacks based on signature and the other
based on behavior. This paper follows the second
approach which is based on the behavior. In training
phase, processed by SOM (Self-Organizing Map)
application, the system generates some vectors which
specify the normal state of the system. The cluster of
these vectors will be characterized by a neuron (quantum
core) with radius r (r: quantum radius). A geometric
display of neuron (with radius r) is considered as a sphere
with radius r. Based on construction of vectors describing
the state of the system in real time, we can detect a new
anomaly activity by comparing between distance d (from
above vectors to all neurons) and the threshold r (quantum
radius). If the distance is smaller than the threshold, the
IDS system will treat this new activity as normal state and
do not raise any warning. If the distance is bigger than the
threshold, the IDS system will treat this new activity as
anomaly state and generate an alert. The problem of the
research occurs when two or more than two spheres
overlap each other. This problem makes the IDS system
difficult to determine. The objective of our research is to
develop a geometric algorithm to make all spheres not to
overlap any more. Then, the system will be deterministic
and keep the system still precise.
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