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Tém tar: Bai bao trinh bay mét gigi phap truyen tin mdt an
toan si dung ky thudt gidu tin trong video 3D (3-Dimension)
véi tinh vo hinh cao. Thong tin mdt durgc ma hoa bai cac thugt
toan manh mé frueéc khi nhing vao video 3D bang thudt toan
LSB (Least Significant Bit) két hop. Chi nhitng ving doc lap
trén cac khung anh 3D méi duwroc lua chon dé nhing thdng tin.
Trong khi cé&c thudt todn ma hoa cung cdp dé bao mdt cho
thdng tin dn gidu thi ki thugt gidu tin thich nghi si dung LSB
két hop sé dam bao tinh vo hinh cao cho thdng tin mt.

Tir khéa: Gidu tin, khép anh, LSB két hop, video 3D.

l. GIOITHIEU

Ngay nay, ky thuat glau tin trén cac dir li¢u da phuong ti¢n
da tro thanh lya chon phd bién dé truyen cac thong tin nhay
cam. Tinh vo hinh 1a mot thude do chuan myc de danh gia chat
luong cua cac thuat toan glau tin. He thong giau tin duoc xem
1a that bai néu mot ké tan cong ¢o thé ching minh su ton tai
cua théng tin mat bén trong ddi twong chira, hay duoc xem 1
an toan néu nhitng ké tan cong khong thé phat hién sy hign
di¢n cua cic thong digp 4 4n bén trong d6i tugng chtra bang bét
ky phuong phép tiep can nao, vi vay dit li¢u an phai vo hinh ca
vé mit nhan thic I3n théng ké.

Ciing v6i myc dich bao mat théng tin, mot hudng tiép can
kh&c thuc hién ma hoa dir liéu thanh nhiing thong tin vo nghia.
Su két hop cua mat ma va giéu tin s& 1am tang do tin cay cua
mot kénh thong tin mat, vi ngoai qua trinh ma hoa va gidi ma,
chung duoc bd sung thém hai qua trinh la gidu va tach thong
tin. Hé théng ket hop nay s& lam cho cdc thim ma khé khin
hon khi phal cb gang nhan ra déi twong c6 an di liéu trudc khi
boc tach va giai ma chung. Ngay ca trong cac hé thong sir dung
mat ma yéu hon ciing rit khé dé nhan ra viéc truyén tin co an
dir ligu mat boi tinh nguy trang cao cua cac k§ thuat giau tin
tién tién.

Trong [1], [2] cac tac gia da trinh bay phuong phép giau tin
trong mien khong gian chu yéu dung ky thuat LSB. Phuong
phép nay dé thuc hién va cling dé dang tan cong va boc tach
thdng tin. Trong [3], chung t6i di cai tién thuat toan LSB dé
tang tinh vo hinh cho thong tin mat véi sy tham gia cua hai
pixel lién tiép theo quy tac dao bit, thuat toan di dat dugc myc
dich 1a giam xac suat thay ddi trén ddi twong chira vé dudi 0.5
trén mot bit nhing.
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~ Nham giam sy nghi ngd cua nhitng ké tan cong tim di ligu
an, cac tac gia trong [4] dé xuat mot thuat toan giau tin thich
nghi trén video. Trong tdm ctia phuong phap nay la viéc nhing
dit liéu trong cac ving da nguoi cta cac khung anh. Trong [5],
[6], [7] cac tac gid cling da thuc hi¢n nhing thong tin vao ving
doi twong chuyén dong trén video sir dung thuat toan phat hi¢n
va theo ddi do6i twong chuyén dong, video dwoc chon lam ddi
tuong chira 1a loai 2D thong thuong.

Trong [8], ching t6i da thuc hi¢n nhing thong tin mat trén
video 3D dung Ky thuat parity. H¢ thong nay rat an toan véi
viéc két hop cac hé mat ma ddi xing va bét ddi xtimg, nhung
chua ap dung dugc cic phuwong phdp thich nghi khi chon lya
cac khung anh nhung nén c6 thé tao sy nghi ngo cho cac tham
ma. Trong nghién ctu ndy, cac khung anh 3D s¢ dugc xir Iy dé
tim ra ving doc lap (khong ton tai trong anh con lai), thong tin
mat sau khi ma hoa s¢ dwoc nhing vao nhiing vung nay. Thuat
toan glau tin LSB két hop duoc phat trién véi myc dich giam
X4C Suit thay dbi trén doi twong chira tin vé dudi 0.4 d6i voi
mot bit nhung Hé thong nay la su két hop hoan hao gitra cac
thuat todn ma hda tién tlen véi ky thuat giau tin thich nghi trén
video 3D nham cung cip mot hé théng truyén tin an toan dong
thoi dam bao tinh vo hinh cao cho théng tin mat.

Il. SOKHOP ANH STEREO

Anh 3D (hay video 3D) ra doi dua trén nguyén ly tao anh 3
chiéu tir hai mat, sy chim hay néi cua mot vat phu thugc vao
cach nhin ctia nguoi quan sat. Co thé hiéu rang, moi 'khung anh
3D s& ton tai hai anh: trai va phai danh cho hai mat. Hai anh
nay sé c6 do léch nhat dinh giéng nhu khi chung ta dung ting
mat dé nhin vao mot vat nao do.

Hinh 1. Céc cdp diém dic trung SURF twong déng trong dnh
stereo
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Hinh 2. Nhén biét viing déc I4p cta anh stereo dura trén thuat
toan khép anh

Nhan dang va so khop anh 1a mot trong cac huéng nghién
ctru dugc nhiéu nha khoa hoc quan tdm trong linh vyc thi gidc
may tinh. Qua trinh so khop anh stereo thong thuong duoc chia
lam hai giai doan chinh: x4c dinh cac diém dic trung trén cac
anh don 1¢, ddi sanh va khép cac diém dic trung trén hai anh
Vv6i nhau dé tao thanh khéi anh théng nhat. Tir d6 thuc hién céc
nghién ctru lién quan nhu: phén tich d¢ sau [9], phat hi¢n su
khac biét [10], diéu huéng [11]...

Trong giai doan dau, c6 nhiéu thuat toan trich xuat dac
trung da dugc nghién ciru, trong d6 thuat toan SURF (Speeded-
Up Robust Features) duoc st dung nhiéu nhat boi vu diém vé
toc do cling nhu sy bat bién véi ty 1¢ va goc xoay [10], [11],
[12]. Két qua cua qué trinh nay 1a mot vector chia dix ligu lién
quan dén céc dic trung SURF dugc phat hién tir mdi anh.

Giai doan thir hai thuc hién dbi sanh cac dic trung trén hai
anh dya vao két qua phén tich dic trung trong giai doan dau.
Tung Cap diém dac trung trén hai anh s& dugc khop véi nhau
dua vao su tuong quan cua ching. Hinh 1 md ta cac cap diém
dic trung SURF tuong dong trong hai anh tréi, phai va hinh 2
chira nhung ving doc lap trén hai anh ma ching khdng ton tai
trong anh con lai (phan bia ngoai cua anh).

lIl. THUAT TOAN GIAU TIN LSB KET HOP

Trong cac nghién cau vé an dir liéu, thuat toan LSB duoc
st dung pho bién nhat vi cac uwu diém vé toc do va dung luong
nhlng. Gan vai tén goi cua no, thuat ton hoat dong bang cach
lan luot thay thé céc bit it quan trong nhét (LSB) cua ddi tuong
chua béi cac bit thong digp bi mat. Khi ti I¢ nhiing 1a 1 (1 bit/ 1
pixel) co thé nhan thay rang Xé&c suat dé doi tugng chira bi thay
d6i 12 0.5 (nhdng 2 bit thi ¢6 1 sy thay ddi).

Xac SuAt thay dbi trén doi tuong chira (Pr) duoc dinh nghia
la ti sb cua tong gia tri cac thay d6i khi thyc hién nhing thong
tin trén téng s bit nhiing cua tat ca cac truong hop.

1 N
N ;Iy. | (1)
Véi N 1a sb bit nhing; x, y lan luot 1a d6i twong chira trudc va
sau khi nhing.
Nham muc dich giam su tac dong 1én dbi tugng chira tin so
véi ky thuat LSB thong thuong véi cung dung lugng nhing,
thuat toan LSB két hop duoc phat biéu nhu sau:

Lan luot nhiing hai bit dir liéu mat my, m, vao 2 pixel x,, X,
cua anh xam tao thanh 2 pixel ngd ra y,, y, theo (2).
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X, X, if (X +2X,)mod4=m
X +1Lx, if (X +2x,)mod4d=m-1
Yin Y, = . _ (2)
X -1x, if (X +2x,)mod4=m+1
X, X, £1 if  (x +2x,)mod4=m=2

Voi m=2'm +2°m, = {0,1, 2,3} = {00,0].,10,11}2
Ldc nay Xac suat thay ddi P, dugc tinh nhu sau:

P =P (X, %)+P (X +LX,)+P(x
0><1 1><1 l><1 1x1 3

'8 8 8 8 8
thu dir liéu mat duoc boc tach theo (3):

-1,%,)+P.(x, %, +1)
Tai dau
=0.375

m =2m, +m, = (y, +2y,) mod 4 3)

Truong hop dir liéu dau vao c6 gla tri nam ¢ ngucrng giai
han cho phép (vi du 255 hoic 0 ddi voi anh 8 bit), néu ap dung
cdng thic (2) s& xay ra hién twong tran sé hoc. Khi d6 thuat
todn duoc thuc hién nhu sau:

Gia str x; = 255 va ngd ra can lay, = x; +1 ta déi thanh y, =
Xox1lvay; =x;—1 Hoacx, =0vangbray;=x, — 1 tadoi
thanhy, =x, x 1vay;=x; + 1.

Bang | sau déy cho thdy su khac biét trong qué trinh nhiing

/ tach cuta thuat toan LSB thay thé va LSB két hop véi cac dir
liéu dau vao khac nhau.

Bang . So sanh LSB va LSB két hop
Ban dau Dg}gf:u LSB thay thé]  LSB két hep

Xy | Xp M=2My+my Yy | Yo |m’| Y1 | Yo [Yat2Ys m’

5 (110 0 4 |110] 0 | 4 |110| 224 | ©
5110 1 4 |111| 1| 5 |110| 225 | 1
5110 2 5 (110{ 2 | 6 |110| 226 | 2
5110 3 5 |111| 3 | 5 |109| 223 | 3

240{165| 0  |240|164| 0 |240|164| 568 | 0

240|165 1 240(165| 1 |239|165| 569 | 1

240|165 2 |241|164| 2 |240|165| 570 | 2

240(165| 3 |241|165| 3 |241|165| 571 | 3

32 1202 0 32 1202| 0 | 32 |202| 436 | O

32(202| 1 32 (203] 1 | 33 (202|437 | 1

32 1202 2 331202| 2 | 32 |201| 434 | 2

32(202| 3 33 |203| 3 | 31 [202] 435 | 3

Xac suét thay ddi | 12/24=05 9/24 = 0.375

IV. MO HINH BE XUAT
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Trong phan nay ching toi dé xut mot giai phap truyén tin
mat sir dung cac thuat toan ma hoa ket hop véi ky thuat gi4u tin
trén video 3D. D& khdng gay nghi ngo cho cac tham ma, thong
tin mat chi nhiing vao vang doc Iap trén cac khung anh 3D. Ky
thuat giau tin LSB két hop dugc 4p dung dé nhing thdng tin
nhim tang tinh vo hinh cho dir ligu mat. Thuat toan AES
(Advanced Encryption Standard) dung dé ma hoa dir liéu trudc
khi nhing dé tang tinh bao mat cho h¢ thong. Nham giai quyét
bai toan trao d6i khda ching toi sir dung thuat toan RSA
(Rivest — Shamir — Adleman) dé mé hoa khoa AES va nhing
vao video cling véi dir liéu dd ma hoa. M6 hinh d& xuat duoc
mo ta nhu hinh 3 véi chire nang va nguyén ly nhu sau:

e Khép dnh va phan vung ¢ nhi¢m vy tim ra céc diém
tuong dong gitra hai anh trai — phai tir do dong nhét hai anh
nay nham phan biét ving doc 1ap va vung lién két trén
khung anh.

e Ma hoa AES thuc hi¢gn ma hoa dit ligu mat voi khoa
duoc tao ngau nhién truéc moi lan thuc hién.

e Ma hda RSA thyc hién ma héa cac thong tin dinh huéng
va khoa mat AES.

e Khdi Nhang c6 chirc nang gidu cac thong tin ¢ mi hoa
vao vung doc 1ap cua cac khung éanh, sir dung thuat toan
LSB két hgp.

e Khéi Tach tai dau thu thuc hién tach thong tin dd nhung
tir vung doc 1ap cua céc khung anh.

e Gigi ma RSA sir dung khoa riéng cua nguol nhan dé glal
m& nham tim ra cac thong tin dinh huéng va khéa mat ma
phia phét giri dén.

e Giai ma AES thyuc hi¢n giai ma dir li¢u mat tir thong tin
tach dugc va khoa mat lay duoc sau khi giai ma RSA.

Video ban du Khoa cong khai Dir liéu mat
» l
A
Khép anh Mahéa | Ma hoa
va phan ving RSA |7 AES
l l Y A
Vung doc lap
. —_— (
Viing lién két it

A

A,
\ Ghép /
Phia phat
———————— Video chura tin mat = — =
Phia thu y
Khép anh
va phan ving

Tach le— Vung doc lap l
Viing lién két
Khoa riéng t l

Hinh 3. M6 hinh truyén tin méat
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Phia phat sir dung dir liéu diu vao gdm: video 3D chua tin,
thong tin mat can truyén va khoa cong khai. Video chira tin qua
cac qua trinh trich chon dac trung va so khép anh nhu da trinh
bay trong phan I1, ngb ra cua qua trinh nay 1a cac Vung daoc lap
va ving lién két, chi nhitng ving doc lap trong céc khung anh
méi dugc chon dé nhing thong tin va ching dugc thé hign qua
cac mat na anh.

Dt liéu mat trude tién sé duoc ma hda bai thuat toan AES
Vi 256 bit khoa dwoc tao ngiu nhién sau mdi 1an nhdng. Ngoai
256 bit dung lam khoa mat cho AES, b¢ tao chudi gia ngéu
nhién con tao ra cac dia chi ngau nhién, day la dia chi cac
khung anh ding dé nhdng dit liéu mat, s6 lugng khung anh phu
thudc vao kich thuéc dir lisu mat can nhing va sé diém anh
trong ving doc 1ap cua cac khung video.

Khoa mat AES, dia chi cac khung anh nhing clng veéi cac
thong tin khac vé kich thudc va loai dir liéu mat s& duge dong
goi thanh mot header va ma hoa boi thuat toan RSA vei khoa
cdng khai tr nguoi nhan cung cap. Trong nghién cau nay
chdng tdi st dung khoa RSA ¢6 @6 dai modulus la 8192 bit. Dix
ligu mat cung header sau khi ma hoa s& dugc nhing vao nhiing
vung doc lap tren video theo cac mat na lay tir khdi “khép anh
va phan ving”, s6 luong va thi tu cac khung anh dwoc quy
dinh trong header. Sau d6, cac khung anh s¢ duoc ghép lai theo
dung thir tu dé tao thanh video 3D da nhang dir liéu mat roi
truyén dén phia thu.

Trong qud trinh truyen tin, noi dung an chua rat kho bi phat
hién vi video 1a mot dang media phé bién trén duong truyen va
kha ndng nguy trang cao cua thuét toan gidu tin dé xuat. Noi
céch khéc, phuong phép truyén tin nay da lam cho dit liéu mat
gan nhu v6 hinh trén d6i trong chia.

Tuong ty nhu phia phat, video 3D chua tin & ngd vao phia
thu s& duogc xir ly chon ra cac vung anh doc lap dé tach thdng
tin. Qua trinh tach dugc chia lam hai giai doan: tdch header va
tach di liéu.

Trong giai doan dau, cac théng tin vé header dd ma hoa
dugc tach ra tir cac khung anh dau tién, qua trinh nhdng va tach
tin sir dung thuat toan LSB két hgp nhu da trinh bay trong phan
111, Header sau khi tach s& duoc giai ma boi thuat toan RSA véi
khoa riéng ctia nguoi nhan, théng tin giai ma duoc lic nay la:
256 bit khoa AES, tht ty cac khung anh chura tin, dung luong
va dinh dang dir liéu mat. Dya vao dung lugng va thir tu cac
khung anh nhdng, quéa trinh tach thir hai dwoc thuc hién cho
ngd ra la thong tin mat da dugc mé hoa. Thong tin nay sau do
dugc gidi ma AES véi 256 bit khoa lay tir header cho ngd rala
dir liéu mat tir dau phéat gui dén. Nhu vay dir liéu mat tur dau
phat da duoc truyén an toan dén phia thu két thiic mot qua trinh
truyeén tin an toan va bao mat.

V. KET QUA THU'C NGHIEM

Céc két qua sau day duoc thuc hién trén Matlab 2016a voi
dir liéu mat gia lap bao gom: 1 logo nhi phan ieee.tif cO kich
thudc 120 x 120 plxel 2 anh xam lena.tif va mri.tif kich thudc
lan luot 100 x 100 va 128 x 128 pixel, 1 file text c6 d¢ dai 3389
byte va 1 file tin hiéu dién tim 10.000 mau (16 bit / mau).

Tam doan video 3D c6 cung d¢ phéan giai 1920 x 1280 vai
d6 dai khéc nhau lay tir co so dir liéu nhan dang va xi ly anh
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cia bo mon Khoa Hoc May Tinh, khoa Ky Thuat truong Dai
hoc Freiburg, e [13] duoc sir dung lam doi twong chra tin.

Dé danh gia céc két qua mo phong chang toi sir dung tham
s6: MSE (Mean Squared Error) - sai s6 binh phuong trung binh
cho boi (4) va PSNR (Peak Signal to Noise Ratio) - ti s6 tin
hiéu dinh trén nhiéu cho boi (5).

MSE_—Z Z(I] IJ (4)

Véi: M, N 1a leh thucc khdi dir ligu; I;; va I';; 12 gid tri cua
céc khoi dit lidu tai diém i,j.

I 2
PSNR =10.log,, —=2 (dB 5
’ J10 MSE( ) (5)
Doi véi anh 8 bit thi gié tri dinh (max) ngd VA0 lpes = 255.

Thong thuong co thé dung mot trong hai tham s6 nay dé
danh gia chat lwong cua hé thdng gidu tin, nhung dé d& dang so
sanh véi cac nghién cuau lién quan, trong bai bao nay chung toi
su dung ca hai tham s6. Trong d6 PSNR dung dé so sanh cac
khung dnh truéc va sau khi nhang dir ligu, gia tri nay cang cao
thi hai anh cang giong nhau. MSE dung dé so sanh dir liéu mat
truéc khi nhing va sau khi tach, MSE = 0 khi hai khéi dit ligu
hoan toan gidng nhau.

Hinh 4, 5 cho thay két qua qué trinh phan tich anh, ma héa
va nhung théng tin va6i dir liéu gia 1ap la logo anh nhj phan
ieee.tif va file dix lieu di¢n tim ecg.mat. Video chira lan luot 12
car046.m2ts va chair013.m2ts lay tur tap dix ligu trong [13]. Két
qua md phong cho thay mo hinh gidu tin d& xut da lam dir ligu
mat gan nhu bién mat trén ddi tugng chua. Ngay ca tham s6 so
sanh PSNR = 74.0259 dB (hinh 5) ciing cho thay tinh vé hinh
cao cua thuat toan.

Khung dnh

PSNR: 79.2868
M O

\ Img nhuns', dit lieu

Khéa cong khai
e=77330274021755471197/1 A
n=41296507241371292830587
4504597945289726155267114
7581848183680322015639647

Khoa rieng
n=41296507241371292830587 A
4504597945289726155267114
7561848183680322015639647
7238276549490734368991577
3871096689599617448398295
2911495494995430251585582
1632730169803782005333119 |

a1cczncznzananazscnnn ¥

Dit lieu mat

7238276549490734368991577
3871096689599617448398295
2911495494995430251685582

Hinh 4. Két qua nhing ieee. tn‘ vao video car046.m2ts

Khung dnh PSNR: 74.0259 Ving nhung dit lieu

Khoéa cong khai

Dit ligu mat Dit lieu ma héa

Khoa rieng

e=77330274021755471197/11 A n=41296507241371292830587 ~
n=41296507241371292830587
4504597945289726155267114
7581848183680322015639647

4504597945289726155267114

7581848183680322015639647

7238276549490734368991577

7238276549490734368991577 1 | 3871096689599617448398295

3871096689599617448398295 || || ‘M 1 A 2911495494995430251585582
2911495494995430251586682 N 1,“\,[ Y G R 1632730169803782005333119

Hinh 5. Két qua nhing ecg.mat vao chair013.m2ts
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Tai dau thu, sai s6 binh phuong trung binh cho thay dix liéu
boc tach dugc la hoan toan chinh xac (MSE = 0 trong tat ca cac
truong hop) dam bao tinh toan ven dit liéu. Can luu y ring
tham s6 MSE thuc hién so sanh dit liéu mat ban dau véi dit liéu
sau khi boc tach va giai ma dwoc, trong khi PSNR & trén so
sanh cac khung anh chtra dir liéu trong video 3D truéc va sau
khi nhing.

Thdng tin mat dugc dam bao an toan béi cac thuat toan ma
hoa RSA va AES [14], [15] trong khi tinh sin sang van giit ¢
mirc cao. Bang Il trinh bay thoi gian trung binh thuc hién cac
cbéng doan ma hoa, giai m&, nhdng va tach thong tin, gié tri nay
dugc do mot cach riéng I¢ tai moi cong doan trén cac video
khac nhau, sau do lay trung binh. Theo dé c6 thé nhan thay
rang, tong thoi gian thuc hién tai ¢au phat (ma hda — nhing) va
dau thu (tach — giai ma) déu dudi 1 gidy cho thy tinh sin sang
cao cua hé thong giau tin dé xuat.

Dé nhan thay rd hon tinh v6 hinh cua hé thdng giau tin dé
Xuét, chiing t6i thuc hién nhing lan luot cac dir liéu mat gia lap
vao 8 doan video 3D, sau d6 so sanh cac khung anh (CO chura
dix liéu mat) trudc va sau khi nhing sir dung tham s6 PSNR.
Cac ket qua duoc thé hién trén bang 11, (qua d6 chung ta nhan
thdy ring voi PSNR > 73 dB, khong thé cam nhan dugc sy
khac biét cua cac khung anh sau khi nhing dir liéu.

Bang Il. Thoi gian (gidy) trung binh thuc hién cac céng doan

Dir liéu nhing
Cong doan
ieee.tif | lena.tif | mri.tif | text.txt | ecg.mat

Mé& héa AES| 0.072 | 0.331 | 0.528 | 0.112 | 0.623
Ma héa RSA| 0.015 | 0.017 | 0.014 | 0.016 | 0.016

Nhing 0.095 | 0.141 | 0.315 | 0.132 | 0.203

Téach 0.098 | 0.118 | 0.112 | 0.051 | 0.074
Giai ma RSA| 0.175 | 0.168 | 0.163 | 0.165 | 0.162
Giai ma AES| 0.126 | 0.426 | 0.615 | 0.143 | 0.745

Bang Ill. Gia tri PSNR (dB) cta cac khung anh truéc va sau
khi nhung
Dir liéu nhing
Video

ieee.tif | lena.tif | mri.tif | text.txt [ecg.mat

car046.m2ts |79.2864|73.7351|73.5367|77.4854|72.7371

car049.m2ts |79.2505|75.5059|73.5673|77.5056|74.0115

cat023.m2ts |79.2941|75.4982|74.7997|77.4993|73.9964

cat027.m2ts 79.2791|73.6996|71.7809|77.4866|70.9986

chair013.m2ts|79.2591|75.5423|73.5695|77.5092|74.0188

chairl00.m2ts|79.2927|73.7458|73.5746|77.5353|72.7662

dog049.m2ts (79.186075.7429|73.5300|77.4686|73.9704
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dog050.m2ts [79.2168|75.4735|74.7769|77.4902|74.9518

Trung binh |79.2581|74.8679|73.6419(77.4975|73.4314

Gia su rang thong tin duoc nhung vao toan anh (hoac chi
nhing vao vung lién ket) cta cac khung anh trai - phai trén
video 3D, tham md s& dé dang phat hi¢n video chira thong diép
an dya vao thuat toan khép anh va trir nén. Nhung vai Ky thuat
nhung vao vung doc lap, phuong phap do tim nay hoan toan
khong thé phét hién duoc thong tin an glau vi vay k§ thuat
giau tin nay s& vo hinh ca v& mat nhan thac 13n thong ké.

Vi hé théng nay chi nhing dir liéu mat vao mot phan cua
cac khung anh chira (ving doc 1ap) nén tham s PSNR trén
bang 111 khéng thé hién chinh xac tinh vo hinh cua thuat toan
LSB két hop khi so sanh véi cac nghién ctu lién quan. Thi
nghiém sau day thuc hién nhing 4096 byte dir liéu mat ngau
nhién vao mot anh chaa cé kich thuge 512 x 512 pixel vai cac
thuat toan nhing: LSB két hop, LSB thay thé sau d6 so sanh
két qua véi [3], [8] va [16]. Bang IV thé hién hiéu qua nhiing
cua thuat toan LSB két hgp khi so sanh véi cac nghién ciru lién
quan qua tham s PSNR va MSE.

Bang IV. So sanh hiéu qua nhung cta thuét toén LSB két hop
voi cac nghién cwru lién quan

Thujt [Kich thuéc| Kich thuéc |PSNR (dB) |MSE dix
todn | anhchaa | dir ligu mat | anh chaa |liéu mat
LSB

thay thé 512 x512 | 4096 byte 64.9221 0

LSB cai

tién [3] 512 x512 | 4096 byte 65.7850 0

Parity [8]| 512 x 512 | 4096 byte | 64.9185 0

D[Ygir 512 x 512 | 4096 byte 56.2400 1.042
LSB

Két hop 512 x512 | 4096 byte | 66.2363 0

VI. KET LUAN

Bai bao nay da de XUit mot phuong phép truyén tin an toan
sir dung k§ thuat giau tin thich nghi trén video 3D két hop véi
cac thuat toan ma héa. Thuéat toan glau tin LSB duoc phat trién
bing cach két hop hai pixel lién ké lam giam xac suét thay ddi
trén doi twong chtra tin. Thong tin dugc nhing vao nhung
thanh phan doc lap trén video 3D dé khong anh huéng dén cac
lien ket trai — phal cua video dong thoi chong lai dugc cac ky
thuat tin cong va do tim tién tlen Cac két qua thuc nghiém
chung minh rang thuat toan_ dé xuat c6 tinh v hinh rat cao
trong khi cac ting ma hoa van dam bao an toan cho théng tin
mat.

TAILIEU THAM KHAO

[1] R. Shreelekshmi, M. Wilscy, C.E. Madhavan, “Cover Image
Preprocessing for More Reliable LSB Replacement
Steganography®, IEEE 2010 International Conference on Signal
Acquisition and Processing, pp. 153-156, February 2010.

SO 4 (CS.01) 2018

[2] RigDas, Themrichon Tuithung, “A Novel Steganography
Method for Image Based on Huffman Encoding”, 2012 IEEE,
Emerging Trends and Applications in Computer Science
(NCETACS), pp. 14-18.

[3] Nguyén Luong Nhat, Dao Duy Liém, L& Xuan Ky, Nguyén Thi
Minh Thy, “Gidu tin thich nghi trén video sir dung thudt toan
theo doi_ dbi ‘tuong chuyen dong va LSB cai tién”, Ky yéu Hoi
théo quoc gia 2017 vé Pién ti, Truyén thong va Cong nghe

théng tin, ISBN: 978-604-67- 1021- 9, pp.116-119.

[4] S. Khupse and N. N. Patil, "An adaptive steganography
technique for videos using Steganoflage”, in Issues and
Challenges in Intelligent Computing Techniques (ICICT), 2014
International Conference on, 2014, pp. 811-815.

[5] Ramadhan J. Mstafa, Khaled M. Elleithy, “A New Video
Steganography Algorithm Based on the Multiple Object
Tracking and Hamming Codes”, 2015 IEEE 14th International
Conference on Machine Learning and Applications, pp.335-340.

[6] R.J. Mstafa, K. M. Elleithy and E. Abdelfattah, "A Robust and
Secure Video Steganography Method in DWT-DCT Domains
Based on Multiple Object Tracking and ECC," in IEEE Access,

vol. 5, pp. 5354-5365, 2017, DOI:

10 1109/ACCESS.2017.2691581.

[7] bao Duy Liém, Nguyén Thi Minh Thy, “Chia sé thong tin da
truy cap dung ky thudt giau tin trén video”, Ky yeu Hoi thao
quoc gia lan thr XIX: Mot so van dé chon loc cua Cong nghé
thong tin va truyén thong — Ha Noi, 1-2/10/2016, ISBN: 978-
604-67-0781-3, pp.67-71.

[8] Nguyen Luong Nhat, Pao Duy Liém, Nguyen Thi Minh Thy,
“Giau tin trong video 3D ket hop mat ma”, Ky yéu Hoi thio

qudc gia 2014 v& Dién tir truyén thong va Cong ngh¢ thong tin —
ECIT 2014, pp.366-373.

[9] Dineesh Mohan, Dr. A. Ranjith Ram, “A Review on Depth
Estimation for Computer Vision Applications”, International
Journal of Engineering and Innovative Technology (IJEIT)
Volume 4, Issue 11, May 2015, ISSN: 2277-3754, pp. 235-239.

[10] Dennis W. J. M. van de Wouw, Kris van Rens, Hugo van Lint,
Egbert G. T. Jaspers, Peter H. N. de With, "Real-time change
detection for countering improvised explosive devices", Proc.
SPIE 9026, Video Surveillance and Transportation Imaging
Applications 2014, 90260T (5 March 2014); DOI:
10.1117/12.2036532.

[11] Eng Zi Hao and Sutthiphong Srigrarom, “Development of 3D
Feature Detection and on Board Mapping Algorithm from Video
Camera for Navigation”, Journal of Applied Science and
Engineering, Vol. 19, No. 1, pp. 23-39 (2016) DOI:
10.6180/jase.2016.19.1.04.

[12] Bay, H., A. Ess, T. Tuytelaars, and L. Van Gool.
"SURF:Speeded Up Robust Features." Computer Vision and
Image Understanding (CVIU).Vol. 110, No. 3, pp. 346-359,
2008.

[13] https://Imb.informatik.uni-

freiburg.de/resources/datasets/StereoEgomotion.en.html,  truy
cap ngay 12/07/2018.
[14] Elaine  Barker, Allen Roginsky (2011), “Transitions:

Recommendation for Transitioning the Use of Cryptographic
Algorithms and Key Lengths”, NIST Special Publication 800-
131A.

[15] Elaine Barker, William Barker, William Burr, William Polk,
Miles Smid (2012), “Recommendation for Key Management —
Part 1: General (Revision 3)”, NIST Special Publication 800-57.

[16] Aayushi Verma, Rajshree Nolkha, Aishwarya Singh and Garima
Jaiswal, “Implementation of Image Steganography Using 2-
Level DWT Technique”, International Journal of Computer
Science and Business Informatics, ISSN: 1694-2108, Vol. 1, No.
1. 2013, pp. 1-14.

[17] Hemalatha S , U Dinesh Acharya , Renuka A, Priya R. Kamath,
“A  Secure and High Capacity Image Steganography
Technique”, Signal & Image Processing : An International

TAP CHi KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 41


https://lmb.informatik.uni-freiburg.de/resources/datasets/StereoEgomotion.en.html
https://lmb.informatik.uni-freiburg.de/resources/datasets/StereoEgomotion.en.html

KY THUAT GIAU TIN VO HINH VA BAO MAT TREN VIDEO 3D

Journal (SIPIJ) Vol.4, No.1, February 2013, pp. 83-89, DOI:
10.5121/sipij.2013.4108.

SECURE AND INVISIBLE DATA HIDING
TECHNIQUE IN 3D VIDEO

Abstract: This paper presents a solution of transmitting
secure and confidential information which is hidden in 3
Dimensional video (3D video) with a high invisibility. The
confidential information is encrypted by powerful algorithms
before embedding 3D video with the Least Significant Bit
(LSB) matching algorithm. Only independent regions on 3D
frames are selected for embedding the information. While the
cryptographic algorithms provide a security for hidden
information, proper cloaking techniques using LSB matching
will ensure high invisibility for confidential information.
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