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Abstract: With the advantage of Polynomial rings,
it is possible to calculate fast, simple installation,
researching the application of polynomial rings for
lightweight cryptography systems is considered
suitable. Continuing the idea of applying polynomials
to improve the Omura-Massey cryptosystem as a
cryptosystem that can be applied on a constraint
device in article [2]; This article continues to improve
the Omura-Massey cryptosystem by using polynomial
polynomials to add an authentication attribute to the
cryptosystem (1,2,3,4 corresponding to multiplication,
addition, exponential, logarithmic on Polynomial

ring).
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. INTRODUCTION

The applications polynomial rings Z,[x]/(x™ +
1) in cryptography are typically in constructing a
famous probabilistic public-key cryptosystem NTRU
[4] and some variants such as CTRU [5] and
especially pNE [8] which operates in Z,s(x) and is
so far the unique provably-secure variant of NTRU.

The advantage of using polynomial rings in
encryption schemes is the computation speed. The
modular multiplication in polynomial rings R,, , takes
O(n?) operations. By exploiting this feature, along
with security related to some hard problems over
lattices, NTRU is faster and generally considered as a
reasonable alternative to the encryption schemes based
on integer factorization and discrete logarithm over
finite fields and elliptic curves and is standardized in
IEEE P.1363.1 standard in 2008.

Binary  quotient  polynomial rings R, =
Z,[x]/(x™ + 1), a class of R, 4, although popularly
used in error-correcting codes, have been not widely
applied in cryptography except a class of R, ,, where
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n=2V|N € z*

. In 2002, the cyclic multiplicative

groups in Rys, are exploited to propose a secret-key
cryptosystem and in [9] which is then developed as a
new variant of DES in [10].

In section I, briefly reintroduce some ideas and

some theoretical evidence in applying polynomial to

improve the existing cryptosystem

into a new

cryptosystem that can be applied on a constraint
device through five versions on Omura-Massey

A

a.

ADDING AUTHENTICATION FEATURE TO
EXPONENTIAL OMURA-MASSEY CRYPTO
SYSTEM OVER POLYNOMIAL RINGS WITH
TWO CYCLOTOMIC COSETS

Exponential Omura-Massey crypto-system with
Multiplication over PRs

Key generation

Public key: Z,[x]/(x" + 1) — PRs with two

cyclotomic cosets

+ Achooses ID(A) — authentication
parameter of A, ID(A) is made public

+ Also, B choose ID(B) — authentication
parameter of B, ID(B) is made public

Private key:

+ A chooses randomly (m,n):
(mID(B),n) = 1mod (2"N71 — 1)

+ B chooses randomly (u,v):
(wID(A),v) = 1mod (2"t —1)

(Over PRs with two cyclotomic cosets, we can

choose as following:ID (A), ID(B) € Z,[x]/(x" + 1))

b.
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Communication process
A wants to send a message
M(x) € Zy[x]/(x™ + 1)
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A(mID(B),n) © B(ulD(4),v)

A->B A computer
[M()]™P® mod (xV + 1)
B->A B computer
[[M(x)]mID(B)]uID(A) mod (.X'N + 1)
A->B A computer
[[M(x)]mID(B).uID(A)]n mod (xV + 1)
= [M(x)]“P™® mod (x" + 1)
B->A B computer
[[M ()P mod (xV + 1)
c. Example

Let Z,[x]/(xN + 1) = Z,[x]/(x° + 1) and
ID(A) = 4; ID(B) = 2;
Private key of A(m,n) = (1,8):
(mID(B),n) = (1.2,8) = 1 mod 15
Private key of B(u,v) = (1,4):
(uID(A),v) = (1.4,4) = 1 mod 15
A want to send a message M = (034) to B

[[M(x)]m+1D(B)]u+1D(A) mod (XN + 1)
A->B A computer
[[M(x)](m+ID(B)).(u+ID(A))]n mod (xN
+1) = [M)]“HP@ mod (xV + 1)
B->A B computer
[[M (x)]“HPD]” mod (xN + 1)
c. Example

Let Z,[x]/(xN + 1) = Z,[x]/(x° + 1) and
ID(A) = 4; ID(B) = 2;
Private key of A(m,n) = (0,8):
(m+ID(B),n) = (2,8) = 1 mod 15
Private key of B(u,v) = (1,4):
(u+ID(A),v) = (4,4) = 1 mod 15
A want to send a message M = (034) to B

A(m,n) & B(u,v)

A(m,n) & B(u,v)

A->B A computer

[034]? mod (x° + 1) = [013]
B->A B computer

[013]* mod (x° + 1) = [024]
A->B A computer

[024]8 mod (x° + 1) = [012]
B->A B computer

[012]* mod (x5 + 1) = [034]

A->B A computer

[034]? mod (x° + 1) = [013]
B->A B computer

[013]* mod (x° + 1) = [024]
A->B A computer

[024]8 mod (x° + 1) = [012]
B->A B computer

[012]* mod (x° + 1) = [034]

B. Exponential Omura-Massey crypto-system with
Additive over PRs

a. Key generation
Public key: Z,[x]/(x" + 1) — PRs with two
cyclotomic cosets

+ A chooses ID(A) — authentication
parameter of A, ID(A) is made public

+ Also, B choose ID(B) — authentication
parameter of B, ID(B) is made public

Private key:

+  Achooses randomly (m,n):
(m+ID(B),n) = 1 mod (2"~* - 1)

+ B chooses randomly (u,v):
(u+1ID(A),v) = 1mod (2" —1)

(Over PRs with two cyclotomic cosets, we can

choose as following:ID(A),ID(B) € Z,[x]/(x" + 1))

b. Communication process
A wants to send a message
M(x) € Z,[x]/(x™ + 1)

C. Exponential Omura-Massey crypto-system with
Exponential over PRs

a. Key generation
Public key: Z,[x]/(x" + 1) — PRs with two
cyclotomic cosets

+ A chooses ID(A) — authentication
parameter of A, ID(A) is made public

+ Also, B choose ID(B) — authentication
parameter of B, ID(B) is made public

Private key:

+ A chooses randomly (m,n):
(m'”®,n) = 1mod (2"~1 - 1)

+ B chooses randomly (u,v):
(u@®,v) = 1 mod (2N — 1)

(Over PRs with two cyclotomic cosets, we can

choose as following:ID(A), ID(B) € Z,[x]/(x" + 1))

b. Communication process
A wants to send a message
M(x) € Zy[x]/(x™ + 1)

A(mID(B),n) & BuID(A),v)

A(mID(B),n) < BuID(4),v)

A->B A computer
[M(x)]mID(B) mod (xV + 1)
B->A B computer
(MO mod (xV + 1)
A->B A computer

A->B A computer
[M()]™HPE) mod (xN + 1)
B->A B computer
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[[M(x)]mm(s)umm)]n mod (xN + 1)
= M) mod (x" + 1)
B->A B computer
(M1 T” mod (xM + 1)
c. Example

Let Z,[x]/(xN + 1) = Z,[x]/(x° + 1) and
ID(A) = 3; ID(B) = 2;
Private key of A(m,n) = (7,4):
(m'®® n) = (72.4) = 1 mod 15
Private key of B(u,v) = (7,7):
(U™ ) = (7°,7) = 1 mod 15
A want to send a message M = (034) to B

B->A B computer
[[M (x)]IPBN™ LA™ mod (xN + 1)
A->B A computer
[[M(x)](ID(B))"‘.(ID(A))“]" mod (xV
+1) = [M@)]PW" mod (x" +1)
B->A B computer
[[M (x)]YPAN* 1Y mod (xV + 1)
c. Example

Let Z,[x]/(x" + 1) = Z,[x]/(x®+ 1) and
ID(A) = 3; ID(B) = 2;
Private key of A(m,n) = (2,4):
(ID(B))™n) = (2°,4) = 1 mod 15

A(m,n) © B(w, v) Private key of B(u,v) = (3,73):
(IDA))",v) = (7°,7) =1 mod 15
A->B , A computer A want to send a message M = (034) to B
[034]7" mod (x° + 1) = [034]*
= [012] A(m,n) & B(u,v)
B->A B computer A->B A computer
3
[012]7° mod (x° + 1) = [012]"3 [034]7” mod (x5 + 1) = [034]*
= [234] = [012]

A->B A computer B->A B computer

[234]* = [024]"+* [012]7° mod (x5 + 1) = [012]*3

= [024]°¢ = [024]" = [234]

= [123] mod (x° + 1)

A->B A computer
B->A B computer [234]* = [123] mod (x° + 1)
123]7 = [024]"7 =y 5
— 1034Tmod (x5 + 1) > computer
[034]mod (x [123]7 = [024]77 = [034] mod (x5 +
D. Exponential Omura-Massey crypto-system with D
Logarithm over PRs

a. Key generation

cyclotomic cosets, p = 2V — 1 is Mersenne prime

+ A chooses ID(A) — authentication
parameter of A, ID(A) is made public

+ Also, B choose ID(B) — authentication
parameter of B, ID(B) is made public

Private key:

+  Achooses randomly (m,n):
(UD(B))™,n) = 1mod (2" 1 -1)
+ B chooses randomly (u,v):
(DA%, v) =1mod 2Nt —1)
(Over PRs with two cyclotomic cosets, we can
choose as following:ID(A),ID(B) € Z,[x]/(x" + 1))

b. Communication process
A wants to send a message
M(x) € Z,[x]/(x™ + 1)

A(mID(B),n) < BulD(4),v)

A computer
[M(x)]YPBY™ mod (xN + 1)
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These crypto-system is secure provided DLP in
PRs with two cyclotomic cosets are intractive, there
are authentication but Message expansion factor of
this cypto-system is 3 (the same with original crypto-
system). In the future, we will prove in other aspects
of the variant of the cryptosystem like as CPA-secure;
and installing on constraint devices, comparison,
evaluation with other lightweight cryptography
systems.
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MOT SO Y TUONG CAI TIEN HE MAT
OMERA MASSEY SU DUNG VANH PA THUC
HAI LOP KE CYCLIC

Tém tit: Vi wu diém ctia vanh da thie 1a kha nang
tinh toan nhanh, cai dat don gian, viéc nghién ciru ing
dung vanh da thirc cho cac h¢ mat ma hang nhe dugc
coi 1a phu hop. Tiép ndi y tuong vé viéc ap dung vanh
da thirc dé cai tién hé mat O-M thanh hé mat co thé
tmg dung duoc trén thiét bi c6 tai nguyén han ché nhu
bai bao sb [2]; bai bao nay tiép tuc nghién ciru, cai
tién hé mat O-M béng cach sur dung vanh da thuc dé
bd sung thudc tinh xac thyc vao hé mat (1,2,3,4 tuong
ung st dung phép nhan, cdng, mii, logarit trén vanh
da thuc).

Tir khéa: Omura Massey, xac thuc, vanh da thirc.
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