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Tém tit: An toan mang IoT (Internet of Things)
khéc véi an toan mang truyén thong do nhirng dic thu
cua mang [oT. Nhitng md hinh, co ché, k¥ thuat an
toan mang da phat trién cho mang truyén thong khong
thé ap dung truc tiép cho mang IoT, doi hoi phai co sur
thay d6i cho phii hop. Cho t6i nay, mot sb van dé
trong hé thdng gidm st an toan mang van chua dugc
xem xét cu thé trong cac cong trinh nghién ctru ciing
nhu trong thyc té, dién hinh nhu kién trac phan 16p,
tinh toan kich c& hé thong giam sat, lya chon dic
trung su kién. Bai bao nay dé xuat mot mo hinh kién
tric hé thong giam sat an toan mang IoT phu hop voi
viéc phan chia hai 16p Fog va Cloud ctia mang IoT.
Ngoai ra, bai bio dé xuit cach thtc tinh toan phii hop
thuc té cho thiét ké hé thong giam sat an toan mang
[0T, cu thé cho kich ¢& bd dém xir 1y su kién, dung
luong luu trit sy kién, lya chon dic trung cta sy kién.
Bai dua ra mot sd vi du tinh toan cu thé minh ching
cho tinh kha thi trong thuc tién.

Tir khoa: An toan mang, mang [oT, giam sat an
toan mang, ki€n truc mang giam sat.

. MODPAU

Internet van vat (Internet of Things) dang duoc
phat trién r4t manh trong mot vai nam qua va dugc coi
la dong luc cho thoi ky phét trién cong nghiép méi.
Theo céac théng ké ctiia IDC [1] va Gartner [2], dau tu
cho IoT tang tur 647 ti USD nam 2017 1&n 772,5 ti
USD nam 2018 (tang 15%); thi truong IoT tang tir 157
ti USD ndm 2016 Ién t6i 457 ti USD nam 2020 (tdng
28,5%); b thiét bi ToT két ndi tang tir 8,4 ti nam 2017
1€n t6i 20,8 ti ndm 2020 (tdng 34%). IoT duge cho 1a
s& tao ra nén tang ha tang mang cho moi thiét bi va
hoat dong cta con ngudi. Bao dam an toan mang loT
da tré thanh mot van d€ quan trong va dugc quan tam
nhiéu trong thoi gian gan day.

Giam sat an toan mang [oT 1a mét thach thuc 16n
trong bdo dam an toan mang IoT. Gidm sat an toan
mang no6i chung 14 qué trinh theo doi, kiém tra nhim
bdo dam mang hoat dong theo dung chuc nang da thiét
ké, phuc vu dang déi tuorng mdt cach tin cdy, chinh
xéc, dat hi€u ndng mong muon [3]. Trong qua trinh do,
h¢ thong gidm sat mang phat hién cac nguy co sy co,
tan cong mang, dua ra canh bao phuc vu cho viéc xir
Iy, ngan chin tin cong, ning cao chit lugng hoat
dong. Cac cong nghé, ky thuat gidm sat an toan mang
da phat trién song hanh véi sy phat trién mang may
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tinh va Internet qua céc thoi ky tu cac hé thong giam
sat mang don 1é [4] cho dén cac hé théng g1am sat dién
rong [5], mang tuy bién va dién toan dam may [6, 7].
Tuy nhién, mang IoT khong chi gép nhﬁ'ng van d¢€ an
toan thong tin da c6 trong Internet va cac mang truyén
thdng, ma con di mat véi nhiéu thach thirc méi [8].

Do tai nguyén va nang lyc xu ly thuong bi han ché,
hau hét cac thiét bi IoT thuong c6 khd nang bao dam
an toan kém. Tham chi, nhiéu thiét bi IoT bi bo qua
tinh ndng an toan thong tin trong khi ching thuong
xuyén ddt trong cac ing dung hoat dong lién tuc 24/7.
Do @6, cac thiét bi IoT tré thanh muc tiéu hap dan cho
tin tac. Trong khi do, cac co ché gidm sat va bao vé da
duoc phat trién cho cac mang truyén thong khong thé
ap. dung truc tiép cho mang IoT dugc do nhung dac
diém riéng ctia mang IoT. Vi dy, ching ta di c6 kha
nhiéu co ché, ky thut bao vé kha phirc tap cho cac
thlet bi giau tai nguyén va hi¢u nang cao trong mang
tuyen thong. Nguoc lai, ta chi ¢6 thé ap dung cac co
ché, ky thuat bao vé hang nhe (hghtwelght) cho mang
IoT va phai cén bang gilta yéu cau an toan va van de
tai nguyen han ché/nang lyc xir Iy c6 han. Mat khac,
moi truong mang [oT kha da dang Ve cong nghé, loai
thiét bi va img dung Do véy, cac tan cong mang IoT
cling rat da dang va kho phat hién hon. Cé t6i 70%
thiét bi [oT st dung cac dich vu mang khoéng c6 sy bao
vé. Tan cong cia ma doc Mirai Botnet thang 10/2016
da tac dong dén hoat dong cua hon 400,000 thiét bi
ToT két ndi trén mang [9].

Béo dam an toan mang IoT néi chung va cy thé 1a
giam sat an toan mang IoT di 1a chu d& cua mot s6
nghlen clru mai day, vi du trong [10-18]. Cac bai bao
néu trén da hé thong hoa cac van dé thach thirc trong
bdo dam an toan mang [oT va chi ra cac giai phap tiém
nang. Klen trac hé thong an toan mang lién quan dén
cac van dé nhu céac loai tan cong [10, 13], ung dung
[11, 15], kiém soat [12, 13] da dugc d& cap, phan tich
va dua ra giai phap. Ddc bi€t, cic bai bao [14, 16, 17]
da tom tit mot cach khai quat cac kién trac, cong
ngh¢, ky thuét lién quan da duoc ngh1en ctiu, phat
trién trong thoi gian qua. Mot h¢ thong glam sat an
toan mang [oT ¢& nho cling da duge nghlen clru va dé
Xuét trong [18]. Trong [19], cac tac gia cung da duara
mot mo hinh h¢ thong theo doi, giam sat va phat hién
bét thuong cho mang IoT. Tuy nhién, co the théy,
giam sat va phat hién tin cong mang IoT van chua
dugc d& cap mot cach hé thong. Mot sb van dé dic thu
cua mang loT, dién hinh nhu kha ning luu trir va xir Iy
han ché, tinh da dang cua thiét bi, pham vi va tinh
phuc tap cua hé thong, van chua duoc xem xét. Nhu
da d& cap trong [19], khai niém vé 16p “swong mu”
(Fog) da dugc dua ra. Mot Fog duogc hleu 1a kién truc
mang pht quanh céc thiét bi IoT c6 két ndi, nham thu

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 3



GIAM SAT AN TOAN MANG IoT

thap va xir Iy cac sy kién tir cac thiét bi IoT gan voi
nguon dir liéu hon la thu thdp va xur ly tai trung tdm
glam sat. Dac diém ‘nay cua mang loT van chua dugc
dé cap dén trong kién tric mot hé théng giam sat hi¢n
¢6 t6i nay. Viéc lya chon kién tric hé thong gidm sat
phu hop v6i mang IoT thé nao van con la van dé chua
dugc dé cap. Ngoai ra, mot s6 van d& van chua dugc
lam 15 hodc xem xét cu thé, nhu: tinh toan kich thudc
b dém xtr 1y su kién, tinh toan dung lugng Ivu trit sy
kién, lya chon cac dac trung trong su kién, lya chon
phuong phap phan tich su kién, phat hién sy c¢b an
toan mang.

Bai bio niy dé xudt mot mo hinh kién truc hé
thong giam sat an toan mang IoT phu hop véi viée
phén chia hai 16p Fog va Cloud cua mang IoT. Dé tinh
kich c& hé¢ thong giam sat, bai dé xuat mot phuong
phép tinh toan kha thi cho by nhé dém xur Iy va dung
luong luu trt sy kién trong cac phan hé giam sat.
Ngoai ra, bai bao phan tich kha nang lua chon cac dac
trung luu luong mang IoT va phuong phéap phan tich,
phat hién bat thuong theo ham Entropy. Phén con lai
cua bai bao nhu sau. Trong phan 11, bai trinh bay vé
van dé glam sat an toan mang, dac tru’ng cua mang loT
va cc yéu cau co ban vé hé thong giam sat an toan
mang [oT. Trong phan 111, bai de xuat mot kién trac hé
thong giam sat voi hai phan cap Fog va Cloud, dong
thoi trinh bay va dua ra mot s két qua tinh toan cu thé
cho kién triic gidm sat. Phan IV 1a két luan ctia bai.

Il. VAN DE GIAM SAT AN TOAN MANG IOT

A. Giam sat an toan mang

Chtrc nang co ban cua mot h¢ thong giam sat an
toan mang la thu thap dir lidu vé cac su kién, xtur ly
phan tich, phat hién va dua ra canh béo vé nguy co su
¢d, cac hanh vi tan cong mang.

Qua khao sat Vé: céc hé thong gidm sat an toan
mang, c¢6 thé h¢ thong hoa theo bon giai doan phat
trién nhu sau:

- Giai doan 1: Giam sat va canh bao su ¢6 dugce coi
la mot linh vyc trong hé thong quan ly mang (Network
Management System) nhdm giam sat truy nhép, theo
ddi hoat dong va canh béo, khoi phuc su ¢o [3,4]. H¢
thdng str dung chii yéu cac cong cu phan mém don 1é
nhu phat hién xam nhap trai phep, kiém soat truy
nhép, phat hién tin cong,... Nhiéu cong cu phan mém
va thanh phan giam sat don 1¢é dugc phat trlen manbh, vi
du cac cong cu Nmap, Nagios,... Han ché cua cac hé
thong nay 1a con mang tinh thy dong, kha ning kiém
soat thong tin thép.

- Giai doan 2: Phat trlen cac h¢ thong co tich hop
cac cong cy, k¥ thuat, phin mém don l¢ vao mot hé
thong chung. Dic trung 1a sy phat trién di siu vao cac
cong ngh¢ moi ap dung cho phat hi¢n va ngan chan
xam nhdp nhu IDS, IPS, cong ngh¢ thu thap thong tin
va bay nhtr nhu Honeypots, Honeynet, cong nghe phat
hién dlem yeu va ma dgc,...[3]. Tuy nhién, viéc két
hop nhiéu coéng cu don 1é vao mot hé théng con gip
nhiéu khé khin do tinh phuc tap cao, kha nang tuong
thich kém, han ché vé kha ning linh hoat, mém déo,
mo rong,...

- Giai doan 3: Déc trung cua giai doan nay la su
phat trién cua cac hé théng quan ly tap trung. Hé thong
quan ly tép trung la mot budc tién maéi trong linh vuc
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glam sat an toan mang [5]. Nhiéu hé thong 16n dugc
xay dung Céc hé thong quan ly tap trung c6 nhiing uu
di€ém noi bat so voi cac kién tric cua giai doan trudc
vé kha nang tich hop cac cong nghé vao mot hé thong
thong nhat. Tuy nhién, cac h¢ thong nay c6 nhirng kho
khan, thach thirc vé miat ky thuat nhu: sy thay doi
nhanh vé cong nghé doi hoi phai ¢6 tinh thich mg va
cap nhat k1p thoi. H¢ thong thuong 16n, co6 su tich hop
hoén hop cong nghé nén khé kiém soat, kho lién két,
kh6é mo rong, nang luc xu ly thuong bi han ché; chi
phi thuong rat cao.

- Giai doan 4: bac trung la sy bung no cua dir liéu
16n, dién toan dam may, toc do phat trién nhanh cua
thiét bi di dong, Internet van vat [6, 7, 13, 16]. bé
khic phuc nhung han ché vé tinh phtc tap, ting hi¢u
nang h¢ thng, cac h¢ thong giam sat ATTT dac thu da
ra doi phuc vu cho céc kién triic mang cu thé.

Kién triic, cong nghé, ky thuat cho cac hé thong
g1am sat an toan mang dic thu van dang la trong tam
ctia nhiéu cong trinh nghlen ctru trén thé gioi, dién
hinh nhu mdt s6 phat minh, sang ché méi tai M.

Chu dé nghién clu vé h¢ thong giam sat kha da
dang. Tuy nhién, c6 the¢ hé thong hda theo cac nhom:

- Kién tric hé thdng: bao gdm cac vin d& vé& mo
hinh kién triic, cac phan h¢ trong hé thdng, co so dir
liéu, phan cap quan tri, kién tric x{r 1y thoi gian thyc,
kién trac hé thu thap dir ligu,...

- Thu thap dir liéu: bao gdm cac vin dé dinh dang
dir liéu, cong nghé agent phan loai dir li¢u, loc va
chuyén d6i dit lidu,..

- Phan tich, xu 1y, phat hién: bao gdm cac Van deé
vé phén tich déu hiéu tan cong, nguy co sy b, phat
hién bét thu’ong trén mang, van d€ phan tich di liéu
16n, xu ly thoi gian thuc,..

- Luu tri, thong ké, canh bdo, hién thi: bao gém
cac van dé& vé ghi vét, luu trit an toan, cic phuong
phap thng ké va hién thi canh bao,...

Su phat_ trién bung nd ciia mang IoT dang dat ra
nhleu van dé thach thire méi nhu da dugc phén tich chi
tiét trong céc tai liéu [8-17].

B. Nhitng dac trung cua mang loT

Xét vé ban chat, mang IoT thyc té 1a sy m& rong
cua Internet. An toan mang trong moi truong loT cling
c¢6 thé coi nhu tuong tu trong cic mang khéc. Tuy
nhién, méi truong mang IoT c6 nhing dic trung dién
hinh nhu sau:

- Cac th1et bi loT hau hét c6 gia thanh kha thap,
duoc san xuit v6i s6 lugng 1on. Cac tinh ning an toan
mang thuong dugc bé qua dé giam thiéu chi phi.

- Kha nhleu thlet bi [oT co tinh nang thong minh,
c6 kha ning két ndi da dang.

- Cac két no1 cua thlet bi [oT nhin chung c6 bang
thong han ché. Téc do két nbi khong cao. Do vay, kho
long ap dung cac giao thirc truyén théng thuong doi
hoi vé toc d6 va biang thong 16n.

- Céc thiét bi IoT thuong c6 tai nguyén (ndng luc
CPU, bd nhd, bang thong két n01) han ché. Do vy,
chiing thuong sir dung cac hé diéu hanh ¢ siéu nho.
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Khé ning ap dung cac co ché bao v€ bi han ché, doi
hoi cac gidi phap hang nhe (lightweight). Dinh dang
dir li€u cling bi han ché.

- Nang lyc xu ly clia cac thiét bi IoT thuong thip
hon nhleu s0 v6i cac may tinh phd bién khac. Ngoal
ra, nguon nang lugng da phan la dung pin. Do vay, can
¢6 cac giai phap tiét kiém ngudn pin.

- Céc thiét bi IoT kha da dang, sir dung nhiéu loai
cong nghé mang khac nhau nhu WiFi, ZigBee,
3G/4G/5G,. ..

- Ung dung cua IoT kha da dang, c¢6 cac yéu cau vé
muc do an toan khac nhau.

C. Yéu cdu doi véi hé thong gidm sdt an toan mang
loT

Céc yéu ciu co ban d6i véi mot hé théng giam sat
an toan mang bao gom:

- Thu thap dit liéu vé cac sy kién an toan mang:

xuét (vi du [18-21]). M&i phuong phap déu c6 nhimg
uu nhuge diém riéng. Viéc lya chon phuong phap
thuong phu thudc vao pham vi, quy md va mirc o yéu
cau giam sat cua hé thong.

- Kién tric h¢ thong glam sat: Nhu di néu ¢ phan
trén, hé théng gidm sat c6 thé c6 kién triic phan tan
hodc tap trung, hodc két h0’p c4 hai. Viéc lwya chon kién
trac hé théng phu thude vao cdc ung dung giam sat an
toan mang dic thii va yéu cau giam sat cu thé.

lIl. HE THONG GIAM SAT AN TOAN MANG IOT

A. M6 hinh kién tric hé thong

Kién tric hé théng giam sat an toan mang loT
dugc d& xuét theo mo hinh ket hop phan tan va tap
trung, phan tan tai 16p Fog gan sat v6i cac thiét bi IoT
va tap trung tai trung tdm giam sat (xem hinh 1). M6
hinh nay phu hop voi thé h¢ thir 4 cua cac hé thong
giam sat va dap ung nhu ciu hai phan 16p chinh ctia
mang l[oT la phan 16p mang Fog va phan 16p Cloud.

Lép Cloud

Hinh 1. Kién tric hé théng giam séat an toan mang loT

Hé GSSCm

Can thu thap nhirng dit lidu dic trung cho cac su kién
an toan mang, Luorng dir liéu va céc thugc tinh luu
lugng mang cén vira du cho phan tich, phat hién sy cd.
Mot hro’ng dir liéu 16n véi nhiéu thudc tinh ¢6 thé cho
két qua phat hién chinh xéc, song chua chic da hiéu
quéa do chi phi tinh toan cao din dén téc do phat hién
cham, thdm chi khién cho hé thong qua tai. Cho toi
nay, mot lugng dir li€u va so thugc tinh luu lugng
mang vira du van con 1a mot van dé can xem xét trong
hé thong giam sat.

- Bo dém xir ly sy kién: La ving nhé can cap phat
trong qua trinh phan tich, xtr Iy sy kién an toan man
Cac hé thong glam sat an toan mang hién c6 chua thay
dé cap dén yéu cau nay.

- Dung luong luu trir sy kién: Trong va sau qua
trinh phan tich, cac su kién dugc luu gitr tai h¢ thong
giam sat. Tuy nhién, chua c6 nghién ctru nao trinh bay
cu thé cach tinh toan dung luong luu trit sy kién nay.

- Sé lugng dir li€u dac trung (sb thudc tinh cua luu
luong mang) Mot sO nghién cuu, vi du [18-21] da
trinh bay v€ viéc chon dir li¢u dac trung nay. Sy lya
chon phu thudc nhidu vao phucmg phép phan tich, vi
tri giam sat va mirc d§ yéu cau giam sat.

- Phuong phap phén tich, phat hién sy c¢b an toan
mang: Cho dén nay dé c6 nhiéu phuong phép dugc dé
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Giai pha’lp thu thap dir liéu vé cac su kién an toan
mang c6 thé duge thuc hién theo hai cach: thu thip
tryc tiép tir cac thiét bi IoT (dlen hinh 13 qua céc t€p
log), thu thap dir liéu trao ddi trén mang Fog (dién
hinh 1a qua giao dién hé giam sat Fog). Thu thap dir
li¢u trén mang c6 uu diém trong truong hop khong thé
thu duoc truc tiép dir lidu tir cac thiét bi. Trung tam
giam sat dat ¢ 16p Cloud, vi du trong mién Private
Cloud cua mét nha cung cép dich vu mang. Pé bao
dam an toan, c6 thé dat cac thiét bi bao vé nhu tuong
lira (Firewall), h¢ thong phat hién va chong xam nhap
(Intrusion Detection and Prevention System — IDPS)
va tao thanh mot mién phan cach bao vé (vi du
Demilitarized Zone - DMZ). Ngoai ra, c6 thé thiét 1ap
mang riéng ao (Vl‘rtual Private Networks — VPN) hoac
su dung kénh truyén c6 bao mat gitta cac h¢ giam sat ¢
16p Fog va hé thong trung tim. Trong khuén kho bai
bdo, chiing t6i khong trinh bay siu hon vé nhimg chi
tiét nay.

Du liéu sy kién thu thép tur cac thiét bi IoT duoc
luu glu & hai cip phuc vu cho phan tich, xu ly Cap 1
1 hé giam sat so cap (Hé GSSC) ¢ 16p Fog va cap 2 1a
hé giam sat thir cip (H¢ GSTC) ¢ hé théng trung tim.

Céc tham s6 dugc quan tim nhat & hé giam sat cac
cép 1a: dung lugng luu trir sy kién, bo dém xur 1y sy
kién, kich c& su kién, sé luong dic trung can thiét cho
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phan tich va phat hién su co an toan mang, nang luc
phén tich va phat hién su c¢b cua hé giam sat. Trong
phan sau ddy, bai bao trinh bay cu thé hon vé cac tham
sO nay.
B. Dung lwong lwu giit sw kién

De xac dinh dung hmng luu trir sy kién, can xac
dinh s6 luong thiét bi IoT can giam sat va tan suét sy
kién cta moi thlet bi IoT. Tan suit sy kién thuong
dugc mo ta theo so su kién trén mot g1ay (Events per
Second — EPS). Vé mit 1y thuyét, EPS c6 thé nhan gia
tri tr Min dén Max (Peak EPS) Mat khac, EPS phu
thugc vao kiéu thiét bi IoT, vi tri cia chiing trén mang,
mirc d6 can bao vé. Tuy nhién, gia tri EPS t6i da (Peak
EPS) thuong dung dé tinh todn cho h¢ giam sat. Mot
thiét bi IoT c6 thé co tan suét sy kién tir 0,5 dén 10
EPS, tily theo vi tri thiét bi trén mang Fog va tinh chat
quan trong cua thiét bi can giam sat. Piéu d6 nghia 1a
Peak EPS chon dé tinh toan 13 10 su kién / gidy.

Dung luong tdi thiéu ﬁé Ivu trir sy kién trén mot
gidy tai hé giam sat so cap ¢ 16p Fog dugc tinh nhu
sau:

B=nEL )

Voi B la dung luo’ng t6i thiéu tinh theo Bytes, n la
s6 thlet bi [oT can giam sat, E la tan suat EPS tdi da
ctia mdi thiét bi IoT, L 1a sb bytes ctia mdi sy kién.

Gia thiét h¢ GSSC ¢ mot cym Fog can gidm sat
500 thiet bi 10T (n = 500), kich thudec moi sy kién la
L=200 Bytes, tan suat sy ki¢n ciia moi thict bi IoT la
E=10 EPS, ta tinh duoc tong so sy kién thu duoc tai
moi hé¢ GSSC la:

S=500x 10 EPS = 5,000 EPS 2)

Dung luong luu trit t6i thiéu cho 5,000 su kién
trong mot gidy la:

= Sx 200 Bytes = 1,0 MBytes 3)

Dung luong dia cing luu trit tdi thiéu cho mdi hé

GSSC trong mdt ngay la:

B, =B;x24x60x 60 = 86,4 GBytes 4)

H¢ théng giam sat thuong dwoc thiét ké cho luu trix
néng (Warm) trong thoi gian 3 ngay, luu trit ngudi
(Cold) trong thoi gian 7 ngay va luu trif nén
(compressed) trong thoi gian 6 thang.

Dung luong dia ctng luu trir néng t6i thiéu cho
mot h¢ GSSC la:

B; = B,x 3 ngay = 259,2 GBytes 5)

Dung lugng dia cting Iuu trit ngudi tdi thiéu cho
mot hé GSSC la:

B, = B,x 7 ngay = 604,8 GBytes (6)

) Vi ti 1€ nén 10:1, dung lugng dia cung luu trit nén
toi thiéu cho mdt hé GSSC la:

Bs=B,x 180 ngay = 15,5 TBytes @)

Vé6i m 1a sb cum Fog (s6 hé GSSC) va gia thiét sb
su kién cua mdi cum nhu nhau, ta tinh dugc dung
hrcng t6i thleu dé luu trir su kién trén mot gidy tai hé
giam sat thir cip ¢ trung tim nhur sau:

C=mB, ®)
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Gia sir c6 03 hé¢ GSSC trong hé thong giam sat an
toan mang IoT. Dung lugng dia ctig luu trit t6i thiéu
cho hé¢ GSTC tai trung tam trong mot ngay la:

Cy;=3xB;x24x60x60=2592GBytes (9)

Dung lugng dia ctng luu trit néng t6i thiéu cho
mot hé GSTC tai trung tam la:

C; =Cyx 3 ngay =777,6 GBytes (10)

Dung lugng dia cimg luu trit ngudi tbi thiéu cho
mot hé GSTC tai trung tam la:

C,=C,yx 7 ngay = 1,8 Thytes (11

Vi ti 1€ nén 10:1, dung lugng dia cung luu trit nén
t6i thiéu cho mot hé GSTC tai trung tam la:

Cs = Cyx 180 ngay = 46,7 TBytes (12)

Trong thyc té, c6 thé chi can luu trit cac su kién tdi
thiéu trong mot ngéy tai mdi hé GSSC, nghTa la véi
dung hrong dia cung luu gitt By. Luu trlt nong, luu triv
ngudi va luu trir nén chi can thuc hién tai hé thong
trung tam.

Ngoal ra, dé bao dam luu trr an toan, dung luong
dia ctng luu trit B,, C, can dwoc dy phong nong 1+1.
Céc dung luong dia climg luu trir khac cung co the
dugc du phong nong tily theo nhu cdu va tinh can
thiét.

C. Kich thuoc bo dém xu ly sw kién

Bo6 dém xir Iy sy kién trong mdi hé GSSC va hé
GSTC c6 thé dugc tinh nhu sau. Ta c6 the gia dinh
qua trinh sinh sy kién an toan mang 1a ngau nhién theo
phan bd Poisson. Gia thiét nay thu(mg duoc ap dung
cho mang may tinh va sit dung véi mo hinh Markov
dé phan tich hiéu nang mang. C6 thé md hinh hoa hé

GSSC va hé GSTC véi ly thuyét hang chd (Queueing
Theory) nhu trén hinh 2.

\Hé GSSC 1
pr \ ﬂ ﬂ M

- gamm—

~ Hecssc2
“= 00

L

He GSSC m-
\'—
j/i .\‘ |:| MHm

L

Hinh 2. Mé hinh hang ché cho hé théng giam séat an
toan mang loT

Hé GSTC

O—= (111

Goi s6 su kién trung binh trong hang cho cua timg
hé GSSC 1a W, thoi gian xir ly trung binh cho mdi sy
kién trong mdi hé GSSC 1a T, i Ap dung dinh luat
Little, ta tinh duoc kich thudc b dém xur 1y su kién
theo cong thirc sau.
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VVi:/lTpi (13)

Vi A 1a tong tan sudt cac su kién ctia céc tién trinh
con A; dén mdi hé GSSC, nghia la:

A= (14)

Trong thue té, de don gian hoa vi€e tinh toan, ta co
thé gia thiét tin suit sy kién ctia moi thiét bi IoT Ia
nhu nhau, nghia 14 4; = 4, =...4,. Theo di ki¢n da
néu & phan trén, moi hé GSSC ¢ mot cum Fog glam
sat 500 thiét bj IoT (n = 500), tAn suat su kién cua moi
thiét bi IoT 1a 10 EPS, ta tinh duogc tong tan suét su
kién tai méi hé GSSC la:

A=nl;=500x 10 EPS=5000EPS (15)

Néu dung mot by xir 1y Intel Xeon 2 core toc do
2.5 GHz cho mét hé¢ GSSC, kha nang xu 1y c6 thé dat
duoc 20 EPS. Thoi gian xir Iy cho mdi sy kién trong
hé GSSC sé la:

T,=1/20=0.05s (16)

Véi kich thudc mdi su kién 1a 200 Bytes, kich
thude bo dém xir 1y sy kién cia mo6i hé¢ GSSC t0i thieu
la:

Wi:/lTpi

Theo cach tuong ty, ta tinh dugc téng tn suét su
kién dén hé GSTC véi gia thiét ¢c6 03 hé GSSC la:

u=mAl=3x5000EPS=15000EPS (18)

= 50 MBytes 17)

Kich thudc bd dém xir 1y su kién W tdi thiéu cua
hé GSTC la:

W =uT, = 150 MBytes (19)

D. S6 luong dic trung can cho phdn tich, phdt hién

sw ¢6 an todn mang

Theo cac cong trinh nghién ctu [18, 19] cac thugc
tinh Iuu lugng mang c6 thé phuc vu cho viéc phan tich
va phat hién sy c0 an toan mang. Sb lugng thue tinh
c6 thé kha nhiéu, song neu chon qua nhleu thudc tinh,
d9 phtre tap tinh toan sé rat cao. Do vy can chon mot
s0 luong thudce tinh dién hinh nhat (nghia la dac trung)
cta luu luong mang phit hop cho hé thong giam sat.
Béang I 1a vi du vé mot sb thudc tinh dién hinh.

Bang I: Céc thudc tinh luu lvong mang dién hinh

Thugc tinh Y nghia
# Byte S byte trong ludng tin
# Packet SO goi tin trong ludng tin
SRCIP ADR bia chi IP nguon
DST IP ADR bia chi IP dich
SRC port Cdng nguon
DST port Cong dich
Protocol Giao thurc
Flags Bit co cua goi tin
Count-dest S6 ludng tin dén 1 dlch duy
nhét tir cing mot nguon
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SO ludng tin tir 1 nguodn dén
cung mot dich

SO luong tin tir 1 IP dén cung
cong dich trong T gidy

SO ludng tin dén 1 IP tir cung 1
cong ngudn trong T gidy

S6 luong tin dén 1 IP duy nhat
tir cling mot ngudn

SO ludng tin tir 1 IP duy nhat
dén cung mot dich

SO luong tin tir 1 IP dén cung

Count-src

Count-serv-src

Count-serv-dest

Count-dest-conn

Count-src-conn

Count-serv-src-

conn cong dich
Count-serv-dest- | SO ludong dén 1 IP tur cing mot
conn cong nguodn

Déi véi mang 0T, ta c6 thé chon mot s6 dic trung
lwu lwong dién hinh nhat nhu trén Bang 11

Baéng II: Céac déc trung lwu lwvgng mang loT

Thudc tinh Y nghia
SRC IP ADR Dia chi IP nguon
DST IP ADR bia chi IP dich
SRC port Cong ngudn
DST port Cong dich
Protocol Flags Cac co SYN, RST, FIN,...
Received PKT SO goi tin nhan tai thiét bi
Sent PKT SO goi tin guri tai thiet bi
Duration Thoi gian két ndi

Viéc lya chon nay phu hop véi cac dé xuat trong
[20, 21] va du dé phan tich, phat hién cac ddu hiéu bat
thu’ong ndi bat trén mang [oT. Quan tri mang c6 thé
tang sd lwong dic trung (vi du tdi da 40 nhu da chi ra
trong [19]). Tuy nhién, khi d6 sé pha1 ap dung cac
phuong phap giam chiéu dir liéu dé giam do phuc tap
tinh todn, tdng tdc do phan tich va phat hién cua hé
thong giam sat.

E. Phan tich, phat hién sy ¢6 an toan mang

C6 hai cach co ban dé phat hién sy ¢ an toan
mang la phat hién theo dau hiéu va phat hién hanh vi
bat thuong nhu da néu trong cac tai liéu (vi du [18,
19]. Tuy nhi€n, phat hién theo dau hiéu c6 nhuoc diém
lon 1a phai biét trude mau (d4u hiéu) tén cong, do do
khong thé phat hién cac tan cong mang kiéu méi. Phat
hién hanh vi bat thudng 6 uu diém hon 1a c6 kha
ndng phat hién duoc cac tin cong moi, chua biét trudc
déu hiéu. Tuy nhién, phu’cmg phép nady doi hoi phai tao
ra mot tdp cdc hanh vi binh thuong cta mang (tao
baseline), thiét 1ap muc ngudng so sanh giita binh
thuong va bat thuong. Trong qua trinh phan tich, hé
thong glam sat thu thap luu lugng mang, so sanh véi
baseline va kiém tra theo mirc ngudng de€ phat hién bét
thuong (nghia 1a ddu hidu c6 su ¢d an toan mang).

Phuong phap phan tich va phat hién c6 thé dugc
thuc hién theo hai cach phd bién nhu da chi ra trong
[19, 20, 21] nhu sau:

- Phat hién dua theo phéan tich cc thanh phan
chinh (Principal Component Analysis) [19]. Tép céc
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ddc trung cta luu luong mang dugc chuyen dbi sang
mién PCA dé giam d6 phuec tap. Viéc kiém tra, so sanh
véi tap binh thuong st dung cong thic tinh khoang
cach (vi du Euclidean, Mahalanobis, Mahattan,...).

- Phat hién dya theo ham Entropy [20, 21]. Ham
Entropy dugc tinh dya theo mirc Entropy thong ké ciia
tap dir liéu dac trung cua luu lugng mang hoac theo
mirc Entropy thong ké ciia timg ddc trung. Hé thong
giam sat thyc hién tinh Entropy cta dir liéu Ivu lugng
mang thu thdp dugc, so sanh véi gia tri Entropy cua
tap binh thuong d tinh trudc d6 dé tim ra dau higu bat
thuong.

_Ham Entropy cua tap dir liéu luu lugng mang c6
thé tinh theo cong thic sau:

H=%,;p(x;).log,p(x;) (20)

Trong d6 p(x;) 1a xac suit xuit hién ddc trung x;
trong tap dir liéu. Gia tri trung binh cua p(x;) dugc tinh
theo cong thirc:

p(x) = 522 @

Trong do, n(xl) 1a sb sy kién c6 chira didc trung x;,
P; 1a sy kién thu i thu dugc trong khoang thoi gian
gifta hai lan lay mau.

) Néu nhu tap ldy miu chira n su kién c6 phan bd
giong nhau va ddc 1ap voi nhau (independent identical
distributed — idd), ta c6 H = logg(n) Ham H biéu thi
lugng thong tin ky vong ¢6 trong moi su kién trong tap
lay mau vé luu luong mang.

Dbi voi tap dit liéu ¢6 hanh vi binh thudng, ham
Entropy cua tap dit liéu mang thu thip duge c6 gia tri
thdng ké 6n dinh. Bt ky mot thay ddi bit thuong nao
trong Iuu lugng mang s€ tao ra mot sy sai 1éch déang ké
trong gié tri thong ké ciia ham Entropy. Thong qua
mot gia tri nguo’ng cho sy khéc biét do, ta c6 thé xac
dinh dugc hanh vi bt thuong trong luu luong mang
thu dugc, nghia 1a c6 mot su ¢b tin cong mang. Qua
phan tich cu thé hon cac déc trung luu lugng bat
thuorng va so sanh voéi cac mau tan cong da biét, ta co
thé xac dinh dugc cac loai tin cong.

IV. KET LUAN

Béo dam an toan mang IoT dang dat ra nhiing
thach thirc médi do nhitng déc thu cua mang IoT va
céc thiét bi ToT. Céc thiét bi IoT thuong bi han ché vé
tai nguyén (bd nhd, bang thong, dung lugng luu trir)
va nang lyc xu ly. Vi viy, mot hé théng giam sat an
toan mang IoT can xem xét cac van de nay.

Qua khao sat, bai bao da chi ra mot sO van dé
trong hé thong giam sat an toan mang van chua duge
xem xét cu the, dlen hinh nhu: kién tric phén 16p, tinh
toan kich ¢& hé thong giam sat, lya chon dédc trung su
kién. Trén co s& do, bai bao di dé xuat mot mé hinh
kién triic hé thong giam sat an toan mang IoT phu hop
v6i kién tric phan 16p. Ngoai ra, bai bao da dua ra
cach thuc tinh toan thyc te cho thlet ke hé thong giam
sat dbi voi mot sb yéu ciu cy thé vé kich ¢& bd dém
xtr 1y sy kién, dung lugng luu trit sy kién, lya chon
dic trung cua sy kién. Mot sé vi du tinh toan cu thé
gitp minh chimg cho tinh kha thi cua kién tric va
phuong phép tinh toan da dé xut trong bai.
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SECURITY MONITORING FOR loT
NETWORKS

Abstract: Security in IoT networks is different
from traditional networks due to the special properties
of IoT networks. Models, mechanisms and techniques
developed for network security in traditional networks
could not be directly applied for IoT networks, calling
for suitable modifications. Until now, several
problems in network security monitoring systems
have not been considered in details. Typical ones are
such as the choice of the layer architecture, the
calculation of the monitoring system, the selection of
event characteristics. This paper proposes an
architecture for an IoT network security monitoring
system that is corresponding to the layer separation
into Fog and Cloud. In addition, the paper proposes a
practical suitable calculation method for the design of
an IoT network security monitoring system, namely
the necessary buffer for event processing, the capacity
of event storage and the selection of suitable event
characteristics. Some calculation examples are given
for proving the feasibility of the proposed method in
the practice.
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truydn thong, chat lwong dich vu,
& mang loT, an toan théng tin, an toan
mang.
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