Pham Anh Thu

EXPERIMENTAL PERFORMANCE
EVALUATION OF WIREGUARD
PROTOCOL COMPARED TO OPENVPN
AND IPsec IN VIRTUAL PRIVATE
NETWORKS

Pham Anh Thu
Posts and Telecommunications Institute of Technology

Abstract - In the rapidly evolving landscape of digital
communication, Virtual Private Networks (VPNSs) have
become indispensable for ensuring secure and private
connectivity over the Internet. This paper delves into the
technical advancements and performance of modern VPN
technologies, specifically focusing on the WireGuard
protocol—a relatively new technology that has garnered
significant attention due to its streamlined architecture
and improved efficiency. Through comparative analysis,
WireGuard is evaluated against traditional VPN solutions
such as OpenVPN and IPsec across various parameters.
The research methodology leverages simulation data
obtained from labs using standardized tools, analyzing
metrics such as bandwidth, latency, and the time of
connection setup. The results demonstrate that
WireGuard offers  significant improvements in
performance, thanks to its simple design and use of
advanced encryption protocols.
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I. INTRODUCTION

In the context of rapidly advancing technologies and
increasingly prevalent cybersecurity threats, Virtual
Private Networks (VPNs) have become an essential
solution for protecting data, ensuring privacy, and
providing secure access for remote users. Two traditional
protocols, OpenVPN and IPsec, have played significant
roles in establishing VPN connections for many years [1].

OpenVPN is well known for its high flexibility and
compatibility across various platforms. However, one of
the major drawbacks of OpenVPN is its complexity in
configuration and inconsistent performance, especially
when operating on high-latency networks. The complex
encryption structure of OpenVVPN, while delivering a high
level of security, increases connection setup time and
consumes system resources, ultimately reducing system
performance. Meanwhile, IPsec, a long-established VPN
protocol, is often used in enterprise networks due to its
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robust security capabilities and widespread support.
However, IPsec faces similar challenges, including long
connection setup times, high resource demands, and
complicated configurations. These drawbacks not only
increase management costs but also pose difficulties in
scaling and maintaining VPN systems within modern
network environments.

Both protocols have certain drawbacks that prevent
them from fully meeting the performance and flexibility
requirements of modern networks. Specifically, issues such
as limited bandwidth, high latency, and long connection
setup time are major challenges that need to be addressed.
WireGuard, a next-generation VPN protocol, has garnered
significant attention for its ability to overcome these
limitations [2-5].

In recent years, WireGuard is emerging as a
promising next-generation VPN solution, offering
significant advancements over traditional protocols like
OpenVPN and IPsec. Its streamlined architecture and
modern cryptographic protocols contribute to enhanced
performance and security, making it a strong candidate for
replacing older VPN technologies. WireGuard's integration
into the Linux kernel further facilitates its adoption across
various platforms, highlighting its potential as a robust and
efficient VPN solution. Several studies on the application
suitability of OpenVPN and IPsec in [6-7] have provided a
comprehensive suite of security features but can be
cumbersome to configure and manage. Data transfer speed
and network latency are WireGuard's advantages. Due to
its efficient codebase and cutting-edge cryptographic
methods, it streamlines VPN processes and reduces
overhead compared to OpenVPN and IPsec [8]. Empirical
tests have demonstrated WireGuard's ability to outperform
OpenVPN and other VPN software in NAT have been done
by [9]. Security features such as message secrecy, forward
secrecy, and mutual authentication are studied by [10].

Several recent studies have demonstrated that
WireGuard outperforms traditional protocols in terms of
performance, particularly in network environments with
high demands for speed and reliability. Experimental
reports indicate that WireGuard not only delivers higher
data transfer speeds but also improves user experience with
lower latency and stable connection maintenance, even in
heterogeneous or noisy network conditions.
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Additionally, other studies emphasize that
WireGuard is easier to deploy and manage compared to
OpenVPN and IPsec [11-12]. WireGuard operates based
on a “stateless" model, which optimizes packet
processing, especially in environments requiring IP
address switching or operating over mobile networks.
This significantly mitigates common issues encountered
with OpenVPN and IPsec, such as network switching
failures or connection interruptions. With its concise
codebase and performance-focused design, WireGuard
not only enhances security but also facilitates seamless
integration into modern network systems.

The need for simulation or experiment the
WireGuard protocol in virtual private networks is
essential to objectively compare and evaluate its
performance against OpenVPN and IPsec. Criteria such
as bandwidth, latency, and connection setup time must be
accurately measured to determine whether WireGuard
truly serves as a comprehensive alternative. Through this
evaluation, organizations and businesses can identify the
most suitable deployment approach to improve
operational efficiency and ensure optimal security in
existing VPN systems.

The remainder of the paper is organized as follows.
The WireGuard protocol is introduced in Section 2.
Section 3 presents the system simulation model. Section
4 discusses the simulation results and provides an
evaluation of these findings. Finally, Section 5 concludes
the paper.

1. WIREGUARD PROTOCOL

WireGuard is a simple and modern virtual private
network security protocol, distinguished by its advanced
encryption algorithms. It delivers high speed, ease of
configuration, and superior performance compared to
other options like IPsec and OpenVPN, proving its
efficiency. As a cross-platform VPN protocol, WireGuard
can operate on almost all major operating systems,
including Linux, Windows, Android, and macOS.
Notably, WireGuard functions on a peer-to-peer network
model rather than the traditional client-server model.
Depending on specific configurations, a peer device can
act as either a client or a server.

WireGuard operates by creating a network interface
on each peer device, functioning as a secure
communication channel. Participants exchange and
authenticate through a public key cryptography system,
similar to the SSH model. Public keys are mapped to
allowed IP addresses within the tunnel, and all VPN traffic
is transmitted via the UDP protocol. WireGuard ensures
data security by utilizing modern encryption algorithms
and a simple design that minimizes security risks and
optimizes performance.

WireGuard  employs modern  cryptographic
algorithms such as Curve25519, ChaCha20, Poly1305,
BLAKE2, SipHash24, and HKDF [13-14]. These
algorithms have been reviewed and highly regarded by
cryptographers for their reliability and security. This
careful and reasonable selection helps WireGuard build a
robust security structure that meets user information
protection needs in modern network environments.
Specifically, ChaCha20 is used for data encryption, and
Poly1305 for message authentication. ChaCha20 is a very
fast and secure symmetric encryption algorithm, while
Poly1305 ensures data integrity, guaranteeing that
messages remain unaltered during transmission.
Additionally, WireGuard uses Blake2s for hashing and
Curve25519 for public key exchange, ensuring the security
of keys and resilience against modern attacks.

WireGuard not only supports cross-platform usage
but is also easy to configure, deploy, and operate, as simple
as SSH. Designed with the primary purpose of providing a
simple, secure, and efficient VPN solution and protocol,
WireGuard overcomes many limitations of popular VPN
protocols like OpenVPN and IPsec. As a new VPN security
protocol that is both simple and effective, WireGuard is
built to secure and optimize data transmission over
networks. WireGuard’s connection models are based on a
simple yet robust architecture, incorporating advanced
encryption mechanisms and a fast handshake process,
protecting transmitted data from potential threats while
ensuring integrity, confidentiality, and authenticity of
information in network environments. The main
connection types that can apply the WireGuard security
protocol are illustrated in Figure 1.

Figure 1. Connection types of Wireguard.

SO 01 (CS.01) 2025

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 15



Pham Anh Thu

The two most common models are remote access to
an internal network and internal network-to-internal
network access. Remote access to an internal network is
the most popular model for remote workers, especially
with the growing demand for remote work. This model
allows users to securely and safely connect to the internal
network. It is particularly important for companies and
organizations that need to protect data when employees
access the corporate network from external environments.

The internal network-to-internal network model is
widely used between company branches or offices that
need to share network resources. This is achieved by
creating a shared virtual private network (VPN) for the
offices and branches. Using WireGuard for this model
securely connects internal networks across different
locations over the Internet.

WireGuard offers several outstanding advantages
that make it an appealing choice for both individuals and
businesses. One of its key benefits is simple
configuration. It is easy to set up and use, making it
accessible even for those without deep knowledge of
network configurations. This simplicity extends to both
individual users and organizations. In addition to its ease
of use, WireGuard provides fast connection speeds. By
utilizing fast encryption algorithms and integrating
directly into the Linux kernel, it delivers superior speed
compared to other protocols such as IPsec and OpenVPN.
This makes it a highly efficient choice for VPN
connections.

WireGuard also stands out for its high security. It
employs modern cryptographic  algorithms like
ChaCha20 and Poly1305, along with secure default
configurations. The protocol's compact codebase, which
consists of around 4,000 lines, allows for easier auditing
and reduces the risk of security vulnerabilities, providing
a robust solution for secure connections. Another key
feature of WireGuard is its "security through simplicity"
philosophy. The protocol is designed to be simple, which
allows users to quickly become familiar with it and easily
manage it. This approach makes WireGuard suitable for a
wide range of users, including those without specialized
security expertise.

Easy deployment is another major advantage of
WireGuard. It is available on multiple operating systems
with ready-to-use client applications, making it easy to
deploy quickly and efficiently. Even beginners with
limited security experience can implement WireGuard
without difficulty. Finally, WireGuard ensures secure key
exchange by using the Noise_IK handshake process. This
mechanism prevents impersonation attacks, replay
attacks, and ensures the secure forwarding of traffic,
making it a highly secure option for VPN connections.

Although WireGuard offers many advantages, there
are also some drawbacks that should be considered. One
such issue is suboptimal IP security. WireGuard stores the
IP addresses of connections to the server indefinitely or
until the server is restarted. This can impact user privacy
because the IP addresses are not automatically deleted,
unlike in other VPN security protocols where this happens
more routinely.

Another limitation is that WireGuard only supports
the UDP protocol. This reliance on UDP can create
difficulties when connecting over networks that do not
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support UDP or when passing through firewalls and NAT
devices that block this protocol. This can limit its usability
in certain network environments. In terms of privacy,
WireGuard prioritizes security, but it may not fully address
privacy concerns. Those responsible for managing the
server need to take additional steps to ensure user privacy,
such as configuring the system to regularly delete IP
address logs, which is not automatically handled by the
protocol itself. Finally, WireGuard is still under
development. While it is a promising solution, it is still
being enhanced in terms of features and compatibility with
various systems. As a result, some features are still being
finalized, and it may not yet offer the full range of
capabilities that users might expect in a mature protocol.

I1l. SYSTEM SIMULATION SCENARIO

In this section, the system simulation scenario,
installation steps, and configuration details of WireGuard
protocol will be discussed. Additionally, the simulation
will also include a comparison to highlight the features of
the WireGuard protocol in relation to OpenVVPN and IPsec.

The simulation scenario is presented in Figure 2.

Client Server Linux
‘ —_— Internet _—
-

Figure 2. System simulation scenario.

The basic system scenario includes the components
(as shown in Figure 2):

+ Client: The user device (which can be a laptop or
computer) that connects to the server to send
requests and receive data.

+ Internet: The intermediary network through which
data is transmitted from the client to the server and
vice versa.

+ Linux Server: The server running the Linux
operating system, responsible for processing and
providing data or services to the client.

Three labs will be implemented based on the model
in Figure 2. Each lab will provide a different configuration
method to establish a virtual private network (VPN)
connection between the Client and Server. The
implementation of these 3 labs will help compare the
performance and configuration of different VPN protocols.
Ultimately, it will highlight the superiority of the
WireGuard security protocol.

Lab 1: Using WireGuard

The objective of this lab is to establish a fast and
highly secure VPN connection between the Client and
Server using the WireGuard protocol. By the end of the lab,
you will have successfully set up a reliable and encrypted
communication channel.

For the configuration, WireGuard needs to be
installed on both the client and the server. The server will
be configured to accept connections from the client,
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utilizing public keys for authentication. The client will
then use its private key along with the server's public key
to initiate and establish the secure connection.

Client Server Linux

‘ _ Internet
&

wg0: 10.0.0.2/24
enp0s3; 192.168.56.102/24

wg0: 10.0.0.1/24
enp0s3: 192.168.56.101/24

Figure 3. Simulation system using Wireguard
Lab 2: Using OpenVPN

The objective of this lab is to establish a secure VPN
connection between the Client and Server using
OpenVPN. This setup will ensure encrypted
communication between the two endpoints.

For the configuration, both the client and server will
have OpenVPN installed. The server will function as an
OpenVPN server, listening for incoming connections
from the client over the Internet. The client will configure
its OpenVPN client to connect to the server, using
certificates and encryption keys for authentication and
secure communication.

Client Server Linux

‘ o ——— Internet

b

tun0: 10.6.0.6
enp0s3: 192.166.56.109/24

tun0: 10.8.0.1
enp0s3: 192.168.56.110/24

Figure 4. Simulation system using OpenVPN
Lab 3: Using IPsec VPN

The objective of this lab is to create a secure
encrypted tunnel between the Client and Server using
IPsec VPN. This setup will ensure that all communication
between the two endpoints is securely transmitted.

For the configuration, the server will be set up to
function as an IPsec server, with parameters such as AH
(Authentication Header) and ESP (Encapsulating
Security Payload) configured. The client will need to
configure its system accordingly to establish a connection
with the IPsec server, ensuring secure data transfer across
the network.

Client Server Linux

—_— Internet ————
=

GIPSEC GIPSEC
enpUs3: 192 168 56109124

enpls3: 192.168.56.104/24

Figure 5. Simulation system using Ipsec VPN

VirtualBox is used as the environment to create
virtual machines, supporting the execution of the lab
tasks. VirtualBox is an open-source virtualization
software developed by Oracle that allows users to create
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and manage virtual machines on their computers. It
supports multiple operating systems such as Windows,
macQS, Linux, and Solaris, enabling users to run various
operating systems on a single computer without needing to
reinstall. In these simulation lab tasks, two Ubuntu virtual
machines will be used on VirtualBox: one will act as the
client, and the other will serve as the server.

IV.SIMULATION RESULTS

In this section, the system performance, including
bandwidth, latency, and connection setup time, will be
investigated.

A. Bandwidth Measurement

To test bandwidth and throughput between virtual
machines in each lab using the WireGuard, OpenVPN, or
IPsec protocols, the iperf3 tool must first be installed on the
virtual machines. This tool is a popular network
performance measurement tool that includes data transfer
speed and latency.

Once the installation and setup are completed, the
testing process will be conducted by sending data through
each VPN protocol, such as WireGuard, OpenVPN, and
IPsec, to measure bandwidth, latency, and throughput
under real-world conditions. These results will help
evaluate the performance and suitability of each protocol in
different network environments. The measurement results
for each lab are as follows:

Lab 1: Using WireGuard

server@server-VirtualBox:~$ iperf3 -c 10.6.0.2
Connecting to host 10.0.0.2, port 5201
4] local 10.0.0.1 port 41142 connected to 10.0.0.2 port 5201
ID] Interval Transfer Bandwidth Retr Cwnd
.00-1.00 sec 134 MBytes 1.12 Gbits/sec 62 398 KBytes
.00-2.00 sec 130 MBytes 1.09 Gbits/sec 34 279 KBytes
.00-3.00 sec 129 MBytes 1.08 Gbits/sec 399 KBytes
.00-4.00 sec 133 MBytes 1.12 Gbits/sec 385 KBytes
.00-5.00 136 MBytes 1.14 Gbits/sec 426 KBytes
.00-6.00 138 MBytes 1.16 Gbits/sec 367 KBytes
6.00-7.00 e 123 MBytes 1.03 Gbits/sec 6 386 KBytes
.608-8. e 135 MBytes 1.13 Gbits/sec 327 KBytes
129 MBytes 1.09 Gbits/sec 350 KBytes
MBytes 1.13 Gbits/sec 434 KBytes

[ ID] Interval Transfer Bandwidth
[ Terminal.00-10.06 sec 1.29 GBytes 1.11 Gbits/sec sender
[ 4] 0.00-10.00 sec 1.29 GBytes 1.11 Gbits/sec receiver

Figure 6. Bandwidth in WireGuard lab
Lab 2: Using OpenVVPN

client@client-VirtualBox:~$ iperf3 -c 10.8.0.1
Connecting to host 10.8.6.1, port 5201
4] local 10.8.8.6 port 47170 connected to 10.8.6.1 port 5201
ID] Interval Transfer Bandwidth Retr Cwnd
.00-1.00 sec 27.2 MBytes 228 Mbits/sec 13 110 KBytes
.00-2.00 sec 27.2 MBytes 228 Mbits/sec 18 106 KBytes
.00-3.00 sec 28.9 MBytes 243 Mbits/sec 22 116 KBytes
.00-4.00 sec 29.9 MBytes 251 Mbits/sec 26 90.6 KBytes
.00-5.00 sec 29.4 MBytes 247 Mbits/sec 11 117 KBytes
.00-6.00 sec 30.2 MBytes 253 Mbits/sec 18 99.8 KBytes

6.00-7.00 sec 28.8 MBytes 242 Mbits/sec 9 114 KBytes
.060-8.00 ec 28.6 MBytes 240 Mbits/sec 208 82.7 KBytes
-9.00 ec 28.9 MBytes 243 Mbits/sec 19 93.3 KBytes
MBytes Mbits/sec 18 95.9 KBytes

Bandwidth Retr
236 Mbits/sec 166 sender
236 Mbits/sec receiver

Transfer
281 MBytes
281 MBytes

Interval
0.00-10.00 sec
0.00-10.00 sec

Figure7. Bandwidth in OpenVPN lab
Lab 3: Using IPsec VPN
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@ pert3 -c 192.168.56.104
Connecting to host 192.168.56.184, port 5201
4] local 192.168.56.103 port 45782 connected to 192.168.56.104 port 5201
ID] Interval Transfer Bandwidth Retr Cwnd
0.00-1.82 sec 25.2 MBytes 208 Mbits/sec (0] 110 KBytes
1.02-2.00 sec 23.8 MBytes 202 Mbits/sec 110 KBytes
204 Mbits/sec 127 KBytes
208 Mbits/sec 156 KBytes
396 Mbits/sec 1.07 MBytes

(¢]
2.00-3.02 sec 24.7 MBytes (¢}
[c]
(¢]
306 Mbits/sec 818 1.85 MBytes
[c]
(i)
[¢]
2

3.02-4.02 sec 24.8 MBytes
4.02-5.00 sec 46.4 MBytes
5.00-6.00 sec 36.4 MBytes
6.00-7.00 sec 31.6 MBytes
7.00-8.00 32.5 MBytes
8.00-9.00 25.3 MBytes

31.3 MBytes

265 Mbits/sec 1.15 MBytes
1.23 MBytes
1.29 MBytes
968 KBytes

273 Mbits/sec
212 Mbits/sec
263 Mbits/sec

Bandwidth Retr
253 Mbits/sec 820 sender
252 Mbits/sec receiver

Transfer
302 MBytes
301 MBytes

Interval
0.00-10.00 sec
0.00-10.00 sec

Figure 8. Bandwidth in IPsec VPN lab

The results from Figures 6 to 8 show that:
WireGuard has a bandwidth of aproximately 1.11
Gbits/sec, while OpenVPN has a bandwidth of 236
Mbits/sec and IPsec has a bandwidth of 253 Mbits/sec.
This demonstrates that WireGuard has significantly
superior bandwidth compared to the other two protocols.

B. Measuring Average Latency

We used the ping command to check and evaluate
the latency between the virtual machines when
connecting through each VPN protocol in each lab. The
ping command sends ICMP packets to the IP address of
the opposite machine and measures the response time,
which allows for the determination of the average,
minimum, and maximum latency.

--- 10,0.0.1 ping statistics ---

100 packets transmitted, 100 received, 0% packet loss, time 101379nms
rtt min/avg/max/mdev = 0.267/0.433/0.894/0.088 ns

a, Average latency in WireGuard lab

--- 10.8.0.1 ping statistics ---
100 packets transmitted, 100 received, 0% packet loss, time 101271ms
rtt min/avg/max/mdev = 0.308/0.508/1.448/0.178 ms

b, Average latency in OpenVPN lab
--- 192.168.56.163 ping statistics ---

100 packets transmitted, 160 received, % packet loss, time 181263ms
rtt min/avg/max/mdev = 8.246/0.518/7.447/0.854 ms

¢, Average latency in IPsec VPN lab
Figure 9. Average latency

The results from figure 9 show that WireGuard has
an average latency of 0.433ms, while OpenVPN has an
average latency of 0.500ms and IPsec has an average
latency of 0.518ms. Therefore, WireGuard has lower
latency compared to OpenVPN and IPsec.

C. Measuring Connection Setup Time

The connection setup time for the three models
was measured, and the results are shown in Figure 10.

The results in Figure 10 show that WireGuard has
a connection setup time of 1.776s, while OpenVPN has a
connection setup time of 3.229s and IPsec has a
connection setup time of 2.407s. Therefore, WireGuard
has a shorter connection setup time compared to
OpenVPN and IPsec.
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n1.776s

md.014s
sys 0m0. 6005

a, Connection setup time for WireGuard lab

real  6m3.229s
user 0n@.007s
sys  OmB.0a6s

b, Connection setup time for OpenVPN lab

0n2.407s

oD, 6165
sys  Omd.062s

¢, Connection setup time for IPsec VPN lab
Figure 10. Connection setup time

Table 1 presents the measurement results of the
performance parameters of the three VPN protocols,
including WireGuard, OpenVPN, and IPsec. The metrics
measured include bandwidth, average latency, and
connection setup time, which help compare the
performance of each protocol under the same
environmental conditions. Based on these results, we can
assess the performance of each protocol and provide
insights into the factors influencing the choice of a suitable
VPN protocol for different usage needs.

Table 1. Performance parameters of the three VPN protocols

Protocol Bandwidth '?‘;ti';%,e (S::tr:;;)e;trir? :
WireGuard L1 0.433 ms 1.776s
Ghbits/sec
OpenVPN szifs?sec 0.500 ms 3.229s
IPsec szitBjS ec 0.518 ms 2.407s

From table 1, it is can be seen that WireGuard shows
exceptional performance with a bandwidth of 1.11
Ghits/sec, vastly surpassing OpenVPN (236 Mbits/sec) and
IPsec (253 Mbits/sec). This demonstrates WireGuard's
powerful data handling capabilities, optimizing data
transfer speeds. The significant difference in bandwidth can
be attributed to WireGuard's modern, simplified design that
focuses on performance.

WireGuard exhibits the lowest average latency at
just 0.433 ms, faster than OpenVPN (0.500 ms) and IPsec
(0.518 ms). This is a critical factor for applications that
require low latency, such as video streaming, online
meetings, or real-time services. WireGuard’s low latency
reflects its lightweight and optimized packet processing
structure.

WireGuard continues to outperform with the fastest
connection setup time of 1.776s, showcasing its
streamlined process for initiating sessions. IPsec ranks
second with 2.407s, while OpenVPN takes as long as
3.229s, nearly twice the time of WireGuard. The longer
setup time for OpenVPN can be attributed to its more
complex architecture, which requires additional
authentication steps.
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The hands-on lab tests further confirm that
WireGuard is not only faster but also easier to configure
compared to OpenVPN and IPsec. Traditional protocols
like OpenVPN and IPsec require multiple complex setup
steps, whereas WireGuard simplifies this process with a
clean and easy-to-use syntax. This not only saves time but
also reduces the potential for errors during
implementation.

WireGuard excels not only in performance metrics
(bandwidth, latency, setup time) but also offers a user-
friendly configuration experience, making it a perfect fit
for modern systems that demand high speed and stability.

V. CONCLUSIONS

In the era of continuously evolving digital
communication, choosing an optimal Virtual Private
Network (VPN) solution plays a crucial role in protecting
data and ensuring secure connections. In this paper, a
detailed analysis and performance comparison between
the WireGuard protocol and traditional VPN protocols
like OpenVPN and Ipsec have been conducted. The
simulation results show that WireGuard outperforms in
terms of bandwidth, lower latency, and faster connection
setup time, thanks to its lightweight architecture and
advanced encryption algorithms.

WireGuard’s improvements not only address the
limitations of OpenVVPN and IPsec but also open up hew
opportunities for implementing VPNs in modern network
environments, where performance and simplicity are
increasingly prioritized. Moreover, WireGuard's concise
codebase helps minimize potential security vulnerabilities
and allows for easy integration into existing systems,
further increasing its value as a comprehensive alternative
solution.

However, the real-world deployment of Wireguard
presents several limitations. These include challenges
with complex configurations, as it lacks advanced
features found in other VPN protocols, and key
management difficulties, particularly in dynamic or large-
scale environments. Additionally, its reliance on static
keys for authentication may not support sophisticated
authentication methods, and compatibility issues with
legacy systems or hardware can arise. Performance may
also degrade under heavy loads or fluctuating network
conditions, and there may be difficulties with firewall and
NAT traversal. Furthermore, scalability in large networks
can be a concern, requiring additional infrastructure or
customization. These factors highlight the need for
careful consideration when deploying WireGuard outside
of a lab setting.
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DPANH GIA HIEU NANG THU NGHIEM CUA GIAO
THUC WIREGUARD SO VOI OPENVPN VA IPSEC
TRONG MANG RIENG AO

Tom tit — Trong bi canh truyen théng sb dang phat
trién nhanh chong, mang riéng do (VPN) da tré nén khong
thé thiéu dé dam bao két noi qua mang Internet mot cach
an toan va riéng tu. Bai bao nay di sau vao nhiing tién bo
ky thuat va hi¢u qua cua cac cong ngh¢ VPN hi¢n dai, cu
thé Ia giao thire WireGuard, mot cong ngh¢ tuong d6i moi
da thu hit duoc sy chu ¥ dang ké nho kién trac hop Iy va
hiéu nang dugc cai thién. Thong qua phan tich so sanh,
WireGuard dugc danh gla so véi cac giai phap VPN truyén
théng nhu OpenVPN va IPsec, trén nhiéu khia canh.
Phuong phap nghién ctru trong bai bao sir dung dir liéu md
phong thu dugc tir cac bai lab st dung cac cong cu chuan
hoa, phan tich cac s6 liéu nhu bang thong, do tré, thoi gian
thiét lap két n0| Céc két qua cho thiy WireGuard cung cap
nhiing cai tién dang ké vé cac tham s6 hiéu nang, nho st
dung thiét ké don gian va céc giao thirc ma hoa tién tién.

Tir khoéa — Mang riéng ao (VPN), Wireguard,
OpenVPN, IPsec.
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