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DANH GIA HIEU NANG MOT SO MANG
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ANH KHUON MAT THAT GIA
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T6m tat: Nghién ctu nay thir nghiém mot s6 mé hinh
hoc sAu dé dua ra danh gi4 hi¢u ning moé hinh phu hop
nhit cho bai toan nhan dang anh khuén mat that gia. Cac
ky thuat hoc chuyén d6i, mé hinh lai ghép, méd hinh
Vision Transformer dugc ap dung trén cung mot tap dix
liéu anh khudn mat that gia dé so sanh. Trong do, k¥ thuat
hoc chuyén dbi duoc & dung cho 8 md hinh
InceptionResNetV2, EfficientNetV2, VGG16, ResNet50,
EfficientNetB7, MobileNet, ResNet101, DenseNet201, ky
thuat lai ghép &p dung cho 3 md hinh VGG16-XGBoost,
VGG16-CatBoost, VGG16-LightGBM. Két qua thu
nghiém cho thiy cac mé hinh lai ghép va md hinh Vision
Transformer cho két qua kh& tét, nhung mé hinh
ResNet50 cho két qua tét nhét.

Tir khoa: Anh khudn mat, that gia, hoc sau, chuyén
doi, lai ghép.

l. GIOI THIEU

Hién nay, sy phét trién manh mé& cua Internet va mang
x& hoi dan dén hién twong lan tran céc thdng tin, hinh anh
that va gia trén cadc mang xa hoi (Facebook, Twitter,
TikTok...), trén céc website, cac ludng thong tin trén
mang Internet, trang thong tin dién tu, blogs,... Su hinh
thanh céc hinh anh gia mao bat ngudn tir nhimg nam
1990, nhung dén nam 2017, khi tri tué nhan tao phat trién
manh véi dién hinh 1a sang tao ra mang d6i nghich (GAN
- Generative Adversarial Network) da gia mao cac hinh
anh rat khé phan biét dau la anh that, dau 1a anh gia mao.
Pién hinh 1a tir viéc sao chép khubn mit cia nguoi noi
tiéng dé quang céo san pham cua ho cho dén gai by cac
chinh tri gia va ngudi ndi tiéng trén mang Internet. Ngay
nay, anh gia mao bi lam dung nhiéu trong toi pham mang
dé danh cdp danh tinh, tong tién trén mang, tin tac gia
mao, gian lan tai chinh, video khiéu dam gia mao cua
nguoi ndi tiéng dé tong tién. Trong an toan thong tin, cac
hé théng dinh danh bang khudn mit ciing bi gia mao,
trom cip danh tinh, tong tién. Toi pham mang st dung
cac cong nghé tao anh gia mao nhu that dé truy cap tai

Tac gia lién hé: Trdn Quy Nam,

Email: namtg@ptit.edu.vn

DPén tda soan: 12/2024, chinh stra: 01/2025, chép nhan dang:
02/2025.

SO 01 (CS.01) 2025

khoan ngan hang, truy cap cac hé théng chinh pha dién
tir, cac hé thdng diém danh hoic bao mat an ninh bing
xac thuc anh khudn mat, giy kho khan trong xac dinh
danh tinh, xac thuc nhan vat. Nhiéu quéc gia trén thé gisi
nhu Vuong quéc Anh, Hoa Ky, Canada, An D¢, Trung
Quéc va Han Quéc di ban hanh cac dao luat dé kiém ché
su lan tran céc tin tie, hinh anh, video gia mao trén mang
Internet. DoNg thoi cac qudc gia nay ciing ting cuong dau
tu phat trién cac cong nghé tu dong phét hién tin tic, hinh
anh, video gia mao dé canh bao nguoi dung. Trong do,
phét hién hinh anh khuén mat gia mao la mét thach thuc
I6n va c6 nhu cau tng dung cao vé cdng nghé nhan dang
anh sb. Tai Viét Nam, cac nghé sy thuong bi gia mao hinh
anh. Vi du nhu ca si Phwong My Chi bi lan truyén anh gia
mao trén mang Internet ndm 2023 va da giri don trinh bao
dén co quan chirc ning cia Bo Cong an va da duogc minh
oan. Bo Thong tin va Truyén thong da xuédt ban “Cim
nang phong chdng tin gia, tin sai su that trén khong gian
mang”. Tuy vay, van nan hinh anh, tin tic gia mao van
con la van dé I6n & Viet Nam. Mic di Viét Nam da c6
céc nghién ctiu vé van dé nay nhung chu yéu mang tinh
dinh tinh vé tin tic gia mao néi chung, chua c6 nhiéu
nghién ctu van dung tri tué nhan tao dé ty dong xac dinh
nodi dung gia mao, dic biét con it nghién ciu vé gia mao
anh khudn mat, mot van dé quan trong hién nay.

Nhu vay, bai toan nhan dang hinh anh cac khuén mat
that va anh gia mao mot cach tu dong c6 thé cung cap can
ctr cho phat trién cac phan mém quét tu dong, canh béo
nguoi dung. Vi vy, nghién ctru nay dé xuat thir nghiém
mot s6 mé hinh str dung mé hinh hoc sau trong nhan dang
hinh anh khudn mit that gia. Két qua thuc nghiém duoc
s0 sanh gitra c&c md hinh v&i nhau va duoc trinh bay
trong cac phan tiép theo.

Il. CAC NGHIEN CUPU LIEN QUAN

Thyc t& da co rat nhiéu nghién ctu sir dung cac md
hinh hoc may, hoc sau dé nhan dang cac hinh anh khudn
mat that gia trén thé gioi. Mot trong sb d6 1a nghién ctu
do Raza va cong su (2022) da nghién cuu cac cdng nghé
hoc may dé bao vé nan nhan khoi bi téng tién bang cach
phat hién cac hinh anh khudén mit gia mao. Muc dich
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chinh cta nghién ctru 14 phét hién phuong tién deepfake
bing cach st dung su két hop gitra VGG16 va kién tric
mang than kinh tich chap CNN. Bo dit liéu deepfake dua
trén khudn mat that va gia duoc sir dung dé xay dung cac
mang no ron Xception, NAS-Net, Mobile Net va VGG16
véi ky thuat hoc chuyén d6i duoc sir dung dé so sanh.
Phuong phép nghién cliru cia Raza va cong su gilp cac
chuyén gia an ninh mang khic phuc t6i pham mang lién
quan dén deepfake bang céch phat hién chinh xac noi
dung deepfake va ciru nan nhan deepfake khoi bi tong tién
[1]. Nam 2023, Chen va cong su (2023) da nghién cuu
mot s6 cac moé hinh hién c6 dé phét hién deepfake, trong
d6 déu tap trung vao hinh anh cac khudn mat goc, duoc
xem xét trong cac Gng dung thuc té& dé phat hién anh
khudn mit gia mao va dir liéu dau vao c6 thé chua thong
tin riéng tu va nhay cam. Do d0, cac tac gia da xay dung
mot mo hinh bao vé quyén riéng tu c¢6 tén 1a mang phat
hién deepfake an toan (SecDFDNet). Trong do,
SecDFDNet sir dung phuong phap chia sé bi mat bd sung
dé phat hién khuon mit bi gia mao mot cach an toan. Cu
thé, mot sb giao thirc twong tac an toan nhidu bén dugc
thiét ké cho céc chirc ning kich hoat phi tuyén tinh, vi du
SecReLU thay cho chirc niang ReLU, SecSigm thay cho
chirc nang sigmoid, SecSpatial cho chitc nang chu y
khong gian va SecChannel cho chirc nang chii y kénh. Két
qua thir nghiém cho thiy SecDFDNet c6 thé phat hién cac
khudn mat gia mao ma ma khong tiét 16 bat ky théng tin
dau vao riéng tw nao ctia c& nhan can xac dinh [2].
Rafique va cong su (2023) nghién ciru phuong phéap tu
dong dé phan loai hinh anh khuén mit that gia bang cach
sir dung cac phuong phap dya trén Deep Learning va
Machine Learning. Trong d0, cac tac gia phén tich cac hé
thdng dua trén Machine Learning (ML) truyén thong st
dung trich xuat dic trung thu cdng khong thé trich xuat
dugc c&c mau anh phtc tap, anh c6 noi dung khé hiéu
hodc khé biéu dién bang cac tinh ning don gian. Cac hé
théng nay rat nhay cam véi nhidu hoac céc bién thé trong
dir liéu, diéu nay co thé lam giam hiéu suit caa hé thong
hoc may. Céc tac gia ban dau thuc hién phan tich muc do
I6i cua hinh anh dé xac dinh xem hinh anh da dugc sta
d6i hay chua. Hinh anh nay sau d6 duoc cung cap cho
mot mang no ron chuyén déi dé trich xuat cac dic trung
cua anh. Cac vecto dic trung tdng hop sau d6 dugc phan
loai théng qua thuat toan mday vecto ho tro (SVM) va K
lang giéng gan nhat (KNN) bang céch thuc hién tdi wu
héa siéu tham sé. Két qua chitng minh tinh hiéu qua va
bén viing cua cac ky thuat dé xuat, do do, c6 thé duoc sir
dung dé phat hién nhitng hinh anh gia khudn mat mao va
giam thiéu méi de doa tiém an vé hanh vi lan truyén sai
léch thong tin trén mang Internet [3]. Sangavi va cong su
(2023) da ap dung tinh ning ting cuong anh két hop véi
phuong phap hoc chuyén ddi duoc lya chon 1a mang da
huén luyén Mobilenet va Resnet véi du doan mang lai do
chinh x4ac cao hon cic phuong phap hoc sau khac. Viéc
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tinh chinh céc siéu tham sé da dugc danh gia bang cac so
liéu hiéu suat nhu do chinh xac, do nhay va diém F1-
Score. Phuong phép dé xuat cho do chinh xac cao hon
gan 75% va 78% so vai cac phuong phap khac [4]. Nhém
tac gia Jaffar va cong su (2024) da nghién ctu nhan dang
c4c buc anh gia sdu bang cach sir dung hoc sau véi ky
thuat hoc chuyén ddi. Bai bao nay da dé xuat mé hinh
mang no ron tich chdp (CNN) dua trén ciac phuong phap
hoc chuyén doi trong dé bo phan loai dugc thiét ké sir
dung muc trung binh gop toan cuc (Global Average
Pooling - GAP), ¢6 dropout, 16p FCL va ham Softmax dé
thay thé cho 16p két ndi day du cudi ciing (FCL) trong cac
mé hinh dwgc huan luyén truéc. Cac tac gia két luan,
mang DenseNet201 tao ra d6 chinh xac tét nhat 1a 86,85%
cho ca hai bo dir liéu hinh anh that va anh gia, trong khi
Mobilenet tao ra 6 chinh xac thap hon 82,78% [5].

Dbi vai nghién ctru trong nudc, trong linh vuc nghién
ctu cO céc tac gia Cuong va Tung (2021) da thuc hién
nghién ciru va danh gia mot sé phuong phap hoc méy tng
dung trong phét hién anh gia mao. Trong do, cac tac gia
thuc hién bai toan phan biét cdc anh gia mao ndi chung,
khong phai 1a giai quyét bai toan chuyén sau vé nhan
dang anh khudn mat. Cac tac gia thuc hién nghién cau va
danh gia ba mo hinh hoc sau phd bién (CNN, GAN va
VGG-16) trong Gtng dung trong phéat hién anh gia mao.
V6i mdi md hinh, céc tac gia thiét ké cac mang dé xac
dinh cac dac trung va tir d6 phéan loai dugc anh that va
anh gia. Viéc thu nghiém cua ca ba phuong phap duogc
thuc hién trén cung bo dir lieu dé co thé so sanh cong
bang voi nhau. Két qua cho thdy ca ba mé hinh hoc sau
trén déu c6 thé ap dung dé phat hién anh sé gia mao, trong
d6, mé hinh sir dung VGG-16 cho két qua tét nhét [6].

lIl. PHWONG PHAP VA KET QUA THWC NGHIEM

Phan noi dung nay trinh bay phuong phap, cac md hinh
va két qua thir nghiém tuong wng. Trong d6, cac md hinh
duoc lya chon can ctr két qua khao sat cac nghién ctu lién
quan & phan 11, mot s6 mo hinh lai ghép 1a cac dé xuét thir
nghiém méi cling nhu thir nghiém cho md hinh Vision
Transformer.
A. Tdp dit ligu the nghiém

Bo dit ligu thir nghiém str dung trong nghién ciru nay
do Xhlulu (2019) cung cép chtra tdng cong 140 nghin anh
khudn mat [7], nhung do han ché vé tai nguyén may tinh
va bo nhé nén nghién ciu da trich xuat ngiu nhién 10
nghin anh khudn mat véi 5 nghin anh khuén mat gia va 5
nghin anh khuén mat that. Tap dix liéu ndy cung cip cac
khubn mat that tir tap dit liéu Flickr do Nvidia thu thap va
céc khubn mat gia duoc ldy mau tir 1 triéu khuén mit gia
do StyleGAN tao ra. Céac chuyén gia da stir dung bo dir
ligu nay dé thir nghiém danh gia bang cam nhan dya trén
tryc quan. Khi xem qua tap dir liéu nay va hau hét cac
chuyén gia déu thay khong thé hoic rat kho phan biét
duoc su khéc biét gitra khudn mat that va khuén mat gia
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dugc dua ra trong tap dir liéu nay la gi. Khi nhin vao
khudn mit that va gia, ca hai déu trong giéng nhau va cac
chuyén gia khong thé tim ra diém khéac biét nao chi khi
nhin vao ching.
B. Thit nghigm ky thudt transfer learning

Déi véi ky thuat hoc chuyén ddi (transfer learning),
nghién ctu nay thir nghiém mé hinh hoc chuyén doi dua
trén mot s mang hoc sau CNN dugc dao tao trude dé
phan loai hinh anh khuén mat that va gia. Cé 8 md hinh
dugc ap dung thir nghiém la EfficientNetB7, ResNet50,
MobileNet, InceptionResNetV2, VGG16, ResNetl01,
EfficientNetV2, DenseNet201. Dé co co s& so sanh cac
két qua thir nghiém, thuc hién ciu hinh chung cac tham sé
thir nghiém mot sé mang hoc sau da huén luyén cho bai
toan. Mdi tap dir liéu thir nghiém duoc chia theo ty 1é
60:20:20, tirc 60% anh cho phan huin luyén (training),
20% anh cho phan xéc thuc (validation) va 20% cho phan
kiém tra (testing) mé hinh hoc sau dé danh gia hiéu qua
nhan dang hinh anh khudn mat that va anh gia. Ché do
mau (color mode) &p dung chung 13 'RGB', ham phi tuyén
st dung trong cac md hinh 1a ham Relu, trinh t6i wu
Adam, st dung chay md hinh vgi 100 epoches c6 ap dung
dirng sém (early stopping) dua trén két qua theo doi gia
tri ham mét mét xéc thuc (theo dai gia tri validation loss)
vé6i sb epoch lién tuc 1a 2 khdng cai thién (khéng giam)
gia tri mat mat trén tap dir liéu xac thyc. C4c siéu tham sb
tbc do hoc (learning rate) liy gia tri bang 0.001 va kich
thude tap dir lidu (batch size) duoc ldy gié tri 1a 32. Két
qua thir nghiém voi 8 md hinh thé hién trong hinh 1 duéi

day.
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Hinh 1. Két qua 8 mo hinh theo transfer learning

Két qua ap dung trén tap dir liéu tha nghiém ddi véi
cac md hinh mang CNN di huan luyén: EfficientNetB7,
ResNet50, MobileNet, InceptionResNetV2, VGG16,
ResNet101, EfficientNetV2, DenseNet201 theo nguyén
tic 4p dung hoc chuyén d6i 4p dung cho bai todn nhan
dang anh khuén mat that va anh khudn mit gia cho thay
mo6 hinh mang ResNet50 cho két qua t6t nhét, véi do
chinh xac dat 87%.

C. M0 hinh the nghiém lai ghép
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Dbi voi ky thuat lai ghép, nghién cu ndy xay dung
md hinh lai ghép (hybrid models) c6 2 giai doan xtu ly
khéc nhau. Giai doan thir nhét 1a phan trich xuit dic trung
hinh anh, giai doan tht 2 I1a phéan loai hinh anh. Trong giai
doan 1, md hinh lai ghép st dung mang no ron tich chap
(Convolutional Neural Network - CNN) dé trich xuat dac
trung (features extraction). Sau d6 trong giai doan 2, mé
hinh st dung mot sé thuat toan phan loai phé bién nhu
may vec to hd trg SVM, cy quyét dinh, ring ngau nhién,
k lang giéng gan nhat... Trong nghién ctu ndy, giai doan
2 st dung mot sé thuat tién tién mai ra doi trong vai nim
tro lai day, gdm c6 XGBoost, LightGBM va CatBoost dé
thuc hién phan loai, nhan dang hinh anh dya trén cac dac
trung di dwoc trich xuit tir cic mang CNN trude d6. Hinh
2 dudi day mo ta kién tric mang lai ghép nay.

XGBoost/
LightGBM/

CatBoost

Classifier

y
f f f f

Convolution Pooling Convolution Pooling

Hinh 2. M6 ta kién tric mang lai ghép

Trong mé hinh lai ghép néu trén, ¢ giai doan 1 trich
Xuit dic trung, nghién ciru ndy sir dung mang no ron tich
chap CNN di duoc huén luyén c6 tén 1a VGG16 dé trich
Xuat ddc trung. Nam 2015, cac tac gia Karen va Andrew
(2015) di gioi thiéu mang VGG tai Hoi nghi ICLR 2015.
Kién trdc caa mé hinh mang nay cé nhiéu bién thé khéc
nhau: 11 16p, 13 16p, 16 16p va 19 16p. VGG16 dé& cap dén
mot kién trc mang c6 16 16p, trong khi VGG19 dé cap
dén mot kién tric mang voi 19 I6p. Nguyén tic thiét ké
cia mang VGG ndi chung bao gébm 2 hoic 3 lép
Convolution (Conv) duoc ndi tiép theo sau bai I16p 2D
Max Pooling. Lép cudi cung 1a mot Iop lam phing
(Flatten layer) nham muc dich chuyén ddi ma tran 4 chiéu
thanh ma tran 2 chiéu. Tiép theo 1a cac l6p duoc két nbi
day (Fully-Connected Layers) va 1 I¢p Softmax [8].

D6i véi giai doan 2 phan loai hinh anh, nghién ciu
nay thu nghiém 3 thuat toan la XGBoost, LightGBM va
CatBoost. Trong d6, thuat toan XGBoost viét tit ciia cum
tr Extreme Gradient Boosting, mét thuat toan hoc may
hiéu qua cao dua trén su két hop céc ky thuat dé diéu
chinh céc trong s6 13i trén cac mé hinh yéu hon dé tao ra
mot md hinh manh hon. Nguyén tic thuat todn XGBoost
dwa trén cay quyét dinh va ky thuat ting cuong do doc dé
dua ra mé hinh t6i wu. Cac cay méi sinh ra tuan ty dugc
giam thiéu I3i tir cay trude d6 bang cach hoc lai 13i cua
cay trude do, thuc hién sta 16i dé dwoc cay tét hon.
XGBoost ban dau dugc Chen va Guestrin (2016) gi6i
thiéu dé cai thién hiéu suat va toc do cua cay quyét dinh
theo nguyén tic tang cuong do doc (gradient-boosted) [9].
Déi véi thuat toan LightGBM, 1a viét tat caa cum tir Light
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Gradient Boosting Machine, cting 1a mot thuat toan tang
cuong d6 déc (Gradient Boosting) dugc phét trién boi
Microsoft. LightGBM ban dau dugc gioi thiéu boi Guolin
va cong su (2017) dé cai thién hiéu suat va téc do sir dung
phuong phap hoc tap dua trén cdy quyét dinh [10].
LightGBM la mét thuat toan theo nguyén tic tang cuong
d6 dbc phan tan va hiéu qua. Thuat toan nay ciing dua
trén biéu do va dat cac gié tri lién tuc vao cac khoang gia
tri riéng biét. Theo mé ta thuat toan LightGBM, ¢ 2 uu
diém cua LightGBM, dé 1a 1dy mau mot mat dya trén
gradient (GOSS - Gradient-based One-Side Sampling) va
g6i tinh niang doc quyén (EFB - Exclusive Feature
Bundling) [10]. D4i véi thuat toan CatBoost, day ciing la
mot thuat toan dua trén nguyén ly gradient descent
(Dorogush, 2018), nhung c6 mot sd khac biét nho.
CatBoost trién khai cay dbi xang gitp giam thoi gian du
doan va n6 ciing c6 do sau ctua ciy nong hon so vai mot
s6 phuong phap khac. Trong bai bdo mé ta thuat toén
CatBoost, Dorogush va cac téc gia (2018) da giai thich dé
Xuit vé nguyén tic sip xép bit ngudn tir viéc ting cuong
theo thtr ty, mot sira déi cua thuat toan tang cuong do doc
tiéu chuan dé xtr 1y cac tinh ning phan loai [11]. Két qua
thir nghiém 3 md hinh lai ghép thé hién nhu trong bang 1
dudi day.

Bdang 1: So s&nh cac md hinh lai ghép

Hybrid models Acc. | Prec. | Rec. | Fl1-scr.
VGG16-XGBoost 73,04 | 73,42 | 73,29 | 73,35
VGG16-LightGBM 75,05 | 74,87 | 75,12 74,99
VGG16-CatBoost 77,45 | 76,34 | 77,02 76,68

Theo dir liéu tai bang 1 so sanh két qua phan loai cua
3 md hinh lai ghép VGG16-XGBoost, VGG16-
LightGBM va VGG16-CatBoost dp dung trén cung tap dir
liéu anh khudn mat that gia thir nghiém cho thdy mé hinh
mang VGG16-CatBoost cho két qua tét nhat, voi do chinh
xac dat trén 77%.
D. M6 hinh thaz nghiém Vision Transformer

Nam 2021, cac tac gia Dosovitskiy va cong su (2021)
da dé& xuat mot hudng tiép can khac trong cac van dé vé
thi giac may tinh, lay y tuong tir viéc ap dung kién tric
Transformer dé xir Iy ngon ngir tu nhién. Nhém cac nha
nghién ctu tir Google Research di gidi thigu kién trdc
Vision Transformer (xem hinh 3) Ia phién ban kién tric
Transformer cho hinh anh [12]. Trén thyc té, kién trdc
nay da dat duoc rat nhidu két qua ndi bat trong nhiéu bai
toan khac nhau. Két qua nghién ciru va ing dung mé hinh
Transformer trong xu Iy ngdn ngl ty nhién da dat duoc
rat an tuong. Tuy nhién, vé mat thi gidc may tinh, viéc
g dung va nghién ctru mé hinh Transformer con nhiéu
han ché va thiéu cac nghién cau. Trong khoa hoc may
tinh, khi gap céac bai todn vé thj giac may tinh nhu phan
loai, nhan dang anh, phét hién dbi tuong, phan doan ddi
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tuong... thi kién tric tich chap ma cu thé 1a mang CNN
van 1a kién tric quen thudc ma ching ta thuong st dung.

Kién trac Transformer trong hoc may 1a mot mé hinh
hoc sau sir dung cac co ché cua co ché chii ¥ (co ché
Attention), can nhic ky ludng tam quan trong cua ting
phan dir liéu diu vao. Transformer trong hoc may bao
goém nhiéu 16p véi co ché Self-Attention, chu yéu duoc sit
dung trong cac linh vuc Al cia xt ly ngdn ngir ty nhién
(NLP) va thi giac may tinh (CV). Md hinh Transformer
trong hoc may thé hién cach tiém nang cua mot phuong
phap hoc tong quéat. Transformer cé thé dwoc 4p dung cho
céc tap dir ligu khac nhau trong thi giac may tinh, dé dat
dugc d6 chinh xéac tét hon véi it tham sé hon trong bbi
canh tai nguyén may tinh han ché (Dosovitskiy va cong
su, 2021).

Vision Transformer (ViT)
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Transformer Encoder ‘
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Hinh 3. Kién trdc Vision Transformer [12]

Kién tric Transformer truyén thng liy dau vao la
mot chudi mé thong bao nhing 1D. Do d6, dé xir Iy dau
vao dudi dang hinh anh 2D, mé hinh Vision Transformer
chia nhé hinh anh dau vao thanh cac manh ghép anh riéng
Ié kich thudc nho duoc chia ra tir anh 16n hay con goi la
g6i anh (ban vé) c6 kich thuéc ¢b dinh gidng nhu trinh tu
nhang tir dugc st dung trong mo hinh Transformer truyén
thdng duoc sir dung cho van ban. Két qua huan luyén va
tha nghiém moé hinh Vision Transformer kich thudc
16x16 ap dung trén cung tap dir lieu anh khudn mat that
gia, cho do chinh x&c cua mo hinh Vision Transformer dat
0.7705 (ttc 77,05%).

Qué trinh nghién cau thu nghiém cac mé hinh cho
thdy thoi gian huin luyén cua mo hinh Vision
Transformer 13 1au nhét, sau d6 1a cac mé hinh lai ghép va
cudi cuing la cac md hinh hoc chuyén dbi. Thoi gian xir ly
dé dy doan, nhan dang mot hinh nha khudn mit that va
gia gitra cac mo hinh hau nhu khéng c6 su khac biét Ion.
Téc @6 phan tich, nhan dang mét hinh anh hoic mot tap
hop céc hinh anh 1a twong d6i nhanh, khéng cé nhiéu su
khéc biét gitra cac mo hinh. Ly do la cac mé hinh sau khi
huan luyén thi cac tham sé da duoc hinh thanh, c¢b dinh
trong qué trinh nhan dang nén thoi gian xir 1y duoc nhanh,
khong ton thoi gian tinh toan nhu giai doan huan luyén.

Két qua thuc nghiém cho thdy mang ResNet 50 cho
két qua tot nhat voi do chinh xéac 1a 87%. Ly do ResNet
50 c6 két qua tét nhat 1a mot trong nhitng dic diém chinh
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cua ResNet 50 1 cdu trdc rat sdu, bao gdm 50 Iép mang.
Céc mang siu hon di duoc hién thi && nim bit céc tinh
ning va phan cap phic tap hon trong hinh anh, cho phép
hoc céc dic trung t6t hon. Do sdu nay cho phép ResNet
50 tim hiéu cac mau va chi tiét phtc tap trong anh danh
sach, do d6 nang cao d§ chinh xac cua quy trinh phan
loai. Ngoai ra, ResNet 50 sir dung cac két ndi tat (shortcut
connections) cho phép mang giam bét van dé do dbc bién
mét thuong gap phai trong cac mang rat sau. Bang cach
truyén céc gradient hiéu qua hon, cac két ndi con lai tao
diéu kién thuan loi cho viéc dao tao cac kién truc sau hon,
dan dén hiéu suit duoc cai thién. Hon nita, ResNet 50
dugc dao tao trudc trén tap dir liéu quy mé lon, nhu
ImageNet nén d¢ chinh xac cao hon.

Ddi voi cac truong hop du doan sai, qua nghién cau
cha yéu do cac dac trung anh that va anh gia khong c6 su
khéc biét rd rang. Nhu d trinh bay trong muc 2, phan 1
md ta tap dir liu, nghién cau nady st dung tap dir liéu
Flickr do Nvidia thu thap va do StyleGAN tao ra. Cac
chuyén gia da st dung bo dit liéu nay dé thir nghiém danh
gi4 bang cam nhan dua trén truc quan déu thay khong thé
hoic rat khé phan biét duoc su khéc biét gitra khudn mat
that va khudn mat gia. Vi vay, cac truong hop du doan sai
la do cau trac dic trung khé phan biét gira anh that va
anh gia mao.

IV. KET LUAN VA HUONG PHAT TRIEN

Nghién ciu nay da nay thir nghiém mot s6 mé hinh
hoc sdu dé dua ra danh gia hiéu niang moé hinh phu hop
nhit cho bai toan nhan dang anh khuén mat that gia. Cac
ky thuat hoc chuyén doi (transfer learning), mé hinh lai
ghép (hybrid models), mé hinh Vision Transformer da
dugc ap dung trén cung mot tap dix liéu anh khudén mat
that gia dé so sanh. Trong d6, ky thuat hoc chuyén dbi
dugc ap dung cho 8 mé hinh InceptionResNetV2,
EfficientNetV2, VGG16, ResNet50, EfficientNetB7,
MobileNet, ResNet101, DenseNet201, ky thuat lai ghép
&p dung cho 3 m6 hinh VGG16-XGBoost, VGG16-
CatBoost, VGG16-LightGBM. Két qua thir nghiém cho
thiy cac md hinh lai ghép va md hinh Vision Transformer
cho két qua kha t6t, nhung mo hinh ResNet50 cho két qua
t6t nhét dat 87% d6 chinh xac.

Hudéng phat trién cac nghién cau tiép theo c6 thé thir
nghiém cac md hinh hoc sdu vai cac tap dir lieu khac
nhau, thir nghiém tich hop trén cac website, (tng dung di
dong... dé canh bao nguoi dung khi ty dong nhan dang cé
hinh anh gia mao khi truy cap Internet.
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PERFORMANCE EVALUATION OF SOME DEEP
LEARNING NETWORKS IN RECOGNITION OF
FAKE REAL FACE IMAGES

Abstract: This study tests several deep learning
models to evaluate the performance of the most suitable
model for the problem of recognizing real and fake facial
images. Transfer learning techniques, hybrid models, and
Vision Transformer models are applied on the same
dataset of real and fake face images for comparison. In
particular, transfer learning techniques are applied to 8
models InceptionResNetV2, EfficientNetV2, VGG16,
ResNet50, EfficientNetB7, MobileNet, ResNet101,

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 68
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DANH GIA HIEU NANG MOT SO MANG HOC SAU TRONG NHAN DANG HINH ANH KHUON MAT THAT GIA

DenseNet201, hybrid techniques are applied to 3 models
VGG16-XGBoost, VGG16-CatBoost, VGG16 -
LightGBM. Experimental results show that the hybrid
models and Vision Transformer models give quite good
results, but the ResNet50 model gives the best results.

Keywords: Face image, real and fake, deep learning,
transfer learning, hybrid models
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