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Tom tdt—Cong nghé LoRa dugc phat minh béi
Cycleo nam 2010 tai Phap, sau dé dugc cong ty
Semtech mua lai vao nam 2012. LoRa la cong nghé
v6i cic module vé tuyén dugc phat trién cho cic
ng dung c6 toc d thip, tiéu thu ning lugng thip.
LoRa cung la cong nghé cho phép dinh vi ma khong
can dén GPS va ciing la cong nghé cho phép trién
khai @ng dung véi chi phi thap. Trong kién triic
LoRa 16p MAC dudc b sung dé chuin héa va mé
rong 16p truyén thong vat 1y d€ phi hep véi mang
internet va dugc goi la diac ta LoRaWAN. Do vay,
LoRa néi chung va LoRaWAN néi riéng dudc cac
nha phat trién 4p dung rong rai khi xay dung cic
hé théng IoT, nhét 1a nhitng hé thong doi hoi su gon
nhe trong thiét ké va ché tao. Trong bai viét nay,
nhém tic gia dé xuit mot giai phap st dung kién
tric LoORaWAN d€ xdy dung hé thong IoT Gateway
phuc vu thu thap du liéu tir méi truong.

Tiwr khoa—Internet van vat (IoT), cong nghé

kh’(“)ng day nang lugng thip (LPWAN), Mang cam
bien khong day (WSN), LoRaWAN.

I. GIOI THIEU

Cudc cdch mang cong nghiép lan thi tu dang
dién ra manh mé va tling ngay tic dong siu sic
dén moi mit cla doi sébng. Cic cong nghé tién
tién khong ngling dudc phat trién, thay thé cong
nghé cii v6i muic do tich hdp cao hon, dem lai hiéu
qua vugt trdi. Pac biét, cac hé th6ng phuc vu cho
dong dao ngudi dan nhu dich vu cong, thanh toan
dién tt hay cic hé thong tu dong héa dua trén
Internet van vat (IoT) da tré thanh cong cu quan
trong trong viéc thu thiap cdc thong sd nhu nhiét
do, do 4m, 4nh sang tif moi trudng xung quanh
[1][2]. Hién nay, cdc hé théng quan trac dit liéu
moi trudng da phét trién rat da dang va phong
phd, xuét hién trong nhiéu linh vuc khic nhau.
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Vi du dién hinh 1a tai c4c tram thu phat séng di
dong (BTS), noi cac can bd ky thuit thudng phai
theo doi cdc thong s6 nhu nhiét do, trang thai
nguodn dién va an ninh. Su xuit hién ctia cdc hé
théng IoT di thay d6i hoan toan cach thdc van
hanh, cho phép gidm sét tif xa nhiéu tram cung
lic, thay thé vai trd ctia con ngudi [3]. Tuy nhién,
cic hé théng BTS hién nay van trao d6i dit liéu
mot cach cuc bd va néu c6 yéu cau trao ddi gitta
céc tram thi dif liéu sé dudc chuyén qua dam may
(cloud).

Nong nghiép la mot linh vuc nhan dudc su
quan tidm dang ké trong viéc ting dung cong nghé
Internet of Things (IoT) [4][5]. IoT dudc xem nhu
mdt gidi phap hoan hdo cho nong nghiép thong
minh va da c6 nhiéu md hinh tng dung thanh
cong trong thuc tién. Tuy nhién, linh vuc ndy vin
db6i mit véi nhiéu thach thdc 16n, bao géom yéu
cAu tiéu thu ning luong thip, do 6n dinh cao,
kha ning hoat dong trong diéu kién mdi trudng
khéac nghiét va kha ning trién khai trén quy md
rong. Trong nong nghiép thong minh, cic di€ém
thu thap dif liéu thudng dudc phan bd rong rai
trén cac khu vuc 16n, mdi node chiu trach nhiém
giam sat mot hodc vai thong s6 moi trudng tai
cac vi tri nhu nha kinh, nha ludi hodc vuon cay.
Nhiing node nay can dudc thiét ké nhdé gon, c6
kha ning hoat dong doc 14p v6i ngudn ning luong
han ché. Vi du, trong mot ndng trai thong minh
v6i nhiéu nha 1u6i, mdi nha lu6i c6 mot trung tam
diéu khién d€ thu thap dif liéu it cdc cam bién
va cdc trung tAm ndy can tuong tic v6i nhau dé
dua ra quyét dinh van hanh. Cic hé thdng mang
IoT trong ndng nghiép thudng phai hoat dong trén
dién tich rong 16n va trong nhiing diéu kién mdi
trudng diy thach thic, didu nay dit ra yéu cau
cao vé viéc duy tri két ndi mang &n dinh va tin
ciy [4]. Truéc bdi canh d6, nhu cau cép thiét vé
mot hé théng mang khong diy hiéu qua cho viéc
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Hinh 1: Kién tric mang kiéu star of star ctia
LoRaWAN

trao d6i dif liéu dudc dit ra. Bai bdo nay dé xuat
st dung kién triic LoORaWAN nhu mdt giai phap
tiém ning d€ gidi quyét nhiing thach thic trén
trong linh vuc néng nghiép [6][7].

. TONG QUAN VE LORAWAN

LoRa la cong nghé chuyén dung d€ phat trién
cho céc ting dung tiéu thu rat it ning luong (low
power-ning lugng thip), tbc do thap nhung lai c6
khoang cach truyén thong 16n véi do rong bing
thong 1én dén 500kHz [8][9]. Pdng thdi LoRa
ciing 13 cong nghé xac dinh vi tri tuong dbi cla
node, trong kién tric LoRa 16p MAC dugc bd
sung dé& chuin héa va mé rong 16p truyén thong
vat Iy d€ phu hgp véi mang internet va dudc goi
la dac tA LoRaWAN. Trong md hinh OSI (Open
Systems Interconnection) phd bién cé thé thiy
rang 16p lién két dit lidu (data link layer) va 16p
mang (network layer) chinh 12 md ta rd rang nhét
cho kién tric LoRaWAN hoic néu so sanh véi
mang ethernet LoORaWAN tuong tu nhu cac 16p
MAC va IP. Trong kién trdc mang LoRaWAN, céac
Gateway dudc két nbi v6i mdy chi mang thong
qua cac két ndi IP tiéu chuin va cic thiét bi dau
cudi st dung giao tiép khong diy mot budc dén
mot hoiic nhiéu Gateway. Tét ca cac giao tiép diém
cudi déu 1a hai chiéu, nhung ciing hd trg cac hoat
dong nhu phét da huéng, cho phép nang cip phan
mém hoic céc thong diép phan phdi hang loat
khdc d€ giam thoi gian lién lac.

Kién tric cia LoRaWAN thé hién nhu hinh 1.
Pay 1a mot mang kiéu “star of star”, trong d6
Gateway c6 nhiém vu chuyén tiép cic ban giita
cac thiét bi dau cubi va may chd ctia mang 15i
trung tim. Tt cd cic Gateway két nbi v6i mdy
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Hinh 2: M6 hinh téch 16p clia kién tric LoORaWAN

cht thong qua cdc két nbi IP chuin trong khi
cac thiét bi cubi sit dung truyén thong LoRa kiéu
sing-hop két ndi v6i mot hodc nhiéu Gateway. Véi
mot Gateway trung tam két nbi, lang nghe tat ca
cac ban tin t6i ti cac node trong vung phi song
(Coverage Area) va Gateway déng vai trd 1a cau
chuyén tiép ban tin gilta cic thiét bi dau cudi va
modt mdy chii mang trung tdm [10][11]. D€ ti
uu hoat dong ctia LoRaWAN va dé phu hgp cho
nhiéu thiét bi va ting dung khac nhau, mot thiét
bi trong mang LoRaWAN c6 thé ¢6 céc tinh ning
doc lap. PE hiéu diy dd vé mang LoRaWAN,
hiy bat diu xem xét so dd trong hinh 2, LoRa
1a 16p vat ly (PHY), tic 1a 16p diéu ché khong
day dugc st dung d€ tao lién két truyén thong
tam xa. Nhu da trinh bay phia trén nhém tic gia
st dung mo6 hinh OSI theo huéng din clia nha
phét trién SemTech (don vi phat trién kién triic
LoRaWAN) dé giai thich kién tric 16p dau cida
mang.

Kién triic mang LoRaWAN bao gdm nim thanh
phan chinh:

End Devices (thiét bi cudi): day 1a cic cam
bién hoic thiét bi truyén dong két ndi khong day
v4i mang LoRaWAN thong qua cic Gateway bang
cong nghé diéu ché LoRa. Cac thiét bi nay cha
yéu hoat dong bing pin va cé chiic ning s6 hoéa
céc thong tin vat ly hodc moéi truong nhu nhiét do,
do 4m, anh sang va cdc co ciu chip hanh [12].

Gateway LoRaWAN (cong LoRaWAN): nhén
dit liéu RF dudc diéu ché LoRa ti cac thiét bi cudi
va chuyén tiép dit liéu nay dén mdy chi mang
thong qua mang IP backbone. Dic diém ndi bat
ctia hé thong 12 cing mot cam bién c6 thé gti dit
liéu dén nhiéu Gateway, gitp giam thiéu kha ning
mét géi tin va t6i uu héa ning lugng cho cic cdm
bién.

Network server (may chu mang): dong vai trd
quan 1y toan bd hé théng mang, diéu chinh cic
thong s6 va thiét 1ap két ndi an toan thong qua
ma hoa AES 128-bit d€ dam bao tinh x4c thuc va
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toan ven cua dit liéu. Tuy nhién, may chi mang
khong thé truy cap vao dif liéu ting dung.

Application servers (mdy cha ng dung):
chiu trach nhi€ém x@ 1y, quan ly va phan tich dit
liéu tir cdc cam bién mot cach an toan, dong thdi
tao tai trong ngugc dé diéu khién cac thiét bi cudi.

LoRaWAN c6 nhiéu dic tinh ky thuat uu viét,
bao gdm: tAm xa nhd st dung k§ thuat diéu ché
chirp spread spectrum [13]; cong suit thip véi
giao thiic khong dong bo, gitp tiét kiém ning
lugng cho thiét bi; dung luogng dudng truyén cao
hon so véi cic cong nghé LPWAN khic nhu
Sigfox; chi phi thip do st dung céc dii tin ISM
mién phi [14]; bdo mat v6i hai 16p ma hoa AES
dam bao tinh bao mat dir liéu [15]; va kha ndng
tiéu chuéin héa nhd su cong nhan cta Lién minh
LoRa (LoRa Alliance), hd tr¢ tiéu chuin hoa céc
mang dién rong cong suit thip [16][17]. Cac dic
tinh nay lam cho LoRaWAN tré thanh mdt giai
phép tiém ning cho cic ting dung IoT trong nong
nghiép va cac linh vuc khac.

III. XAY DUNG MANG LORAWAN
A. Cdu hinh LoRaWAN Gateway

Mo hinh dé xuét trong nghién ctu nay dudc
trinh bay nhu céu triic ctia hé thong LoRaWAN,
trong d6 véi thanh phan Gateway 1a cuc ki quan
trong, ddy 1a noi trung chuyén di liéu va quan
ly céc thiét bi dau cudi (end devices). LoRaWAN
Gateway - hinh 3 - dugc cAu tao bdi cdc thanh
phan phan cing nhu sau:

Hinh 3: Phan ciing cia LoRaWAN Gateway

Dau tién, can tai va cai dit ChirpStack Gateway
0S, mot hé diéu hanh nhing dua trén OpenWrt
danh cho cac LoRa Gateway st dung Raspberry
Pi. ChirpStack c6 hai phién ban: Base va Full. Qua

trinh cai dit bat dau bing viéc ghép nbi Raspberry
Pi v6i mini PCI-e WANN HAT va ClodPi Labs
LoRaWAN Concentrator Card, sau d6 tai va ghi
ChirpStack Gateway OS vao thé nhd. Khi khéi
dong, Gateway sé tu dong liy dia chi IP qua
DHCP. Néu c6 Wi-Fi, Gateway sé tao diém truy
cdp (ChirpStackAP) véi IP 1a 192.168.0.1. Sau khi
ding nhap, can dit mat khdu cho root va router
[11][18].

B. Cdu hinh LoRaWAN Node

D€ xiy dung cdc node cho mang LoRaWAN,
can hai thanh phan chinh: vi diéu khién va module
LoRa. Vi diéu khién ESP32 dudc st dung dé
thu thap, xtt ly dit liéu t¥ cdc cdm bién (nhiét
do, do a4m, 4nh sang...) va diéu khién céc thiét
bi nhu relay, bong den, dong co. Du liéu sau
khi xit 1y dugc giri dén LoRaWAN Gateway qua
module LoRa. Module LoRa (Dev Kit RAO8-H)
dugc cAu hinh bang cic 1énh AT d€ diéu chinh
tan s6, bing thong, téc do truyén va cac thong sd
két ndi nhu DEVEUI, APPEUI, APPKEY, thong
qua giao thiic UART.

IV. THU NGHIEM VA BPANH GIA
A. Thit nghiém

Trong bai bdo nay, nhoém nghién ctiu da thanh
cong trong viéc xdy dung hé théng mang Lo-
RaWAN trén céc thiét bi phan ciing da liét ké.
Sau khi hoan thién hé théng, nhém tién hanh thi
nghiém thuc t& v6i hai kich ban: thii nghiém trong
nha va ngoai trdi.

Dbi v6i thi nghiém trong nha, nhém da thiét
1ap mot moi trudng véi cac thong sb dude mo ta
trong bang I. Cac thiét bi dugc bd tri nhu hinh 5,
trong d6 Gateway két ndi véi mdy tinh dé kiém
tra qua trinh truyén dit liéu. Céc thiét bi diu cudi
dugc gan trén tran d€ gidm thiéu anh hudng ctia
vat can va thiét bi hién thi thong tin dugc dit ngiu
nhién trong phong d€ theo doi dit liéu. Nhém da
thuc hién viéc truyén tin tif may tinh dén cac thiét
bi hién thi thong qua Gateway nham danh gid kha
ning truyén tin hiéu trong khong gian nhd, kin va
c6 vat céan, véi chi s6 RSSI dudc ghi nhan d€ phan
4nh khodng cich truyén tbi da c6 thé dat dugc.

Dé danh gia hiéu suit hoat dong ngoai trdi clia
mang LoRaWAN, nhém nghién ctiu da thyc hién
thit nghiém trén mot canh dong rong 16n, thodng
dang, khong c6 vat can. Gateway dudc dat tai
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Bang I: Quy md kich thudc thit nghiém
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Bang II: Khoang cach truyén tdi da véi moi trudng
c6 vit can

Vit can la cta kinh 16m 2 16p kinh
Vit can la tudng, bé tong | 12m 20cm tuong
, e D liéu i
Cam bien LoRaWan Gateway
J . J
Y Y
Y
Vi diéu khién Module LoRa
J . J
Y Y
e N\
Module LoRa Vi diéu khién
v v
7\ s N
LoRaWan Gateway Thiét bi ddp tng

Hinh 4: Qu4 trinh truyén nhan dif liéu tif node t6i
Gateway

«— 76m __5 <« 55m 5

[=1[f
£
- ) <
‘Or
mif
Gateway

o w w w

(_1,7m_’

< 29,6m >

Hinh 5: M6 hinh thtt nghiém trong nha

Hinh 6: M6 hinh thi nghiém ngoai troi
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trung tam khu vuc, v6i cic node LoRa dudc bd
tri & cac khoang cach khic nhau, tif 1km dén 3km
(hinh 6). Mic du theo thong s6 ctia nha san xut,
cac thiét bi LoRa c6 thé hoat dong trong pham vi
lén dén 15km, nhung do diéu kién han ché, thi
nghiém chi dugc thuc hién trong khoang 1-3km.
Kich ban thit nghiém bao gom viéc chon mét khu
vuc rdng rai, bd tri cidc node & do cao 1,5-3m,
tién hanh truyén dif liéu tif cdc node vé gateway,
sau d6 két ndi mdy tinh véi gateway dé thu thap
va phan tich dit liéu, danh gid hiéu suit hoat dong
ctia hé thong.

Két qua thi nghiém ching minh kha ning
truyén thong tAm xa ctia mang LoRaWAN qua
viéc do ty 1& mit géi tin & cac khoang cich khic
nhau. Nhém nghién citu thuc hién thd nghiém,
trong d6 mdi node truyén lién tuc 1000 ban tin
dén Gateway, mdi ban tin c6 dai 64 byte va dudc
gli v6i chu ki 1 gidy 1 ban tin, tt d6 danh gia
hiéu suit vi do 6n dinh cta mang.

Ngoai ra, nhém ciing do dong dién tiéu thu dé
danh gid mic do tiéu hao ning lugng cla cac
node LoRa. Cac node hoat dong & hai trang thai:
ngt dong dé tiét kiém ning lugng va thic day dé
truyén ban tin, gitip x4c dinh tinh kha dung lau
dai cta thiét bi.

B. Két qud

Nhom nghién ctu da thyc hién thit nghiém thuc
té d€ danh gid hiéu suit cia mo hinh. Trong qué
trinh tht nghiém trong nha, cac vat can nhu cia
kinh va tudng da anh huéng dang ké dén kha ning
truyén tin hiéu clia mang LoRa. Cu thé, khoing
cach truyén tdi da qua hai 16p ctia kinh 1a 16m,
trong khi qua tudng gach hodc bé tong day 20cm,
chi dat 12m (bang II). Chi s& RSSI cho thiy &
khoang céach 2-10m 1a -104dBm va tit 10-20m la
-128dBm (bang III). Bang chui y, khong cé ban
tin ndo bi mat, ching t6 mang hoat dong 6n dinh
va tin cdy trong thit nghiém trong nha.

Déi v6i thit nghiém ngoai troi (hinh 7), két qua
cho thiy khi khoidng cach dudi 2km, ty 1& méit
g6i tin dudi 1% (it hon 10/1000 goi), trong khi
& khoang cach 16n hon 2km, ty 16 mit géi ting
lén. Khoang cach dudi 2km dudc xéc dinh 1a toi
wu dé€ trién khai mang LoRaWAN ngoai trdi. Tuy
nhién, md hinh hién tai chi dat tdi da 3km, chua
dat miic 15km theo cong bd ctia nha sin xuét, do
han ché trong cu hinh va tbi wu héa. Mic di ¢6
su chénh léch nhé vé ty 1é mat géi gilta cac diém
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Bang III: Két qua RSSI

Khoang cach truyén RSSI
2 - <10m -104dBm
10 - 20m -128dBm

S6 lugng ban tin bi mat
o

136 143 1.7

18 2
Khoang cach truyén tin (Km)

213 24 25
Hinh 7: Su mit mat ban tin theo khoang céch
truyén tin

1,7km va 1,8km, nhung khong dang k€ trong tong
thé.

V& miic tiéu thu ning lugng, do thi trong hinh
8 cho thiy trong 14 gidy, thiét bi da thic day 14
lan, tiéu thu tir 23 dén 30puA mdi lan truyén tin
trong 0,02 gidy va § trang thai ngu, ti€u thu tu
7-8uA. Pay la mic tiéu hao ning lugng rét thip,
cho phép thiét bi hoat dong ngoai trdi v6i ngudn
pin trong vai thang. Tuy nhién, khi tich hgp thém
cdc cam bién khac, mic tiéu thu sé ting 1én, phu
thuoc vao loai cAm bién st dung. Ngoai ra, thiét
bi c6 thé tiéu hao nhiéu ning luong hon néu phai
gtii lai cdc ban tin do mit g6i va khong nhan dudc
phén hoi tir Gateway LoRaWAN hoic khi khoing
cach truyén tin xa hon. Trong bai bdo [19], miic
tiéu thu nang lugng ctia cac node LoRaWAN dugc
do & trang th4i thiét bi hoat dong binh thudng, tiéu
thu trung binh dao dong tir 65uA khi ling nghe
tin hiéu, dén 99mA khi nhan géi tin va 128,8mA
khi phat lai g6i tin. Khi & ché do ngd, khi khong
nhén hoac phat tin hi€u, mic ti€u thu nang lugng
ciia thiét bi dudc gidm xubng rit thap, & miic
7-8uA, giup kéo dai thoi gian su dung pin, kha
tuong dong véi két qua clia nghién ciu hién tai.
Tuy nhién, bai bdo ciing nhin manh ring cic yéu
t6 nhu khodng cich dén Gateway va tan sb truyén
tin, do nhay ciing c6 4nh hudng 16n dén miic tiéu
thu ning ludng tong thé.
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Hinh 8: Mtc d6 tiéu thu nang lugng cua node
LoRa

V. KET LUAN

Két qua thit nghiém va ddnh gia cho thiy mo
hinh mang LoRaWAN nhém nghién ctu dé xuét
c6 kha nang hoat dong. Mang LoRaWAN c6 kha
nang hoat dong trong khong gian cac khong gian
thit nghiém, kién tric LoRaWAN di dugc trién
khai va thuc thi thanh cong. Dbi véi thi nghiém
hoat dong trong nha, do anh hudng cua vit can
cling nhu dac tinh cua tin hiéu Chirp, nén khoang
cach truyén bi gi6i han nhiéu rat nhiéu. Ngudc lai,
v6i moi truong thit nghiém la khong gian rong 16n
khong vat can mang LoRaWAN c¢6 kha nang hoat
dong v6i dién tich 1én t6i vai km?. Tuy nhién, sb
lugng ban tin mit mat trong qud trinh truyén tin
s€ c6 xu hudng tang 1én theo khoang cach. Trong
mod hinh mang LoRaWAN nay nhém nghién ctiu
chua dat dugc ciu hinh tét nhit do khoang céch
trién khai gilta node va Gateway t6t nhét la duéi
2km (giéi han ciia nha san xuit 13 15km) véi ti
1é¢ mat ban tin < 1%. Pong thai, thiét bi c6 mic
do tiéu thu ning luong thip cd 6-8uA khi ngi
va 22-30pA, diéu nay phi hop dé€ trién khai hoat
dong lau dai v6i ngudn dién cung cap tir pin. Két
qua nghién ctu 13 nén ting dé nhém thuc hién
cdc nghién ciiu ké tiép nham dua két qui nghién
ctiu thanh ting dung thuc té. Trong giai doan sap
t6i, nhom tiép tuc nghién cifu, d4nh gia kha ning
hoat dong cua md hinh § quy m6 16n hon tu do
c6 nhiing diéu chinh d€ hoan thién huéng nghién
ctiiu nay.
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DEVELOPING A DATA COLLECTION SYSTEM
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Abstract - LoRa technology was invented by
Cycleo in 2010 in France and was later acquired
by Semtech in 2012. LoRa is a technology featur-
ing radio modules developed for applications with
low data rates and low power consumption. LoRa
also enables positioning without GPS and allows
for low-cost application deployment. In LoRa ar-
chitecture, the MAC layer is enhanced to stan-
dardize and extend the physical communication
layer to be compatible with the internet, known
as the LoRaWAN specification. Thus, LoRa in
general, and LoRaWAN in particular, are widely
adopted by developers in building IoT systems,
especially those requiring compact design and
manufacture. In this article, the authors propose
a solution using the LoRaWAN architecture to
build an IoT Gateway system for environmental
data collection..

Keywords - Internet of Things (IoT), Low
Power Wide Area Network (LPWAN), Wireless
Sensor Network (WSN), LoRaWAN.
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Chu Viin Cuong nhin bing ky su va
thac si nganh Dién t& tai Hoc vién
Cong nghé Buu chinh Vién thong lan
luot ndm 2021 va 2024. Hién dang la
giang vién tai khoa Ky thuit Dién td I,
Hoc vién Cong nghé Buu chinh Vién
thong.

Tran Tuin Anh nhan bing tién si
nganh Dién ti Vién thong tai Pai hoc
Bach khoa Ha ndi nam 2020. Hién
dang la giang vién tai khoa Ky thuit
bién ti I, Hoc vién Cong nghé Buu
chinh Vién thong.
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