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MOT SO KY THUAT XAY DUNG MO
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Hoc Vién Cong Nghé Bwu Chinh Vién Thong

Tém tat: Trong nhitng nam gan day, sy tin cong ciia ma
doc da tro thanh mot thach thire 16m va de doa t6i nhiéu to
chirc, doanh nghiép cho dén cac ca nhan. Va dé giai quyét
bai toan nay, nhiing nha quan tri mang da ap dung cac mo
hinh toan hoc dugc st dung rong rai trong dich t& hoc dé
theo doi xu hudng va cuong d6 tan cong ciia ma doc, dicu
nay c6 thé cung cap mot s6 hd trg vé mit 1y thuyét cho cac
quyét dinh du doan va kiém soat ma doc trong tuong lai.
Trén thuc t& da c6 rat nhiéu mé hinh duoc dé xuit, tuy
nhién nhiéu nha nghién ctru ¢6 xu huéng sir dung cac mod
hinh t4t dinh vi su don gian ctia nd nhung trén thyc té thi
khong phai luc nao loai mo hinh nay ciing phu hgp. Cac su
kién ngau nhién khé doén trude thudng xuét hién, didu nay
lam giam di gia tri ma mo hinh tat dinh dem lai. Dé ¢6 thé
giai quyét duge van d& nay, mot s6 nha nghién ciru da cho
ra cac phuong phap ngiu nhién nham ting tinh thyc té cia
mo hinh. Chinh vi véy, trong bai bao nay, chung t6i mudn
trinh bay mot s6 qua trinh ngau nhién thudng duoc ap dung
trong cac mo hinh ngiu nhién hién nay dé img dung vao
linh vuc an ninh mang.

Tir khéa: md hinh ngin, qua trinh ngiu nhién, xich
Markov.

I. GIOITHIEU

Nhiing nam tré lai day, viéc a4p dung cac mo hinh toan
hoc nham du doan xu thé lay lan ctia virus trong dich t& hoc
cling nhu ma dgc trong an toan thong tin dd nhan dugc
nhiéu sy quan tim tir cac nha nghién ctru. Su tuong dong
gitra virus va ma doc dd m¢ duong cho hang loat cac
nghién ctru [11,14,15], ching gop phan cai thién kha ning
du bao nham cung céap thém co s¢ dé cac nha quan trj mang
dua ra nhitng quyét dinh chinh x4c va nhanh chéng trudc
su tAn cong trén khong gian mang ngay cang day dic va
phurc tap. S don gian cua cac m6 hinh toan hoc gitip ching
ta tap trung nghién ctru vao nhiing déc tinh quan trong nhat
thay vi phén tan trén nhiéu dic diém khac nhau véi yéu cau
ton kém vé mit tai nguyén va nhan luc dé co thé dwa ra mot
du doan nao d6. Vay mo hinh toan hoc dugc ung dung
trong dich t& hoc 1a gi?!

M0 hinh toan hoc nay con d‘uqc‘ 201 1a mo hinh dich bénh
hay mo hinh ngan xuat hién lan dau tién vao nam 1911
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nham phuc vu cho myc dich nghién ctru vé bénh st rét
duoc phat trién boi Ross [1, 2,3], n6 ciing 1a co s& cho vo
s6 m6 hinh mo ta vecto truyén nhidm sau nay. Dudi day 1a
md hinh véi mot hé gdm hai phuong trinh vi phan:

a_,  N-I

o = bl —dl,

at (1)
dt—bp(n—L)——ml

véi N: tong dan sé trong vung I(t) tong dan sé bi nhiém
bénh tai thoi diém t; n: tong s6 mudi; L(t) tong sb muol bi
nhiém mam bénh; b: tan suat mu01 dabt; p: xac suat mam
bénh truyén tir ngudi qua mudi; p’: Xac suit mam bénh
truyén tir mudi sang ngudi; a: ty 1& dan sé phuc hoi; m: ty
16 mudi chét.

Tiép ndi thanh céng tir md hinh cta Ross, cac nha nghién
ctru da sira d6i mo hinh nay dé giai thich cac yéu td ma ho
muén dinh nghia, mot $6 nhu mo hinh Macdonald, mé hinh
Anderson-May ..v..v. Tuy nhién, c6 mét s6 mé hinh tiéu
biéu duoc sir dung trong nhiéu thap ky qua nhu mé hinh
SI, mé hinh SIS va dic biét phai ké dén 1a mé hinh c6 dién
SIR dwoc Kermack va McKendrick [4] phat biéu nim
1927. Pay la mé hinh dugc sir dung dé mo ta dién bién lay
lan ciia mot bénh truyén nhiém hay mot loai ma doc trong
mot khoang thoi gian xac dinh. N6 dugc xay dung tir ba
loai trang thai S (Susceptlble) I (Infectious) va R
(Recovered), mdi mot loai déu mo ta mot ty 18 hodc sd
lwong ngudi tai timg thoi diém.

e Mb hinh SIR:

yo aSI/N /‘\ bI
[ 8 | > I R

Hinh 1: M6 hinh SIR cé dién

Y

Hé phuong trinh vi phan cia mé hinh SIR ¢ dién nhu
Sau:

ds aSI

[dt N’

dl  aSI

= _p 2
Ay, @)
ldR .

dt —

véi a: ty 18 truyén nhiém va b: ty 1¢ phuc hoi. Vi hé (2) ¢6
sb luong khong ddi N(t) = S(t) + I(t) + R(t) nén hé c6
thé giam xudng con hai phuong trinh vi phén.

Heé s6 lay nhiém co ban:
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a
Ro =+ 3)

e M0 hinh SIS:

Hinh 2: M6 hinh SIS

Hé phuong trinh vi phan mo ta hoat dong ctia mo hinh
SIS dugc minh hoa trong hinh 2 nhu sau:

as  aSl

—= bl,
dl _ aSI
dt N

V6i S +1 = N, a: ty Ié truyén nhidm va b: ty ¢ phuc hoi,
twong ty nhu mo hinh SIR véi s6 lwong N phan tir khdng
doi theo thoi gian ¢, ta c6 thé dua vé mot phuong trinh vi

phén duy nhat.
Hé s6 lay nhiém co ban:
a
Ry =~ 5
0=7 ®)
Trang thai can bang dich:
bN a—b)N b
s=N 1=¥=(1——)N ©)
a a a
e M0 hinh SI:

Hinh 3: M6 hinh SI

H¢ phuong trinh vi phan biéu dién hoat dong ciia mo
hinh SI dugc minh hoa nhu sau:

ds _ aSI

dt N’

dl _aSI ™
dt N~

Vo6iS+1=N,a: tylé truyén nhiém, tuong ty nhu cac mo
hinh trén mé hinh SI ciing c6 thé dua vé mot phuong trinh
vi phan duy nhét.

D@ thiy tit ca nhitng mé hinh ban dau nhu (1), (2), (4)
va (7) déu 1a cac mé hinh tat dinh, ching thich hop khi sir
dung v&i s6 lugng phan tir 16n nhu nhan khau hoc trong
mdt thanh phd. Nhung khi quan thé nghién ctru bi han ché
trong mot pham vi nho nhu s lvgng may tinh cia mot cong
ty thi cic mé hinh ngiu nhién 1a mot giai phap phu hgp hon
s0 v6i cac mo hinh tat dinh [5,6,7,12].

Mo hinh tit dinh (Deterministic model) 12 mé hinh toan
hoc véi cach tiép can don gian véi cac tham s6 da duge xac
dinh. M6 hinh nay luén cho ra ciing mét két qua cho cing
mot dau vao [12].

Mo hinh ngau nhién (Stochastic model) 1a mé hinh ap
dung qué trinh ngiu nhién nhim mé ta vong doi ciia mot
quan thé dugc nghién ctru ¢6 phu thude ca vao cac qua trinh
riéng biét bén trong 13n cac yéu td moi truong bén ngoai,
vi vy mo hinh nay thich hop cho cac su kié€n phurc tap véi
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két qua thu dugc 1a khong chic chin hodc thay dbi nhu
danh gia rii ro hay dy doan thi truong chung khoan [12].

Bdng 1: So sénh md hinh tdt dinh va ngdu nhién

M0 hinh tit dinh

Mb hinh ngiu nhién

Phuong trinh vi phan Duya trén qua trinh phan
nhanh, xich Markov, ...

Xéac dinh ma dgc co bi Su bung phat khac nhau

tiéu diét hay khong?

Khong phu hop véi dan Can tinh toan nhiéu va yéu

s6 nho/khong thuc té cdu dit liéu chi tiét hon

V& mat ban chat c6 thé coi 1a mot chudi cac xac suit.
Tuy tirng mo6 hinh ma thuc hién xay dung qua trinh ngau
nhién theo nhiéu cach khac nhau. Cu thé hon moét mé hinh
ngiu nhién c6 mot hodc nhiéu phan tr hodc thanh phan
ngiu nhién va khong gidng nhu cic mo hinh tat dinh véi
mot dau vao chi duy nhat mot dau ra thi véi md hinh ngau
nhién, mot dAu vao c6 thé din dén nhidu diu ra khac nhau
cho mdi lan chay, do thanh phan ngiu nhién cta qua trinh
d4 duge md hinh hoa cho cac yéu t6 ngau nhién anh hudng
dén thay dbi sb lwong phan tir trong quan thé. Cac hé ngiu
nhién thuong dugc mo ta béng viéc st dung mot s6 loai
qua trinh ngiu nhién vi du nhu Ehrenfest, Poisson,
Bernoulli-Laplace, xich Markov thoi gian lién tuc
(CTMC), xich Markov thoi gian roi rac (DTMC).

Trong bai bdo nay chung t6i s& trinh bay 1y thuyét mot
cach ngan gon vé qua trinh xich Markov thoi gian lién tuc
va xich Markov thoi gian roi rac trong muc II. Tiép theo 1a
qué trinh md phong sb cho cac mo hinh ngan dua trén quéa
trinh ngau nhién s& duoc trinh bay tai myc III.

. MOT SO QUA TRINH NGAU NHIEN.

A. Xich Markov thoi gian roi rac

Chudi Markov 1a mot tdp cac bién ngdu nhién X =
(X, ner V6i T 14 tap chi sb thoi gian dém duoc thudc tap
s6 nguyén duong Z, = {0, 1, ...} hay tap sé tu nhién N.
Véi mdi X; nhan céc gié tri trong (X, B(X)) véi B(X) la
Mot o-dai s6 clia tit ca cc tap con caa X (X, B(X)) duoc
goi 1a mot khong gian do duoc hay khdng gian Borel). Sau
cling véi mdi i € X, ta ¢6 d6 do IP; sao cho xac suat cua
bién cé X déu c6 thé do duoc trén B(X). Khdng gian xéac
xuit (X, B(X),P) con duoc goi 1a khong gian do do xac
dinh mot qua trinh ngau nhién [8].

Pinh nghia 1: Qué trinh X = (X,, X1, ...) nhan cic gia
trj trong (X, B(X), P) 1a mot chudi Markov néu véi moi n
va chudi cac trang thai bat ky {ig, iy, iz, - in_1, i, j}

IP)M{Xo =lg, Xy =1y, e Xpn = 1, X1 = J}

= ﬂ(io)Pio(X1 =1i) ...lP’l-n_l(Xn = i)]Pin(Xn+1 =)

) . y (8)
véi p 1a phén phoi ban dau cua chudi. Va qué trinh X 1a mot
chudi Markov néu tai moi thoi diém t voi moi gia tri
io, iy, Uz, -« in_1, i, J cho truc vai luat xac suat cho tuong
lai doc 1ap véi qua khir va chi phu thudc vao hién tai duoc
biéu di2n bang cong thirc xac suit co didu kién cua qué
trinh X md ta x4c suat chuyén tir thoi diém n sang n + 1
nhu sau:

P{Xp11 =Jj |Xo = ig) -

= P{Xpy1 = |1Xn =1} 9

Xpno1 =1, Xn =1}
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Cong thire (8) con dugc goi la tinh Markov, qua d6 cong
thtre (9) c6 thé dugc viet lai nhu sau:
]P)M{Xo =1ip, X1 =iy, . X = [, Xny1 = J}

= p(ig)P{X; = i11Xo = io} .. P{Xny1 = jIXn =1}
(10)

Trong tmg dung chudi Markov vao thyc té, ngudi ta luén
xac dinh truée P;, va cac phan bd tong thé dua trén xac
suét chuyen mot buoc thong qua cong thire (10). Picu nay
¢6 thé thyc hién duogc théng qua ma trén xac suat chuyén.

Pinh nghia 2: Ma tran P = {PU, i,j € X} duoc goi la
ma trn xac suét chuyén hay ma tran ngau nhién (stochastic
matrix) néu

P, >0, ZPU 1, ijex (11)

C6 thé biéu dién ma tran P dudi dang ma tran vudng vo

han nhu sau:

POO P01 P02 PO]
PlO P11 PlZ Plj

P = P20 PZl P22 PZ] ,
PLO Pil PLZ Plj

véi P(0) = I (I'1a ma trdn don vi).
Gia sir ta c6 phan phdi xac suat tai trang thai ban du X,
duoc dinh nghia l1a 7, vé6i tap trang thai § = {1, 2, ..., k}:
@ =[P(X, =1), P(Xo=2), .., P(X, = k)]
12)
Phan bd xac suat tai thoi diém t thu dugc:
) = z®OPpvsit=10,12, ..
n® =gOPtvsit=0,12,..
Vi du: M6t chudi markov voi phan phdi xac sudt tai thoi
diém ban dau 7@ = [1, 0, 0].
0.8 0.4

(13)

0.2 (0 ° 0.5

0.5
Hinh 4: Vi dy vé so do chuyén trang théi

Tt hinh 4 ta thu duoc ma tran xac suét chuyén sau:

1 2 3

1 (02 08 O
P= 2 [ 0 06 0.4]
3 105 0 05

Dé xac dinh dugc phan phdi ding, ta chi can giai hé
phuong trinh:

0.8m; + 0.6m, = 7,
0.4, + 0.5m = T2
véi rang budc x; + x, + x3 = 1. Sau khi giai hé phuong
trinh don gian nay, ching ta thu dwoc phén phdi dimg (*:
5 10 8 ]
23" 23’ 23

{0.2711 + 0.5m; =m,

70 =
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B. Xich Markov thoi gian lién tuc

Tuong ty nhu xich Markov thdi gian roi rac, qué trinh
nay ciing yéu cau vé tinh Markov. C6 hai thanh phan chinh
tao nén mot chudi Markov thoi gian lién tuc (CTMC): Pau
tién can c6 chudi Markov thoi gian rdi rac con duoc goi la
chudi nhay (jump chain) cho xéc suat chuyén P;j; Thit hai,
v6i mdi trang thai ching ta co dugc tham s6 thoi gian A;
gilp Kiém soat lugng thoi gian danh cho mdi trang thai
thuoec S = {1, 2, 3, ..} [9].

Pinh nghia 3: Ma tran sinh (generator matrix) con dugc
goi la ma tran G hay ma tran Q gitp phan tich chudi
Markov theo thoi gian tién tuc.

Joo Yo1 Yoz - Yoj
Jio Y11 Gz o Yij
G = g:zo 9:21 .9:22 g:zj
Jio YGin YGiz - Yij

Ma tran G phai thoa man nhiing tinh chat sau:

(i) Zjexgij =0
(i) gis = — Xixj 9ij = —Ai

Xac dinh ma tran P(t) tir ma tran sé mii cua ma tran G
duogc dinh nghia nhu sau:

G"t"
P(t) = eft = Z — (14)
n=0
Vi %0 = [, ta viét lai thanh:
s nen 242
P(t)=I+zG ¢ (15)
n=1
Phan bd xac suét tai thoi diém t thu dugc:
n® = 7Op(t) (16)

. MO PHONG SO

A. Thyc nghiém xich Markov thoi gian roi rac

Trong muc nay chung t6i s& xay dung hai m6 hinh: mot
md hinh chuoi Markov thong thuong dya trén ma trén
chuyén tiép v6i cdc gia tri xac suat duge cho san va mé
hinh ngan SIS [10] c6 ma tran chuyén ti€p duoc tinh dya
trén cac trong s asI / N va bl dua trén xich Markov thoi
gian roi rac.

0.4

0.6 0.7

0.3

Hinh 5: Chudi Markov véi xdc sudt cho trude

Cho chudi Markov nhu hinh trén v6i khéi diém (@ =
[98, 2] va ma trn xac suat chuyén cho mo hinh thir nhat:

1 2
1 0.6 0.4
P=5 lo3 0.7]

trong khi x4c suét chuyén cua mé hinh thtr hai SIS phai
thoa man hé sau:
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(S st G = (-1, 1)
bIs D) =1, -1
Pes, D.(s+i, 1+ (8) = fot aSI ¢:= -1
1—(W+b1)6t G, D) = (0, 0)
0 (i, i) khc,
17)

v6i S(0) =98,1(0) = 2,a = 0.8vab = 0.2. Két qua sau
khi chay thyc nghiém dugc mo ta trong hinh 6:
a) 100

= === 1(DTMC)
- === 2(DTMC)

smmm

80

60 L .0

R RN
e .

(), 2(1)

40 [

20 [

t

b)100 = e g _————— —— ————
’ 1(ODE)
R S (ODE)

iy - R

K w b el )y

op R L Y R LN I |
L ? Wil j

40+

20

Hinh 6: M8 phdng sé ap dung phwong phap DTMC véi
sampling = 4: a) M6 hinh chuoi Markov thong thuong, b) M0
hinh SIS

Trong biéu d6 6.a md hinh mé ta chudi Markov thong
thuong dan hoi tu dpa trén phan phdi dimg 7 =
[0.4286, 0.5714]. V& phan biéu do trong hinh 6.b, ta c6
thé thiy dugc mo hinh 1y mau ¢ ca truong hop ma doc
tuyét ching ngay trong khoang thoi diém déu tién trong khi
mb hinh tat dinh chi cho ra mot két qua duy nhét va khong
xét t6i nhimg yéu t6 ngau nhién bén ngoai.

B. Thuc nghiém xich Markov thoi gian lién tuc

Dé ¢6 cai nhin tryc quan dau tién vé Xich Markov thoi
gian lién tuc, ching t6i s& str dung chudi nhay con duoc goi
1a qua trinh nhay (jump process) [16]. Gia sir ring c6 mot
tap khong gian trang thdi hiru han § = {1, 2, 3, 4, 5, 6} v6i
trang thai thir 6 con dwoc biét 1a trang thai hap thy. Chung
t6i biéu dién luoc dd cac trang thai nhu hinh 7 dudi day:
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1 1 1 1
0‘0‘.‘0‘0 —@
2 2 2 2

Hinh 7: Chudi nhav Markov

Ma tran G trong vi du nay dugc biéu dién nhu sau:
-1 1 0 0 0 0
2 -3 1 0 0
0 2 -3 1 0
0 0 2 -3 1
0 0 0 2 =3
0 0 0 0 0 0

Dua trén ma trén sinh cho trudc, chung toi thyc hién mo
phong so vai ket qua thu dugce nhu hinh sau:
6 T T

G =

= O oo

Trang thai

1 1 L 1 L
0 2 4 6 8 10 12 14 16 18 20

Théi gian
Hinh 8: D6 thi biéu dién qud trinh mé phong qud trinh nhay
Vv6i sinh mdu la phdn phdi mii ¢é sé ngau nhién ldy tir phan phoi
dong déu trén dogn [0, 1]. Trang thdi dirng (6) dat dieoc tai su
kién thir 42

Tir qua trinh nhay ching ta c6 thé md phong lai qua trinh
mi doc ¢b ging vuot cac 16p bao mat trong mot khoang
thoi gian dai, cu thé 1a ma doc APT véi co ché phong thu
nhiéu 16p [17] thudng duoc ap dung:

Lop perimeter,
Lop network,
Lop host,

L6p application,
Lop data.

abrwbdE

Hinh 9: Xich Markov cho bai todan viegt cac I6p bao mdt voi
gioi han la 5 Iop

Ma tran sinh G dugc xay dung dua trén hinh 9:
-0.7 0.7 O 0 0 0

04 -1 06 0 0 0

G = 0.5 0 -1 05 0 0

0.6 0 0 -1 04 O

0.7 0 0 0 -1 03

. 0 0 0 0 0 0
Két qua thu dugc:

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 40



Trén Hai Anh, D& Xuén Cho, Nguyén Birc Viét

Trang thai
w
T

(S}

CHLLIRETY, [

0 20 40 60 80 100 120 140
Thaoi gian

Hinh 10: D6 thi biéu dién qud trinh mé phong qud trinh viegt
qua cac lop bao mat. Trang thai dieng (6) dat dvwoc tai sy kién
thir 112

Bay gio chiing t6i tiép tuc trién khai phwong phap xich
Markov thoi gian lién tuc cho hai mé hinh dugc dung phd
bién cho bai toan du doan su lan truyén cua ma doc la: SI
[13] va SIR [10,11], véi xac suat chuyén trang thai phai
thoa man cac hé sau.

e Di v6i m6 hinh SI:

aTSIat + 0(6t) G,D=(-11)
(s, D,(s+j, 1+ (6) = 1 _a_SI& +0(58) (D) = (0, 0)
N f ,
o(8t) (j, ) khac,
(18)
e Dbi v6i mo hinh SIR:
aTSIzYt +o(68) G0 = (-1, 1)
D(s, D,(s+j, 1+i)(5t) = bist _;SOI(&) (i' i) - (0' _1)
1- (TJ” bl) st+0(t) (i) = (0, 0)
o(8t) @, ©) khéc,
(29)

vai md hinh SI: $(0) = 99, 1(0) = 1 vaa = 0.6; md hinh
SIR:5(0) =98,1(0) =2,R(0) = 2,a=0.8vab =0.2.
Keét qua sau khi chay thyc nghiém dugc mo ta trong hinh
11.

So véi cac mo hinh dya trén thoi gian roi rac dugce biéu
dién ¢ hinh 6, chung ta thay rang dang diéu do thi trong
hinh 11 ctia nhitng m6 hinh c6 thoi gian lién tuc ¢6 bién do
thay d6i nho hon sau mdi mét sy kién dién ra. Thong qua
viéc xay dung cac md hinh ngiu nhién tir hai phuong phap
d3 trinh bay, ta c6 thé thdy duoc DTMC 4p dung t6t cho
céc bai todn phu hop véi budc thoi gian nhu nhau, doi héi
it dit liéu vi du nhu dir li€u thu thdp duoc tinh theo ngay
hodac theo tudn vé sd lugng may bi nhiém ma doc. Nguoc
lai, m6 hinh CTMC phu hgp véi cac bai toan cé cac sy kién
xay ra lién tuc vi du nhu tan cong DDOS, chinh vi thé n6
cling doi héi nhiéu dir liéu hon so véi DTMC.

IV. KET LUAN

Trong bai b4o nay chung t6i da trinh bay mot cach ngin
gon co s& 1y thuyét cho hai qua trinh ngdu nhién bao gém
xich Markov thoi gian r¢i rac va xich Markov thoi gian lién
tuc. Tiép do, chung t6i thyc hién mo phdng s6 cho cac md
hinh ngin bao gdm SI, SIS va SIR dya trén cac phuong
phap ngau nhién da trinh bay & muc 2 két hop voi dau ra
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a) 100 &

- ===~ S(CTMC)
- === I{CTMC)
S (ODE)
| (ODE)

80

60

S(t), 1(1)

40

20

30
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Hinh 11: M6 phong sé ap dung phicong phap CTMC
ket hop su dung phwrong phap Monte Carlo [18] véi
sampling = 4: a) M0 hinh S, b) M hinh SIR

theo hudng tiép can dang tat dinh nhim c6 cai nhin cu thé
vé su khéc biét gitra hai loai mé hinh nay. Ngoai ra bai bao
cling md phong thém hai vi du vé chudi Markov thong
thuong cho phuong phap DTMC va chudi nhay cho
phuong phap CTMC dé c6 thé hiéu 15 hon cach thirc hoat
dong clia cac qua trinh ngu nhién.
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SOME TECHNIQUES FOR CONSTRUCTING
STOCHASTIC MODELS

Abstract: In recent years, the surge in malware attacks
has become a significant challenge, threatening many
organizations, businesses, and individuals. To tackle this
issue, network administrators have adopted mathematical
models commonly used in epidemiology to track the trends
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and intensity of malware attacks. These models can
provide theoretical support for predictive decision-making
and future malware control. Although numerous models
have been proposed, researchers often favor deterministic
models for their simplicity. However, these models are not
always suitable, as unpredictable random events frequently
occur, reducing the effectiveness of deterministic models.
To address this limitation, some researchers have
developed stochastic methods to enhance the realism of the
models. Thus, in this paper, we aim to present several
stochastic processes commonly applied in current
stochastic models to improve cybersecurity applications.

Keywords: compartmental model, stochastic process,
Markov chain.
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