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Tém tit: Mo hinh truyén nhiém 1a mot dang mo hinh
toan hoc da va dang dugc nghién ctru trong nhiéu linh vic
khac nhau, dic biét ké dén nhu dich t& hoc, thong ké ...
Dua trén sy twong dong gitra virus sinh hoc va ma doc, bai
viét nay gidi thiéu mot mé hinh dwoc mo ta bang hé phuong
trinh vi phan thong thuong. N6 du doan sy lay lan ciia ma
ddc dua trén ban chat cua ma doc do. Boi tugng cua chung
¢6 thé 1a hudng tdi cac doanh nghiép hay la trén cac may
tinh c& nhan cta nguoi dung théng thuong. So véi mé hinh
dich bénh don gian, chiing t6i d& xuat mot md hinh méi véi
céc ndt c6 mdi lién hé mat thiét thong qua viéce lay truyén
ma doc cho nhau. Tir d6 cho phép ching ta co thé nhanh
chéng dua ra cac chinh sach nham kiém soét sy 1y lan mot
cach phu hop.

Tir khéa: mang cam bién khong day, ma doc, phuong
trinh dac trung, hé phuong trinh vi phan.

l. GIOITHIEU

Mang cam bién khong day (WSN) 1a mot cau tric, 14 sy
két hop cac kha niang cam bién, xir ly thong tin va cc thanh
phan lién lac dé tao kha nang quan sat, phan tich va phan
Umg lai v6i cac sy kién va hién tuong xay ra trong moi
truong cy thé nao d6. Vai thap ky qua, v6i sy phat trién
manh me cua mang cam bién khong day da khién nhiém vu
dam bao an toan thong tin trd nén day thach thirc trude cac
cudc tin cong bang ma doc gay ra. Pac diém lan truyén ma
ddc trong WSN tuong ty nhu cdch ma mét can bénh truyén
nhiém lay tir ngudi sang nguoi. M6 hinh toan hoc dau tién
SIR, mb ta sy lan truyén nay duoc gidi thiéu boi Kermack
va McKendrick [1]. Trong mo hinh toan hoc dang ngan
dugc mo ta qua hé phuong trinh (1), dan s6 dwoc chia
thanh 3 nhom khéac nhau bao gdm: S (Man cam) dai dién
cho nguoi khoe manh va c6 thé méc bénh, | (Lay nhidm)
dai dién cho ngudi dang nhidm bénh va c6 thé 1ay cho
ngudi khac, R (Hbi phuc) dai dién cho nhitng ngudi di khoi
bénh va khong ¢6 kha niang méc bénh lai va sau do6 cac tac
gia phan tich dic trung dich t& va du bao chiéu hudng bung
phat cta dich bénh.

Tac gia lién hé: Tran Hai Anh,

Email: haianh121293@gmail.com

Dén toa soan: 22/4/2024, chinh sira: 24/5/2024, chip nhan dang:
12/6/2024.

SO 02 (CS.01) 2024

=——yl €Y

Lay cam himng tir sy twong dong gitta sy lan truyén dich
bénh trong quﬁn thé sinh hoc va su lan truyén ma doc trén
khong gian mang, mé hinh nay da dwoc 4p dung dé nghién
ctru mo hinh lan truyén ma doc bdi Youssef va cong su [2],
Rey va cong su [3]. Hon nita, trong nhiing nim gan day,
nhiéu mé hinh tuyén nhim mé doc dua trén méd hinh SIR
cb dién da dugc phat trién. Vi du nhu Prajapati [4] dua ra
mo hinh mo6 ta sy 1ay lan méa doc thong qua thiét bi di dong,
Hosseini va cong su [5] dé xuat m6 hinh SEIRS-C dé mé
ta qua trinh tin don lan truyén trén mang xa hoi hay Liu va
cong su [6] d& xuat mo hinh c6 hai loai mi doc canh tranh
14n nhau trén mang.

Phan 16n cac nghién ctru trén déu chi yéu tap trung vao
moé hinh hoa su lan truyén ciia ma doc trén khong gian
mang ma bo qua ban chat thyc té cia chung. P& c6 mot
chién luge kiém soat va ngén chan sy lay lan ciia ma dgc
trén mang cam bién khong diy, mot mé hinh truyén nhidm
dugc gidi thidu trong bai viét nay 1a mo hinh SIR két hop.
Tinh mdi cia nghién ciru nay 1a kham pha hanh vi ciia ma
doc tac dong dén qua trinh lay lan cua chung trén WSN
thong qua mo hinh toan hoc dang ngan. Phan con lai ctia
bai viét duoc td chirc nhu sau: Phan 2 s& trinh bay muc cic
nghién ctru lién quan. Tiép d6 1a muc xdy dung kién trac
mo hinh dé xuét tai phan 3. Qua trinh phan tich toan hoc
thuc hién & phén 4. Thyc nghiém mo6 phong dugc minh hoa
trong phan 5. Cubi cing 12 két luan dugc trinh bay tai phan
6.

Il. CAC NGHIEN CUPU LIEN QUAN

Trong nghién ctru ctia Pastor-Satorras va Vespignani [9]
dugc biét dén nhu mot cong trinh tién phong trong linh vuc
nghién ctru CA¢ mé hinh toan hoc cé thé mo ta duoc sy lay
nhiém cua cac doi tugng doc hai trén mang phuc hop. Cu
thé hon, cong trinh nghién ctru nay cho ra mé hinh ngin
SIS dya trén mang va trinh bay mot nghién ctru chi tiét vé
dac tinh dich t& co ban va két qua giai s6 cho mo hinh dich
t& da dé xuat. Mot dé xuat khac boi Huo va cong su [10] da
cho ra mot mo hinh dich ba ngin véi cac trang thai man
cam, lan truyén virus va phuc hoi dé mo ta qua trinh lan
truyén virus trén mang quy mé tu do. Trong nghién ctru

TAP CHI KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 40



MO HINH DU BOAN CHO MA BOC TRONG MANG CAM BIEN KHONG DAY

nay, cac tac gid xac dinh hé s6 1ay nhidm the phat R, va
thao ludn vai tro ctia ngudng gia tri cua R, dbi voi dang
diéu tiém can ciia mo6 hinh. Trong nghién ctru cua Li va
Yousef [11] di gidi thiéu mo6 hinh dich SIRS duya trén md
hinh mang két hop v&i ham xtr Iy ma doc bio hoa dé mo ta
16 hon kich ban thyc té khi s6 lugng ngudi nhiém bénh co
thé vuot qua kha niang diéu tri. Bai bdo nay da chi ra hé sb
lay nhiém co ban R, va xéac dinh sy 6n dinh tiém cén cia
diém can bang cung v6i phan tich hién tuong ré nhanh lui
tai R, = 1. Mot diém méi cua nghién ctru nay 1a tac gia da
sir dung ham xir Iy ma doc bio hoa thay vi tuyén tinh aé
phu hop hon v6i kich ban bung phat dich trong thyuc té. Mot
yéu t6 quan trong khong kém 1a thoi gian da dugc Wang
va cong su [12] duara nhim ti vu chién luge tiém chung
va chtng minh dugc rang viée dua yéu td thoi gian vao md
hinh d3 giup kiém soét sy lay lan cta dich bénh mot cach
hiéu qua, ho cing ap dung Pontryagin’s maximum
principle cho chién lugc kiém soat toi uu. Mot nghién ciru
khéc do Zheng va cong su [13] d& xuat mo hinh SLBQR
cho bai toan biéu dién sy lay lan cia worm trén internet di
dong c6 tinh dén do tré va téc do cach ly nhom nhiém bénh,
céc tic gia da chimg minh rang khong c6 chién lugc tiém
chiing nao dat dugc kha ning mién dich vinh vién va loi
ich ctia cac chién lugc cach ly. D& xuit sir dung md hinh
Bayesian Networks dé chi ph6i dong luc lan truyén ciia ma
doc da dugce dua ra bdi Guillen va cong sy [14], md hinh
nay xét dén viéc ddi pho vai cac thiét bi lay nhiém trong
khu vuc 1an can. Tir nhitng nghién ctru trén chiing t6i thay
dugc can c6 nhimng nghién ciru dé giai quyét bai toan du
doén sy lay lan cua ma doc dua trén hanh vi tan cong cua
ma ddc.

. XAY DUNG MO HINH

Trong phan nay, mot mo hinh truyén nhidm méi duoc
xdy dung dé c6 kha niang mé ta chinh x&c hanh vi lay lan
mi doc dua trén mo hinh SIR ndi tiéng da duoc chung toi
dé cap tai myc L. Tét ca cac nut trong WSN déu xéac dinh
thanh hai loai véi ba trang thai (Man cam - Lay nhiém -
Phuc hoi):

e S.(t) (rate of susceptible nodes): Ty 1é nhdm may

khéng quan trong dé lay nhidm ma doc tai thoi diém t.

e [, (t) (rate of infectious nodes): Ty I¢ nhdm may khong

quan trong bi 1y nhim ma doc tai thoi diém t.
e R,(t) (rate of recovered nodes): Ty lé nhom may
khéng quan trong phuc hdi tai thoi diém t.

e S,(t) (rate of susceptible nodes): Ty I¢ nhém may

quan trong dé bj 1y nhidm ma doc tai thoi diém ¢.

e I,(t) (rate of infectious nodes): Ty 1€ nhdm may quan

trong bi nhidm ma doc tai thoi diém t.
e R,(t) (rate of recovered nodes): Ty I¢ nhém may quan
trong phuc hdi tai thoi diém t.

Hinh 1: Biéu dé dong ciia hé théng
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Bdng 1: Pinh nghia cdc tham sé

Ky hiéu Y nghia

Ay Hé sb gia ting vao S

A, Hé s gia ting vao S,

V1 Heé sb chuyén d6i tir Sy t6i I,

Y2 Hé sb chuyén dbi tir S, t6i I,

7 Hé sb phuc hoi tir I t6i Ry

7, Heé sb phuc hoi tir I t6i R,

u Ty 1é sut giam do nat hét nang lugng

Xay dung mé hinh dé xuat dwoc biéu dién trong hinh 1
v6i cac gia dinh vé co ché lan truyén ma doc trong WSN:

(i) Péu tién chung ti cho rang tat ca cic may tinh trong
cung mdt nhém déu duge xay dung déng nhét vé& moi mit
nhu hé diéu hanh, tmg dung, tuong lira, hé thong bao mat
AVARY,

(ii) Xay dung dac tinh cho cdc nat nhay cam thudc
nhom khong quan trong. Nhém S; biéu dién trang thai cac
may tinh chua nhidm ma doc nhung lai rit nhay cam véi
cac ma doc. Nhilng niit ndy s& bi lay nhiém badi cac nit
nhidm mi doc tir ca hai nhom véi toe do y, thdng qua giao
thirc truyén thong, cac nut thay ddi trang thai tir nhém Sy
sang nhom 1. Cac nut dugc bd xung vao hé thdng s& tham
gia vao nhom S, vai toe do A, va dong thoi mot sb nat bi
loai khoi nhom S; do hét nang luong véi the do . Vi vay
mdi quan hé chuyén giao giira S; va cac nhém khac cé thé
biéu dién nhu sau:

Si=4MA— (1 + WS (2)

(iii) Xay dung dic tinh cho nhitng nat bi nhiém ma doc
thudc nhém may khong quan trong. Nhdm I; chira cac may
bi nhiém ma doc va c6 kha ning lay nhiém ma doc sang
nhém cac nat nhay cam. Mat d9 ciia cac nit nhiém ma doc
thudc nhom I, sé ting 1én khi cac nit dé lay nhiém S, bi
nhiém ma doc. Hé sd 1, dai dién cho tde do chuyén ddi mot
s6 niit tir nhom I; sang nhom phuc hoi Ry sau khi ma doc
da duoc loai bo. Mot s6 nut & nhom I, s& bi loai bo do hé
thdng hé thdng cap nhat trang théi va loai bo di nhitng n(t
cam bién trong WSN d3 hét ning lwong véi tée do 1a u.
Phuong trinh (3) dudi dy s& cho thdy méi quan hé chuyén
tiép gitra nhom I; va cac nhém khéc:

L=y5 -0 +wh (3)

(iv) Xay dung dic tinh cho cac nut tai trang thai phuc
hoi thudc nhoém may khong quan trong. Nhdm R, bao gdom
cac may da loai bé ma doc va chiing tdi cting gia dinh thém
rang may khong co kha ning bi tai nhiém. Goi téc do cac
nat nhiém ma doc I sau d6 chung dugc hdi phuc va dua
vao nhém R, 1 n;. Chung t6i gia dinh ring tai mdi thoi
diém hé théng cap nhét, c6 mot lwgng nhét dinh nat & nhém
R; s& bi loai khoi hé théng do can nang lwong véi toe do
p. Do d6 mdi quan hé chuyén giao giita Ry va I co thé
biéu din nhu sau:

Ry =ml; — uRy (4)
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C6 thé nhan thiy cac gia dinh c6 phan thiéu thyc té nhu
viéc coi cac may tinh 1a hoan toan dong nhat, tuy nhién
diéu nay lai giap don gian hoéa mé hinh toan hoc dé chung
t6i c6 thé dé dang thuc hién nghién ctru hanh vi lay nhiém
cua ma doc. Tlep tuc, ddi voi mo hinh SIR con lai cho
nhém may quan trong ching ta ciing thuc hién viéc xay
dung cac phuong trinh mot cach twong tu. Tur cac gia dinh
(), (i), (iii) va (1v) chlng t0| thu dugce mo hinh SIR két
hop véi kha ning kiém soét toc do lan truyén ma doc cho
boi tap cac phuong trinh vi phan nhu sau:

Si=4A— (1 + S,

I =y,8 — (i +wh

Ry =mly — uR,
(5)
S; =4, — (Y2 + S,

I; =y;8; — (n + Wi,

Ry =yl — pR,

IV. PHAN TiCH MO HINH

A. Phan tich cdc hé so

Dé 1am 15 hon phuong trinh vi phan (5) ching tdi & sir
dung céc loai ty 1& nham md ta méi quan hé gitra cac tham
sb trong hai nhém may. Coi M 1a tong sé6 may tinh trong
mang cam bién khong day tai thoi diém t bat ky véi vt >
0. Vé6i dau vao cia hai nhom 1a A; va A,, ta c6 ty 1¢ gia
tang lugng may tinh vao md hinh 1a; A = A; + A,. Dya
theo luat phan phdi nhi thire, chiing tdi coi xac suit 4, 1a
p, suy ra xac suét A, 1a 1 — p.

Tiép theo can dinh nghia tham s6 mo ta tong sé may tinh
trong nhom thtr nhét 1a m, tai thoi diém t dugc xac dinh
boi S, (t) + I, (t) + Ry (t) va tong sb may tinh trong nhém
hai 12 m, tai thoi diém t dugc tinh bang S,(t) + I, (t) +
R5(t). Mo hinh ciing bleu dién su suy giam do nat cam
bién hét nang lugng sau mai lan hé théng cap nhat Véi toc
do p trén tat ca cac trang théi nén su thay ddi sé may tinh
tai thoi diém t duge xac dinh nhu sau:

Pbi véi nhém may khong quan trong:

=pA —pmy
Dbi véi nhém may quan trong:

my = A(1 —p) —um,

Tir hai phwong trinh trén ta thu duoc mirc d6 thay dbi
tong thé cuia ca mo hinh:

M =A—-uM; + M) =A—uM

Do su bung phat lay nhiém ma doc trén khong gian mang
dién ra voi toc d6 nhanh hon so véi cac virus lay nhiém
trén co thé nguoi nhu nhém bénh cam. Vi vay chang toi da
gia sir rang tong s may tinh trong WSN 1a khong ddi tai
moi thoi diém: A —uM = 0Vv6iM =S, + I, + R, + S, +
I, + R, =1, suy ra sy gia tang may tinh trén toan b hé
thong mang la: A = uM = p.

Chling t6i goi k 1a hé sd tiép xic ciia nhém may quan
trong nhdm biéu dién sy tic dong qua lai gitta nhém I 13
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cac nat nhiém ma doc va nhém S dai dién cho cac nat dé
lay nhidm. Hon nira ta coi ti 1¢ tiép xdc tir c4c nhém I sang
nhom S, la twong duong nhau, tuwong ty nhu vay véi cc
nhom I sang nhém S, déu ¢ ti 1é chuyén doi 1a bang nhau
la k(I + I,), tiép @0 chi can xét toi sy khac biét giira y; va
¥2. Sau khi dinh nghia hé s6 k, ching t6i tiép tuc biéu dién
ti 16 chuyén doi caa nhom maéy khdng quan trong so véi
nhém may quan trong bang hé s a dwoc tinh bang % nho

d6 moé hinh ¢6 duoc kha ning mo ta mbi quan hé giira hai
hé s6 y; va y,. Két hop lai ta c6 biéu thic: y; = ay, =
ak(l, + I) 1a phuong trinh biéu dién mbi quan hé gitta hé
s6 chuyén d6i cua ca hai nhom may v6i hé s6 tiép xuc.

Thuyc hién giong nhu hé s6 a, ching t6i ciing viét lai tdc
d6 phuc hdi cho hai nhém may la n, van, bang viéc mo ta
su tuong quan gitra hai tham s nay thong qua hé sé g dé
chi ti 1¢ phuc hdi ctia nhém méy khong quan trong so véi
nhoém may quan trong: 1, = 1.

Thong qua viéc phan tich cac tham sé ching t6i xay
dung lai phuong trinh vi phan (5) bang mot phuong trinh
méi c6 kha ning mé ta dwgc mdi lién hé giita hai nhom
may:

S =pp—(ayz + WS
I} = ay,S; — (B2 + W
Ry = Bnoly — uRy
(6)
S =u—pp— (2 + 1S,

I; =¥2S; — (2 + W,

Ry =yl — uR,

B. Xdc dinh toa dé diém cén btfng

Toa do cua cac diém can bang trong mod hinh dé xuét cua
chdng téi chinh 1a nghiém cta hé ung vdi vé phai cua hé
phuong trinh (6) bang 0.
Sl +Sz+11+12+R1+R2 = 1
pu—(ayz + w)S; =0
ayzSy — (Bn + 1w =0
Bnzly —uR; =0 (7)
p—pp— 2+ S, =0
Y2S2 — (2 + Wl =0
N2l =R, =0

Pé co thé xac dinh dugc cac diém can bang tu do
E-(S/,8{,1L,1IJ,R],R]) va diém can bing bénh
E. (St,85, 1%, 15, RS, RS), ching t6i thuc hién giai hé
phuong trinh (7) va thu duoc hai diém can bang:

Diém can bang ty do:

Er=(p1
Diém can bang bénh:

p; 0;0:010) (8)
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pu T
ay, +u
(1 -pu
12
ay,pu
(ay, + W(Bn, + 1)
Y2(1—plu
CZRIDICIRID)!
Bn.ay.p
(ay, + w)(Bn, + 1)
12¥2(1 —p)
CZRIDICIRID)!

)

C. Xdc dinh hé s6 ldy nhiém

Theo dich t& hoc, hé s6 14y nhidm co ban R 14 s6 truong
hop nhiém bénh méi du kién dugc tao ra truc tiép boi mot
truong hop. nhiém bénh ban dau Ngudng nay cho biét sy
lan truyén ton tai hay khong ton tai trong cong dong voi gia
tri Ry cang 16n thi dich cang khé kiém soét, diéu nay ciing
duogc ap dung vao md hinh dy doan lay lan ma ddc trong
khong gian mang cam bién khong ddy. Pay la théng sb
chinh cho viéc biéu dién sé lugng may tinh trung binh bi
nhiém mi doc trong mot giai doan.

Dé x4c dinh hé sb 1ay nhiém co ban R, chung ta c6 thé
tinh dwoc théng qua cac mé hinh toan hoc. Mot sé phuong
phap thuong dugce sir dung trong dich té hoc nhu: Uédc
luong hop 1y cuc dai (Maximum likelihood estimation);
Tang trudng theo cap sé nhan (Exponential growth). Tuy
nhién & ddy ching toi da dya trén ma tran thé hé tiép theo
(next-generation matrix) dugc dé xuat boi Diekmann va
cong su [7] két hop v6i nghién ciru cua Driessche va
Watmough [8]. Uu diém chinh ctia ma tran thé hé tiép theo
la cho phép nha nghién citu bd qua cac nhém khong bi
nhiém mi doc ma chi tap trung vao cac nhom bi nhiém.
Trong md hinh dugc dé xuat di biéu biéu dién hai nhém
nat mang trang thai bi nhiém ma doc nén ching toi s& dinh
nghia: u = (I;,1,)7, sau d6 thu duoc hé con véi kha ning
tai nhiém ma déc duge luge bo:

= (D,F + D,V)u (10)

Trudc khi xac dinh ma tran D, F va ma tran D,/V, ching

toi 1ap phuong trinh vi phan (11):

u=F+V (11)

voi:
_ akS;(I; + 1) _ =L(Bn, + 1)
F = V=
kS, (I, + 1) —L(n, +w
Chiing t6i goi D, F va D,V lan luot 1a ma tran cua tat ca
cac dao ham riéng cap mot caa F va V dugce tinh tai diém
can bang ty do P; khong c6 may tinh nhiém ma doc trong
hé théng:

DuF = (k(id?p) k(id?pﬁ (12)
DV = (_ﬁ 2 H _nzo_ u) (13)
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Sau khi xac dinh dwoc hai ma tran D, F va D,V dugc
biéu dién qua phuong trinh (12) va (13), chling tdi tiép tuc
tinh ma trdn nghich dao cta D,V, sau d6 tinh tich hai ma
tran —D, F va (D, V)~ ta thu dugc ma tran thé hé tiép theo
v6i mién 16n:

( akp akp \

Bna+p  mtu

k(I-p) k(1-p) (14)
Bnz+u  mptu /

Cubi cung, ching t6i tinh dugc hé s6 1ay nhiém co ban

R, thong qua ma trn (14) thu dugc & trén:
Ry = L=P), ok (15)
ntu By tu

Theo dinh nghia vé h¢ s6 lay nhiém co ban di trinh bay
& trén: Khi hé s lay nhiém co ban Ry nhé hon 1 nghia la
moé hinh dat trang thai can bang tu do va khi hé sé lay
nhiém co ban Ry 16n hon 1 mé hinh luén c6 ma doc va on
dinh tai diém can bang bénh.

D. Phan tich tinh on dinh
1) Tinh én dinh ciia dzem cdn bang tir do

Duya trén di€ém cén bang ty do Ef thu duge trong muc V-
B. Chlng t6i xét tinh on dinh dia phuong cua diém can
bang ty do E; duge tim bang phuong phap xét dau cac gia
tri riéng clia ma tran Jacobi tai Ef. Xét ma tran Jacobi

coof — f_ f _pf _ (-

(]S{,R{,S;,Rg) v6iS; =p,S; =1—p,R; =R; =0:

w0 0 0
0 —u 0 0
0 0 -u 0 (16)
0 0 0 —u

Tur ma tran (16) ching t6i tim dugc cac gia tri riéng cua
ma trdnnay la: Ay = —p, 4, = —u, A3 = —pvad, = —p.
C6 thé thay moi gia trj riéng A, A5, 15 va A, lubn am vi
tham s6 u luén duong. Suy ra tinh 6n dinh dia phuong cta
mo hinh tai diém E; phy thudc vao ma tran Jacobi (]If If)

172
sau day:
(akp —Bn; — akp )
k(1-p) k(l=p)—mn—u
Chung t6i xac dinh vét va dinh thuc cua J S
172
tr(J) =k — kp + akp — B, —n, — 2u
det(J) = [Bn3 + Bnzp + nap + 1?11 = Ro)
Nhu dérbiét, néq dinh thirc duong thi gi tri riéng s€ cung
dau voi vet. Ta thay rang dinh thire ludn duong néu Ry <
1, tir d6 suy ra B, + > akp van, +pu >k —kp. Ap
dung hai bat dang thic nay vao vét cuia ]If e de dang nhéan
172

17)

thdy vét cua I luén nho hon 0 néu moi tham sé thoa
172

mén diéu kién hé sb lay nhiém co ban nho hon 1. Tir day
chung t6i co thé két luan r?mg gia tri riéng cia ma tran tao
bai I, I, ludn am.

Khi hé s6 1ay nhidm co ban Ry < 1 thi md hinh dé xuat
cua chung t6i on dinh tiém can tai diém can bé'mg tu do
Ef(p,1 -p 0,0,0,0). 7 ‘

2) Tinh on dinh cua diém can bang bénh

Sau khi d4nh gia tinh 6n dinh dia phuong tai diém can
béng tu do, chiing t6i tiép tuc xét dén tinh 6n dinh cua mé
hinh tai diém can bang bénh E,. Dé kiém tra tinh én dinh
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dia phuong cuia diém cin biang bénh chung t6i str dung tiéu
chuan 6n dinh Routh-Hurwitz [15], tiéu chuan 6n dinh nay
dugc dé xuat mot cach doc lap boi hai nha toan hoc Edward
John Routh [16] va Adolf Hurwitz [17] vao cubi thé ky 19.

Pay la mot phuong phap don gian nhung mang lai hi¢u
qua manh so v&i nhiéu phuong phép khac doi hoi tinh toan
phtc tap, gilp ta khong can tim nghiém cua phwong trinh
dic trung bac cao ma chi can sip xép cac hé sé trong da
thirc dac trung vao bang Routh va thyc hién xac dinh xem
hé théng c6 6n dinh hay khong. Ma tran Jacobi cua h¢
phuong trinh (6) tai diém c4n bang bénh E, di bo qua giai
doan phuc hoi nhu sau:

kp*  kput  akput
Cs=— + - +ut + Bnap®
T uty: uty: wtar ?
Bhn,u?

+ 1% + ayp® + v —
2 g 2 Uty

N Bknapu®  akyp?® N akpyu?
ﬂ+V23 .U+V23Ii+]’2
akn,pu”  akpy,u
- - + Bn3u?
u+ay, u+ay,
+ ayZu® + anyy,u* + aPn,y.u’

apkn,y,u?
+ BN2yat? + npyap® — T

aPkn,pyau®  aknapyau®
u+vy, u+ay,
+ anyyiu + afnyiu + afniy,u
+ Bn5v2u + aPniy;

Duya theo tiéu chudn 6n dinh Routh-Hurwitz, khi Ry >

—akpu —akpy
v — Zakpp Zakpl
/ TR eyt ay, +u \
| oy akpu Bma—n 0 akpu I
| 2wy u M ay, +u |
kpu — ku kpu — ku
R
Y2t U Y2t 1
\ 0 ku — kpy ku—kpu_n —u/
Y2t U 2 Y2t U 2

(18)
Céac gia tri riéng nhan dugc thong qua viée giai phuong
trinh dac trung c6 dang:

612.4 + 622,3 + C3AZ + C4A + CS = 0 (19)
vOi:
Cl = 1
ky kpu akpu
C, = 4pu— + — + B, +
2 uty, put+y, utay Bna + 1
z+ s+ )/22 2
3ku 3kpuc 3akpu
C3 = 6p* — - + 38n,u
uty, pty, utay Bk
N1
+3 +3 +3 -
N2M ay.u Y21 P
Bknapp  akyu  akpy,u
.Uk+ Y2 lll:' Y2 Uty
aKmph  akpyu 2 2
- - + +ay
itay, atay, Prter
+ anyy, + aBfnyy, + Bnay. + n2y-
3ku®  3kpu® 3akpu®
Cy = 4u® S Y Y T

uty, pt+y, utay,
+ 30,07 + 3ay,u® + 3y,1°

_ 2Bknyp*  2Bkmypu’  2akynu?
uty, Uty nty,
2akpy,pu®  2aknpu®  2akpy,u®
1+ve ptay, utay,

+ 2ayip + 2Bn5p + 2am,y,u
+ 2afn,v21 + 2615724 + 2021

_aBknyyap  aBknypyau
If{l + 72 uty,
akn,py,u 2 2
-4 +
it ay, @Y afney;

+ apniy, + By,
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1, diém céan bang bénh E, 6n dinh tiém can.

V. KHAO SAT SO

A. Si lan truyén tdt dan

Trong kich ban 1, chdng t6i chon bo tham s6 sau: p =
0.7, a=02,k=09,8 =3, u=0.008,n, = 0.35. Mat
d6 ban dau cia mdi nhom: S; = 0.5, I; = 0.2, R; = 0,
S, =0.25,1, =0.05, R, =0.

Trong vi du nay ta ¢ thé tinh hé sé 1ay nhiém co ban
R, =~ 0.87328 dua trén biéu thirc (15). Hinh 1 va 2 cho
biét rang thanh phan nhidm bénh I, (t) va I, (t) tién dan vé
0 khit — oo,

06

05\//‘

o
-

=]
w

Population

0o

=] o
- N

0 20 40 60 80 100
Time

Hinh 1: Dién bién ciia Sy, 11, Ry theo thoi gian t trong truong

/
/
//
/
/
/
/

Time
Hinh 2. Dién bién ciia S,, I,, R, theo théi gian t trong
truong hop Ry < 1

Nhén xét: trong kich ban 1, dd thi thu dugc sau khi chay
md hinh d& xuét ciia chiing toi xac dinh rang ma doc s& bién
mat sau mot khoang thoi gian khi ¢ tién dan vé duong vo
cung do tdc d6 lay nhidm 1én cc nit nhay cam khong dudi
kip toc do phuc hdi cua cac nat di nhiém ma doc.

4
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B. Sw lan truyén van con

Sau khi chay m6 hinh véi cac tham s6 thoa man R phai
nho hon mot, ching t6i tiép tuc thuc hién mo phong mod
hinh nay véi cac tham s dé gia tri hé s6 lay nhidém R, phai
I6n hon mot dé kiém tra tinh dung dén caa md hinh mot
cach toan dién. Bo tham sb cho kich ban 2: p = 0.7, & =
0.2, k=09, =3, u=0.008, n, =0.05. Mat d¢ ban
dau ciia mdi nhém: S; = 0.5,1; = 0.2, R; = 0, S, = 0.25,
I, =0.05,R, =0.

Trong vi du nay ta ¢ thé tinh h¢ sé 1ay nhiém co ban
R, ~ 5.45264 dya trén biéu thic (15). Hinh 3 va 4 cho
biét rang thanh phan nhiém bénh I, (t) va I,(t) van cé gia
tri duong khi t — oo,

_— % —h — R

05

04

o
w
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~
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o

00

0 20 2 &0 & 100
Time
Hinh 3: Dién bién ciia Sy, 11, Ry theo thei gian t trong trieong

Population

0 20 40 60 80 100
Time

Hinh 4: Dién bién ciia S, I, R, theo théi gian t trong
truong hop Rg > 1

Nhan xét: trong kich ban 2, @ thi thu dwoc sau khi chay
mo hinh d& xuat cia ching t6i xac dinh ring ma doc s& van
ton cho du ¢ tién vé vo cung khi hé s6 1ay nhiém co ban 16n
hon 1. Két hop véi két qua thu dugc trong kich ban 1 da
chirng minh dugc tinh ding dén v& mat toan hoc ctia mod
hinh ma chiing t6i dé xut véi cta hé s Ry da dugc ching
minh v& mit thuc nghiém 1a hoan toan chinh xac.

VI. KET LUAN

Bai viét nay di dé xuat thanh cdng mo hinh truyén nhiém
m&i nhim dy doan s 1ay lan ciia ma doc trong mang cam
bién khong day dua trén ban chit cua chung. N6 di thanh
cong thay thé nhitng mé hinh don truyén thng va ching
t6i cling da chay thtr nghiém trén mot vai kich ban dé kiém
tra 46 6n dinh cia mé hinh ciing nhu tim dugc hé sb lay
nhiém co ban dya trén phuong phép sir dung ma tran thé
hé tiép theo. Cudi cling ching t6i da thyc hién mo phong
s6 dé quan sat sy 1ay lan ciia ma doc dé xac minh két qua
ly thuyét thu dugc 1a dung dén. Do thiéu dir liéu thuc
nghiém nén bai viét nay chi thuc hién mé phong sb voi cac
tham s6 duoc udc tinh don gian, day ciing 14 han ché ctia
bai bao nay. Trong nhitng nghién ciru tiép theo, ching toi
ngoai viéc cai tién mo hinh nay 1a thyc hién diéu tra, thu
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thap dir liéu thyc té dé lam cac thyc nghiém nhim mo ta
chinh xac hon sy lay lan cua ma doc.
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PREDICTION MODEL FOR MALWARE IN
WIRELESS SENSOR NETWORK

Abstract: The propagation model is a mathematical
model that has been and is currently under investigation in
various fields, most notably epidemiology, statistics, etc.
Based on the similarities between biological virus and
malware, this article introduces a model were described by
means of a ODEs. It predicts malware propagation based
on the nature of malware. Its objects may include
enterprises or personal computers. In comparison to a
simple epidemic model, we proposed a new model in
which the nodes are closely related through the
transmission of malware between them. This allows us to
promptly implement policies to effectively control the
spread of malware.

Keywords: wireless sensor network, malware,
characteristic equation, system of differential equations.
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