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Tém tit — M6 hinh truyén khoa lugng tir trén hé thong
lai ghép quang vo tuyen dugc xem la mot trong nhing gidi
phap cé nhleu vu diém nhu cung cap khoang cach truyén
dan dai, mém déo, linh dong va dé dang mé rong va do d6
dugc cac nha nghién ctiu va trién khai quan tim dic biét
trong nhitng nam gan day. Tuy nhién, hiéu ning vé mat
dung luong hé thdng van con 1a mot van dé can dugc xem
xét va cai thién. Trong bai bao nay, ching toi dé xuit mot
giai phép cai thién dung lwong cua hé thdng phan phbi
khoa lugng tir qua hé théng lai ghép quang vo tuyén, do 1a
su dung soi quang da 161 (MCF). Khoa lugng tu tir bén gui
(Alice) duoc truyén qua soi quang da 15i téi tram trung
gian (BS) va sau d6 dugc chuyén tiép toi cac tram di dong
(Bob) qua kénh vé tuyén. Giao thuc QKD dugc thuc thi
bang cach duya trén diéu ché cuong do séng mang con sir
dung khoa dich pha nhi phan, va bg thu hai ngudng dugc
sir dung dé giai ma. Hiéu nang hé thdng vé mat ti 1€ 15i bit
luong tir va tbe do khoa bi mat cua hé thdng dugc phan
tich dudi anh hudng cua rat nhidu cac tham sé 16p vt ly
dén tir bo thu, phan mang quang va kénh vé tuyén. Céac
tham sé nay bao gom suy hao kénh vé tuyén, suy hao kénh
quang, xuyén nhiéu trong sgi MCF va nhiéu bo thu. Ngoai
ra, bai bao con xét dén hiéu nang cua hé thong khi cé mat
cua ké tan cong (Eve). Tinh kha thi caa hé thong QKD dé
xuit duoc thé hién trong cac két qua cua bai bao nay.

Tir khéa — Phan phdi khoa luong tir (QKD), sei quang
da 16i (MCF), diéu ché cudng d6 song mang con (SIM), ti
I& 13 bit luong tir (QBER).

I. GIOITHIEU CHUNG

Trong ki nguyén sb, khi ma Iuu lugng dir liéu dang
tang 1én mot cach nhanh chéng trén toan cau, khéi dir lidu
I6m, con duoc goi la dir liéu tho, dang dung trude rat nhiéu
nguy co bao mat. Véan d& an toan cua viéc gui gitr lidu gitra
céc hé théng mang phu thudc vao cac co ché bao vé. Mic
du, c6 rét nhidu cac co ché bao mat thong tin da dwoc st
dung cho cac hé théng mang khac nhau, mot yéu cau bét
budc véi cac co ché nay d6 1a an toan khoa phai dugc bao
mat cao boi né anh huong truc tiép toi hoat dong an toan
cta cac hé thong mang.
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Nhu mot phuong phap méi dam bao viéc truyén dan
an toan thdng tin, cdng nghé phan phéi khoa lwong tir QKD
cung cap giai phap an toan cao cho viéc chia sé¢ cac khoa
bi mat gitra cac bén gui (Alice) va bén nhan (Bob), dudi
sy c6 mat cua ké tan cong (Eve), ké mong mudn lay duoc
khoa dé pha ma hé thong, da thu hat duoc rat nhiéu céc
nha nghién ciru va trién khai mang trén thé giéi. Hon thé,
cdng nghé nay con dugc thir nghiém thanh cong trong rat
nhiéu linh vuc. Viéc bao mat cac khoa dugc phan phdi
bang cach sir dung QKD dua trén cac luat lwong tir va cé
thé duoc thyc thi don gian bai st dung cac trang thai pha
hoac phén cuc cua cac photon don, con dugc goi la QKD
bién roi rac (DV-QKD). So d sir dung DV-QKD ¢6 thé
duoc trién khai dé phan phdi cac khéa mot cach an toan
giita cac nat hop phap. Tuy nhién, phuong phap tiép can
nay cd mot sé han ché nhu khoang céch truyén dan bi han
ché va toc do khoa bi mat thap. Hon nira, cac cong nghé
duoc sir dung trong cac hé théng DV-QKD kha khéc véi
cac cong nghé duoc sir dung trong cac hé thong truyén
thong truyén théng. Dé khic phuc cac nhuoc diém nay, hé
thdng CV-QKD véi cac wu diém nhu kha ning dat duoc
téc do phan phdi khéa bi mat cao da duoc quan tm mot
cach diac biét. Ngoai ra, so véi hé théng DV-QKD, hé
thdng CV-QKD c6 thé tan dung duoc cac cong nghé dang
str dung trong cac mang vién théng truyén thong.

Gan day, cac cong nghe ghép kénh nhu WDM, ghép
kénh phan chia theo pha va phan cuc da dugc dé xuat trién
khai trong cé&c hé thong CV-QKD dé nang cao hiéu niang
cua cac hé thong nay [1-3]. Tuy nhién, cac cong nghé ghep
kénh nay yéu cau cac thiét bi phurc tap chir khong phai thiét
bi thuvong mai va téc do khoa bi mat cua cac hé thong nay
cling van thap hon nhiéu so véi yéu cau cua cac hé théng
thuc té. Trong miy nam gan ddy, cong nghé ghép phan
chia theo khdng gian (SDM) sir dung nhiéu kénh khéng
gian dé taing dung luong hé théng da duoc d& xuat dé dap
g dugc nhu ciu luu lugng 1on [4-6]. Mot cach tiép can
thuc té cua cong nghé SDM Ia sir dung soi quang da 16
(MCF) gom nhiéu 16i sgi quang duoc sir dung lam céac
kénh song song dé truyén céc tin hiéu mot cach doc lap.
Soi MCF hoan toan c6 thé duoc sir dung nhu 1a méi truong
truyén dan dé tang dung lugng cua hé thong QKD, va khic
phuc dugc tée do khoa bi mat thap trong cac hé théng dua
trén soi quang don mode truyén thng [7-9].

Cho dén nay, mot sé cac kich ban thir nghiém lién
quan dén viéc sir dung sgi MCF cho hé théng CV-QKD da
dugc cong bd. Trong [10], cAc tAc gia da dé xuit mot hé
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thong truyén ddng thoi tin hi¢u khda va dir liéu qua cling
sgi da 16i. Hé théng nay da duoc thu nghiém mot cach
thanh cong. Cac két qua trong dé xuét chi ra rang c6 su suy
giam nhe V& hiéu nang cua hé théng. Tuy nhién, phuong
phap dé tang dugc toc do khéa bi mat lai khong duoc dé
cap dén trong hé thong ndy. Gan day hon, mot thir nghiém
vé hé théng CV-QKD str dung soi MCF [11] da duoc bao
céo. Trong béo cdo nay, cac nha nghién ciru da dé xuat hé
thdng CV-QKD dua trén soi MCF dé tang toc do khoa bi
mat. Cac két qua trong [11] chi ra rang c6 su suy giam hiéu
nang hé thong do suy hao cua thiét bi FIFO. Hon nita, tong
téc d6 khoa bi mat c6 thé dwoc cai thien mot cach rd rang.
Tuy nhién, cac budc séng phan bé cho mdi kénh lugng tir
trong méi 16i MCF 1a khac nhau va do d6 anh hudng cta
nhiéu xuyén kénh cua soi MCF chua dugc xem xét.

Trong bai béo nay, mé hinh truyén khéa lugng tir
trén hé thong lai ghép quang st dung soi da 16i MCF va vo
tuyén (ROMCF/QKD) dugc dé xuat. Uu diém caa kién tric
dé xuat nay 1a cd thé cung cap khoang cach truyén dan dai
hon, mém héo hon va c6 kha nang ma rong. Hé thong phan
phéi khoa QKD dé xuét c6 thé dugc wng dung cho cac
mang di dong trong viéc phan phdi khoa bi mat tir cac tram
trung tdm (CS) téi cac nat di dong (MN) trong do BS sé
dong vai tro 1a nat Chuyen tlep Soi da 161 trong mé hinh
nay duoc sir dung dé két ndi CS va BS trong khi giira BS
va MN Ia céc lién két vo tuyén RF & bang song MMW
(Hinh 1). Hiéu nang vé ti 1¢ 18i bit luong tir (QBER) va téc
d6 khoa bi mat (SKR) cua hé théng ROMCF/QKD dé xuit
dugc phan tich dudi anh huong cua rat nhiéu cac tham sé
I6p vat 1y dén tir bo thu, xuyén nhidu trong soi MCF va
kénh vo tuyén.
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CS (Alice) Thiét bj di dong (Bob)

BS (Node chuyén tiép)

Hinh 1 M@ hinh phan phai khéa leong tir QKD trén hé thong lai
ghép quang v tuyén (ROMCF/QKD)

Phan con lai cta bai bao duoc bd cuc nhu sau. Mo
hinh hé théng dé xuét duoc giéi thiéu trong phan 2. Trong
phan 3, hiéu nang cua hé thong vé mat ti 18 16i bit lugng tir
va téc d6 khoa bi mat s& dugc phan tich. Phan 4 chi ra cac
két qua md phong sb va cac danh gia vé cac két qua nay.
Cudi cuing, phan 5 s& la phan két luan cua bai béo.

I1. MO HINH HE THONG

So d6 khéi cua hé thong ROMCF/QKD dé xuit dugc
chi ra trong hinh 2. H¢ théng dé xuat bao gom ba phan
chinh, bén gui khéa (bén Alice), tram chuyén tiép khoa
(BS) va bén nhan khoa (bén Bob) s& nhan tin hiéu khoa va
khoi phuc khoa ban dau dugc truyén di tir Alice. Giao thuc
QKD duoc thyuc thi trong mé hinh dé xuét duoc dua trén
didu ché séng mang con SIM st dung khéa dich pha nhi
phén (SIM-BPSK).

Nhu chi ra trong hinh 2, tai bo phat cua Alice, céc bit
nhi phan cua khoa d(t) dwoc chuyén sang ham dang xung
chit nhat (g(t)) va dugc diéu ché Ién séng mang con RF st
dung diéu ché BPSK, trong do bit “0” va “1” dugc biéu
dién bang hai pha cach nhau 180 d6. Tiép theo, tin hiéu
BPSK, bao gém ca gié tri am va duong, duoc cong thém
dong dinh thién DC vao trude khi diéu ché vai séng quang

SO 01 (CS.01) 2024

lién tuc duoc tao ra boi LD. LD chi cd thé dugc diéu ché
béi céc tin hiéu duong nén tin hiéu BPSK phai cong thém
vé6i dong DC trude khi dua vao diéu ché. Sau do, tin higu
quang tir mdi LD dugc ghép vao mat 15i xac dinh cia soi
quang da 15i ¢6 W I8i vai chiéu dai soi 1a L bang cach st
dung thiét bi FAN-IN, va sau d6 dugc truyén qua soi da
I6i t6i tram chuyén tiép BS. Khi tin hiéu téi BS, tin hiéu
thu dugc trude tién duoc tach ra khoi sgi MCF nhé thiét bi
FAN-OUT va dugc chuyén téi bo tach song APD dé
chuyén d6i thanh tin hiéu dién. Sau do, tin hiéu dién dugc
khuéch dai boi bo khuéch dai PA rdi guri téi anten phat dé
phat dén bén thu Bob. Tai phia thu Bob, tin hiéu dién thu
dugc duoc chuyén qua bo khuéch dai tap am thap LNA,
sau d6 dugc giai diéu ché bang cach nhan vai tin higu dén
tir bo dao dong noi ¢ tan sb la tan sb cua séng mang con
vo tuyén.
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Hinh 2. H¢ thang RoFSK/QKD lai ghép si dung SIM-BPSK va
bg thu DT.

Bit 0 Bitx Bit 1

Alice truyen bit 0 Alice lru_vén bit 1

Ham mat d¢ xac suat

S = ! e 7

V7,

1
dy 0 d,

Tin hiéu nhan dugc bén phia Bob

Hinh 3: Tach séng hai nguéong tai phia Bob

Sau khi giai ma, tin hiéu dién duoc qua bd chinh
xung (g(-t)), 1dy mau va dwoc quyét dinh 1a cac bit “0”,
“1”, hay “x” dua trén bo tach song hai ngudong (DT). Nhu
chi ra trong hinh 3, hai mtrc nguong do va di, dugc thiét
lap tai phia Bob cho viéc tach song tin higu. Néu dong tin
hiéu nhan dugc nho hon do, bit “0” s& dugc quyét dinh.
Néu dong tin higu nhan duoc I6n hon di, bit “1” s& dugc
quyét dinh. Truong hop con lai, bit “x” (khéng bit nio)
duogc tao ra [13].

Cuédi cung, Bob théng bao cho Alice biét cac thoi
diém ma céc bit “0” va “1” duoc tao ra qua kénh cong khai
truyén thong. Sau do Alice loai bo cac gia tri bit tai thoi
diém ma Bob khong tao ra bit. Tur day, Alice va Bob chia
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sé mot chudi bit gidng hét nhau, goi 13 khéa chon loc. Bing
cach thu uéc lwong CSI tai may thu, do va d; c6 thé dugc
diéu chinh, do d6 xac suit chon loc tai may thu ciia Bob c6
thé duoc diéu khién.

I11. HIEU NANG CUA HE THONG PE XUAT

Trong phan nay, dong tin hiéu va nhiéu tai phia thu
cia Bod duogc tinh toan trude. Sau dd, hiéu nang cua hé
thdng vé mit ti 1& 13i bit lwong tir (QBER) duoc tinh dua
trén xac suat 13i va s bit khéa dugc sir dung. Hon nifa, toc
d6 khoa bi mat ciing s& dugc xem xét trong phan nay.

A. Hiéu nang hé théng

Nhur chi ra trong md hinh h¢ thong dé xuat (Hinh
2), cac bit khoa, chudi cac bit nhi phan ngau nhién “0” hoac
17, dugc diéu ché BPSK véi song mang, sau d6 duoc bién
d6i thanh tin hiéu quang nha diéu ché cuong do6 véi do sau
diéu ché nho. Cong suét thu dugc caa chum laser dugc
diéu ché c6 thé biéu din nhu sau

R(t) :%[M ms(t)] (@

Trong d6, Po 1a cong suat phat dinh, m 1a d6 sau
diéu ché cudng do vai 0 <m < 1. Sy(t) = A(t)g(t)cos(2 7f.t
+ aiz), trong d6 A(i) bién d6 séng mang, g(t) ham tao xung
chit nhat, f; 1a tan s séng mang, va ai € {0,1} 1 bit nhi
phan thir i. Gia thiét cong suét S(t) dwoc chuan hoéa thanh
don vi cho viéc phan tich don gian hon.

Tin hiéu quang dugc diéu ché sau mdi LD dugc
ghép vao mot I6i cu thé trong soi quang da 161 gdm W 16i
bang cach str dung thiét bi FAN-IN c6 xuyén nhiéu thap
va suy hao thap. CAc tin hiéu quang sau d6 dwoc truyén
qua soi quang MCF c6 W 18i va chiéu dai L téi tram chuyén
tiép BS noi c6 thiét bi FAN-OUT duoc st dung dé tach
cac tin hiéu quang khoi sgi da 16i.

Tai BS, tin hiéu quang thu tai diu ra cua thiét bi
FAN-OUT s& duoc chuyén qua bo loc théng dai quang
(OBPF) dé giam nhidu nén. Sau do, tin hiéu quang da loc
duogc bién d6i nguoc lai thanh tin hiéu dién nho bo tach
séng APD. Dong tin hiéu dién sau APD c6 thé dugc mo ta
nhu sau

ip(t)= ERMA\/ZTS[lerS( t)]+ngs (1), (2

Trong d6, R va Ma 1a dap tng va hé s6 khuéch dai

ciia APD, twong tng, M,-p(+)la dong nhiéu tai bo thu BS.

P 14 cong sut thu dinh tai BS duoc tinh boi

P> =Py exp(al), 3
trong d6 ¢ 1a hé s suy hao cua soi quang va L la chiéu
dai cua soi quang da 15i.

Khi truyén qua soi quang MCF, tin hiéu quang trén
mdi 16i chiu nhiéu xuyén 15i (XT) gay ra bai cac 16i ké can.
Pé don gian, chiing t6i gia thiét soi quang MCF 1a dong
nhat (nghia 1a tit ca cac 15i co cung kich thudc va chi s6
khic xa). Xét 1 16i bat ky (gia st I6i i), xuyén nhidu giita
hai 16i 1a ti s6 cong suat dau ra trong I8i i ghép tir I8i j trén
cong suit dau ra caa 18i xuyén nhiéu j [14]. Vi vay, xuyén
nhiéu gitra 16i i va j trong sgi MCF duoc tinh nhu sau [14]:
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2
XTU_ = ﬂ L, (4)
ﬂAij
trong d6 A 1a khoang cach giira hai 18i (core pitch),
R, 12 ban kinh uén cong, S 1a hang sé truyén, & la hé
s ghép mode. ‘ )
~ Trong soi MCF W 16i dong nhat, cac 16i soi dugc
sap xép theo hinh vong. Tong xuyén nhiéu trong mai I6i la
nhu nhau va dugc tinh nhu sau:

W W
PXT = Z l:)ij = z XTlJ POES ! (5)
i3 i
Tin hiéu quang dau ra mdi 15i duoc bién ddi thanh
tin hiéu dién. Bén canh cac dong tin hiéu dién nay, cé dong
nhidu xuét hién tai diu ra APD. Dong nhiu nay bao gém
cac nhiéu thanh phan, gia sir c6 ciing phan bé Gaussian, 1a
nhidu né, nhidu nhiét, nhidu xuyén kénh va nhleu phach
(beat noise) gay ra gitra tin hiéu mong mudn va nhiéu
xuyen kénh. Két qua 13, téng cong suat nhidu sau méi APD
c6 thé duogc biéu dién nhu sau:

2 _ 2, 2 2 2, 2 2 2
Ops =05 +0yq +0gg_xr T 0y T O0pse +0gig_nse T Oxrnse .(6)

. 2 2 2 2 1y A J
trong d6, O, Oxy  Ogig_x7 » Oy, lacong suat nhicu

nd, xuyén nhiéu, nhiéu phach va nhiéu nhiét, twong ing.
Cac thanh phan nhiéu nay dugc tinh cu thé nhu sau:
0'52 =2qM 2FAB(‘J?F’Or + 1, +RP; +RP ), ()
2 2
oxr =(RP:)7.®)
Odq_xr = AM?P, P,y cos? L, (9)
4K T
on =B, (10)

L

S
2 2
Oir_nse = 2RPer [nsp(M _1)hfoBo:| ,(12)
trong d6, (| 1a dién tich electron , B 1a bang tan nhiéu
hiéu dung, 1, 1a dong toi, K Ia hing s6 Boltzmann, T la

0%y ase = 2R°P, [ n, (M —Dhf,B, |, (1)

nhiétdo may thu, p_ladiéntrotai. B, Ny, h, Tolabang
tan cua tin hiéu quang, h¢ sb phat xa tu phat, hang s6 plank
va tan so cla séng anh sang tuong tng. F,la h¢ so nhicu
troi caa APD. Fa dugc tinh nhu sau [19]
Fa(M,) =kM,+(0-k,)(2-1/M,),

Trong d6, ka 12 ti 1€ ion hda.

Sau d6, tin hiéu RF tir BS dugc truyén téi bén phia
thu cua Bob, tai day tin hiéu BPSK duoc giai diéu ché bang
cach tron voi tin hiéu tr bo dao dong noi c6 dang
cos(2ct). Dong tin hiéu sau giai diéu ché cd thé dugc biéu
dién Ia

ig (t) =i, (t)y/h, cos(2z o) +nyy (), (14)

Trong do, hw = GnGri/PL 12 hé s6 kénh cua kénh
vo tuyén véi Grx va Gry 12 hé s6 khuéch dai cua anten phat
va thu; P 1a tdng suy hao cta lién két v tuyén. Tong suy
hao nay duoc tinh theo don vi dB béi
P =20log(4~f.d/c)+yd, trong d6 d la khodang cach

(13)

lién két vo tuyén va y 1a hé sé suy hao tong. Ny (1) 1
nhiéu tai bo thu c6 bién thién 1a o?,,, = KTB, /R, . Bang
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cach sir dung bo loc thong thap dé loai bo cac thanh phan
tan s6 cao nhu fc hay 2f, tin hiéu bang goc c6 thé thu duoc
tai dau ra cia bd loc LPF duogc xac dinh béi

. 1
)~ lp==5 %M, PESmyhy, +ngs (t)hy, + Ny (t), (15)

. 1
b=+ %M, PES myfh,, +nggs (1), + Ny (1)

Trong do, ip va |1 la tip hiéu nhénNduqc tuong ung
véi bit “0” va “1”. Tong bién thién nhiéu dugc tinh nhu
sau o? = oash, + oy - Tiep theo, tin higu sau giai diéu
ché duogc chuyén téi bo tach song hai ngudng dé quyét
dinh bit nao nhan dugc “0", “1", hay “x" nhu chi ra trong
hinh 3.

B. Ti 1¢ 16 bit lwong tir

~ Til¢ 16 bit lugng tir duge dinh nghia 1a ti s6 Xac
suat ma Bob phat hi¢n sai bit “0" va “1" (Per) trén xac suat
ma Bob cé thé quyét dinh cac bitﬂnhan dugc Ia:‘O” va “1"
(Psitt) [20]. Theo d6, QBER ¢ thé dugc biéu dién nhu sau

QBER =E— a9

sift

Trong d6, Perr Va Psit dugce tinh nhu sau
Par =Pag (0,1)+ Pag (l, O)
Pit = Pag (0, O)+ Pag (0,1)+ Pag (L 0)+ Pag (1,1) '

Trong d6, Pyg(i,j) 12 xdc sudt ma tai 1 thoi diém
bit & bén Alice 1a “i” nhung bit bén Bob la “j”. Xac suét
nay c6 thé dugc tinh nhu 13 Py g (i,) = PP/ (i)
trong d6 Pa(i)=1/2 Va Pgn(jli) la xac suat ma Bob
nhan dugc bit “j” trong khi Alice gui di l?it “i”. Dua trén
nguyén 1y tach séng hai ngudng, xac suat cia Rg, ) (jli)

(17)

c6 thé dwoc mo ta gan dung nhu sau:

g 2
1 JH (y_'O) I —dy
P, (00)= - dy = erf
B\A( | ) Gn\/%_we)(p 27 y = 29 C[an\/f
d . \2
1 f _(y_ll) _ i—d
PB\A(O\l)—an NS _J; exp[ 27 dy —erfc[cy N
17 - d; -i
P, (10)= = a0
B‘A(‘ ) Un\/ga[exp ZGI.ZI 2 O'n\/E

4, 12 .

1 (y-h) 1| G-y

P 1) = Iex - dy ==erfc| ——=

B‘A( ‘) Gn\/ﬂ_w p[ 205 y 9 O'n\/E
Pé diéu chinh duogc gia tri clia hai ngudng tach

song, hé s6 k dugc thém vao va hai gia tri nguong duoc
dinh nghia nhu sau

d, = E[i, |-ky/o?
0 ['o] Op , (19)
d; = E[iy]+kyo?

Trong do6 E[ig] va E[i1] la gid tri trung binh cua io
va i1.

, (18)

C. Téc dg khéa bi mat
Téc do khoa bi mat Egodic, ki hi¢u Ia S, cho biét
muc d6 bao mat cua hé thong dé xuat. Toc d6 khda bi mat
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dugc dinh nghia 14 toc do truyén dan toi da ma Eva khong
thé giai ma bat ky thong tin nao, dugc tinh nhur sau
S:I(A;B)—I(A;E), (20)

Trong d6, 1(A;B) va I(A;E) 1a lugng thdng tin chia
sé gitta Alice va Bob, va gitra Alice va Eve tuong (ting. Véi
gia thiét rang xac suét truyén bit “0” va “1” 1a xay ra bang
nhau, thong tin chia sé giira Alice va Bob c6 thé dugc tinh
nhu sau [20]

I(A'B)=plog, (p)+(1-p-g)log, (1- p-q)
~(1-q)log, (1-q)+1-q
Trong d6, p = Pag(0,0) = Pag(1,1) and q = Pas(0,X)

=Pas(1,x) = 0.5 - Pag(0,0) - Pag(0,1). ‘, ‘
Thong tin chung gitta Alice va Eve cd thé tinh bang

: (21)

[16]
| (A'E)=1+p, logy (P )+(1- p )log, (1-p, )., (22)
Trong d0, pe 12 X4c sudt ma Eve phat hién ding cac
bit dugc truyén di tir Alice, c6 thé duoc tinh 1a pe = 0.5 —
Pae (0,1) = 0.5 — Pag (1,0). Ngoai ra, xac suit 15i cua Eve
duoc tinh nhu sau
QBEREy =Ppe (0,l)+ Pae (1, 0) , (23)
Trong d6, Pag(0,1) va Pag(1,0) la x4c suét 16i ma
Eve quyét dinh sai bit nhan duoc tir Alice. Gia st rang Eve
su dung tach song don ngudng, day 1a mo hinh tach song
thudng dung cho may thu quang. Xac suat I18i ¢é thé duoc
tinh nhu sau [21]

e (02)-7, (07 o) 2o

(24)

Pag (L0)=Pa(1)Pga (0) = erfc[anj%)

Trong d6 de = 0 13 ngudng tach song tai bo thu cua Eve
(nhu hinh 3).

IV. KET QUA MO PHONG SO

Trong phan nay, cac két qua khao sat hiéu ning hé
thdng gdm QBER va S s& duoc trinh bay duya trén cac cong
thirc giai tich trong phan trén. QBER tai b thu ciia Bob va
cua Eve dugc xem xét phu thude vao rat nhiéu tham s cua
hé théng nhu cong suat phat quang (Pt) va hé sé ngudng
D-T, core pitch, d§ dai sgi quang MCF, khoang cach v6
tuyén dén Bob. Ngoai ra, QBER tai Eve ciing dugc xem
xét dé khéng dinh d0 an toan cta hé théng. Céc tham s va
hang s6 dugc liét ké trong Bang 1.

Bdng 1: Tham s6 hé thong va hang sé

Tén tham s6, hing Ky hi¢u Gid tri
SO

Cic tham sé va hang sé chung

Hing s Boltzmann K 1.38 x 10
Pi¢n tich g 16x 10719¢C
Van tdc 4nh sang c 3x 108 m/s
Kha nang chiu tai R, 50 Q)
Téc do bit R, 1 Gb/s
Nhiét d6 T 300 K
Budc song A 1550 nm
Hé sb tap am Fn 5dB

Cic théng s6 ciia bj thu phdt quang hoc
Chi s6 diéu ché m 0.2 AIW
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Suy hao soi quang a 0.2 dB/km
bép Gng PD R 0.6 AW
Ty 1¢ ion hoa kA 0.7
Béang thong FWHM Av,, 12.75 MHz
cua tia laser

H¢ so ghép mode K 0.02
Ban kinh uén Rpq 0.1m
Hing s6 lan truyén ﬁ rad/micromet

Cdc tham sé ciia RF

Tan s6 RF fe 26GHz
Hé s suy hao y 4dB/km
Hé s6 khuéch dai Grx 28dB
anten phat

Hé sb6 khuéch dai Grx 28 dB
anten thu

Hé s6 ngudng 1a mot trong nhiing cac thong sb
quan trong nhit ma cac nha diéu hanh mang can xem xét
khi thiét ké hé théng. Do d6, trong hinh 4 ti 18 15i bit lwvong
tr QBER va Psift duoc thé hién 1& mot ham cua hé sé
ngudng tai may thu cua Bob. Psift phai Ién hon hozc bing
102 & Bob c6 thé nhan duoc tir Alice vai tde dd Mbps khi
téc do truyén dat dén Gb/s. Ngoai ra, QBER duoc gitr ¢
muc thip hon hoac bang 103 dé céc 15i bit c6 thé duoc
khoi phuc nho ma sira 15i.

100
10-1 L
=
£ 10*
e}
c
[
i
o 10
]
\® \ QBER 8 core MCF
Al \ \ | —B5—Psift 8 core MCF
10 % 3| ©-QBERG1 core MCF
\ \ | —=— Psift 61 core MCF
\® ‘.\‘
A
10 i
0 1 2 3 4 5 6 7 8 9 10

D-T scale coefficient

Hinh 4: QBER va Psift tgi phia Bob phu thugc vao hé sé
nguong khi Pt =5 dBm, L = 100 km, va dAB = 300m.

Nhu chi ra trong hinh 4, dé dap (ing cac yéu cau néu
trén, hé s6 ngudng D-T phai 16n hon 3.2 trong truong hop
sir dung 8 soi da 16i 161, va trong pham vi 4 va 5 trong
truong hop sir dung s¢i da 16i 61 16i. Su khac biét trong hé
s6 ngudng D-T la do nhidu xuyén kénh 16n xay ra trong
sgi MCF 61 1.

Tiép theo, dé biét dwoc chiéu dai soi quang MCF
(L) anh hudng dén hiéu ning hé thong nhu thé nao, QBER
tai Bob duoc khao sat phu thudc vao do dai sgi quang MCF
véi Pt =5 dBm, Ma = 5 va khoang cach gitra BS va Bob
(d) bang 300 m nhu trong hinh 5. Tir két qua mé phong ta
c6 thé thay, dé QBER nho hon 1073 véi khoang cach soi
quang MCEF 4 18i, vi tri b6 thu cta Bob nén tranh tai mét
s6 khoang céach vi du nhu khoang 11-16 km hay 20-25 km.
Con dbi véi soi 32 16i, QBER cua hé théng chi dat duoc
yéu cau véi khoang cach soi quang trong dai khoang 60-
62 km hodc I6n hon khoang 70 km. Ly do cua viéc nén
tranh tai mot s6 khoang céch soi quang la vi nhiéu phach
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gay ra sau APD phu thugc vao ham cos nhu trong cong
thire (9).

10°

—H&— 4 core MCF

—=— 32 core MCF

QBER

0 1|0 2b 3|0 4|0 5|0 GIU TIU BIU QIU 100
The fiber length, L{km)

Hinh 5: QBER phu thugc vao khodng céach sei quang MCF vdi

Pt=5 dBm, MA =5, dAB = 300m.

Hinh 6 biéu dién anh huéng cua cdng suat phét
quang va khoang céach vo tuyén giita BS va Bob 1én QBER
cua hé thong trong truong hop st dung soi MCF 32 16i va
khoang céch sgi MCF Ién t&i 80km. Nhu hinh vé chi ra,
vé6i khoang céch vé tuyén gitra BS va Bob & mutc 300m thi
cong suit phat yéu cau khoang 3.2 dBm, trong khi cong
suat phat yéu cau dén 10 dBm cho khoang cach vo tuyén
6 murc 1000 m.

QBER

d=1000m
—a—d=300m
10° . L

I . L . I . .
-10 -8 -6 -4 -2 0 2 4 6 8 10
Transmitted power, P‘ (dBm)

Hinh 6: QBER phu thugc vao cong sudt phat khi chiéu dai sei
32 16i dai 80 km, MA =5
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Hinh 7: Tdc dé khéa bi mdt phu thugc vao cdng sudt phat,
khi khodng cach soi da l6i dai 80 km.
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Tiép do, Hinh 7 mé ta toc d6 khoa bi mat phu thuse
vao cdng suét phat, khi khoang cach soi da 16i dai 80 km.
Ba loai soi da 16i khac nhau dugc xem xét bao gom 4 16i,
32 16i va 61 16i. Toc do khoa bi mat phu thudc nhidu vao
loai soi da 13i, cu thé vai soi cang it I8i thi toc do khoa bi
mét dat duoc cang cao vai cdng suat phéat khoang tir 0 dBm
trg di. Diéu nay co thé ly giai do xuyén nhidu & sgi MCF
nhiéu 13i cao hon nhiéu so véi soi MCF it 16i.

Cubi cung, trong hinh 8, Toc do khda bi mat va
QBER cua Eve dugc khao sat phu thudc vao khoang cach
v tuyén gitra BS va Eve. Nhan thay rang téc do khoa bi
mat ergodic giam va QBER tai Eve tang khi khoang céch
v tuyén giita BS va Eve ting. Do vay, khi khoang cach
vO tuyén nay cang xa thi Eve c6 QBER cao va do d6 kha
ning sira 16i cua Eve 1a kho.

0.505

w
%0‘5,., ------ |-r|+r¢<ﬂ+$#‘_ g
@
= * "
B 0495 - R
s "
w
0.49 . , \ ,
0 50 100 150 200 250 300
The distance between BS and Eve, de (m)
10°
£ EHE]
o _|L.:‘7JH—‘I+HJ4—‘+”—
& 107t 888 4
= sEE
o« =
: £
@ 107} -
o =g
=
o o
1w0°LE . . ) L
0 50 100 150 200 250 300

The distance between BS and Eve, de (m)

Hinh 8: Téc dé khda bi mét Ergodic va QBER tai Eve phy
thugc vao khodng cach vo tuyen giza BS va Eve khi khodng
cach sei 4 16i dai 80 km.

V. KET LUAN

Bai béo da dé xuat giai phap tang dung lugng hé thong
phan phéi khoa luong tir qua hé thdng lai ghép quang vo
tuyén sir dung diéu ché cudng do séng mang con vai tin
hiéu BPSK va bg thu tach song hai ngudng. Cac mo ta toan
hoc cho cac phan tich bao mat cia h¢ théng dé xuit duoc
phan tich. Ti 1¢ 13i bit luong tir va tc d khoa bi mat bién
thién theo cac tham s 16p vat Iy dwoc xem xét. Cac két
qua md phong sb chimg to rang hé thong dé xuét co thé dat
duoc cac muyc ti€éu bdo mat mong muén bao gém QBER
nhé hon 1072 va téc do khoa chon loc dat dugc tai toc do
Mbps. Cac két qua cho thay hé thong lai ghép quang vo
tuyén 14 giai phap hiéu qua dé phan phdi khoa lugng tir toi
cac thiét bi di dong.
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Pham Anh Thu

A SOLUTION TO INCREASE THE CAPACITY OF
QUANTUM KEY DISTRIBUTION SYSTEMS BY
USING RADIO-OPTICAL HYBRID SYSTEM

Abstract - The quantum key transmission model on the
radio-optical hybrid system is considered one of the
solutions with many advantages such as providing long
transmission  distances,  flexibility, and  easy
expansion.Therefore, the model has been received special
attention from many researchers and implementers in
recent years. However, performance in terms of system
capacity is still an issue that needs to be considered and
improved. In this paper, we propose a solution to improve
the capacity of the quantum key distribution system
through the radio-optical hybrid system, which is to use
multi-core optical fiber (MCF). The quantum key from the
sender (Alice) is transmitted over the multicore fiber to the
intermediate station (BS) and then forwarded to the mobile
stations (Bob) over the radio channel. The QKD protocol
is implemented by relying on subcarrier intensity
modulation using binary phase shift keying, and a two-
threshold receiver is used for decoding. The system
performance in terms of quantum bit error rate and secret
key rate of the system is analyzed under the influence of
many physical layer parameters coming from the receiver,
optical network part and radio channel. These parameters
include radio channel loss, optical channel loss, crosstalk
in the MCF fiber, and receiver noise. In addition, the
article also considers the performance of the system in the
presence of an attacker (Eve). The feasibility of the
proposed QKD system is demonstrated in the results of
this paper.

Keywords — Quantum key distribution OéL(ﬁKD),

Multicore Fiber %{ICF), Subcarrier Intensity M ation
(SIM), Quantum Bit Error Rate (QBER).
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