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Tém tat: Tan cong APT la ki thuat tan cong cao cap,
dai dang, c6 chi dich. K§ thuat tin céng nay gay ra nhiéu
thiét hai I6n cho t6 chirc, co quan nha nuéc. Do d6, nhiém
vu phét hién va canh bao som k§ thuat tan céng nay rat can
thiét hién nay. Dé nang cao hiéu qua cua qué trinh phat
hién tin cong APT, bai bao nay dé xuit mot huong tiép
can méi dya trén cac mo hinh hoc sau két hop. Quy trinh
phét hién tan cong APT-IP dugc dé xuat trong nghién ctu
nay: Toan bo dit liéu vé luu lwong mang sé tién xir ly, phan
tich théng qua mang hoc sau két hop mang CNN?, sau d6
céc dit liéu nay khong dang phan loai ma tiép tuc dugc
phan tich va danh gia thong qua mang BiLSTMZ2. Cudi
cuing, dit liéu sau khi xir ly bai mang BiLSTM sé tién hanh
phan loai dé xac dinh tan cong APT-IP.

Tir khéa: APT; Phét hién tan cong APT; Hoc siu két
hop; Hanh vi bat thuong.

. MOPAU

A. Tan cong APT va van dé phat hién
Tén cong APT la k§ thuat tin cong cao cap, giai dang
va c6 chu dich [1, 2, 3] Phan I6n cac chién dich cua tan
cong APT deu dugc cac t6 chirc chinh phu ding dang sau
dé ho trg vé nhan luc va vat chét. Chinh vi vy, van de; phat
hién va canh bao sém chién dich tan c6ng nay dang rat can
thlét hi¢n nay. Trong cac nghién ctru [1 2, 3] da liét ké mot
s6 huong tiép can cho phét hién tan cong APT dua trén dic
diém, quy trinh va Vong doi cta chung bic bigt, dé phét
hién dau hiéu tan cong APT thi cac huong tlep can thuong
tap trung vao tim kiém, phén tich va danh gia cac dau hiéu
va hanh vi ciia ma doc APT dua trén cac bo dit liéu vé mang
st dung cac ky thuat hoc may. Bén canh do, trong nghién
ctu[1,4]da chung minh duoc rang bo dix ligu ve luu luong
mang dugc danh gid 1a bo dit ligu tot cho phat hign tan Cong
APT Vi bo dit liéu nay ghi nhan nhiéu dau hiéu va hanh vi
cua ching.

Trong nghién ciru [1] da dé xuat mot s phuong phap
va cach thtic khac nhau cho phat hi¢n tan cong APT bao
gom: phat hién hanh Vi bat thuong, phan tich o thi...
Ching tdi nhan thay rang, cac huong tiép can va dé xuat
nhu vdy dd mang lai hiéu qua tét, tuy nhién, truéc thuc
trang dir liéu giam sat ngdy cang phong phu va da dang thi

Tac gia lién hé: Nguyén Hoa Cuong,

Email: cuongnh@ptit.edu.vn

Dén toa soan: 9/2023, chinh stra: 10/2023, chip nhén ding:
11/2023.

* Mang Neural tich chap (Convolutional Neural Network)

SO 04 (CS.01) 2023

can phai co nhung thay d6i vé mat xt ly va phan tich méi
¢d thé pht hop véi nhiém vu phat hién APT hi¢n nay. Chinh
vi vay, trong bai bao nay, chung t6i dé xuat mot hudng tiép
can mai cho phat hién tan cong APT duya trén phan tich
hanh vi bat thuong caa luu lwong mang st dung mé hinh
hoc sau két hop CNN-BiLSTM. Dé thuc hién nhiém vu
phét hién dau hiéu tan cong APT, cac mo hinh hoc sau két
hop do chung t6i xay dyng s& thuc hién 2 giai doan chinh
bao gdm: i) trich xuat thudc tinh IP dya trén flow: ddi voi
giai doan nay, chung t6i s& tién hanh phan tich Iuu lugng
mang thanh cac mang flow theo timg dia chi IP roi str dung
mo hinh hoc sau két hop dé trich xuat thudc tinh IP dua trén
hanh vi cia mang flow; ii) phan loai APT IP: dya trén céc
thugc tinh cta IP dugc trich Xuit trong nhiém vu (i), chiing
toi s& tien hanh phan loai dé xac dinh céc IP tan céng APT
va IP binh thuong.

B. Tinh mdéi va khoa hoc trong bai bao

Dong gop co ban va quan trong trong bai bao nay chinh
12 mb hinh phan tich, trich Xuét va phan loai APT IP. Theo
do, cac tac gia da dé xuit trong bai bao nay mot md hinh
hoc séu ket hop mai, mang lai hiéu qua cao cho qua trinh
trich xuat hanh vi bat thuong cua IP dé tir d6 hd tro nang
cao hiéu qua qué trinh phan loai APT IP.

Il. CAC NGHIEN ClPU LIEN QUAN

Chu va cac cong su [5] da tién hanh thuc nghiém phat
hién tan cong APT dua trén bo dir lieu NSL- KDD st dung
mang nhiéu tang truyén thang (Multilayer Perceptron -
MLP) va thuat toan hd tro may hoc (Support vector
Machine - SVM). Trong qua trinh thuc nghiém céc tac gia
d3 tién hanh thay d6i mot s6 tham sb trong nhan cua 2 thuat
toan MLP va SVM. Két qua phat hi¢n tan cong APT dua
trén b dir liéu thuc nghiém bang mo hinh MLP da mang
lai két qua t6t hon trong mot s6 truong hop cu thé. Tuorng
tu cach tiép can trong [5] Nkiruka Eke [6] da sur dung cac
bé dir ligu KDD 99 cho phat hi¢n tan cong APT duya trén
thuat toan hoc sau c6 bo nhé ngan han (Long Short-Term
Memory- LSTM) 'Ngoai ra Joloudari [7] d& dé sur dung
thuat toan cay quyét dinh C5.0 cho phat hign tan cong APT
dua trén bo dir ligu NSL-KDD. Keét qué thuc nghiém cho
thay thuat toan hoc sau 6 I6p mang lai két qua tét hon so
Véi cac thuat toan cay quyét dinh C5.0. Do chinh xéac coa
cac phuong phap nay tuwong tng la 98.85%, 95.64%,
88.37%. Bén canh do, thuat toan hoc sau 6 I6p do tac gia
dé& xuat ciing mang lai hiéu qua cao khi sai s6 chi la 1.13%.
Tuong ty nhu vy, Cosimo [8] da dé xuat mang
Autoencoder cho phat hién tin cong mang dua trén bo di

2 Mang Mang no ron hdi tiép hai chiéu (Bidirectional recurrent neural
network)
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ligu NSL-KDD. Trong phan thyc nghiém mang
Autoencoder da thé hién sy vuot troi cho nhiém vu phat
hién tin cong APT so véi cac mo hinh va thuat toén khac.
Tuy nhién, chang toi nhan thy rang, bé dit liéu NSL-KDD
va KDD 99 la nhitng b6 dit liéu da duoc chuan hoéa va can
béng vé mat dit liéu sach va dit liéu tan cong, néu tac gia sur
dung thuat toan rimng ngau nhién thi két qua c6 thé cao hon
thuat toan hoc sau cua tac gia dé xuat. Bén canh d6 trong
nghién ctu ctia Branka [2] da chitng minh viéc sir dung bo
dir lieu KDD 99 cho nhiém vu phat hién tan cong APT
khong con thich hop véi nhu cau thuc té. Ngoai ra, trong
nghién ctu [9], Sai Charan va cac cong su cling dé xuat sir
dung md hinh mang LSTM cho phat hi¢n tan cong APT
trong cac hé thong ngan hang. Cu thé, dua trén nén tang
cong ngh¢ dit li¢u I6n, cac tac gia thuc hi¢n y tuong str dung
mo hinh LSTM cho phat hi¢n tan cong APT dua trén ting
g1a1 doan phat trlen cua chang. Trong phan thuc nghlem
céc tac gia da tién hanh déanh gid su hi¢u qua ctia mo hinh
LSTM cho phat hién tan cong APT bing cach tinh thoi gian
xtr ly va phét hién tan cong dua trén qua trinh chia bo di
liéu thuc nghiém.

Ngoai ra, Hofer-Schmitz va cac cong sy [10] da trinh
bay phuong phép toi uu cho phat hi¢n IP APT dya trén bo
dir licu CICIDS2017. Cuy th¢, trong nghién cau cia minh
cac tac gida da su dung thuat toan PCA nham giam chicu
thugc tinh cta Flow tir 76 xuong 66 thugc tinh roi tim cach
chi bo dir liéu thanh 3 nhém dé xir ly va phan tich trén tung
nhom dir ligu. Trong nghién ctu [11], Bodstrom va cac
cong su da dé& xuat md hinh hoc sau két nhiéu mo hinh va
thuat toan khac nhau. Mai I6p c6 chic ning téng hop va
phan tich thudc tinh lam dau vao cho cac 16p sau. Véi sy
két hop nay theo phan tich cia nhém nghién cau thi s tan
dung duoc uu dlem cua cac thuat toan hoc sau trong nhiém
vu phan tich va tong hop thugc tinh. Cho va cac cong su
[12] da d& xuat phuong phap phat hién tan cong APT sir
dung hoc sau két hop. Theo do, trong nghién ctru ciia minh,
C4c tac gia d& xuat mot md hinh hoc sau dua trén sy két hqp
gitra md hinh CNN-LSTM dé gidm sat va phat hién tan
cong APT duya trén luu luwgng mang.

l1l. BE XUAT MO HINH HOC SAU KET HQ'P CNN-
BILSTM

A. Gidi thiéu vé CNN

CNN 12 mt mang hoc sau pho bién hién nay. CNN bao
gom tap hop cac 16p co ban nhu: 16p tich chap + 16p phi
tuyén, 16p két ndi day du. Céc l16p nay lién két vai nhau
theo mét thir tu nhit dinh phu thudc vao kién trac thlet ké
va muc dich st dung cua md hinh. Cau tric chi tiét cua
CNN ciling nhu céc thuat ngir (budc tién, phan dém, tong
hop) da dugc trinh bay chi tlet trong bai bao [13, 14]. Trong
bai bdo nay, chiing t6i dé xuat ung dung md hinh CNN trich
XUAt cac dic trung clia nhleu flow va két hop chung lai véi
nhau thay Vi chi sir dung déi twong 1a céc flow riéng lé dé
nghién ctu. Trong d6 ham kich hoat ching tdi st dung la
ReLU (1).

f(x) =max(@0,x) (1)

B. Gidi thi¢u vé BiLSTM

Mac du mang LSTM da khic phuc dugc mot sé nhuoc
dlem vé kha ning ghi nh¢ cua cac mang no-ron hoi quy
truyén thong. Nhung né van c6 mot $0 han ché la chi co

kha nang ghi nhé va hoc mot chiéu. Bidu nay dan dén mang
LSTM c6 thé 1am mét cac théng tin quan trong trong mot
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s6 truong hop. Bé khic phuc tinh trang nay thi trong nghién
ctru [15] d& d& xuit mang hoc sau BiLSTM. Trong nghién
ctru da gigi thigu md hinh BILSTM gém 2 phan forward
LSTM va backward LSTM. Piéu nay cho phép mé hinh
khdng chi ké thira kha ning ghi nh¢ xa cua LSTM ma con
6 kha nang gh1 nhé 2 chiéu théng tin. Hai 16p LSTM tao
ra 2 trang thai an twong tng, hfi tir forward LSTM va hbi
tir backward LSTM. Trong d6, hfi tich hop cac thong tin
trudc va hbi tich hgp céc th()ng tin tr sau. Xac dinh trang
thai cudi cung hi bang cach ghép 2 trang thai bang cong
thire (2) dudi day.

h = |17 (2)
Trong d6 :
h; latrang thai tai state i (chira thong tin tir ca 2 huéng)
|| 12 phép nbi

_ Hinh 1 duéi day thé hién kién triic ciia mang BiLSTM
gom 2 thanh phan forward LSTM va backward LSTM.
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Hinh 1. M6 hinh mé ta 2 thanh phdn LSTM trong
BiLSTM

Tir kién trdc caa mang BiILSTM duoc thé hién qua hinh
1 thi r6 rang mo hinh nay c6 kha nang hoc dugc thém mot
chiéu thong tin. Diéu ndy s& cai thién déng ké kha ning ghi
nhé trong qua trinh traning tir d6 lam tang hi¢u qua cua qua
trinh phan loai. Véi cach tiép can s dung mang BiLSTM
aé phat hi¢n APT IP, chling t6i ky vong mang BiLSTM nay
¢6 thé ghi nhd vi tri nhom flow trong khong gian nhing dé
tr d6 nang cao kha nang phan loai APT IP va IP binh
thuong.

C. Ap dung cnn-bilstm cho phat hién APT IP

Quy trinh phat hién IP tan cong APT bao gom cac budc
nhu sau:

- Buoc 1: xéy dung khung (frame) dya trén mang flow:
Theo do, thay vi nghién ctru dbi tugng la cac flow riéng le,
ching t6i dé xuét St dung cic doi tugng nghlen cau la
frame. Trong d6 mdi frame duogc tao ra theo qua trinh xu ly
flow gom céc giai doan:

Giai doan chia kich thuéc: trude tién cac flow cua cung
mot IP s& dugc nhom vao mét nhom, sau d6 ching dugc
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chia thanh cac nhdm nho c6 kich thuéc nhu nhau, trong bai
bao nay qua qua trinh thuc nghi¢m ching t6i nhan thay moi
frame c6 kich thugc 12 50 flow cho két qua tot nhét.

Giai doan dém: Néu cac frame bi Ié do s6 lugng flow
khéng chia hét cho 50 s& duoc sir dung k§ thuat zeros post-
padding dé xu 1y.

- Buéc 2: Trich xuét didc trung IP dya trén frame: cac
frame da duoc xay dyng ¢ budc 1 s€ dugc su dung lam dau
vao cho mang CNN gom cac [6p tich chap, lop tong hop
Cung ham kich hoat 13 ReL U dé trich xuat cac dic trung cua
cac flow lan can nhau. Cic ddc trung sau khi dugc CNN
trich xuat s& dugc lam phang thanh cac véc to va di qua
mang BiLSTM tiép tuc hoc duoc cac dic trlmg mai. Ket
qua cia BILSTM la mét véc to bao ham céc dac tinh noi
bat cua cac frame sau khi da duoc trich xuit va chon loc
boi CNN- BiLSTM.

- Buéc 3: Phan loai frame: Cudi cung, mot ham phan
loai (Softmax Classifier) s& duoc stir dung nhung doi tuong
dugc thay doi tur flow don 1€ thanh cac frame dé quyét dinh
xem frame do roi vao 16p nao trong hai lI6p APT va binh
thuong. Két qua phan loai cac frame nay sé dugc st dung
dé phan loai IP.

IV. THUP'C NGHIEM PANH GIA

A. D liéu thyc nghi¢m
Bo dir liéu thuc nghiém trong bai béo bao gom:

- Dir liéu thyc nghiém duoc thu thap va phéan tich tir 29
file network traffic trong bg dit ligu Malware Capture CTU-
13 cua 6 loai ma doc tur cac cuoc tan cong APT gom:
Andromeda, Colbalt, Cridex, Dridex, Emotet va
GhOstRAT [16].

Bo dir liéu network traffic sach trong bai bao dugc trich
XUAt tur may chi chinh phu di¢n tir cia tinh Quang Nam
[17] theo dé tai nghién ctu khoa hoc KC.01.05/16-20 cua
b6 khoa hoc va cbng nghé Viét Nam. Bo dir liéu nay duoc
thu thap trong 1 ngay 27/7/2019.

Bang 1 dudi ddy mo ta chi tiét bo dir liéu thuc nghiém
trong bai bao

Bang . Thanh phén bé di liéu thuc nghiém
Kiéu dir ligu Téng APT Binh thuong
Flows 3.068.915 | 871.914 | 2.197.001
IP 1690 118 1572

B. Kich bdn thyc nghi¢m
Bai béo s& bao gdm 2 kich ban thuc nghiém nhu sau:

Kich ban 1: Thyc nghiém phat hi¢gn APT IP trén mot
s mang riéng lé va huéng tiép can khac.

Kich ban 2: Thuc nghiém danh gia sy hiéu qua ctamod
hinh hoc sau két hop CNN-BIiLSTM. Trong qua trinh thuc
nghi¢m chung t6i s& tién hanh thay do6i tham sb cua timg
mang dé tim ra md hinh t&i wu nhit.

C. Két qua thuc nghiém kich ban 1
a) Strdung LSTM

Bang 2 dudi day thé hién két qua thyc nghiém khi
chung t6i 4p dung mo hinh LSTM [18] cho phat hién tin
céng APT.
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Béng Il. Két qué phat hién tan céng APT st dung thuéat
toan LSTM [18]

Thz;m

LSS;)'M Acc Pre Rec F1 Acc Pre Rec F1
2 0857 | 0957 | 0475 | 0635 | 0966 | 0.714 | 0428 | 0535
3 0874 | 0941 | 0557 | 0620 | 0973 | 0937 | 0428 | 0588

4 0858 | 0976 | 0475 | 0635 | 0970 | 0833 | 0428 | 0.566

Panh gia frame Panh gia IP

Véi cac két qua dugc béo céo trong bang 2 ¢d thé nhan
thdy rang do chinh xac ciia nhiém vu phan loai flow va IP
da thay ddi lién tuc trén hau hét cac do do va khong theo
quy luat khi tang do phuc tap clia mo hinh LSTM. Doi voi
két qua phan loai frame, voi diém Accuracy tong thé dat tir
85,7% dén 87,4%, c6 thé nhan thady md hinh LSTM c6 vé
da mang lai hi¢u qua cho qua trinh phan loai flow. Tuy
nhién, trong bi canh c6 sy mat can bang ve bo dit ligu, do
do Accuracy c6 the‘ duogc ddy Ién rat cao néu md hinh du
doan tat ca cac IP déu thudc vao 16p binh thuong (do so6 IP
binh thuong chiém ti I¢ rat cao trén tong sé IPs). Véi diém
F1, mang LSTM cho céc két qua trén dao dong tr 47% dén
56% trén két qua phan loai flow, day la cac két qua trong
aoi thap va khong dem lai nhiéu y nghia trong qua trinh tng
dung vao thyc té.

b) Két qua thuc nghiém phat hién tan cong APT sir dung
mang CNN-LSTM

Bang 3 duéi day thé hién két qua thuc nghiém khi
chung t6i ap dung m6 hinh CNN-LSTM [12] cho phat hign
tan cong APT.

Bang lll. Két qua thurc nghiém phét hién tan céng APT
str dung mé hinh CNN- LSTM [12]
Tham | Tham Panh gia frame Danh gia IP

) )
CNN [LSTM | Acc | Pre | Rec F1 Acc | Pre | Rec F1

3 2 086 | 09 | 049 | 066 | 0975 | 094 | 045 | 061

4 3 0871 | 0985 | 0515 | 067 | 0976 | 0974 | 0514 | 066

4 4 0873 | 09% | 0517 | 0681 | 0978 | 095 | 054 | 069

Nhin chung tir bang 3 thay duoc két qua thyc nghiém
giira c4c md hinh voi s6 luorng tham s6 khac nhau c6 su
khac biét rg rét. Bén canh do, cac s lidu trong bang 3 cling
cho thay r neu két qua phan loai frame tot s& cho két qua
phan loai IP tét. Tuy nhién, khdng phai ctr nhiéu mang
CNN két hop véi nhiéu mang LSTM thi s& cho két qua tot
nhat. Nguyen nhan cua vén dé nay c6 thé giai thich do cau
truc cac mang c6 su khac nhau va cac tham s6 duoc khoi
tao mot cach ngau nhién dan dén cach hoc cia mai mé hinh
1 khac nhau, va céac pattern duoc cac mo hinh hoc duoc
cling khac nhau dan den sy sai khac trong ket qua phan loai.
Trong bang 3 thi m6 hinh [4 CNN -2 LSTM] cho két qua
t6t nhat d6i vai ca qua trinh _phan loai frame va IP APT véi
diém F1-score ting dang ké (khoang 12% so v6i mo hinh
LSTM) Tur két qua thyc nghi¢m nay, co thé thay rang cac
mé hinh hoc sau két hop s& 1a huéng tiép can phu hop cho
cac bai toan phat hi¢n tan cong dua trén bat thuong khdng
c6 sw mét can bang qua Ién trong dit ligu.

D. Két qua thuiec nghiém kich ban 2
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Bang 4 dudi day thé hién két qua thuc nghiém khi tién
hanh thyc nghi¢m mo hinh CNN-BIiLSTM cho nhi¢m vy
phét hién tan cong APT.

Bang IV. Két qua thuc nghiém mé hinh CNN-BILSTM

Tham | Tham Panh gia frame DPanh gia IP

SO SO
CNN |BiLSTM | Acc | Pre | Rec | F1 | Acc | Pre | Rec | F1

3 3 08 | 09 [049 (065 |097 094 | 043 | 059
4 4 087 | 099 [051 (067 |097 (095 |051 |061
4 2 08 (099 057 | 073 | 098 | 095 | 054 | 069

Dua trén két qua thuc nghiém cua bang 2 thi thay dugc
mo hinh CNN-BILSTM cho két qua phan loai IP tot nhét
tai [ACNN-2 BiLSTM]. So sanh két qua thuc nghiém cua
bang 2, 3, 4 thi thiy duoc md hinh CNN-BILSTM mang lai
hi¢u qua cao hon so véi mang LSTM va md hinh CNN-
LSTM. Nguyén nhén cta van dé nay la do mac diu mang
LSTM c6 kha ning nhd, nhung trong qua trinh téng hop
thugc tinh thi mang LSTM coi cdc mang nay c6 vai tro
ngang nhau diéu nay dan dén nhiéu thuoc tinh quan trong
da bi nhirng thuoc tinh it quan trong lam nhiéu va bi lu mo.
Trong khi d6 mang BiLSTM c0 kha ning ghi nh¢ 2 chiéu
nén da hoc dugc nhiig dac trung tir xa tot hon.

V. KET LUAN VA HPONG PHAT TRIEN

Trong bai bao nay, véi myc tiéu nang cao hi¢u qua cia
hé théng phaét hién tan cong APT ching toi da dé xuat mot
mo hinh hoc sau két hop CNN-BIiLSTM. Pay 1a mot mo
hinh hoc sau két hop mai, chua c6 nghlen clru ndo dé Xuat.
Dya trén md hinh nay, cac thugc tinh va déc trung cua IP
trong luu 1u0ng mang da duoc 1am noi bat tir d6 hd trg phan
loai chinh xé&c cac APT IP. Céc két qua thuc nghi¢m trong
bai b4o cho thdy mé hinh nay d3 mang lai hiéu qua tot hon
S0 v&i cac mang hoc sau riéng lé LSTM hozc hoc sau két
hop CNN-LSTM. Két qua thuc nghiém nay da chtng minh
duoc tinh dung dan va hiéu qua cua mé hinh dé xuat. Trong
tuong lai, dé tiép tuc cai thign mo hinh nay ching t6i cho
rang can cai thién 2 van dé: thur nhit 1a kha ning tong hop
thugc tinh cta IP trong luu lugng mang. Thir 2, can phai co
cac phuong phap cai tién dé ndng cao qua trinh phan loai.

LOI CAM ON

_Bai bao nay duoc thyc hién béi sy tai trg ciia quy phat
trién nghi@n cuu khoa hoc ta[ Hoc Vié;n Codng Nghé Buu
Chinh Vién Thong theo quyét dinh s6 202/Qb-HV nim
2023.
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BASED ON HYBRID DEEP LEARNING MODELS
TO ENHANCE THE EFFECTIVENESS OF APT
ATTACK DETECTION

Abstract: APT (Advanced Persistent Threat) attacks
are sophisticated, persistent, and purposeful cyberattacks.

TAP CHI KHOA HOC CONG NGHE THONG TIN VA TRUYEN THONG 108


https://doi.org/10.1007/978-981-13-8300-7_5
https://doi.org/10.1007/978-981-13-8300-7_5

Nguyén Trung Thanh, Nguyén Hoa Cuong

These attacks cause significant damage to organizations
and government agencies. Therefore, the task of early
detection and warning of this type of attack is crucial
today. To enhance the effectiveness of APT attack
detection, this research paper pr%poses a new approach
based on hybrid deep learning models. The APT-IP attack
detection process outlined "in this_research involves
preprocessing the entire network traffic data, analyzing it
using a combination of deep learning network and
Convolutional Neural Network (CNN), and then further
analyzing and evaluating the data using a Bidirectional
Long Short-Term Memogy_ (BiLSTM) network. Finally,
the data processed by the BiLSTM network is classified to
identify APT-IP attacks.

Keywords: APT; APT detection; deep learning model,
abnormal behaviors.
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