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Abstract— For secure communications, the authors
propose a underwater wireless optical communications
code-division multiple-access (UOWC/CDMA) system
with multiple relay assistance. Relay nodes employ the
Chip Detect-and-Forward (CDF) technique to prevent the
difficult multiuser decoding procedure. The proposed
system performance, in terms of bit-error rate (BER) and
transmission confidentiality, is analyzed in our study over
fading channel. Therein, oceanic turbulence and beam
misalignment between transmitters (Txs) and receivers
(Rxs) have a significant negative impact on the reliability
of a UWOC network. Additionally, changes in the water
refractive index brought on by changes in pressure, water,
and temperature can have an impact on the operation of
UWOC systems. The performance analysis of a vertical
UWOC link subject to Multiple-access interference and
background noise is examined in this work. Additionally,
we explore optical code-division multiple access (CDMA),
which is used to facilitate simultaneous and asynchronous
data transmission between sources (such as ships, buoys,
unmanned underwater vehicles, divers, and so forth) and
the destination. Based on a precise mathematical
framework for link modeling that takes into consideration
realistic Tx/Rx and channel parameters while accounting
for the effects of oceanic turbulence and beam spreading
loss conditions, this study was conducted. Moreover, it is
shown that choosing the best Tx/Rx parameters is
necessary to meet service quality requirements such as
BER and transmission confidentiality. The provided
findings provide insightful information about the practical
considerations of deploying UWOC/ CDMA systems.

Keywords— Underwater optical wireless
communications (UOWC), code division multiple access
(CDMA), oceanic turbulence.

[. INTRODUCTION

Due to the continued growth of connected human
activities, such as environmental monitoring, offshore oil
field research, port security, etc., there is an increasing
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Fig. 1. An example of multirelay-assisted underwater optical
wireless communications.

demand for underwater communication networks today.
Such networks should make it possible to communicate
with submerged cars or get information from submerged
sensors. We are concerned with a wide range of data-rate
needs within the underwater Internet of Things (10Ts)
paradigm with difficult difficulties of unpredictable
propagation environment. Underwater optical wireless
communication (UOWC), which enables high-speed,
low-latency data transfer in such networks, is viewed in
this context as an effective complementing technology to
acoustic communications over short-to-moderate link
ranges [1-3]. In reality, a number of factors, such as water
absorption and scattering [4-6], solar background noise [7,
8], maritime turbulence [9], and pointing errors (PEs)
[10-12], have an impact on the performance of UOWC
links. As a result, effective approaches for reducing these
effects are required. This paper focuses on the effects of
oceanic turbulence, which dominates the dynamic
performance of underwater networks, in addition to
analyzing deterministic losses, such as propagation loss
and beam spreading loss. We also take into account
choosing the right transmitter (Tx) and receiver (RX)
characteristics to reduce the impact of random channel
effects.

Asynchronous access, scalability, and intrinsic security
are some further advantages of OWC/CDMA systems,
which have been proposed to allow numerous users to
concurrently share the same resource of fading channels
[14-17]. The influence of oceanic turbulence has a
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significant negative impact on the performance of
OWC/CDMA systems [18]. The rise in bit-error rate
(BER) brought on by oceanic turbulence, background
noise, and multiple-access interference (MAI), severely
reduces the transmission range of OWC/CDMA systems.
To solve this issue, a number of methods have been
suggested, including forward error correction (FEC),
spectral phase encoding, and pulse-position modulation
(PPM). PPM has a number of benefits, including
non-threshold detection and power efficiency [14-16].
Although PPM-based OWC/CDMA systems must
broadcast brief pulses, when transferring high data rates
over long distances, the pulse broadening effect has a
substantial impact [17]. Better spectral performance and
efficiency are also provided by spectral phase-encoded
optical CDMA [16]. However, because coherent sources
must be used, it is quite challenging. According to the
study in [4], FEC can successfully treat physical layer
deficits. Due to the large delay and decreased transmission
efficiency caused by FEC, its use is currently restricted.

In this study, we suggest using relay-assisted
transmission to resolve the OWC/CDMA systems' oceanic
turbulence issue. Recently, relay transmission has been
proposed in FSO communications as a method to expand
the range and dependability of radio frequency lines
[19-24]. The performance and range of OWC/CDMA
systems can be increased by using relay transmission.
When there is no direct line of sight between the users and
the receiver, it also helps to implement the system. Bit
detect-and-forward (BDF) is frequently used at relay nodes
in conventional relay schemes [19-20]. BDF is
complicated in relay-assisted OWC/CDMA systems,
though, because multiuser detection is needed at each relay
node. Therefore, we suggest switching to chip detect and
forward (CDF). Relay nodes in relay-assisted
OWC/CDMA systems that employ the CDF scheme detect
CDMA chips, either "1" or "0," using threshold detection,
and then send those chips to the next node in the chain.
Additionally, CDF can be effectively combined with the
AND detection technique, which is applied at the receiver
to lessen the impact of MAI [25].

Additionally, although improved security has frequently
been listed as a benefit of OWC and optical CDMA, the
standard and extent of security improvements for
UOWC/CDMA systems have not been explored. In fact, if
a detector is placed within the optical beam's footprint, it is
possible to intercept a signal, especially if the optical beam
has a broader beam due to the lengthy transmission
distance. In this study, we additionally take into account
the code interception performance of the suggested
UOWC/CDMA systems, which is determined by the
likelihood that an eavesdropper will successfully decode
the user's whole code word.

In our investigation, we'll look at how relay-assisted
UOWC/CDMA systems function in the presence of
oceanic turbulence that is modeled as a log-normal fading
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channel while also accounting for the main physical layer
impairments such background noise and MAI. Beam
spreading and other effects of the oceanic channel, such as
oceanic attenuation, are also taken into account. Analysis
will be used to derive the proposed UOWC/CDMA
systems' BER and transmission  confidentiality
expressions. Discussion of numerical findings will take
into account a variety of system characteristics, such as
transmitted power, relay count, user count, and
transmission distance.

II. RELAY-ASSISTED UOWC/CDMA SYSTEM

A. System model

A model of relay-assisted UOWC/CDMA system with
k usersand N relays is shown in Fig. 2 (right side). Data
signal from all k users are transmitted over oceanic
channel and collected by the first relay (Ri) , Where thay

are detected and then forwarded to the receiver via other
relays (i.e., R,,R;,...,Ry ). Each wuser in the

UOWC/CDMA system is assigned a unique signature
code, which can be either one-dimentional or
two-dimensional (2D) one, for encoding its data. With the
properties of high cardinality and low peak
cross-correlation, 2D wavelength hopping/time spreading
(WH/TS) codes have been proposed and adopted in optical
CDMA systems [25]. To reduce MAI and ehance security,
2D WH/TS codes are also used in our proposed
UOWC/CDMA system, whose block diagram, including a
transmitter, a relay, and a receiver, is depicted in Fig. 2
(left side).

At transmitter side, binary data of each user is first
modulated with broadband optical signal which is
generated from the laser source, at a modulator. Modulated
optical signal is then encoded in both wavelength and time
domains at a WH/TS encoder, where bit ‘1’ is converted to
a chip sequence including chips ‘1’ and ‘0’ while bit ‘0’ is
kept unchanged. An optical pulse at a specific wavelength,
whose power is P, , will be transmitted in the case of chip

‘1’ while optical pulse is absent in the case of chip ‘0°.

At the first relay, as depicted in Fig. 2, optical pulses
from k users are collected and separated into individual
wavelengths at a demultiplexer (1-DEMUX). The optical
signal at each wavelength is then converted to an electrical
signal by a photodetector (PD). The electrical signal is then
forward a process of CDF by a threshold detector and a
laser source. Optical signals from laser sources are
combined at a wavelength multiplexer (1-MUX) before
transmitting to the next node. It is worth noting that the
transmitted power per chip ‘1’ at the output of R, is also

kept at the level of P.. The similar process is performed at
other relays (i.e., R,,R;,...,Ry) of the system. The CDF

process in these relays is not affected by additional MAI as
they are only connected to the previous node.
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Figure 2. Multihop relay-assisted UOWC CDMA system model and block diagram.

At the receiver side, the binary data from the desired
transmitter is decoded at a WH/TS decoder. After passing
through the decoder, optical pulse (i.e., chip ‘1°), whose
wavelengths are matched to receiver’s signature codes, are
collected and separated. In addition, they relative time
delays among them are cancelled so that they are aligned in
time. Next, these optical pulses are converted to electrical
ones at the PDs and then detected at chip detectors. Based
on logical levels at the output of the chip detectors, logical
AND operation is carried out to detect a bit ‘1’ or a bit ‘0’

Table 1. WH and TS patterns for p, = p, =5

WH pattern TS pattern
Ho A4 Ao Ao o S0 10000 10000 10000 10000 10000
H, AL A44, S$110000 01000 00100 00010 00001
H, AL, A44, S210000 00010 01000 00001 00010
H, A ALA44 4, S510000 00010 01000 00001 00100
H, A4 AL4LA S410000 00001 00010 00100 01000

B. Prime code

In this paper, we use 2D prime code to provide
accessibility for multiple users simultaneously. In detail,

each user is assigned a unique code whose length is p?Z,
where p, is a prime number. A TS pattern can be

generated using the linear congruent placement operator to
place a pulse within a block as follows

¢y =[xyl xy=01..,p, -1 1)
where [-] denotes modulo p, operation, x represents the
sequence number within the family of sequences, and y

represents the block number for that particular sequence.
The algorithm determines the place of a pulse within a
block of length p, . Hence, the prime algorithm produces

p, sequences (i=0,1,...,p, —1) of length p’.
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Similarly, a WH pattern is generated from a prime
number p, (p,<p,). In that case, there are p,
wavelengths available for colouring the TS pattern, exactly
as there are p, pulses at one wavelength only and is
therefore discareded. Consequently, the number of WH
patterns is p,—1 and a 2D WH/TS code set includes
P, ( Py —l) distinctive 2D prime codes of length pf . The
process of generating the TS and the WH patterns with
P, = P, =5 is illustrated in Table 1. An example of 2D
WH/TS code sequence created by WH pattern H, and TS
pattern S, is 4,000 0004, 0004, 04,000 0004,0.

. CHANNEL MODELING

This section is an in-depth introduction of underwater
UOWC channel model. The channel coefficient, h, is
modeled as

h=h'n"ht, (2)
where h' and h" denote propagation loss and beam
spreading loss, which are considered as a deterministic
value. And, h'represents the effect of turbulence, which is
studied as a random variable.

A. Propagation Loss

Factor h' represents the attenuation in signal intensity as
a result of absorption and scattering. Here, to simplify the
derivation of analytical models for the link performance
metrics, we approximate h. by the exponential attenuation
model of Beer—Lambert, which neglects the multiple
scattering effect [4, 6]

h' =exp(-Lc,), 3)
where ¢, denotes the beam extinction coefficient for a

collimated light source, e.g., a laser beam, in contrast to
K, which is considered for a diffuse light source [26].
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B. Oceanic Turbulence

Oceanic turbulence results from random variations of
the refractive index along the aquatic medium, which
causes fluctuations in the intensity and phase of the
average received signal [27]. For a vertical UWOC link,
these fluctuations are mostly due to the variations in water
temperature and salinity with depth. Based on the profiles
of temperature and salinity in the Argo database [28] for
different geographical locations and over a long period of
time, the log-normal PDF shows a good match with the
majority of measured temperature and salinity gradients
[29]. We, hence, model h; by a log-normal distribution, that
is,

h =exp(T), 4)
where T denotes the log-amplitude coefficient of
turbulence, following the Gaussian distribution N (ur, o).
The PDF of h; is

1
h)-—exp
() [

Note that other models have been proposed for the cases
of moderate-to-strong turbulence, e.g., the gamma-gamma
PDF in [30].

Following the approach in [30], and as illustrated in Fig.
2, the channel is considered a cascade of layers with
different mean and variance turbulence parameters, which
are assumed to be unchanged within each layer. Assume a
total of K layers, with the k-th layer of thickness Lk (where
L=YY_|L,), mean Ur,, and variance "72“u- The PDF of
the corresponding channel coefficient hy, is

! (Inth, )~ s, )
fi, (m)—ﬁem —T . (6)

The relationship between aTZu and the scintillation index of
the k-th layer o/, is given by [31]

o7 =0.25In(1+07 )~ 02507 for of L 1.
Note that this relationship is valid for the weak turbulence
regime, ie., for of <1 . Assuming independent,
non-identically distributed hr, , ur, and a2 in Eq. (5) are
[30]

f _MJ )

2
20;

U
=24
u=1

U
GTZ = 240}2u
u=l
To normalize the fading coefficient, i.e., to have E{hr, } =
1, we set ur, = —0f .

A well-known method to reduce the scintillation effect
on the received signal is aperture averaging, by using an
Rx aperture diameter D, larger than the correlation width
of the irradiance fluctuations p¢ [32]. For a horizontal link
and under weak turbulence conditions, the correlation
width for a Gaussian beam is given by p.~./L/K,,, where
K, is the wave number. A few previous works have
studied the effect of aperture averaging for horizontal

UWOC links [33-36]. To investigate the efficiency of
aperture averaging in reducing the oceanic turbulence

U]
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effect in the considered application scenario, we assume
that the Rx uses a Gaussian lens, which is a combination of
a thin lens with a Gaussian limiting aperture (i.e., a soft
aperture) [36].

Assuming a large enough photodetector (PD) active area
[37], to obtain the PDF of Eq. (5) while accounting for
aperture averaging, first the scintillation indices a%u(Dr)
corresponding to each of the u-th layer should be
calculated in Eqg. (B1) in Appendix B [13].

C. Beam Spreading and Pointing Error Loss
Ea\:gsdropper’s PD

Geometric spreading -

Targe“lre('i,rl;l) Beam footprint
Figure 3. Position of PDs and beam footprint on the
detector plane at the distance of L, .

To compute the fraction of collected power by a desired
user and an eavesdropper, we consider a circular detection
aperture of radius a and a Gaussian beam profile at the
receiver as shown in Fig. 3. For the Gaussian beam, the
nomalized spatial distribution of the transmiited intensity
at the distance L, from the transmitter is given by

2
lpeam (p! D) = igexp[_MJv (8)
Ty, w;,

where w_ is the beam size at the distance Lowc. p is the
radial vector from the center of beam footprint and ||. ||
defines the expression of Euclidean norm. The beam
spreading loss is quantified by the fraction of power
collected by the detector hy(.). It not only depends on the
beam size but also the relative position between the centers
of the detector and the beam footprint, which is known as
pointing error. Denoting r as the pointing error, hy(.) can
be determined as

hy (1;D) = [l (p—1;D)dp, )

where A is the area of detector. The Gaussian form of hy(.)
is written as

2r?

wEeq ’

where  af,, = f (Vrrerf (v))/ 2vexp(—v?)  defines the

hy (r;D)~ A exp(— (10)

equivalent beam width at the destination. A, =[erf (V)]

and v=\/;a/\/§a),3 in which a is the radius of the

detection aperture at the GS, r is the distance between the
center of the beam footprint and the detector. A, denotes

the fraction of collected power at r =0.
IV. SYSTEM PERFORMANCE ANALYSIS

A. Biterror rate

In this subsection, the proposed system BER is
analytically derived. Among K users, one user is assumed
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to be the desired user while k—1 remaining ones are
probable interfering users. The total BER is conditioned on
the events: k users among the (k-1) probable

interfering users may transmit a data bit ‘1°, which follows
a binomial distribution. Under the assumption that
theprobabilities of transmitting bit ‘1’ and bit ‘0’ are
equally likely for all users, the BER at the receiver can be
calculated as

BER = 2{(" ._1] 2 %[ P (O[LK)+ pye (1[0, k)]}, (11)

where p,, (0|L k) and p, (1|0,k) are the conditional bit

error probabilities when detecting bit ‘1’ and bit ‘0’ at the
receiver, respectively. In the case of AND detection shown
in Fig. 2, logical AND operation is carried out on all ‘1’
chip positions of the desired code to detect a bit ‘1” [25].
Conditional bit error probabilities therefore can be
expressed in terms of the conditional chip error
probabilities (CEPs) and for AND detection as

5o (011) 3 ¥ [ 014) - e 0219]

j=

Ps
ppe (1|0’ k) = H peZe (0|1| k)!
j=1

where p,,, (O[Lk) and p,, (1]0,k) are end-to-end CEPs

when the desired user transmits chip ‘1’ but detects chip ‘0’
and transmits chip ‘0’ but detects chip “1°. It is clear that
these probabilities depend on the CEPs of all hops from the
desired transmitter to the receiver.
B. CEP for the first hop

CEP for the first hop is determined at the first relay (R, ).

At the first hop, CEP is affected by not only background
noise but also MAI from interfering users. We assume that
the transmitted power per pulse (P, ) and the distance to

R, are identical for both the desired user and (k—l)

remaining users. In addition, among the Kk users
transmitting bit ‘1°, n interfering users may have a pulse

overlapping the chip of interest, where n = binom(k, p,,, )

(12)

and p,, is the probability that desired user’s chip is
overlapped by an interfering user’s chip. For the case of 2D
WH/TS prime code, P, =,/ p. [25], where u, is the

average number of wavelengths common to a pair of two
codes and, under the condition that p, > p,, can be

estimated as [25]
[ph —1J(ph ~1)(p, —2)+(py +2)
1 p, -1 P, —2
# [phj +[ Pr _]j Ps ( Pr _l)
Ps Ps Pn— 2
In the special case that p, = p,, x,equalto p,, therefore

Py =1/ P
Given K users transmitting bit ‘1°, n can vary from 1
to k, therefore CEPs for the first hop can be computed as

.(13)
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k

Pes (0.K) = Z{@ P, (1 P )" P (100, n)}, (14)

n=1
K ((k .
p09*1 (0|1' k) = Z{(nj psov (1_ pcov )k pce (0|11 n)}! (15)
n=1
where p,, (1|0, k) and p,, (0|L k) are the conditional
CEPs when dectecting chip ‘1’ and chip ‘0, respectively.

The conditional CEPs are governed by the received
power per chip at the input of the relay R,, which can be

expressed as

R = ;hll R+R=h,R+R, (16)
H(l)zrﬁ,dpc“‘;r&iF)NLPb =hyR +R, an

where P, and F, are the received optical powers when

desired user transmits chip ‘0’ and chip ‘1°, espectively.
R is the average background power. h,; denotes the

oceanic channel coefficient of the i-th interfering user and
we assume that it has the same pdf with the desired one’s

(i.e. hy). Here, the sums of n or (n+1) log-normal

random variables can be approximated into a single
log-normal random variable denoted as h,, or hy, (the

detail about this approximation is given by (34) in
Appendix).

When received optical singals pass through the PD, they
are converted to the electrical currents which can be

expressed as
Il(o) = ERhl(o)F’cv (18)
Ly = Rhy R, (19)
where 1, and Iy, are electrical signals respectively

converted from P, and P, thanks to the PD. Besides,

background power causes the background noise, whose
variance can be written as

b o) = [ ] 1)

1V (20)
xexp —(Xl—l(zo)) dhy, dx,
Oy
po.(ORL0)= [ [, (*‘1?1))\/271[7
b
(21)

(x— '1(1))2

XEXp| — 20_5

dhyg, dx,

where |, is the chip detection threshold, which is

assumed to be fixed. fp(qf’(lo)), fo ('1?1)) correspond to
the joint pdf of log-normal vector of length n and n+1,

respectively. It is worth noting that h, :hl'hl"hf(‘o) and
h](l) :h‘hphjl), where h| and hP are the channel loss

coefficient and the fraction of the collected power of the
first hop, respectively.
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Performing and

z,=In(h ) 2, =In(h,

transformations, we have

©

Pec (1|0, n) = IQ(ZO,yZO ,afo)

—0

Q(ID—‘J’{RWW’EXD(ZO)szo, (22)
o
p. (01Ln) = [ (2, 1,.07)

- (23)

ML

Op
Where Q(u)= IQ(X, 0,1)dx. Furthermore, (22) and (23)

can be approximated by Gauss-Hermit quadrature formula
(shown in Appendix)

ID _9{Pchll hlp exp(/uz0 + mtaz0 \E)

Y\ g,
1/0,n)U
pce(| n) ;ﬁQ o,
(24)
y sJ%Phl'hlpexp(,u +mo ﬁ)—l
[OR c 7 I D
o[,
P.: (0L )0 t:lﬁQ o

(25)
Where m, and g, are the zero of the t-th order Hermite

polynomial value and the weight factor for the t-th order
approximation, respectively.

a) CEP for the m-thhop (m=2, 3, ...., N+I)
For the m-hop with m = 2, 3, ...., N+1, there is no
additional MAI but still having the presence of oceanic
channel effects and background noise. Therefore, the
received current at relay (R, ) can be expressed as

R { n, }
" RP.h, +n,

By following the mathematical transformations as
presented in the previous subsection, we can derive the
CEP for the m-th hop as

Pee-m (1]0,k) =Q(I—DJ,

Oy

(26)

(27)

)

Pee_mn (O K)

t=1

RPN exp( 1, +mo,2) -1,

Op

0,
Tz

(28)

b) End-to-end CEP

In Multi-relay-assisted UOWC/CDMA systems, there is
a possibility that the receiver may still detect correctly a
chip although that chip is detected incorrectly in an even
number of times in the previous relays. For the worst-case
performance, we consider that the end-to-end CEP is the
probability that chips are transmitted without error

No. 03 (CS.01) 2023

between any pair of two consecutive relays, and it can be
expressed as

PeZe (1|0’ k) =1-

P4

+1

(1= P (10.K)), (29

z 3
2L

P (O1LK)=1-

m=

(1= P (OLK)), (30

[N

Table 2. System parameters

Name Symbol | Value

, 1.38x102%
Bolzmann’s constant K WHZz K1
Electronic charge q 1.6x10°C
Light velocity c 3x108 m/s
Load resistance RL 50 Ohm
Temperature T 300 K
PD responsivity R 0.6 A/W
Optical wavelength A 450 nm
Transmission distance Lowe 30m
Aperture radius a 10 cm
Background power R -30 dBm

V. SECURITY ANALYSIS

Security is a quantitative issue, and there is yet no exact,
acceptable quantification of QKD security under all
probable assaults. Because the system under consideration
is based on ordinary FSO systems with classical signals,
simple physical-layer eavesdropping is the most effective
technique.  Several essential assaults in FSO
communications, such as collective and coherent attacks,
cannot be carried out using the classical signal
eavesdropping method [39]. Furthermore, there are two
types of unauthorized receiver assault when using
dual-threshold/direct detection (DT/DD) receivers: (1)
beam-splitting attack and (2) intercept-resend attack. The
beam-splitting attack is taken into account in our study.

To demodulate user’s data, an eavesdropper has to
detect exactly the code word of the user. By locating a
receiver in the coverage of the optical beam, the
eavesdropper is able to detect the coded transmissions of
users to perform the necessary calculations and derive the
code from this information. The resulting code will have
some probability of error, which depends strongly on the
signal-to-noise ratio at the eavesdropper’s receiver.

Similar to [25], in our analysis, we consider the
worst-case assumption from a security perspective (i.e., the
best possible performance for the eavesdropper) that the
eavesdropper is able to synchronise the user’s signal,
locate the beginning and ending of a data bit, and then can
sample the detector output precisely at the end of each
code chip time. Code interception performance is
calculated based on the average probability that the
eavesdropper can detect the user’s entire code word with
no errors, denoted by Pcorrect. This probability, therefore,
can be computed from the probability of missing a
transmitted pulse in a given chip time (PM) and the
probability of falsely detecting a pulse in a chip time where
none was transmitted (PF) as
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. - 2
Pcorrect = Z(k . 1)214( (l— PM )ps (1_ PF )ps Ph—Ps ’ (31)

i\ |
where the first term represents the probability of not
missing any of the pulses that are transmitted during a data
bit; the second term is the probability of not falsely
detecting pulses in any of the p>p, — p, chip time where
pulses are not transmitted during a data bit.

Assuming that the eavesdropper places its receiver next
to the node m (a relay or destination) to detect the coded
transmissions. The distance between the eavesdropper’s
receiver and that of relays (or destination) is denoted as r
(see Fig. 3), thus the fraction of power collected by the
eavesdropper is h, (r;z) where r is larger than zero. P,

and P, are the accumulated CEPs that the user transmits

chip ‘1’ but the eavesdropper detects chip ‘0’ and the user
transmits chip ‘0’ but the eavesdropper detects chip ‘1°,
respectively. P, and P-, therefore, can be expressed as

Rion =1—ﬁ(1— P; (1j0.k)). (32)
Py =1- [ T(1- P s (01 K)) (33)

=1

VI. RESULTS AND DISCUSSION

This section presents numerical results of the proposed
system BER and security analysis. We assume the distance
of L, m from the source to the destination and the
consecutive nodes are equidistant along the path. The
numerical results are considered under a constraint on the
fixed energy per bit E . Because there are p, pulses in
one bit duration, which are assumed to have equal power,
the relation between the energy per bit and the power per
chip is given by P, =(E,/p;)/T, , where (E,/p,) and T,
are the chip energy and chip duration, respectively. In
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Figure 4. BER versus the number of active users (k)
with E, =-130dBJ, R, =5Gbps, p, =7, and

P, =7.
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addition, the threshold detection level 1, can be

calculated as 1, =RPh'D, where D is the normalized

threshold and set at the same level for all hops along the
transmission path. The effective electrical bandwidth, B, ,

is fixed at 70% of the chip rate [25]. The relation between
the chip rate R, and the bit rate per user (R,) can be
expressed as R, =R, pZ, where (p?) is the code length.

Other system parameters and constants used in the analysis
are shown in Table 2.
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Figure 5. The relationship between BER and nomalized
threshold (D) with E, =-130dBJ, k=4, R, =5 Gbps,

p,=7,and p,=7.

First, the benefits of using relay transmission are
quantified in Fig. 4, which also shows BER versus the
number of active users k. Under the impacts of physical
layer impairments, including oceanic turbulence, MAI,
and background noise, BER of UOWC/CDMA systems
without relaying is very high even when the number of
users is small. On the other hand, the use of relay
transmission can help to reduce BER significantly. As a
result, the relay-assisted UOWC/CDMA systems with one
or two relays can support more than more than 10 users
with BER of 1078 when Lowc = 30 m and Ry = 5 Gbps.

Fig. 5 investigates the system BER against the
normalized threshold with the number of relays varying
from 1 to 3. To achieve low BER, the normalized threshold
should be chosen properly. If D is too small, system’s
performance is degraded due to detecting chip ‘1’ when
none was transmitted. In the case when D is too large, error
detection is induced by falsely detecting chip ‘0’ when
chip ‘1’ was transmitted. The optimum threshold selection
depends on parameter settings, especially the number of
relays. When the number of relays is large enough, BER
reaches the floor, and the selection of threshold can be
chosen from a wide range of values.
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To further examine the gain of using relay transmission
in terms of transmission distance, Fig. 6 demonstrates the
BER as a function of Lowe with E, =— 130 dBJ. In this case,
BER floor is governed by the number of active users that is
related to the strength of MAIL. It is seen that the
transmission distance that UOWC/CDMA systems can
support (at a specific BER) increases with the number of
relays. For example, at k = 4 users and BER of 10°¢, the
transmission distance increases from 3.5 to 5.2 km when
the number of relays increases from 1 to 2. Obviously,
longer transmission distance can be achieved by deploying
more relays.
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Figure 6. The impact of transmission distance on BER with
E, =-130dBJ, R, =5Gbps, p,=7,and p, =7.
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Fig. 7 depicts the average probability that the
eavesdropper can detect the user’s entire code word with
no errors Peorrect against the transmitted power per bit Ps.
Several underwater environment conditions are
investigated in this result to show how the impact of
propagation loss on the security performance. Obviously,
the pure water allows highest security due to the loss is

No. 03 (CS.01) 2023

smallest. Confidentiality is also decreased when the
eavesdropper’s receiver is located near the targeted
receiver. This is because the fraction of optical power that
reaches unauthorised receiver increases with c, as shown

in (3).
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Figure 8. The relationship between P,,., and number of

active users (k) with E, =-140dBJ, R, =5Gbps, p, =7,
and p,=7.

Finally, we investigate Pcorect @S a function of the
number of active users k with different code sets, that is,
different value of ps and pn as shown in Fig. 8. Thanks to
the effect of MAI from interfering users, Pcorrect IS reduced
when Kk increases. In addition, BER is reduced by
increasing either ps or ph. When ps is increased, Pcorrect IS
reduced more significantly. Moreover, the number of
supportable users at a specific value of Pcorect Can be
determined from this result. As shown in the figure, the
system using ps = 7 and pn = 7 (i.e., 7 wavelengths) can
support 12 users with the Peorrect 0f 1072, which is under
twice times the required number of wavelengths. This is an
advantage of UOWC systems using CDMA compared
with the ones using wavelength-division multiple-access.

VII. CONCLUDING REMARK

We considered a vertical UWOC link subject to
propagation loss, beam spreading and pointing loss,
oceanic turbulence-induced fading, MAI, and receiver
noise investigated the BER performance of the link under
different realistic operational conditions. Analytical
expressions were derived for the link probability of bit
error. Also, we elucidated the impact of oceanic
turbulence, where, in particular, it was shown that the
turbulence effect is practically negligible when using a lens
at the Rx, even of a relatively small size, due to the
aperture averaging effect. The interest in optimum
parameter selection for the Tx/Rx was further investigated,
allowing significant performance improvement by making
a compromise, especially regarding the effects of adverse
issues. Furthermore, we investigated CDMA in UOWC
system which is improved by reducing the effect of MAI.
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Based on an accurate mathematical expression for optical
channel modeling that taking into account channel
parameters under the effects of the propagation loss,
oceanic turbulence-induced fading and beam spreading
loss conditions. Furthermore, we provide an analytical
expression for computing the bit error rate (BER). The
numerical results give valuable insight into the practical
aspects of the implementation of UWOC networks using
CDMA for the future six-generation (6G) network.

The extension of this study to the case of downlink
transmission, i.e., from the AUV to the buoy, is the subject
of future research, which is, nevertheless, less problematic.
As a matter of fact, our choice of focusing on the uplink is
justified by the fact that the surface platform is much more
subject to inclinations and displacements compared to the
underwater platform; therefore, the link performance is
more considerably subject to beam spreading loss. It could
be interesting to apply more mitigation techniques such as
relay  transmission  scheme,  diversity,  hybrid
acoustic/lOWC system, etc.,, to enhance the system
performance.
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APPENDIX 1: Approximation for a sum of correlated
log-normal random variables

This appendix shows an approach of approximation for
the summation of correlated log-normal random variables.

k
Particularly, we can approximate » exp(X, ), where pdf
i=1

of all X, are Q(x,—07/2,07), to single log-normal
variable Z =exp(z) with pdf of z is Q(z,yz,o-f). We

can have the closed-form of mean and variance of random
variable z as given by [25]
2
1, =log(k )—0—2Z and o’ [ —a e

L s,

k=l

(34)

where Vv, =cov(X,,X ) are cross-correlation values

between x, and x,, k=1 .
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BAO MAT LOP VAT LY CHO TRUYEN THONG
QUANG DA CHANG TRONG
MOI TRUONG NUOC

T6m tat- DBé lién lac an toan, nhom nghién ciu dé xuét
mot h¢ théng da truy cap phan chia theo ma
(UOWC/CDMA) quang khong day dudi nuéc véi nhidu
nat hd trg chuyén tiép. Cac nat chuyén tiép sir dung ky
thuat phat hién va chuyén tiép Chip (CDF) dé ngan thu tuc
giai ma nhiéu nguoi ding. Hiéu suat hé thong dugce dé
Xuat, vé ty I 15i bit (BER) va tinh bao mat cua duong
truyén, dugc phan tich trong nghién ciru caa ching toi trén
cac kénh fading. Trong d6, nhiéu loan dai dwong va l&ch
chum tia gitta may phat (Tx) va may thu (Rx) c6 tac dong
tiéu cuc dang ké dén do tin cay cuia mang UWOC. Ngoai
ra, nhitng thay ddi vé chi sé khlic xa ctia nuée do thay doi
&p suét, nude va nhiét do cd thé tac dong dén hoat dong cua
cac hé théng UWOC. Phan tich hiéu suét cua lién két
UWOC doc chiu nhiu da truy cap va nhidu nén duoc khao
sat trong nghién ciru nay. Ngoai ra, chung t6i kham pha da
truy cap phan chia ma quang hoc (CDMA), duoc sir dung
dé hd tro truyén dir liéu dong thoi va khong dong bo gitra
c4c ngudn (chang han nhu tau, phao, phwong tién dudi
nude khong nguai 14, tho 1an, v.v.) va dich. Nghién ctu
nay da duoc thyuc hién dya trén mot khung todn hoc chinh
xac dé 1ap md hinh lién két co tinh dén céc tham sb kénh va
Tx/Rx thyuc té trong khi tinh toan cac tac dong cua nhidu
loan dai dwong va diéu kién suy hao chum tia. Hon nita, né
chi ra rang viéc chon cac tham sé Tx/Rx t6t nhat la can
thiét dé dap ung cac yéu cau vé chat lwong dich vu nhu
BER va bao mét duong truyén. Nhing phat hién dugc
cung Cap cung cép thdng tin sdu sic vé nhitng can nhic
thuc té khi trién khai cac hé théng UWOC/CDMA.

Tir khda- Truyén théng khong day quang hoc duéi nudc

(UOWC), da truy cap phan chia theo md (CDMA), nhiéu
loan dai duong.
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