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NGHIEN CU’U CAC VAN BE BAO
MAT CUA GIAO THUC KHAM PHA
HANG XOM NDP TRONG IPV6
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Hoc Vién Cong Nghé Bwu chinh Vién thong

Tém tit —Giao thac kham pha hang xém NDP —
Neighbor Discovery Protocol, dugc dinh nghia trong RFC
— 2461, lamot glao thirc chu chét cua cong ngh¢ IPv6. NDP
su dung mot so6 ban tin ICMPv6 dac thu de thuc hién mot
s6 cong viéc: Phan giai dia chi, tw dong cau hinh dia chi,
tim kiém b¢ dinh tuyén, tim Kiém tién t6, Kiém tra dia chi
trung lap, Chuyen huéng duong di...vv. Tuy nhién NDP
lubn coi tat ca cac nat . trong mang déu déng tin cay, day
cling la nguyen nhéan dan téi mot s6 cac cudc tan cong bao
goém tan cong tir chdi dich vu trong qué trinh phat hi¢n dia
chi trung lap (hay con goi Ia DoS-on-DAD), tan cng khi
NDP phan giai dia chi, tan cong vao ban tin ICMPV6 va tin
cbng chuyén hudng [4-5-6]. SeND dugc thiét ké dé tang
cuong bao mat cho giao thirc khdng an toan NDP bang céch
su dung dia chi dugc tao bang mat ma ¢é ma hoa thong diép
CGA. Tuy nhién CGA tinh toan va ma hoa dia chi IPv6 sir
dung ham bam SHA1 va thuét toan ma hoa khoa cong khai
RSA dan téi thoi glan tao dia chi IPv6 tang dang ke. Bai
béo dua ra mot s6 cac giai phap ky thuat cai thi¢n hi¢u nang
ciia SeND. Thay thé RSA bing thuat toan chir ky s6 trén
duong cong Elliptic véi phién ban Ed25519 dé xéc thyuc
may chu IPv6, nham ngan chan céc thiét bi trai phép tham
gia mang. Ham bam SHAI trong SeND duogc thay bing
ham bam SHAS512 c6 hi¢u suit va bao mat tot hon. Dé giam
thoi gian tao CGA yéu t6 thoi gian duge xem xét nhu mot
yéu to dau vao cua giai thuat CGA. SeND stra doi duoc
danh gié va so sanh vai NDP, SeND chuan vai cac tham so
danh gia hiéu niang nhu: thol glan Xt Iy tao dia chi IPv,
kha nang chong lai cac cugc tan cong DoS. Két qua phan
tich cho thay SeND sira d6i van ngan chan thanh cong cac
cuoc tan cong mang, vai thoi gian tao dia chi IPv6 nho hon
rat nhiéu so voi SeND chuén. Bang thong khi stir dung ECC
nho hon dang ké so vai SeND chuan khi sir dung RSA.

Tir khéa — Giao thitc kham pha hang x6m (NDP), Giao
thirc bao mat NDP(SeND), tan cong tu chédi dich vu (DoS),
dia chi duoc tao ma hoa (CGA), phat hién dia chi trung 1ap
(DAD), tin cong Man in the Middle (MITM), phéan giai
dia chi (ARP).

I. DPATVANBE

Ngay cang ¢6 nhiéu thlet bi két nbi vao Internet.
Nghién ctru cua Cisco chi ra rang s& c¢6 975 tridu ngudi
dung Internet va bang rong vao ndm 2025 [1]. Giao thire
IPv4 hau nhu khong cung cap du khong glan dia chi dé ket
nbi Internet, vi vay viéc thay thé mot giao thire cung cap
khong gian dia chi 16n hon dé dép tng nhu cau két ndi
Internet trong tuong lai 1a rat can thiét. IPv6 1a mot giao
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tharc mdi, mang lai nhimg tinh nang va cai tién méi dac
biét quan tim dén tinh nang nhu: Toc d¢ dinh tuyen chat
luorng dich vu va tinh an toan bao mat. Méc du da co nhleu
cai tién vé bao mat so v6i IPv4, nhung IPv6 van con ton
tai nhiéu nguy co vé an ninh. Cac dang nguy co c6 thé ké
dén nhu: Tan cong do tham, truy cap trai phép, nguy co
lién quan dén 'phan manh goi tin, tan cong DOS, van dé an
ninh do co ché chuyen tiép...vv. Giao thirc kham pha hang
x6m NDP la mot giao thire chu chot cua IPv6, tuy nhién
NDP ludn coi moi thlet bi duoc két ndi mang LANIa dang
tin cay, vi vay rui ro vé bao mat IPV6 co thé bat nguon tur
viéc cau hinh thiét bi cho ‘nguoi dung cudi, rat nhiéu cac
nghién ctru dd duge dé xudt dé tang tinh bao mat cho NDP
[4-5-6]. Nghién clru [5] dua ra k§ thudt Match-Prevention
c6 thé chong lai c4c cudce tAn cong DOS vao DAD, tn cong
Vao qua trinh phan giai dia chi trong lién két mang ndi bo
IPv6. Nghién ctru [6] dua ra ki thuat Trust-ND co thé bao
mat qua trinh DAD ctia NDP. Nghién cuu [4] dua ra k¥
thuat SeND dé tiang cudng bao mat cho giao thirc khong
an toan nay bang cach s dung CGA. Ky thuat CGA giup

v0 hi¢u hoa hanh vi gia mao hang xom, 16i phat hién khong
thé truy cap, hang x0m, cac cude tan cong DoS, quang ba
bd dinh tuyén va cac cudc tan cong quang ba va phat lai.
Két qua phan tich danh gia va so sanh hi€u nang cia cac
nghién ctru vé bao mat NDP duoc dua ra trong nghién cau
[4]. Dya vao phan tich két qua cua nghién ctru cho thy
SeND c6 thoi gian xur ly tao dia chi IPv6 cao nhat vi n6 su
dung chir ky s6 RSA va CGA, ca hai k¥ thuat dugc coi la
tinh toén phuc tap. Nguoc lai NDP, Trust-ND va Match
Prevention co thoi gian xiur ly gan nhu gidng nhau vino st
dung co ché mg rong quyen riéng tu. Chi phi cho phan mao
dau SeND cung 16n nhét, tuy nhién kha nang chdng lai cac
cudc tan cong DoS on DAD chi c6 SeND va Trust-ND, tan
cong phan giai dia chi thi SeND Ia t6t nhét.

Phan Il cua bai bao phan tich cac kiéu tan céng vao
NDP. Phan 111 nghién ctu giao thuc bao mat SeND, qua do
thay dugc nhimg diém con ton tai cua SeND. CAc gidi phap
cai thién hiéu nang cta SeND duogc dua ra trong phan V.
Thuc nghiém danh gia s& dwoc ban luan ¢ phan V.

Il. MOT SO CAC KIEU TAN CONG VAO NDP

NDP thay thé céc giao thire danh riéng cho IPv4 nhu
kham ph4 b dinh tuyén, phén giai dia chi, chuyén hudng
[11] NDP cho phép cac nut kham pha va thdng bao hang
xom trén cung mot mang LAN vé sy hién dién cta no. Mot
s6 loai ban tin ICMPv6 dwoc sir dung cho NDP gom:
ICMPvV6 type 133, c6 tén goi la RS — Router Solicitation;
ICMPVv6 type 134, c6 tén goi la RA - Router
Advertisement; ICMPv6 type 135, ¢6 tén goi la NS —
Neighbor Solicitation; ICMPV6 type 136, c6 tén goi la NA
— Neighbor Advertisement; ICMPv6 type 137, c0 tén goi la
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Redirect Message cac ban tin néu trén theo thiét ké khong
duoc bao vé, vi vay ké tan cong c6 thé can thi¢p vao bat ky
qua trinh ndo cua NDP dé khai tao cac cudc tan cong.

Tén cong DoS vao qua trinh DAD (DoS attack on DAD
process) Tu dong cau hinh dia chi la mot trong nhung dac
tinh noi bat cua thé hé dia chi IPv6. Dac tinh nay c6 duoc
nho viée nat IPV6 ¢6 kha nang tu ciu hinh 64 bit dinh danh
giao dién tur dia chi cua card mang, hoac nhan ID la mét 50
ngau nhién. Do 64 bit dinh danh giao dién c6 thé la sb ngau
nhién, hoan toan c6 kha nang trén duong két ndi dia chi
IPv6 ma ndt du dinh sir dung da dugc mét nat khac st dung
réi, DAD duoc ding dé kiém tra sy trung lap dia chi trén
duong lién két. DAD ciing su dung hai ban tin NS va
NA.Trong mang lién két noi bo IPV6, tién trinh DAD gia
dinh truéc rang tat ca cac may chu 1an can déu dang tin cay.
Khi mot may chi nhan dugc NA tir cac may chu lan can
khéc nhu 1a mot phan cua thu tuc Xéc thuc dia chi, n6 s& tra
[61 ban tin phu hgp véi yéu cau, khéng biét rang ban tin da
dugc gui béi mot may chu co hop phap hay khong? Trong
trudng hop nay, ké tan cong co thé tra 10i ban tin NS bang
céch tra lai phan hdi NA khong cd that néi rang dia chi IP
du kién da duoc sir dung; do d6, né khong phal laduy nhat
va khdng thé dugc sir dung boi méy chu yéu cau. Mic du
dia chi IP la duy nhat phan hol nhan duoc tir phan mém
doc hai may chi s& cam yéu cau may chu IPv6 ty chi dinh
dia chi IP duy nhat mnay. Do d6, mdy chu khong the tham
gia mang va giao tiép voi cac may cha khac, loai tin cong
nay duoc goi 1a (DoS-on-DAD) vi n6 ngéan khong cho cac
may chii tu gan dia chi IP trong mang lién két cuc bo 1PV6.

Tan cong DoS qua trinh phan gii dia chi AR (DoS
attack on AR process): Bé thuc hién quy trinh phén giai
dia chi, hai nat IPv6 trén mot duong lién két trao d6i ban
tin NS va NA. Khi mot ndt can phan giai dia chi, né gui
trén duong lién két ban tin NS. Pia chi nguon: Pia chi IPv6
cua giao di¢n gui goi tin. Dia chi dich: dia chi nut IPv6
Multicast Solicited twong tmg dia chi unicast can phan giai
dia chi. Thong tin chira trong phan dir liéu c6 chira dia chi
I6p lién két cuanoi giri. Trén duong lién két, nit dang nghe
luu luong tai dia chi Multicast Solicited trL‘Jng vai dia chi
dich cta goi tin s& nhan dugc thong tin. No thuc hién nhiing
hanh dong sau: Cap nhat dia chi 16p lién két ciia noi giri vao
bang neighbor cache. Gui ban tin NA phan hoi t6i dia chi
dich la dia chi nguon da gui goi tin, thdng tin trong phan dir
li¢u co dia chi link-layer ciia nd (chwra trong Option Target
Link-Layer Address). Khi nhan dugc ban tin NA, nit can
phan giai dia chi s& st dung thong tin trong do dé thyc hign
lien lac dong thoi cap nhat thong tin vao bang neighbor
cache ctiia minh. T mo ta trude do, co vé nhu NDP xac
thuc khéng phai ngudi yéu cau (giri NS) cling nhu phan hoi
(gui NA). Do d6, NDP cho IPv6 dang hoat dong tuong tu
nhu cach ARP 1am cho IPv4. K¢é tan cong c6 thé tra loi dén
mot NS thay vi may chu thyc. Vi Vay, nan nhan s& giri cac
g6i cua n6 cho ké tan cong thay vi chu nha. Cudc tan cong
tham chi c6 thé toi t¢ hon khi nat gia mao by dinh tuyen
méc dinh, cho phep tan cong MITM dé danh hoi, thay doi
va loai bo tat ca cac goi roi khoi mang con.

T4n cong tran lut ban tin RA: Router dinh ky thong béo
sy hién dién cua n6 vai cac thong 50 cua két ndi hozc tra
loi ban tin RS. Ban tin RA chua tién t6 dugc sir dung dé
xéc dinh mot dia chi khac chia sé cting két néi (xac dinh dia
chi on-link) va/hogc dé cau hinh dia chi, hay chira gié tri
gidi han chang .... NDP khong c6 co ché xac minh nguon
goc cua ban tin RA vi Vay ké tan cong co the gia mao thong
bao RA va cau hinh may chu véi tham 30 cua ké tan cong,
c6 thé gay ra DoS, MITM. Hon nita, ké tin cng c6 thé gui

SO 04 (CS.01) 2023

hang nghin ban tin RA dén tat ca cac may chu trong mang
IPV6, khién cac may chii cau hinh ban than véi cac thong
bdo RA Iap di lap lai dé 1am can ki¢t tai nguyén cia may
cha ma cuoi cing dan dén mot cuge tan cong DoS vao toan
bo mang lién két cuc bo IPV6. Kiéu tin cong nay dugc goi
la mot cudc tan cong tran lut RA.

Tan cong co ché chuyen hwong Redirect (DoS attack on
redirect process): Chuyén huéng 1a mot trong nhiing céng
viéc ma giao thirc NDP dam nhan. Cac Router trén mot
Ethernet link sir dung cac goi tin [CMPV6 redirect dé thong
béo cho cac host trén link biét Gateway toi uu nén duoc it
dung dé chuyén dit liéu di ra khoi link nham di dén mot
dich dén & bén ngoai. Khi cac Host nhan dugc ban tin
ICMPV6 redirect, n6 c6 thé hiéu chinh bang dinh tuyén theo
Gateway méi dugc chi ra trong ban tin ICMPV6 redirect.
Co ché nay tuong ty nhu v6i co ché ICMP redirect cua
IPv4. Ban tin ICMPv6 dugc sir dung trong truong hop nay
12 ICMPV6 type 137 — Router redirection. Bai vi qué trinh
chuyen huong NDP khong 6 bat ky co ché xac thyc tai
chd dé xac minh tinh xac thuc ctia ngudi guri ban tin, rg rang
la ké tan cong co thé d& dang gid mao cac thong diép
Redirect cua NDP dé khoi tao cac cudc tan cong chang han
nhu céc cudc tan cong DoS va MITM trong cac mang lién
két cuc bo.

I11. BAO MAT NDP (SEND)

Qua phan tich SeND dugc thiét ké dé tdng cuong bao mat
cho giao thuc khong an toan NDP bang cach sir dung
CGA. Trong IPv6, c6 thé tao mot khoa ding lam chir ky
dién tir cho mdi mot dia chi IP, dia chi nay dugc goi la dia
chi duoc tao bdi ma hoa CGA. Tlnh ndng ndy gia tang mirc
d6 bao vé dugc dung trong co che phat hi¢n bo dinh tuyén
lan cén cho phep ngudi ding cudi cung cap bang ching s¢
hitu dia chi IP ciia minh. SeND c¢6 kha nang giai quyét mot
s6 loai tAn cong gia mao nhat dinh nhu: NS/NA Spoofing,
NUD Failure, DAD DoS Attack, RS/RA Attacks, Replay
Attacks nhu’ng n6 khéng cung cap bién phép bao vé cu thé
d6i voi cac moi de doa tir nhing ké tan  cOng ngoai lién két.
Tuy nhién do c6 tuong dbi it viéc trién khai SeND trong
cac h¢ dleu hanh va nén tang pho bién ké tir khi n6 duogc
cong bo nam 2005; do do, cho dén nay kinh nghi¢ém trién
khai van con rat han ché. Tai thoi diém nay, ho trg SeND
cho IPv6 dugc coi la tuy chon. Mot phan do sy phuc tap
trong viéc trlen khai SeND va su cung cap nang né cua no,
nén viéc trién khai no chi c6 thé dugc xem xét khi cac nit
dang hoat dong trong mdt moi truong bao mat ddc biét
nghiém ngit. So db thuat toan tao CGA duoc hién thi trong
hinh 1. Qua trinh tao CGA bét dau bang viéc xac dinh khoa
cong khai cua chu s¢ hitu dia chi va chon gid tri Sec thich
hop. Sau do tiép tuc vong lap tinh toan Hash2 cho den khi
tim thdy Final Modifier. Gia tri Hash2 1a ham bam két hop
ctua Modifier va khoa cong khai va cac bit 0 cua prefix va
Colision count. Trinh tao dia chi thir cac gla tri khac nhau
ctia Modifier cho dén khi 16xSec-bit ngoai cung bén trai
ctia Hash2 phai bang 0. Sau khi tim thdy két qua phu hop,
vong lap tinh toan Hash2 sé& két thiic. Sau do, gia tri Final
Modifier dwoc luu va sir dung 1am du vao cho tinh toan
Hashl. Gia trj Hash1 12 ham bam két hop ctia toan bo tham
s6 CGA. Sau d6, ma dinh danh giao dién (IID) duoc lay tur
Hash1. Gia tri bam dugc cét bot theo do dai thich hop (64-
bit). Gia tri Sec dugc ma hoa thanh 3 bit ngoai cung bén
trai cia ma dinh danh glao dién. Céc bit thir 7 va 8 tir bén
trai cua IID duoc danh riéng cho myc dich déac biét. Cudi
cung, DAD duoc thuc hién dé dam bao rang khong c6
xung dot dia chi trong cung mot mang con. Tuy nhién thuat
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toan CGA lam tang chi phi tinh toan cho ca hai ke tan cong
va nguoi tao dia chi (chu s¢ hiru). De thoa man diéu kién
ctia Hash2 1a mot phan tinh toan rat ton kém trong qua trinh
tao CGA. Chu s¢ hitu dia chi c6 thé khong c6 may tinh di
manh de tinh todn CGA trong mét khodng thoi gian cho
phép. De tang tinh bao mat thi phal tang gla tri Sec tuy
nhién néu chon gla tri Sec qué 16n ¢ thé gay ra thoi gian
tré cao trong viéc tao dia chi. P6i voi gia tri Sec 1on hon
0, khong c6 gi dam bao qua trinh tao CGA dung lai sau
mot s vong lap nhét dinh. Do d6, dé giam chi phi tao CGA
t6t hon hét 1a budc thuat toan tao CGA dimg sau mot thoi
gian nhat dinh. Tinh toan CGA cho Sec =3 udc tinh mat
trung binh hon 12 nam néu tc d6 CPU 1a 2,67 GHz [1].

CGA sir dung SHA-1, theo mét sb cac nghién ciru cho
thiy SHA-1 da bj cac lo hong bao mat phat hién va hién
khéng con du an toan dé st dung trong cac ing dyng quan
trong. Theo cac chuyén gia bao mat thi khong mat nhiéu
thoi gian dé crack RSA 1024 bit, do d6 nhiéu t6 chirc phai
chuyén sang khoa 2048 bit manh mé hon. Vi vdy dé ting
tinh bao mat SHA-1 duoc thay thé bang ham bam bao mat
SHA-512. N6 dam bao tinh toan ven cua dir li¢u va thuong
duogc st dung trong cac hé thong xéc thyc va chimg thyc
dr liéu. SHA-512 dugce coi 1a mot thuat toan bam rat an
toan va chbng lai hau hét cac tan cong thong qua tinh ngau
nhién ctia ma bam dau ra. Néu hai dir liéu chi khac nhau
mot chiit, md bam ddu ra ciing hoan toan khac nhau. SHA-
512 la mét thuat toan bam nhanh va hi¢u qua, dac biét 1a
khi duoc cai dat trén phan cimg t6i wu hoa nhu cac bo xir
ly hash (ASICs) [7-8-9].

!

[ 1 Dit modifierthinh s3 ngéu nhitn 128 bit

|

[ 2. Dit hash? thanh 112 bit ngodi cimg bén tréa cia

SHA-1 (modifier | 9-zero octets | Public Key | Extension Fields)

a

3.16"sec bit ngodi cing bén tri
cia hash? ¢6 bing 0khdng?

L 4.Dit Collision Count vé 0 ]
5. Dit hash1 thinh 64 bit ngod cimg bén trés ciia
SHA-1 (modifier | Subnet Prefixi Collision Count | Public Kev | Extension Fields)
6. Tzo mi dinh danh gizo dién tir hashl
(vaét secvao 3 bits ngodi cing bén tré va dit bit “u” va “g" vé 0

[ 7. Tirdia chi Ipvé: SubnetPrefix | Interface Identifier ]

ves
Ting
Collision Count

{ 9. Biéu miu clu ric di léu tham s3.CGA ]

‘

Hinh 1. Thudt todn tao CGA tiéu chudn [7]

CGA su dung phuong phap ma hoa khoa cong khai RSA,
k¥ thuat nay yéu cau cac khda dai hon de cung cap mirc d6
bao vé ma hoa an toan. Vi RSA yéu ciu cic khoa dai hon

8. Phit hién dia chi tring
lip (1dia chi xungddt) ?

Dimg va tré vé ERROR
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nén didu nay di lam tang kich thudc goi tin dan dén tiéu
tén bang thong, khién né khong phu hgp cho céc ung dung
han ché vé bang thong. Ké thira cua thuat toan chir ky s6
1a ECDSA (thuat toan chit ky s6 theo dudng cong elliptic),
hodc ECC (mat ma dudng cong elliptic). ECDSA ra doi
khi viéc st dung cac duong cong elip trong mat ma dwoc
d& xuit boi hai nha toan hoc tén 1a Neal Koblitz va Victor
S. Miller. ECDSA 1a mot thuat toan trong mat ma khong
dbi x1’rng dua trén cac duong cong elip va mot ham co ban
duoc goi la “ham ctra sap”. Duong cong elliptic la tap hop
cac diém (y2 = x3 + ax + b) théa man mot phuong trinh
toan hoc. Khi tit ca cac thuat toan bat dbi xung di chuyén,
ECDSA hoat dong theo cach dé dang dinh lwong theo mot
hudng, nhu'ng khé di ngugc lai. Trong truong hop
ECDSA, s6 trén dudng cong dugc nhén véi mot s6 khac
va do d6, diém trén duong cong duogc tao ra. Rat kho dé
tim ra diém m&i nhit, mic du ban biét diém ban dau. Nho
su tinh vi ciia nd, ECDSA dugc cho 1a an toan hon trudc
cac phuong phéap bé khoa hién co so véi RSA. Co thé néi
ECC chinh 1a hé mat manh nhét hién nay va cung la ing
vién sang gia de thay thé RSA trong viéc tao ra cac khoa
ma ngan hon ma van dam bao an toan. Vi vay ECC cling
1a mot giai phap dé thay thé va cai thién hiéu niang cta
SeND [8-9-10].

IV. MOT SO GIAI PHAP CAI THIEN HIEU NANG
SEND

Tao CGA dua trén thoi gian: Pé sir dung CGA, nut gm
can chon tham sb bao mét (Sec). Gid tri Sec cho biét muc
dd bao mat cua CGA chong lai cac cudc tan cong. Sec la
mot sb nguyén khong diu 3 bit c6 gia tri tir “0” dén “7”.
Gia tri cua Sec 16n co vu diém tang chi phi tinh toan cho
ca ké tan cong, tuy nhién thoi gian tao dia chi CGA cling
tang theo. B) tao dia chi can trung binh 216e¢ ¢4 tim kiém
brute-force vé6i diéu kién (16xSec)-bit ngoai cung bén trai
ctia Hash2 bang 0. Gia tri Sec 1on co thé dan dén viéc tao
cac dia chi quan trong bi tri hoan. D01 voi gia tri Sec “27,
vi€c tinh toan dia chi CGA phai mat vai glo trén may tinh
¢6 téc do CPU 2,67 GHz [1]. Hién tai, viéc stt dung CGA
voi gia tri Sec 1on la khong thuc té dic biét 1a trong cac
mang han ché tai nguyeén, chang han nhu trong mang
Mobile IPv6, cam bién khong day va mang ad-hoc, noi céc
nuat c6 tai nguyén han ché (pin, bd nhg, bo xtr 1y va bang
thong). Viéc tinh toan CGA s& mat qua nhiéu thoi gian va
tiéu thu nang luong clia thiét bi tinh toan. Do d6, muc chi
phi tinh toan cao cua CGA cé the han ché viéc su dung no
va 1am cho mang IPv6 dé bi tan cong boi mot s6 cudce tin
cong c6 lién quan dén danh cip dia chi. Thong thuong, chu
so hitu dia chi dat gia tri Sec, nhung that kho de nguoi
dung chon gia tri Sec phu hop. Gia tri Sec nho dé lai mot
bi€n d an toan nho va gia tri Sec 16n ¢6 thé gay ra d¢ tré
tao dia chi khong thé chap nhan dwoc. Mic di trong trudng
hop ngudi dung hiéu rd thuat toan CGA, nhung that kho
dé du doan thoi gian tao CGA vi tinh toan cua Hash2 1a
hoan toan ngiu nhién va khong dé dé du doan chinh Xac
cho thoi glan tao CGA voi gid tri Sec 16n hon “0”. Hon thé
nita, thoi gian tao CGA phu thudc vao tdc do CPU ciia may
tinh. Do d6, mdt cach t6i uu la chon gia tri Sec dua trén
thoi gian. Dya trén cac phén tich va thyc té qua trinh cai
dat CGA trén thiét bi Cisco, bai bao dua ra CGA sira doi
v6i thoi glan két thac dé budc qua trinh tao CGA dung sau
mdt thoi gian nhit dinh do ngudi dung chi dinh hodc bd
tao dia chi. Muyc dich la dé dat duoc CGA bdo mat ma
khong tiéu ton thoi gian va tai nguyén cua hé thong voi gla
tri Sec 16n. Thuat toan tao CGA di stra doi 1ay thoi gian
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két thuc 1am dau vao va sau do xac dinh gia tri Sec nhu
mot dau ra dé tinh todan CGA. Thuét toan chinh stra tao
CGA bao gom cac bude: Chon tham s6 thoi gian lam dau
vao thay vi gia tri Sec. Tham s thoi g1an duoc dat dé dam
bao rang CGA s€ dung sau mét thoi gian nhat dinh. Thay
thé hé so chi tiét tiéu chuan “16” bang “8” trong diéu kién
Hash2 de ¢6 muc bao mat tbi wu trong thoi gian dung va
giam s0 Vong 1ap dé tim gia tri Sec tot hon. Qué 16 rang
rang co hdi c6 dau ra ham bam véi “8” s6 khong lién tiép
cao hon voi “16”.

8"Sec bits bén trai Hash2
phai bang khong
i)

[0 T hasne Virotaud N\ O [
(112 bits) = m, -
- (128 bits

- Chira Hash2 tét nhat o
- Chira Modifier Téng J '
Modifier

Tham sé CGA

swm m-eeugw
vacham
(8 bits) @MMM

I“ "B)

B!
- D
Modifier 0 0 1chongmm
(128 is) | (64bits) | 8 bits) | (gia i thay ) sabis . mml
+ Taol chiramét cap khoa RSA £ Y012 .67
+ Chon ngdu nhién Modifier | H]H . I
+ Battham sbthigian Tiént6 mang con Dinh danh giao dién
+ BatColision Count vé 0 <
1U=<F1

CGA
Hinh 2. Thudt toan tzo CGA dua trén thoi gian

Hinh 2 cho thay so db thuat toan tao CGA chinh stra. Thay
vi lya chon gia tri Sec dau vao, tham sO thoi gian duoc sir
dung nhuy mét dau vao. Néu tham s6 thoi gian chua bi vuot
nguong tang Modifier va tinh gia tri Hash2 méi. Sau moi
gia tri Hash2 dugc tao, 50 bit 0 dugc dém va so sanh voi
s0 bit 0 dugc tao voi gia tri Hash2 dugc tinh toan truge do.
Trong vong 1ap tim kiém brute-force, Hash2 so khop véi
s6 0 16n nhat ¢ bit ngoal cung bén trai cua né dugc luu trir.
Bén canh do, két qua Modifier twong Umg 1a gia tri Hash2
“t5t nhat” dwoc luu trir. Khi tham s6 thoi gian bi vuot
ngudng thi vong lap két thuc gia tri Modifier tot nht tao
ra gia tri Sec s& duoc sir dung cho phan con lai cua qua
trinh tao va xac minh dia chi CGA. Chay trinh phan tich
WInSEND trén hé diéu hanh Windows [2]. Ngu’m dung c6
thé chon kich thuge khoa RSA va xac dinh so lan lap lai
dé tinh CGA. Néu CGA tiéu chuin dugc su dung, ngudi
dung c6 thé dat mirc 46 bao mat mong mudn. Trudong horp
dang sir dung CGA stra d6i, nguoi dung thiét 1ap thoi gian
dung CGA va diéu kién (8 hoic 16) cho Hash2. Gia tri Sec
cudi cung 1a gid tri dugc thanh 1ap cao nhit. Trinh phén
tich WinSEND ghi va luu mt s6 phep do va sb liéu thong
ké vé qua trinh tao CGA va ghi n6 vao tép vin ban diu ra.
Hinh 3 cho thay mot phan cua tép dau ra phan tich SeND
khi dung CGA chinh stra trén thi€t bi di dong téc do CPU
1a 2,67 GHz dé hién thi cau trac dir lidu CGA, kich c&
RSA=1024 bit, gidi thuat bam SHA-1 va cac gia tri Hashl,
Hash2. Khi dat thoi gian ding la 200ms, thi tong sO vong
1ap 19166, thoi gian dé tim dwoc Modifier tot nhét 1a
140ms, Gia tri Sec t6t nhat trong truorng hop (8xSec) la 1
(Bm v6i giai thuat SeND chuén thoi gian 14 401,99ms gip
3 lan).

Thay thé ham bim SHA1 biang SHA 512: Him bam
trong CGA su dung SHA-1, m¢t phién ban cii, da dugc su
dyng rong rdi trong qua khu Tuy nhién, n6 di bi cac 16
hong bao mat phat hién va hi¢n khong con du an toan aé
su dung trong cac ung dung quan trong. Vi vdy dé ting
tinh bao mat va toan ven cua dit li¢u cho SeND viée thay
thé bang ham bam bao mat hon nhu SHA-512 1a rat can
thiét. SHA-512 duoc coi 1a mét thuét todn bam rét an toan
va chdng lai hiu hét cac tan cong thong qua tinh ngiu
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Hinh 3. SeND khi dung CGA chinh sira

nhién cta ma hash du ra. Néu hai dit liéu chi khac nhau
mot chiit, md hash dau ra ciing hoan toan khac nhau. SHA-
512 1a mot thuat todn bam nhanh va hi¢u qua, dac biét 1a
khi duoc cai dit trén phan cing téi wu hoa nhu cac bo xur
Iy hash (ASICs) [9-10].

Thay thé RSA biang ECC:Chi phi thoi gian va bang thong
tao CGA khong nhiing chi phu thudc vao Sec, ma n6 con
bi anh hudng boi do dai khoa. RO rang voi mure d6 bao mét
nhu nhau thi d¢ dai khoa cua ECDSA la nhd hon so véi
RSA. ECC ting toe do xur ly mot cach dang ké, do sO phep
toan dung dé ma hoa va giai ma it hon va yeu ciu cac thict
bi c6 kha nang tinh toan thap hon, nén giup tang tdc do va
lam glam nang luorng can st dyung trong qua trinh ma hod
va gidi ma. Vi vay dé giam bang thong chiém dung, t6i uru
mirc tiéu hao ning lwong cua thiét bi dau cubdi, giam thoi
gian xu ly va tang tinh bao mat cho SeND thi viéc thay the
RSA bing ECC la rit can thiét. Thuat toan chir ky sb
Ed25519 du’(yc chon dé thay thé vi no tao ra cap khoa cong
khai va riéng tu nhanh va c6 kich thudc khoa cong khai
nho hon so vdi cac cac thuét toan chir ky s6 khéac. Thuat
toan chir ky sé dudng cong Edwards (EdDSA) 14 so d chit
ky dién tir sir dung mot bién thé cua chir ky Schnorr dya
trén cac duong cong Edwards xodn. N6 duoc thiét ké dé
day nhanh toc do tao khoa ma khong anh hudng dén tinh
bao mat.

Algorithm 1- Ed25519 Signing Process

Procedure Sign(pk,m)
h—H(pk)
s«first 32 bytes of h
A«—s*B
Prefix «last 32 bytes of h
r«<—H(prefix || m)
R~ [r]B
k—H(R||A[lm)
S«—(r+k.s)mod L

10. sige—R]|S

11. return sig

12. end procedure

Chir ky sO 1a 64 bytes cho Ed25519 dugc tao 1a su ghép
nbi ciia chudi R(32 octet) va ban ghi ma cua S(32 octet), 3
bit ¢6 ¥ nghia cao nhat ciia octet cudi cling bang 0. Bang 1
so sanh d¢ dai khoa RSA va ECC cho thiy khi st dung
ECC tiét kiém duoc rat nhidu bit dan toi kich thudce g01 tin
giam va sur dung tai nguyen hiéu quad hon. Vi du véi cung
muc bao mat RSA yé€u cau d¢ dai khoa 3072, trong khi
ECC chi yéu cau do dai khoa 1a 256. Ma héa khéa cong
khai khi st dung RSA 1a 420Bytes, trong khi ECC la 88
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Bytes. SO bit can thiét dé tao CGA cta RSA 1a 3560 bit
trong khi d6 CGA dugc tao bdi ECC chi 1a 904 bit, tict
kiém dugc 2656 bit [16].

Bdng 1: So sdanh d¢ dai khda RSA va ECC[16]
1024 2048 3072 7680

D) dai khéa

Ma hoéa khda
cdng khai khi st
dung RSA
(Bytes)

Do dai tham so | 1480 | 2536 | 3560 8168
CGA khi str dung

RSA (bits)
by dai
ECC
M& hoa khoa | 66 80 88 120
cobng khai khi su
dung ECC
(Bytes)

b6 dai tham so | 728 | 840 904
CGA khi str dung
ECC (bits)

SO cac bit tiét | 752
kiém khi dung
ECC(bits) so voi
RSA

khéa | 160 | 224 256 384

1160

1969 | 2656 7008

V. PHAN TiCH, MO PHONG PANH GIA HIEU
NANG
Chay thir nghiém trén mang cuc bd dugc tién hanh dé
danh gia chirc nang va hiéu ning cta co ché SeND stra ddi
khi thay thé ham bam SHAS 12 va ky thuét tao khoa ECC.
Cau trac lién két mang, bao gdm hai may cht, mot bo dinh
tuyén va mot ke tan cong Hinh 4 mo ta cau tric lién két
mang trong do tat ca cac thiét b duoc két ndi tryc t1ep véi
switch. May chua va bo dinh tuyen da duoc stra doi dé sir
dung SeND.Thu vién mt ma dya trén Python dugc su
dung cho thut toan chir ky s6 Ed25519 [11]. Ké tan cong
chay trén h¢ diéu hanh Kali Linux [12], duoc str dung dé
klem tra xam nhap Céc cudc tin cong IPv6 dugce thuc hién
béang Scapy va cong cu flood_router26.c [13-14], trong khi
Wireshark [15] duoc st dung dé giam sat cac hoat dong
cua mang.

HostA Host B

- -

IPv6 Link-local Network

Attacker

Router

Hinh 4. Topo mang thuc nghiém

Muc dich cua thyc nghiém 1 do thoi gian xtr 1y ctia qua
trinh tao ra mét dia chi IPv6. Thuc nghiém d& dugc ap
dung véi Standard NDP, SeND, Match-Prevention, Trust-
ND va SeND sira d6i. Thoi glan xu ly dugc tinh bang cach
trir di thoi gian két thuc cua viée tao IPV6 tir thoi diém thoi
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gian bét dau cua qué trinh xac minh. Do kha nang do cac
tién trinh khac dang chay trén hé diéu hanh c6 thé c6 anh
huong dén thoi gian xur 1y, cdc thi nghlem duoc lap lai 25
lan dé dam bao két qua la dang tin cdy. Hinh 5 cho thy
biéu d6 du:ong hién thi thoi glan dé tao dia chi IPv6. Dya
vao két qua, SeND c¢¢ thoi gian xur 1y cao nhat Vi no st
dung chir ky s6 RSA va CGA, ca hai déu duoc coi 1a cac
hoat dong tinh toan phtre tap . Nguorc lai, Standard NDP,
Match-Prevention va Trust-ND c6 thoi gian xtr 1y gan nhu
gidng nhau vi sir dung k¥ thuat Privacy Extensions
mechanism. SeND sira doi xir ly nhiéu thoi gian hon mot
chut vi n6 st dung Ed25519 d tao IPv6.

——TrustND  —— SEND st¥a d6i SEND NDP
100
o 10
-
[=]
2
8 1
2
L
=
z O - - - IR
=
=
5 001
=
2
D001 e NP |
0 G 3§ o’ gian ]

© PRO

g

1234567

8 9 10111213141516171819202122232425

EXPERIMENT NUMBER

Hinh 5. Thoi gian xit 1y dé tao dia chi IPv6

Trong mét cudc tin céng gia mao AR, ké tAn cong nhim
muc dich gia mao ban tin NS dé chen dia chi MAC cua ke
tan cong. Néu may chu A luu dia chi MAC ctia ké tan cong
vao nelghbor cache table, cuoc tan cong dugce coi 1a thanh
cong; néu khong thi cude tin cong duogce coi 1a khong thanh
cdng va ban tin s& bi loai bo.

Exist Host A Exist Host B Exist Host C
( . I )
NS Mesg. | | I I
L =
| | A v A .
_— | Exist Host E Exist Host D
8+ TRAMesg.
New Host
DoS-on-AR Attack
Exist Host A Exist Host B Exist Host C
iII;L iIIEI,. EIIEI,.
A
NS Mesg. | I I
L St | =
- Exist Host E Exist Host D
o ——
New Host AR Process

Hinh 6. Tdn cong gid mao phan gidi dia chi AR

Céc thi nghiém duoc 13p lai v6i s 14n tin cong 1a 10, do
dai khoa RSA 1a 1024 tuong L’rng cung muc dg bao mat cua
ECC voi d6 dai khoa 1a 160 va ty 1€ thanh cong dugce tinh
bang phuong trinh (1)

SR =2%100 (1)
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trong d6 SR 1a ty 1¢ thanh cong, Sn sd lan tin cong thanh
cdng va n 14 s6 lan tan cong. Bang 2 tom tat két qua ctia
céc thi nghiém. Ty 1¢ tan cong thanh cong cua Standard
NDP, Match Prevention va Trust-ND la 70%, 60% va
60%. Cac cudc tdn cong doi khi that bai vi co ché
(Standard NDP, Match-Prevention, Trust-ND) khong thé
phan biét gitra cac ban tin dugce gul boi may chu hop phap
va ban tin dugc giri boi ké tan cong Hon nita, SeND va
SeND stra d01 dd ngan chan thanh cong cac cudc tan cong
AR Vi ké tin cong khong thé gia mao dia chi IPv6 néu
khong c6 chia khoa hop 1¢ dé ky ban tin.

Bdng 2: Két qua tan cong vao qud trinh phan gidi dia

chi AR
Tén ky thuat  S6 lan tin cong Ty 1é tn
thanh cong cdng thanh

cdng
SeND 0 0%
SeND sira 0 0%
doi
Trust-ND 6 60%
Match- 6 60%
Preveniton
NDP chuin 7 70%

VI.KET LUAN

Bao mat cac ban tin NDP 1a diéu can thiét cho cdc mang
lién két cuc bd IPv6. Giao thirc SeND da dugc thiét ké de
bao mat NDP, tuy nhién do thoi gian tao CGA qué dai dan
t6i tiéu ton tai nguyén va bang thong cua mang. Vi vay rat
kho ap dung cho cac mang han ché tai nguyén, chang han
nhu trong mang Mobile IPv6 Networks, cam bién khong
day va mang ad-hoc, noi cic nut c6 tai nguyén han ché
(pin, by nhdg, bo xir ly va bang thong) Ng0a1 ra SeND
khong co bat ky co ché xéc minh nao de xac thuc cac ban
tin dén, do do bét ky ké tin cong nao ton tai trén mang déu
¢6 thé khai thac ban tin SeND dé tan cong. Do d6, nghién
clru da dua ra mot s6 cac g1a1 phap ky thuat dé glup SeND
6 thé ap dung dugc trén cac mang han ché tai nguyén. Cac
ky thuét bao gom thay thé RSA bang ECC c6 d6 dai khoa
ngén hon, thay thé ham bam SHA 1 bang ham bam bao mat
hon SHAS512, CGA dugc tao dua trén thoi gian.

Céc phan tich 1y thuyét va thuc nghiém cho thiy su vuot
troi rd rang trong SeND stra d01 Viée thay thé cac ky thuat
md&i giup SeND van c6 thé chdng lai cac cude tin cong nhu
phién ban dugc dinh nghia trong RFC — 2461 san c6 ma
con giam thoi gian tao CGA va st dung bang thong mot
cach c6 hiéu qua hon.
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STUDYING THE SECURITY ISSUES OF
NEIGHBOR DISCOVERY PROTOCOL IN IPV6

Abstract- Neighbor Discovery Protocol (NDP),
defined in RFC-2461, is a key protocol of IPv6
technology. NDP uses some specific ICMPv6 messages to
do several things: Address resolution, Neighbor
Unreachability Detection (NUD), and Duplicate Address
Detection (DAD). However, NDP always considers all
nodes in the network to be trusted, this is also the cause of
a number of attacks including denial of service attack on
duplicate address detection process in IPv6 link-local
network, NDP address resolution attack, ICMPv6 message
attack, and redirection attack [4-5-6]. SeND is designed to
enhance the security of the insecure protocol NDP by
using a cryptographically generated address to encrypt the
CGA message. However, CGA computes and encrypts
IPv6 addresses using SHAL hash and RSA public key
encryption algorithm, resulting in significantly increased
IPv6 address generation time. The article presents a
number of technical solutions to improve the performance
of SeND. Replace RSA with Elliptic curve digital
signature algorithm with version Ed25519 to authenticate
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IPv6 hosts, to prevent unauthorized devices from joining
the network. The SHA1 hash in SeND is replaced by the
SHA512 hash which has better performance and security.
To reduce CGA generation time, the time factor is
considered as an input to the CGA algorithm. Modified
SEND is evaluated and compared with NDP, standard
SeND with performance evaluation parameters such as:
IPv6 address generation processing time, resistance to
DOS attacks. The analysis results show that the modified
SeND still successfully prevents network attacks, with the
IPv6 address generation time being much smaller than that
of the standard SeND. The bandwidth when using ECC is
significantly less than standard SeND using RSA.

Keywords - Neighbor Discovery Protocol (NDP), NDP
Security Protocol (SeND), Denial of Service (DOS)
Attacks, Encrypted Generated Addresses (CGA),
Duplicate Address Detection (DAD), Attacks Man in the
Middle (MITM), Address resolution Protocol (ARP).
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